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Title
Blockchain in Education

Abstract

This report introduces t  he fundamental principles of the Blockchain focusing on its potential for the education
sector. It explains how this  technology may both disrupt institutional norms and empower learners. It proposes

eight scenarios for the application of the Blockchain in an education context, based on the current state of
technology development and deployment.
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Foreword

This Blockchain in Education  study has been designed and supported by the European
Commission's Joint Research Centre's (JRC) u nit B4 1 Human Capital and Employment It
is an exploratory study located within the Open Education ! research area in the JRC,
contributing to research carried out in the domain of the recognition dimension ofth e
Open Edu Framework 2. This previous research was a study on recognition of MOOC -
based learning, of which the outcome was the OpenCred % report.

Further research  was deemed necessary to understand what can facilitate both the
process of issuing and recogni  sing credentials in an increasingly digitised world . The
Blockchain in Education report aims to fill in this gap. It highlights the  growing need for
learner empowerment when it comes to handling one's own learning and learning
portfolio , tapping into the benefits that openness and decentralisation of processes can

bring.

This report has been primarily written for policy makers, education institutions,
educational researchers, teachers and learners, and anyone from a non -technical
audienc e who is interested in understanding blockchain and its potential in education.

JRC overall research on Learning and Skills for the Digital Era started in 2005. The aim
was to provide evidence -based policy support to the European Commission on harnessing

the potential of digital technologies to encourage innovation in education and training

practices; improve access to lifelong learning; and impart the new (digital) skills and
competences needed for employment, personal development and social inclusion. More

than 20 major studies have been undertaken on these issues resulting in more than 1 20
different publications.

Recent work on capacity building for the digital transformation of education and learning,
and for the changing requirements for skills and competences has focussed on the
development of digital competence frameworks for citizens ( DigComp ), educators

(DigCompEdu ), educational organisations ( DigCompOrg ) and consumers
(DigCompConsumers ). A framework for opening -up Higher Education Institutions
(OpenEdu ) was also published in 2016, along with a competence framework for
entrepreneurship ( EntreComp ). Some of these frameworks are accompanied by (self -)
assessment instruments. Additional research has been undertaken on Learning Analytics,

MOOCs (MOOCKnowledge , MOOCs4inclusion ), Computational thinking ( Computhink ) and
policies for the integration and innovative use of digital technologies in education
(DigEduPol ).

More information on all our studies can be found on the JRC Science hub:
https://ec.europa.eul/jrc/en/research -topic/learning -and -skills .

Yves Punie
Deputy Head of Unit
DG JRC Unit Human Capital and Employment
European Commission

! https://ec.europa.euljrc/en/open -education

2 pit.ly/openeduframework

% pit.ly/opencredreport
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Executive  Summary

Blockchain is an emerging technology , with almost daily announcements on its
applicability to everyday life. It is perceived to provide signific ant opportunities to disrupt
traditional products and services due to the distributed, decentralised nature of
blockchains , and features such as the permanence of the blockchain record, and the
ability to run smart contracts . These features make blockchain technology -based
products or services significantly different from previous internet -based commercial
developments and of particular interest to the education sector T although education,
with some minor exceptions, is not currently perceived to be high o n the agenda of most
countries with national blockchain initiatives. In addition, currently stakeholders within

education are largely unaware of the social advantages and potential of blockchain
technology. This report  was produced to address this gap.

Con text

Blockchain technology is forecast to disrupt any field of activity that is founded on time -
stamped record -keeping of titles of ownership. Within education , activities likely to be
disrupted by blockchain technology include the award of qualifications, licen sing and
accreditation, management of student records, intellectual property management and
payments.

Key Advantages of Blockchain Technology

From a social perspectiv e, blockchain technology offers significant possibilities beyond
those currently av  ailable. In particular, moving records to the blockchain can allow for:

o} Self -sovereignty , i.e. for users to identify themselves while at the same time
maintain ing control over the storage and management of their personal data ;

o} Trust , i.e. for a technical infrastructure that gives people enough confidence in its
operations to carry through with transactions such as payments or the issue of
certificates ;

o} Transparency & Provenance , i.e. for users to conduct transactions in knowledge

that each party has the capacity to enter into that transaction ;

o} | mmutability , i.e. for records to be written and stored permanently, without the
possibility of modification;

o} Disintermediation , i.e. the removal of the need for a central controlling authority
to manage transaction s or keep records ;

o} Collaboration , i.e. the ability of parties to transact directly with each other without
the need for mediating third parties.

Key conclusions

This report concludes  that b lockchain applications for education are still in their infancy ,

though quickly picking up steam . It describes case studies of implementations at the
Open University UK, the University of Nicosia, MIT and within various educational
institutions  in Malta: each of these implementations is in a piloting phase. However, eve n
from these early pilots it is pertinent to conclude that blockchain  could probably disrupt
the market in student information systems and loosen the control current players have

over this market

While many of the applications of blockchain technology cannot yet be imagined, we find
that within the educational sphere, the following areas are most likely to be impacted by
the adoption of  blockchain technology in the near future:

(a) Blockchain technology will accelerate the end of a pape  r-based system for
certificates.  Any kinds of certificates issued by educational organisation s, in particular



qualifications and records of achievement , can be permanently  and reliably secured using
blockchain techno logy. More advanced blockchain implementations could also be used to
automate the award , recognition and transfer of credits , or even to store and verify a
complete record of formal and non -formal achievements throughout lifelong learning.

(b) Blockchain technology allows for users to be able to automatically verify the validity
of certificates directly against the blockchain, without the need to contact the

organisation that originally issued them. Thus, it will likely remove the need for
educati onal organisation s to validate credentials

This ability to issue and then reliably validate certificates automatically can also be
applied to other educational scenarios. Thus, one can imagine certificates of accreditation

being issued to institutions by quality assurance bodies, or licences to teach being issued
to educators, with all of these being publicly available and verifiable by any user against

a blockchain.

It can also be applied to intellectual property management, for the tracking of first

pub lication and citations, without the need of a central authority to manage these
databases. This enables, e.g. the possibility of automatically tracking the use and re -use
of open educational resources.

(c) We find that the  ability of blockchain technologie s to create data management

structures where users have increased ownership and control over their own data could
significantly reduce educational organisation s & dat a manageasaveltastiein st s
exposure to liability resulting from data management issues.

(d) Finally, we find that blockchain -based cryptocurrencies are likely to be used to

facilitate payment s within some institutions. The ability to create custom cryptocurrencies

is also likely to mean that blockchain will find significant use in gra nt or voucher -based

funder of education in many countries.

We further conclude that the benefits mentioned above are only achieved through open
implementations of the technology, which (a) utilise open source software, (b) use open
standards for data and w  hich (c) implement self -sovereign data management solutions.
This said, many of the solutions being proposed by blockchain solution providers, of

which there are already hundreds, fail on at least one of these three criteria, since it is

easier to build a  business case around keeping control of the software, data or standards.

We recommend that further development of the technology in the educational field
should be considered as  a shared competence of the market and of public authorities, to

ensure an appr opriate balance of private sector innovation coupled with safeguard of the

public interest.

For all this to come to be, r egulation and standardisation will determine the extent and
speed of progress  either forward or backward.

Main recommendations

Considering that blockchain technology clearly benefits from a network effect when
applied transnationally, but also that it affects many areas that are the exclusive
competence of Member States , we believe that any policy work linked to the blockchain
needs to be of shared competence between the EU and Member States , in line with the
principles of subsidiarity and proportionality laid out in the treaties.

To ensure development of open blockchain implementations we recommend that the EU

in collaboration wi th Member States consider creating and promoting a | abel for Oope
educational records, which enshrines the principles of recipient ownership, vendor
independence and decentralised verification 1 and only supports or adopts technologies

in compliance with  such a label.



We further recommend that policymakers consider investigating and support ing the
application of blockchain technology to specific educational use cases, such as those
described above, in particular by organi sing and support ing innovation pipelines to lead
to their implementation.

Taking advantage of any technology offerings innovations linked to educational records
cannot progress without commonly agreed digital meta -data standards for such records.
We therefore recommend that Europe urgen tly supports  standardisation  activities in this
area.

From a research perspective , we recommend that an expert consultative committee be
formed to keep policymakers abreast of developments and their implications on policy
while at the same time financing s pecific implementations and/or projects of interest.

The main beneficiaries of the adoption of blockchain - based technologies in education are
likely to be networks of educational organisation s and learners. To this end, we suggest
outreach to the networks to help them understand the benefits of blockchain technology,

and the incorporation of the principles behind the technology into digital competence
education for learners.

Related and future JRC work

The OpenCred * report of the JRC has previously explored recognition of non -formal,
MOOC-based learning. This  Blockchain in Education report also taps into recognition of
learning but fro m a perspective of certification and credentialisation of both formal and
non -forma | learning , and argues that g lobally, governments, enterprises, and start -ups
are exploring the  blockchain technology/market fit in a wide variety of use cases and for

a wide variety of requir  ements and regulatory demands. However, t here is still much that

is unknown about the development of trustworthy blockchain -based systems. Further
research is required to improve our knowledge about how to create blockchain -based
systems that work, and how to create evidence that blockchain -based systems will work
as r equired .

4 pit.ly/opencredreport
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1 Introduction

This study investigates the feasibility, ch allenges, benefits and risks of blockchain
technology ° in education, with a focus on the application of the blockchain to formal and
non -formal credentials  °. It is an exploratory study which is aimed at policy makers and a
non - specialist audience

The application of  blockchain to education is extremely new T with little peer -reviewed
published literature in the area. This study represents an exploratory  review of
blockchain for education, focu sing on the state -of-the-art of the field in Europe. Its

primary target audience are policy -makers , educators , strategists and researchers with
an interestin  securing:

a) A foundation knowledge of a new digital infrastructure which is widely touted in
specialist and technical media for its potential to disrupt established sectors;

b) A pragmatic understanding of those areas most likely to be impacted by the uptake of
the technology by EU Member States and education institutions currently experimenting
with the technology.

The study therefore necessarily bridges desk research with an assessment of early

movers in the field, bearing in mind that what is architected in the early days of

technology adoption will determine the foundations and vulnerabilities of the future.

(® Inthis report, we use fABlockchain technologyo when referring to
bl ockchaino, when talking about specific use cases of writing

blockchain.
(6) Recognition of non -formal learning and ne  w accreditation models are key objectives of the 2012 Council

recommendation on validation of non -formal and informal learning which asks Member states to have
national arrangements for validation.

11
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2 Purpose, Scope and Objectives

Blockchain technology is a growing area of interest for many industries and universities

in Europe and beyond.  As a relatively recent innovation in computer science , blockchain
is a global, cross -industry and disruptive technology = which is forecast to fuel the growth

of the global economy for the next several decades 7

This exploratory study addresses the value decentralized ledgers, in particular those
based on blockchain , may bring to stakeholders within the educational sector, with a
particular focus on its potential for digital accreditation of personal and academic
learning .

Figure 1: Educational s takeholders likely to utilise blockchain technology

EDUCATIONAL STAKEHOLDERS WITH INTEREST IN THE BLOCKCHAIN

e
LT

— Accreditors — Employers — Students — Teachers

— Validators
— Testers

This study focuses on the feasibility, challenges, benefits and risks of the Blockchain as
applied to formal and non  -formal education credentials. Europe needs to overcome
challenges on many fronts where educational credentials are concerned, related to:

a) theneed f or continuous professional development and re -skilling of its workforce;
b) the facilitation of the recognition of non -formal learning based on individual's
portfolios i this being particularly pertinent for open learners and migrants ~ ; and

c) the standardisati on and scaling up of the process of credentialing issuing and
recognition, as well as their access by interested parties.

In this sense, the Blockchain also represents an opportunity for third parties, such as
employers, to independently and privately ver ify that shared records are authentic and
unadulterated.  This study explore s a number of areas that reflect the rapidly -changing
socio - political and technical landscape in relation to the subject

(") The World Economic Forum  (2015) estimates that by 2025 at least 10% of the worldodés GDP (
trillion) will be managed via Blockchain technologies, and half of that will be in the form of a crypto
currency.
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Furthermore, this study also examines the implications of b  lockchain technology for
management of intellectual property (in particular open educational resources), for

management of educational grants , and for enhancing the control of learners over their
own data.
The primary objectives of the study are to :

1. provide an introduction to blockchain technology and its core social value
proposition ;

2. identify and engage with t he key issues which are influencing policy -makers and
other key stakeholders in considering the use of blockchain technology as avalue -
added p roposition within an education landscape ;

3. explain how education institutions and learners can use the technology as a
transparent, trusted system for securing, sharing and verifying academic
achievements in Europe ;

4. determine if the technology is fit -for -purpose for the recording of academic
achievements within the short -term , and the likely take -up by European
universities and higher education institutions should it be deployed as an open
standard ;

5. discuss how blockchain technology may help bridge  the legitimate need for
academic institutions to safeguard their brands and reputations when issuing
academic credentials and the aspirations of individuals to maximise their learning
portfolio ;

6. identify a set of clear opportunities and challenges for the take -up of blockchain
technology in higher education institutions. The study also engage s with issues
relating to interoperability of technology ; and how the centralized nature of
accreditation and the  decentralised nature of the Blockchain could be reconciled

7. make a set of recommendations that may support EU efforts to open up education

in Member States by maximising the potential for blockchain technologies . The
study will recommend how the EU can play a strategic role in introducing
blockchain technology, so it can improve access to educational formal, informal
and non -formal opportunities ; improve transparency of qualifications ; and
contribute towards improvements in the education and European employment
sector.

This study is primarily aimed at policy -makers in the EU and EU Member States

educators and researchers. It may also be of interest to a more general readership
with an interest in an emerging technology, and its deployment within a wider socio -
economic co ntext.
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3 Methodology

This study is based on qualitative research methods, using desk research, literature

review, interviews and case studies to generate evidence. With an emerging technology
such as blockchain, with almost daily industry announcements and posts on special ist
media, the use of qualitative methods currently represents a pragmatic approach in
engaging with the subject at a time when research on the subject is at an embryonic

stage, and where case studies involving the blockchain and education are exploratory
and / or pilot initiatives

To this end our research approach involves:

Literature review of any published literature on:
Applications of blockchain technology to education
Non -financial applications of  blockchain technology more generally

Digital methods for storing, securing, sharing and verifying academic credentials

Desk Research  utilising primary sources covering:

Technical specifications of major blockchain implementations, in particular Bitcoin and
Ethereum

Technical specif ication s of products rel eased by vendors offering products built on top of
blockchain technology, as well as of their governing structure, operations and intellectual
property arrangements

Interviews with a sample of researchers, experts, industry  repres entatives , educators ,
accreditors , testers and learners of relevant stakeholders in the blockchain and
education al fields .

14




3.1 Limitations of the Study

This study is subject to several limitations which are indicative of an early stage,
exploratory research area.

1.

Blockchain technologies are under active development globally, and there may be

recent advances that impact our findings. To mitigate this, we have endeavoured

to follow advances in blockchain technologies by monitoring international
technology conferences, published academic papers, and grey literature (such as

white papers, and blogs).

We have used only a small number of use cases. This is factored into the overall
exploratory, qualitative approach employed i n this study. We  do not make claims
that rely on statistical evidence about the populations of use cases.

The selected use cases may not adequately cover nor be representative of optimal
approaches to the  blockchain in education. We have made extensive use of our
professional networks to secure interviews with leaders in the industry and with
researchers and experts . The use case studies were identified and developed as a
direct result of this iterative process

The candidates for our use case s may not be optimal in their cont ribution to the
development of b lockchain technologies  in education . It is possible that alternative
case studies exist that better address the dynamic context and requirements for
relevant use case studies. We have mitigate d this risk by seeking broad input

from the literature and from our interviews with industry insiders and policy -
makers. We believe we have secured enough relevant and first -hand information
for the use cases to conduct an evaluation of the risks and oppor tunities
blockchain -based systems afford to a set of domains likely to influence the
decisions and behaviours of the primary stakeholders in the education sector and
the target readership for this study

The design analys is we have performed may not be va lid, relevant or rigorous
enough , since they are yet to be widely -identified, used and studied for
blockchain -based systems. However, we believe that the high -level qualitative

approaches we employ have been previously used in a variety of other technology

domains, so we believe it is reasonable to use them to support the indicative
qualitative findings in our study. We believe that the conclusions and
recommendations  of our study are grounded in an appropriate analysis at this
stage in the evolution of blo ckchain technologies and the very limited take -up by
education stakeholders ; and that these in turn reveal risks and opportunities that
may be commonly encountered in this early stage of blockchain technology
development.

Our technical descriptions of blockchain technology are intentionally simplified to
allow for comprehension by a non  -technical audience. Thus, this paper contains
no discussion of the cryptographic techniques which underpin blockchain
technology, or of the mechanisms of consensus -validation and mining employed
by different blockchain s.
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4 Blockchain T An introduction

fiBlockchain 0 is rapidly becoming part of the tec  hnology vernacular, and yet it remains
very much misunderstood . The following high -level d efinition® provides a quick
introduction to the subject

Simply put, a blockchain is a distributed ledger that provides a way for information to
be recorded and shared by a community.

In this community, each member maintains his or her own copy of the information and
all members must validate any updates collectively.

The information could represent transactions, contracts, assets, identities, or practically
anything else that can be d escribed in digital form.

Entries are permanent, transparent, and searchable, which makes it possible for
community members to view transaction histories in their entirety.

Each update is a new fAbl oaki@a hadded to the end pf

A protocol manages h ow new edits or entries are initiated, validated, recorded, and
distributed. With blockchain, cryptology replaces third - party intermediaries as the keeper
of trust, with all blockchain participants running complex algorithms to certify the
integrity of the  whole.

There have been experiments with blo ckchains since the ®ewasdnyinl199006s,
2008, with the release of a white paper by an individual or group of individuals operating
under the pseudonym of Satoshi Nakamoto ° that blockchains  gained wid e adoption. The

first well -known blockchain was the Bitcoin blockchain, which is also the name of the first
widely -used, decentralised cryptocurrency *. fiBi t coi nd al so refers to the n

underlying the cryptocurrency . In terms of the popular ve rnacular, the Bitcoin  blockchain
is automatically associated with 6t he Bl ockchaino when i n practice
blockchains of significant importance , such as the Ethereum blockchain (See Annex 3 for

an overview of the major blockchains

4.1 Ledgers
Ledge rs are tools by which one can determine the owner of an asset at any
point in time. They perform this function by serving as a central authoritative list of

transfers of the asset in question.

In a system or society that has agreed to use a ledger to determine ownership of a
particular asset, all that is required to transfer ownership between two parties, is to
make an entry in the ledger indicating that this has happened.

From a technical perspective, a ledger is simply a list of sequential , time -stamped
transactions structured as follows:

®  Adapted from  Piscini et al. (2016).

® The original white padqioeReerEléBri dciod nCa sAh PRyst emdo, was published o
2008. It described the Bitcoin network protocol and its distributed architecture and followed by a reference
implementation a year later. These documents became the foundation for the Bitcoin cryptocurrency.
(19 This study provides a short overview of the technology, ensuring reference to rather than duplication of
the JRC 2015 Study "On Virtual and Cryptocurrencies: a general overview from the technological aspects
to financial implications". Also see https://blockgeeks.com/guides/what -is-cryptocurrency _ for a quick
guide to the origins and underlying principles of cryptocurrencies.
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Figure

2: Typical Ledger entry

dd-mm-yy
hh:mm

Person 1

Description of
asset transfered
e.g. a unit of
currency, a deed
toa property or a
certificate.

Person 2

dd-mm-yy
hh:mm

Person 1

Description of
asset transfered
e.g. a unit of
currency, a deed
toa property or a
certificate.

Person 2

This simple concept of keeping an authoritative list of transfers of an asset, enables the
such has been referred to as the

systematic transfer and accumulation of capital, and as
essential technology that makes capitalism possible (Windjum, 1978; Yamey, 1949).

The person or organisation that physically owns or controls a public ledger (including the
server where the ledger resides, in the case of a
significant power and influence. Specifically, the owner of the ledger may:

n online public ledger) is in a position of

o} decide whether to record a transaction, which in turn provides this person with the

ability to:

0 impose conditions for

individuals

to h ave their transactions recorded; and

o decide on the system of controls to be applied to check the accuracy of those

transactions ;

o} m odify or delete transactions already in the ledger

o} destroy the ledger entirely, or allow it to be destroyed.

Since under suc h a system, writing, modifying or deleting a transaction in the ledger also
changes the ownership of the object, the person or organisation controlling such ledgers

also wields significant

influence by effectively controlling who owns what

bein g the custodian of the list of transactions.

- simply by

The responsibility of keeping accurate ledgers has traditionally been assigned to a variety

of institutions: governments control ownership of land by controlling ledgers of property;

| ntorretmry systeml bgt Bodding the ledgers for currency; while
stock exchanges control large shares of the business world by holding ledgers for
business -ownership. Since capitalist societies are built around the concepts of sale and
nd accumulation of capital), there are great responsibilities
associated with the custodianship of ledgers.

banks contro

ownership (the transfer a
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Specifically, these central authorities are trusted to:

provide witness 1 that is, to certify identity and ensure that the persons being recorde d
in the ledger are who  they say they are, and that the assets being transferred exist;

be honest and transparent in all transactions 1 that is, not to divest users of their
assets by creating fake transactions or illegitimately modifying transactions after they
have been created;

be secure i that is, ensure that unauthorized third parties cannot read or write to the
ledger (hacking);

not abuse their monopoly by imposing unfair/exceptional costs on their services;

allow persons to transact 1 thatis, give access to everyone with a legitimate interest to
conduct transactions by listing them on the ledger.

The corollary is that these institutions may individually or collectively cause significant
harm or even social chaos by abusing the trust placed in them to accurately keep and
maintain these ledgers. The inference is that these institutions have the power to use or
abuse their control over the ledgers and exert significant control over individuals and
societies within their immediate remit.

4.1.1 Blockchain s asPublicL edger s

The most widely -known application of a blockchain is as a public ledger of transactions
for cryptocu rrencies, such as Bitcoin and Ether. As in the case of other public ledgers, the
blockchain ledger provides the record of the provenance and transfer of ownership of an

asset. The transactional structure of blockchain protocols facilitate not only the tran sfer
of cryptocurrency, but of other digital assets. An asset can be tangible, such as a house,

a car, cash, land, or intangible like intellectual property, such as patents, copyrights, or

branding. Virtually anything of value can be tracked and traded on a blockchain network,
reducing risk and cutting costs for all involved (Gupta, 2017). Since they are designed to

record and preserve transactions, all blockchains have traditionally had a digital currency

of some kind associated with them as the most basic asset transacted across the

net wor k. This has also incentivized the adoption of
contributors to the network in its own cryptocurrency.

Blockchains are therefore ledgers recording groups of transactions, otherwise know n as

blocks , which are linked together cryptographically in a linear temporal sequence. Other

key properties associated with a blockchain - security, immutability, programmability -

depend on the architecture of the blockchain and the character of the cons ensus protocol

it runs by that blockchain. Some blockchains are structured to facilitate peer -to-peer

transactions across non -hi er ar chi cal nodes; this is known as a
structure. Some blockchains, like the Bitcoin blockchain, also ensure the immutability of

their ledgers through their unique consensus protocol.

To identify who owns a specific asset, a party needs simply to consult the ledger to check
who is its most recent owner.

When describing the blockchain, it is important to unders tand both a set of social
principles that wunderpin its cor evakedphopositioa ndd) gnhi | osoph
the characteristics of its wunderlying architecture t

c har act erThefollowsing éhapte rs addressthese important considerations.

4.2 The Social Value P  roposition of Blockchain s

In engaging with a subject area like blockchain, the tendency is to first focus on issues

relating to digital disruption, the digital economy, knowledge industries and the
innovation system. This allows us to understand the context for digital disruption.
However, typically it is not only the digital technology that matters: the socio -economic
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drivers that create demand for technology (or change in response to it) may be equally,
if not more, important. The digital business models that work best have understood

people first and digital technology second (Christensen, Clayton M 2003) .

Adapting the core arguments in Byrne (2017), Gupta (2017), Hanson et. a | (2017),
Morabito (2017 ) and Piscini et al. (2016), itis possible to propose a set of principles that

underpin  the social value proposition of blockchain technology ' as a primer to

understanding the specific affordances of blockchain technology to the education sector

4.2.1 Self -Sovereignty and Identity

The early literature on bl ockchain makes frequentsovefeigmtctgd, tan
the individual 6s ability to own and control ;his or
Allen, 2016; Smolenski, 2016 b). According to Au (20 17) and Lewis (2017), public
blockchain s facilitate self -sovereignty by giving individuals the ability to be the final
arbiter of who can access and use their data and personal information. Within an
education al context, the term is on its way to becoming synonymous with the
empowerment of individual learners to own, manage and share details of their
credentials, without the need to call upon the education institution as a trusted
intermediary.
This can also be thought of as citizens acquiring sig ni fi canautobhsocerlift yé over the
personal data and identity is shared online, and being able to choose to release all or
parts of it in return for access to services they want T without the need of constant
recourse to a third -party intermediary  to v alidate such data or identity.
ldentity isé [the basis for] trust and confidenc

the public and government; it is a critical enabler of service delivery,
security, privacy, and public safety activities; and it is at the heart of

the public administration and most government business processes.
How identity information is collected, used, managed, and secured is of
critical interest to leaders in the public sector" (Government of Canada)

Identity is complicated territory for citizens and those who need to verify it: it is the
assessment of verifying personal attributes, personal history, relationships and/or
transactional histories  *2. Digital identity is verging on a human right. Yet there has yet to

be a fail -safe method to deal with one of the flaws of the internet - identifying people or
machines online *. When citizens are obliged to, or agree to divulge their online identity,

new problems are created, such as the use of private algorithms to maximise the
commer ci al u s e sonfal datesor sociad media r .

Technology is fundamentally changing our ability to represent ourselves. At the same
time the nature of our connected world is changing our perception of identity and trust.

(*") Different blockchain implementations address these principles in different ways and to different extents.
Not all the blockchains and / or the applications over different types of blockchains will embrace the entire
set of principles underpinning the socia | value proposition of blockchain technology. There is debate about
which is the most likely blockchain to embody the entire set of principles; however, a strong case can be
made that, as a public blockchain with a highly distributed consensus protocol, th e Bitcoin blockchain is at
the top of the list.
(2)  According to Hanson et. al (2017), t he assessment of identity is used to minimise any perceived gap in
trust. This gap is proportional to the measure of risk, which reflects the perception of the identity and any
potential losses. The trade -off is often a loss of privacy in exchange for access to high value transactions.
The downside has historically been the loss of privacy where the transaction is asymmetrically of moderate
to minimal value to the indivi dual being vetted compared to the risk presented to the other party. In order
to verify certain attributes of their identity to complete the transaction they also expose other attributes of
their identity they may not wish to disclose. This disclosure plac es all of their attributes, on that
document, at risk of further unwanted disclosure or illegal use.

(%) See https://qz.com/989761/microsoft -msft -thinks -blockchain -tech -could -solve -one -of -the -internets -
toughest -problems -digital -identities/
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The cryptography at the core of b lockchain technology promises to address identity
lacunae and O wr e s bwnership @antl eontrol of personal data back to the individual
user. People, businesses and institutions can store their own identity data on their own

devices, and provide it efficiently to those who need to validate it, without relying on a
central repository of identity data. Blockchain technology  does not just provide a new
way of digitising bits of paper which have an intrinsic value, such as our credentials T it
provides us with the means to take control of our identity online and manag e it

appropriately (see section 5 for further information on the affordances of the Blockchain
to credentials and certification).

In fact, some have argued that full digital self -sovereignty may eventually depart from

thesharing of anything |like a permanent fiidentity, o0 b
verifying claims. In other words, rather than soliciting extraneous information, querying

parties will instead request only information that is immediately pertinent to the

trans action at hand : Is the individual over the age of 18?7 Did they receive a PhD in

Neuroscience from MIT? Are they a citizen of Italy? Once verified satisfactorily, claims

can then be retracted by the subject 14,

4.2.2 Trust

An inf luential UK Government study 15 suggests that trust is a risk judgement between

two or more people, organisations or nations; and that in cyberspace, it is based on two
key requirements:

a) authentication i prove to me that you are who you say you are ;

b) authorisation T proveto meth atyou have the permissions necessary to do what you
ask.

If one of the parties is not satisfied with the response, they may still choose to allow  the
other party to proceed, but they would be incurring risk. However, there is no viable
relationship unless  the parties trust one another . In this sense, being trustworthy in a
society is analogous to being creditworthy.

This basic concept of trust remains unchanged in the digitised world where we have to
rely upon many actors, whom we will never meet, to act in good faith and on our behalf:
trust is often granted only for a very specific application, within a specific context, and for

a set period of time. In a global, digital economy, the challen ges of maintaining trust -
with the resultant checks and balances i are becoming increasingly expensive, time -

consuming, and inefficient '°.

Blockchain technology might provide a viable alternative to the current procedural,
organisational, and technological infrastructure required to create institutionalised trust.

The improved trust between stakeholders is associated with the use of decentralised
public ledgers as  well as cryptographic algorithms that can guarantee approved
transactions cannot be altered after being validated . The distributed  ledgers contribute to
trust by establishing a fact at a given point in time , Which can then be trusted. They
achieve this by automating the three roles of the trusted third -party : a) validating ; b)
safe guarding transactions; and c) then preserving them.

The hope is that i n the same way that the Internet reinvented communication and
impacted social behaviour , blockchain s may s imilarly help address the current lacunae in
transactions, contracts, and trust T key underpinnings of business, government, and
society.

WSS I yRNBIFE 'yi2y2LRt 2 &OSNPABKS LKRSYLpdEYAGYSESETF! OI
https://www.youtube.com/watch?v=DZbyiJgKT8c

(%) Government Office for Science, UK (2016)

(18)  Ppiscini et. al (2016)
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4.2.3 Transparency and Provenance

Ease of sharing and visibility are essential features of a blockchain; the lack of one or the
other of these features in current systems is often a central driver of blockchain
adoption. They become particularly critical in transactions in which more than one
organisation is making blockchain entries.

Blockchain s empower participants with info rmation on the origins of each asset or record

and how its ownership has changed over time. However, this transparency only functions

if blockchain transactions are linked to an identifier. Without a public identifier, such as a

linked document or serial number, blockchain transactions cannot be decoded and

tracked. In this way, blockchains deven fipubl i c 00 &d private byhdefault, sut

can also be used to track transactions of specific individuals over time via |inked
chaino dat a.

Blockchain technology provides an indisputable mechanism to verify that the data of a
transaction has existed at a specific time. Moreover, because each block in the chain
contains information about the previous block, the history, position and ownership of
each bloc k are automatically authenticated, and cannot be altered. A single, shared
ledger provides one place to go to determine the ownership of an asset or the completion
of a transaction.

4.2.4  Immutability

An immutable record is an unchangeable record whose state can not be modified after
it is created.
Immutability is interlinked with security, and its classic properties of confidentiality,

integrity and availability. Immutability is also about resilience and irreversibility.

Blockchain data cannot be easily changed because it is continually replicated across

many different locations. With private and public key cryptography aspart of bl ockchai
underlying protocol, transactional security and confidentiality become virtually

unassailable.

The immutability of block  chain s means that it is essentially impossible for changes to be

made once established: this in turn increases confidence in the integrity of the data and

reduces the opportunities for fraud. For a transaction on a blockchain to be considered

valid, all pa rticipants in the transac tion must agree on its validity nodes or fipeer so
running the blockchain protocol must come to consensus on the t r ans ac valididyn.d s

The mechanism by which this happens differs from blockchain to blockchain but is

generally distr ibuted to some extent, meaning that no one actor can be an arbiter of

truth in the network.

No participant can tamper with a transaction after it has been recorded to the ledger. If a

transaction is in error, a new transaction must be used to rectify the error, and both
transactions are then visible in the ledger. Blockchain resilience stems from its structure ,
since it is designed as  a distributed network of nodes in which each one of these nodes

stores a copy of the entire chain. Hence, when a transactio n is verified and approved by
the participating nodes, it is virtually impossible for someone to change or alter the
transact i onAftenptsdta tcteange data in one location will be interpreted as
fraudulent and an attack on integrity by other participants, with the result that it will be

rejected.

4.2.5 Disintermediation

By replacing middlemen with mathematics, blockchain also can go some wa vy towards
maintaining trust  (Piscini et al. 2016) . Participants on  a blockchain are linked together in

a marketplace where they can conduct transactions and transfer ownership of valued

assets with each other in a transparent manner and without the assista nce or
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intervention of  third -party mediators or intermediaries. A value network operates without
a defined central authority.

With blockchain technology , peer -to-peer consensus algorithms transparently record and
verify transactions without a third -party - potentially reducing or even eliminating cost,
delays, and general complexity. For instance, blockchain s can reduce overhead costs
when parties trade assets directly with each other, or quickly prove ownership or
authorship of information 0 ataskthat,i s otherwise currently nextto impossible without

either a central authority or impartial mediator. Moreover, blockchains 6 ability to
guarantee authenticity across institutional boundaries is likely to help parties focus on

new ways of authenticating record s, content, and transactions in new ways. Greater
decentralisation  of the internet would place more control in the hands of the user o or

more specifically, adtinstead of selyingéos clodds v i gatfams operated by
the likes of Google or Amazon.

4.3 Types of Records stored on Blockchain S
Blockchain s are typically used to store records of:

1. asset transactions ;

2. smart contracts ;

3. digital signatures and certificates .

4.3.1 Asset Transactions
Records of transactions of assets typically take two forms:

o} Money, expressed in  units of a currency : each single unit of the same currency
has an identical value as every other single unit at any one time. Currencies are
also intra -convertible at an exchange rate. The most common form of currency built
using blockch ain technology is Bitcoin.

o} Documentary evidence of ownership rights, legally known as titte deeds. These are
commonly used to represent immovable property such as land, or intangible
property such as intellectual property rights.

4.3.2 Smart Contracts

Smart contracts are effectively small computer programmes stored on a blockchain ,

which will perform a transaction under specified conditions. Thus, a smart contract is

typically a decl atrarsferiXotmY i§Ziocbursa o . i Unl i ke a regul ar
where after reaching an agreement, parties must execute the contract for it to take

place, a smart contract is self -executing - that is, once the instructions are written to a
blockchain, the transaction will take place automatically when the appropriate conditi ons

are detected, with no further actions required by the parties to the transaction or other
third parties.

The promise represented by smart contracts is that
records are verifiable, a whole new ecosystem of technical automation will start to evolve

to produce a new social fabric that enables civic efficiencies, personal mobility, and

institutional transformation. Within this context therefore, smart contracts represent an

automated view of the future 7.

(7 Also see https://github.com/Azure/azure -blockchain -

projects/blob/master/bletchley/AnatomyofASmartContract.md
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4.3.3 Certificatesa  nd Digital Signatures

In its most essential form, certification is the issue of a statement from one party to
another that a certain set of facts are tr ue (see section 6).

Signatures are proofs that the statement was issued from and to the said parties.

Blockchains can be used to either store cryptographic hashes (fAdigital
the certificates, or to store the claims themselves 8. Thus, a blockchain can take on the
function of a public certificate registry.

4.4 High -Level Overview of Blockchain Architecture

Abl ockchain is a ledger |l inking sequential Abl ocksodo o
o} Every person who wishes to trade any asset across a private or public network

requires access to the network . This access occurs via a software application that

mediates between user and blockchain. The software application, often called a

Afwall et, o can be installed directly on ar.device

Depending on how it is designed, a blockchain wallet can be used to send and/or
receive digital assets. Some wallets allow for direct transacting without a mediating

third - party , while other wallets are run by third parties who maintain custodianship

of usersdé digital assets on their behalf.

o} Those users wishing to participate in validating transactions through consensus
must generally  to install the blockchain software on their device. This is used to
write to the ledger, store an entire copy of the en tire ledger and keep all the copies
of the ledger perfectly synchronised. Because public blockchains allow anyone to
install the software and have a copy of the entire ledger, anyone can transact
directly on the Blockchain within the network, and no third parties can impose
conditions for access. In permissioned blockchains, a centralized authority
determines who has access to run a node and participate in the consensus process.

o} The transaction -records, or blocks , in a blockchain are linked together
cryptog raphically, rendering them tamper -proof. Unlike records in digital databases,
which can be altered, once a transaction is recorded and time -stamped on the
Blockchain, it is impossible to alter it, or delete it.

o} The blockchain records the fact of the transa ction, that is, what has been
transferred, the parties involved, as well as structured information (metadata)
related to the transaction and a <cryptographic hash (Adigital
transaction content . This unique signature is used to verify transa ctions later : if
someone alters the transaction content , its resulting unique code no longer  matches
the version that is on the chain , and the blockchain software will highlight the
discrepancy.

o} All parties involved in a transaction, and only those parties , must provide their
consensus before a new transaction record is added to the network. All other nodes
in the network will only verify that the two parties have the appropriate capacity to
enter into the transaction. Thus, as soon as one party agrees to send the asset,
and the other party agrees to receive the asset, and the nodes verify that each
party has the capacity to conduct the transaction, it is completed.

o} All computers in the network continually and mathematically verify that their copy
of the blockchain is identical to all the other copies on the network. The version
running on the majority of computers is assumed t
only way to Ohackd the records woul d be to take
computers on the network . For a blockchain running on thousands (or even , in the
8 This is a particularly true where the ¢ laims can be expressed in terms of tokens, such as the acquisition of
credits
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future, millions ) of computers, as public blockchains like Bitcoin and Ethereum do,
this would -be a near -impossible task. Destroying the ledger entirely would require
deleting every copy of it in th e world.
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5 Certification

5.1 What is Certification?

Broadly speaking, certification describes any process by which a certificate is issued as
verification of a claim.

In education, certification isusedin many scenarios 1 forinstance, as evidence of:

achieve ment of learning outcomes , irrespective of the form of learning ;
the competence of a teacher
a learning process undertaken by a learner, irrespective of the form of learning ;

an educational organisation or course meeting certain quality criteria ;

=A =4 =4 =4 =4

an accre ditation body being authorized to issue certifications

As Schmidt (2017 a) observes, outdated credential systems limit our ability to create new
pathways to education, in particular for those who lack access and need it most. One

challenge for people witho ut formal education is to translate their learning into jobs
because they often lack credentials affirming their skills and experience. Moreover,
existing credential systems vastly favour formal education over other learning
experiences, making it harder t o develop valuable after -school and after -work education

programs 1 this, despite the clear merits of lifelong learning and informal and non -formal
education .

Smol ens ki Thedrdental fias emerged as a transnational, interdisciplinary signal

of capability and skill in an environment where other characteristics T language,
nationality, religious identity i cannot be presupposed 0 (Smolenski, 2017). Credentials
not only determine who can pass on knowledge, but they also help us identify members

of a community who have certain skills (Schmidt, 2017 b).

5.2 Ontology of Certification

5.2.1 Components of a Certification

Certification, in its most essential form, is the issue of a statement from one party to
another that a certain set of facts are true . Thus, any ce rtification involves the
following elements:

1. The clam -t he statement t hat ithis set of f a
educati onal cont ext mi g ht i nclude, ffa | ear

2. An issuer - abody that has checked and validated the facts, and is certifying that
the claim is true

3. Evidence backing up the claim, usually including the procedure by which the
claim is verified and some additional informatio n about the claim. Thus, for
example if an institution certifies that a student has received 1 ECTS worth of
learning, the ECTS manual sets out how the components and procedure of
verification of that claim. In this example, the procedure involves testing the
student on the achievement of a specified set of learning outcomes, which have
been achieved through approximately 25 hours of learning

4. A recipient - the person who is addressed by the claim 1 the learner acquiring
skill, the teacher who has enough kno wledge to teach or the student who has
completed an assignment

5. A certificate - a document that attests the identity of the issuer, the identity of
the recipient , the claim and refers to the evidence as necessary.

Ct s
ner
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6. A certificate will include a signature  which is a unique symbol, stamp, image or
code which can only be affixed by the issuer, thus confirming their identity

5.2.2 Processes Involved in Certification

Certification involves three distinct processes

1. Issuing : this is the process of recording the cla im, issuer, evidence, recipient and
signature onto a certificate. Often , this data is recorded:

in a centralized database of claims ;
on a certificate issued the user

Verification  : this is the process by which a third -party verifies the authenticity of
the certificate. There are three modalities for doing this:

a) verification using security features built into the certificate itself: this could include
measures like checking the authenticity of a seal, special security paper, signature

etc. ;

b) verification of t he certificate with the original issuer, whereby the third - party
contacts the original issuer, asking them whether they really did issue the
certificate. (Here the original issuer might consult their centralized database of
claims, or check the security fe atures built into the certificate themselves) ;

c) verification by comparison with a centralized database of claims. Here the issuer
may have listed all the certificates issued in a third - party databas e, which would

allow anyone to  consult this database to see copies of all certificates issued and
compare the two

3. Sharing: this is the process by which the recipient of a certificate shares that
certificate with a  third -party . There are three ways to share certificates:

a) directly transferring the certificate (or a copy of the certificate) to the third -party ,
e.g. by e -mailing it, or by showing it to the third -party in person ;

b) storing the certificate with a custodian, who is authorized to share only with
certain people at your demand (e.g. in the case of a private w ill, a notary is
authorized only to share the contents of the will with the beneficiaries, after a
personds; deat h)

c) publishing the certificate, by putting it in a public registry or store, where
everyone may consult it

5.3 Enablers for a Trusted System of Certification

While any person can issue a certificate to any other person, attesting to anything, the
objective of a system of certification is for certificates to be widely accepted by third
parties . This requires the third parties to have sig nificant trust in the system and its
processes.

Trust within the context of certification is created through  the following methods and
processes :

5.3.1 Method for Identity - Verification

This involves creating trust by verifying who is involved in the transaction . Since a
certificate involves the issue of a statement from one party to another , it is
important to be able to verify the identity of both the issuer and of the certificate holder.

Identity is typically verified using identity -documents, which themselves are certificates
attesting to a personds identity.

Where verifying identity documents can be complex, often third parties are involved to
verify the identities of either of the parties.
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5.3.2 Standardised Processes for Issue & Certif ication

Solely knowing the identity of the parties in a transaction would mean that third parties

would need to have complete trust in the former. Since these circumstances rarely come

about, it is necessary to also have trustin ~ how the certificates are r  eleased, specifically
by showing the methodology by which the issuer has arrived at the conclusion stated in

the claim.

It is also necessary to ensure that all certificates within a system are issued predictably
and equitably , i.e. that a certificate will  be issued to any person once they meet a
certain set of criteria, and only when they meet that set of criteria. This requires that the
methodology be documented in a standard 19 which is adhered to by all issuers.

Where a system of certification has multip le issuers , and each issuer appl ies individual or
proprietary standard s to iss ue certificates, the inevitable result is the creation of multiple
sub -systems . These would, in turn, need to be individually and independently understood
and verified to create trust. Therefore , in a system with multiple issuers, the higher the

level of standardisation in place across the network, the higher is likely to be  the level of
trust inherent in that system of certification

5.3.3 Mechanisms for Regulation and Assurance

Once a standardised system of certificates is established, one must still trust that each of

the parties in the system acts in good faith and applies those standards in line with their
requirements. Thus, a system of certification that includes a mechanism to ve rify that the
parties are acting in good faith, and to expose (and possibly remove) parties that do not,

leads to a higher level of trust in the entire system

5.3.4 Security Features

A third -party wishing to verify the authenticity of a claim in a certificate m ust be able to
ensure that such certificate is not forged. There are two ways to prevent such forgeries:

o} through physical anti  -forgery mechanisms such as signatures, watermarks, special
designs incorporated into the certificate itself, which ensure that on ly the issuer
could have made that specific certificate ;

o} through a database of issued claims, held either by the issuer or in a centralized
database known as a  registry, whereby a third -party can check that the claim has
indeed been issued.

5.3.5 Accessibility

The final element for trust in a certificate is for the claim to be easily accessible. This
implies that:

o} the recipient of the certificate should be able to hold a copy of the certificate;

o} third parties who require access to the certificate should be grant ed it easily either
by the holder, the issuer or a registry;

o} the certificate should contain information as to how to verify the claim, and the
standards and processes used to make the claim and issue the certificate;

o} the information in the certificate shou Id be clear, legible and easy to use. Ways to
do this include:

- standardising the content of the certificate itself;

- ensuring that the certificate is machine -readable.

(*) sStandards may be open, proprietary or statutory.
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5.4 Uses of Certification in Education

5.4.1 Uses of Certificates issued to Learners

Certificates are used widely throughout education, for a variety of purposes. Certificates
are typicall y issued to learners to recognis e:

o} the completion of a s pecific learning experience . Examples of this might include a
school -leaving certificate in formal education, a certificate of
attendance/participation in non -formal education, or a certificate attesting a
mobility experience;

o} the totality of learning achieved in a specific area, example for a certificate
attesting the award of a degree;

o} discrete units of learnin g, through the achievement of specific learning objectives,
for example through the award of ECTS credits in Higher Education;

o} specific experiences which contribute to learning, such as certificates attesting the
completion of an apprenticeship, or of anot her kind of work  -experience;

o} the acquisition of specific skills, such as through certificates awarded in procedures
for the recognition of prior learning;

o} the achievement of certain excellence criteria, for example by winning certain
prizes for achievement , or gr a avithdadnoursgd 6

o} the specific level of competence achieved in specific areas, through the issue of
examination certificates or grade -cards .

Typically, certificates issued to learners are used by stakeholders interested in the

evidence of an i ndi vidadionga | &a& instance : e ducational institutions are

interested in this for determining an i ndi vsuithhility | © rogress to another level of

education; recruiters and potential employers are interested to determine suitability of a

candidate for open  employment opportunities

Literature also points to the uses of certification as a motivational tool in education,
through the gamification of learning by awarding certificates for the achievement of
specific intermediate learning goal s (Gibson et al, 2015; Abramovich, Schunn, & Higashi,
2013). This ongoing formative assessment and certification has been shown to improve
concentration, recall and overall learning outcomes.

5.4.2 Use of Certificates for Accreditation

Accreditation is a proced ure by which an authoritative body gives formal recognition that
a body or person is competent to carry out specific tasks (ISO/IEC 18009:1999).
Accreditation is usually attested by means of a certificate. Multiple forms of accreditation
are used in educat ion:

o} educational organisations are accredited, to be licenced to operate. Examples of
such accreditation includes accreditations issued by governments to universities or
schools; and accreditation issued by software companies to training centres to
teach s pecific software packages;

o} specific educational programmes are accredited, to be allowed to be taught within
accredited educational  organisation s;

o} teachers are often accredited for a specific skill -set to be allowed to claim that they
are teachers, and tea  ch in specific schools;

o} agencies that accredit schools and teachers are themselves accredited by high -level
supervisory agencies, which ensure that they issue their accreditation according to
set rules. An example of such an accreditation is that awarded b y the European

Quality Assurance Register (EQAR).
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Many of these certificates and accreditations are typically linked into accreditation chains.
Thus, for example a student may be awarded a certificate attesting a degree only if it has
been issued for an ac credited programme, which was in turn issued by an accredited
university, which in turn was accredited by an accredited quality assurance agency. An
example of such an accreditation structure, typical for European Higher Education is
displayed below:

Figure 3: Outline of a Trust & Recognition Structure for Qualifications in Europe

QUTLINE OF A TRUST AND RECOGNITION
STRUCTURE FOR QUALIFICATIONS IN EUROPE
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Source: Camilleri, Anthony (2017): Outline of a trust and recognition structure for
qualifications in Europe. See https://doi.org/10.6084/m9.figshare.5372758.v1

5.4.3 Uses of Certificates for Tracking Intellectual Property

Registering and tracking intellectual property is a key part of all academic systems
Intel lectual property creates value and in turn its use may apply  costs.

To this end, a host of central authorities are used to manage intellectual property of
various kinds.  In particular:

o} research journals certify that a piece of research is new, and that th e research has
been conducted in line with rigorous scientific standards I this information is used
to determine  scientific truth
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o} Data companies certify the number of times a piece of research or an open
educational resource (OER) has been used. This is used to determine the

significance of the research or the OER , and often to compensate the author
accordingly;
o} patent offices certify the first inventor of an invention, and award them a monopoly

to market an d profit from that invention for a number of years.

5.4.4 Uses of Certificates for Financial Matters

Certificates are also used extensively for financial reasons , including to track:
o} receipts of payment ;

o} award of student grants  ;

o} award of student loans

o} waivers and/or modifications to student loans

5.5 Limitations of Certificates

Most records are still issued on paper or other physical formats, although digitisation

efforts by governments and industries are proceeding all over the world (Cheng et al.,
2016) . There i s no Operfect formatd for <certificat-es,
certificates whereby paper certificates are backed up by digital databases

However , the significant limitations of each system clearly show a need for a better,
more robust  certifi cation technology .
5.5.1 Limitations of Paper Certificates

Paper certificates are still seen in many quarters as being the most secure form of
certification, since they are:

o} difficult to forge due to security features built into the certificates themselves;

o} (usually) held directly by the recipient , who thus as full control over their
certificate;

o} relatively easy to store securely for prolonged periods of time, e.g. by keeping them
in a safe ;

o} they can be presented by the recipient anywhere, to any person for any p urpose .

However, paper certificates also have significant disadvantages:

o} while being hard to forge, no certificate is immune from the risk of forge ry. Thus,
the issuer is obliged to retain a central register of issued certificates that may be
used to verify certificate authenticity;

o} certificate registries are single points of failure : while the certificates may remain
valid, the ability to verify them is lost ;

o} keeping such a register of claims, and answering queries as to the validity of
certificat es is a manual process, which requires significant human resources;

o} security features in the physical certificate derive exclusively from the difficulty
level and expertise required to author the document . The more secure the

certificate, the more expensi ve it is to produce. Single secure certificates such as
passports routi-he%@; cost 020

o} there are no limitations on the ability of the issuer to fraudulently state the
timestamp or other details of the certificate;

o} once issued, there is no way to revoke a certificate without having the owner
relinquish control of it;
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o} If a third -party needs to use the certificates, e.g. to verify claims in CV, they need
to read and verify each certificate individually and manually, a significantly time -
consuming process

5.5.2 Limitations of (non -Blockchain) Digital Certificates

Digital certificates  hold many advantages over  paper certificates

o} they require far fewer resources to issue , maintain and use,  since:
o the veracity of certificates can be checked against the registry automatically,
without human intervention;
o where a third -party needs to use the certificates, these can be automatically
collated, verified and even summarised if they are issued in a standardised for
format;
o the security of the certificate derives from th e security of cryptographic

protocols, which ensure that the certificate is cheap to produce but extremely
expensive to reproduce by anyone except the issuer ;

o} certificates can be revoked by the issuer ;

certain types of issuer -fraud, such as changing the ti mestamp or changing the
certificate serial , can be made impossible depending on the design of the system

However, digital certificates also have significant disadvantages, namely that:

o} without the use of digital signatures, they are extremely easy to forge ;
o} where digital signatures are used, these require the involvement of third - party
certificate providers to guarantee the integrity of the transaction i these third

parties have significant control over every aspect of the certification and verification
pro cess, which can be abused ;

o} in many countries, thereis no universally -used open standard for digital signatures,
leading to certificates that can only be verified within the context of specific
software ecosystems;

o} it is easier to destroy electronic record s 1 keeping them safe requires sophisticated,
multi -tier backup systems which are prone to failure;

o} should the registry fail, the certificates themselves become worthless since unlike
paper certificates, they hold no intrinsic value without the registry;

o} registries of digital certificates are prone to large -scale data -leaks.

5.6 Digital Certificates using Blockchain Technology

Blockchain technology is ideal as a new infrastructure to secure, share, and verify

learning achievements (Smolenski, 2016). In the case of certifications, a blockchain can

keep a list of issuer and receiver of each certificate, together with the document

signature (hash) in a public database (the blockchain) which is identically stored on

thousands of computers around the world. Digital certificates which are thus secured on

a blockchain hol d signi ficant advantages over O6regul aré di

o} th ey cannot be forged T itis possible to verify with certainty that the certificate was

originally issued by and received by the s ame persons indicated in the certificate 2.

20 Note that while this a  llows for the certificate to be definitively matched to an issuer or receiver, it does not
protect ag ainst either the issuer or receiver impersonating another person or institution. Preventing
identity fraud will likely require public key registries which serve as verified lists of which persons own
which public keys, which will likely be maintained by ve ndors and public institutions as a service.
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o} verification of the certificate can be performed by anyone who has access to the
blockchain, with easily available open source software T there is no need for any
intermediary parties;

o} because no intermediary part ies are required to validate the certificate, the
certificate can still be validated even if the organisation that issued it no longer
exists or no longer has access to the issued record ;
o} the record of issued and received certificates on a blockchain can o nly be destroyed
if every copy on every computer in the world hosting the software is destroyed;
o} the hash is merely a way of creating a 6linké to t
by the user. This means that the above mechanism allows for the signature of a
document to be published, without needing to publish the document itself , thus

preserv ing the privacy of the documents

5.6.1 Ideal Characteristics for Recipient

Blockchain saddress the foll owing i deal requi rements for
perspective :
o} independence : the recipient owns the credential, and does not require the issuer
or verifying third -party to be involved after receiving the credential ;
o} ownership : the recipient may prove ownership of the credential ;
o} control : the recipient has control over how they curate credentials they own. They
may choose to associate credentials with an established profile they own, or not ;
o} verifiabilty : the credential is verifiable by third parties , like employers,
admissions committees, and verification organisation s;
o} permanence : the credential is a permanent record (subject to the limitations

discussed in  10.3)

5.6.2 Ideal Characteristics for Issuer

Blockchains address the following ideal requirements for a certificate from a nissuero6s
perspective :
o} the i ssuer may prove they issued the credential ;
o} the i ssuer may set an expiration time on the credential ;
o} the i ssuer may revoke the credential ;
o} the credentialing system is secure and imposes minimal ongoing burden to remain
s0.

5.6.3 Other Characteristics

For the actual credential to have meaning and utility, a third -party verifier, such as an
institution receiving the credential as part of an application, must be convinced of a
certificate's veracity. The following are standard requirements:

o} integrity : the content hasn't been tampered with; that is, it matches what the
issuer originally intended.

o} authenticity  : confidence that the issuer is who the certificate claims, and has not
been forged.

5.7 Certifying ldentity using a Blockchain

From a technical perspective, a per sonds isdada tip dof he sum of all their
per sonally -identifiable information (P11 .
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When a person wishes to confirm their identity to another person or institution, they will

share much of that personally -identifiable information. Therefore , for example a
prospective student mi ght confirm their i debyti ty
providing their name, address, government identification number, gender and grades .
Typically, the admissions office will keep all this data in a central ised database, requiring
the user to trust them to care for the safety  of their data. However, due to the value of
such data , it is extremely susceptible to risks such as abuse, fraud and theft, a s
demonstrated by a recent spate of high profile big data thefts from governments and
corporations around the world. Currently, every time a person needs to conduct a
transaction with a new person or organisation , they again need to hand over their data

and give yet another person control over how that data is sa feguarded and shared.

Blockchain technology  enables a new concept of self -sovereign identity , Whereby a
user stores their own personally identifiable information on a personal device such as a
smartphone, and only shares it with third parties as necessary . This is the digital
equivalent of keeping your paper certificates in a safe at home, and displaying them to a

third -party to prove your identity , but keeping control over whether these third parties
can copy such documents or not. Blockchain technology fu rthermore allows  for the user
to certify their identity without needing to share the underlying data that makes up that

identity .

5.7.1 Usinga Certified Self -Sovereign | dentity

Once a per son has a fully -complete self -sovereign identity

o} their personal data is  digitally stored on a device to which only they have access,
and which they control  , such as a device -level wallet ;
o} a hash of that data , whether consisting of claims or digital documents, may be

stored on the blockchain;

o} the truthfulness of that data is certified by third parties, such as an issuing or
verifying institution wh ere the certificates are also

o stored on the secure device with the rest of the

o hashed on a blockchain

With these elements, a person can securely identify themselves t 0 any party who also
trusts the verifying institution, s imply by proving that they are the owner of the public

key associated with the certificate claim , and without the need to share any piece of
personally -iden tifiable information 7 not even their name.

Thus, to continue our example, once the student at the university has received a
scholarship , they might need to identify themselves as a scholarship recipient t o other
parts of the university to receive services. For example, they might be entitled to free

books from the university bookshop. Traditionally, the university bookshop would need to

hold the data of which students are entitled to scholarships and free books to be able to

offer this service. Thus, to receive free books, the student would need to allow a
bookshop to hold extremely sensitive information from which one could infer the
st ud e rfimadcwal situation and that of their family. With a verified self-sovereign
identity, the bookshop would not need to hold any data. T he student would simp ly turn
up, present the fischddna(rstoted gn thexr phomei errahother device ),
then prove that they are the owner of that certificate claim by entering their password or
scanning their fingerprint on their phone . Since the bookshop owner trusts the certificate
issuer (i.e. the admissions office) to have verified the identity appropriately, and can

trust the certificate due to the security and immutability of the blockchain , they could
give the student books, without the need to store any p iece of information whatsoever
about the student.
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5.8 Issuing Certificates Directly usinga Blockchain

Wherever a certificate can have a measurable value, it can be represented as a token,

and traded directly on a custom blockchain. Thus, for example on a blockchain for:
o} school -leaving certificates, a single certificate might be considered as one token;

o} educational credits, 1 ECTS would equal one token;

o} tracking references to journal papers, one reference might equal one token.

Thus, certificates could bet  ransferred from one person to another, simply by transferring
a token on the blockchain. Additional information on the certificate could be stored
either:

o} directly on the blockchain; or
o} by linking to it from the blockchain entry.

Thus, i t is possible to de sign a database where some information would be private and

held by the user, while other information would be held publicly on a blockchain .

The advantage of issuing certificates directly on a blockchain is that the certificates
themselves , rather than just the proof of their signing, become immutable and
permanent.

The disadvantage is that any general purpose blockchain used in this manner would grow
significantly in size, which means that it would lead to low performance and high
resource usage . Thus, such a model could only be implemented as a

private/permissioned blockchain (See Section 10.2 for a further discussion of resource
usage of blockchains)

Issuing a Diploma Supplement on a Blockchain
Pragmatically speaking, a degree certificate holds very little information. It contains
the date, awarding institution, awardee and title of degree . Thus , it might read
that the University of Malta issued a Bachelors in Science (Hons.) to Jane Doe on 15 ™
June 2017. This is tiny amount of information lends itself well to being stored in a
ledger , and would take up little space on the chain. Thus, it could b e published on a
blockchain either:
1 in plain text, if the purpose is to create a publicly available database of degrees
awarded ;
1 asahash of the certificate (using a system such as Blockcerts) if the purpose is
to secure the digital certificate awarded to the student.
Graduates in the European Higher Education Area, have the right to receive a d iploma
supplement along with their qualification which additionally indicates:
its level and function of the qualification;
the contents and results gained,;

il

il

9 certifi cation of the supplement;

1 details of the national higher education system concerned;
1

any additional relevant information.

This information can run into several pages, and while it is well suited to storage in a
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database, it is not well suited to storage in a ledger . Furthermore, it would be
prohibitively expensive to store that level of information directly on a block chain.
Therefore, qualifications together with their diploma supplement could be published on
a blockchain either:

I inplaintext includinga timestamp, awarding institution, awardee, title of
degree and link to the full text of the diploma supplement which is held off -
chain

§ as a hash of the certificate  #* (using a system such as Blockcerts) if the purpose

is to secure the digital certificate award ed to the student.

21 Remember that the hash of the document will always be the same length, irrespective of the length of the
document.
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6 Technical Characteristics of Blockchain Technology

This chapter describes the technical underpinnings of blockchain technology. Readers
who wish to understand how blockchain technology accomplishes the claims made in the
previous chapter should read on. For those who wish to take these claims at face value,
without delving into the technical architecture, we recommend skipping the chapter.

6.1 Principles of Blockchain

6.1.1 From Centralisation to Distribution

A centralis ed ledger is a single , authoritative list of transaction records. An example of
these might include a national land registry. In computer terms, a centralised database is
stored and executed on a single central node.

A variation of a centralized ledger , with an element of dis tribution, involves several
parties sharing responsibility for different parts of the single authoritative  ledger. Thus,
consider a national land registry which is administered by regional offices, each of which

only process and store transactions within t heir jurisdiction - but all of which ultimately
form a single database of national land transactions. In a computerized implementation
of this, each node only stores its part of the database and executes its part of the code.

If the central computer (serve r) goes down, access to its ledger is prevented

Decentralising and distributing a ledger involves the removal of the central controlling
authority entirely by creating a system whereby:

o} Several persons keep copies of the entire ledger;
o} Writing or making ¢ hanges to the ledger requires consensus from the persons who
have copies;
o} Each addition or change is recording in each copy of the ledger T thus each copy is

equally authoritative (Peters & Panayi, 2016).

A distributed, decentralised network will only go d own if every single node goes down,
rendering it virtually always available.
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Figure 4: Distributed Ledger Taxonomy
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6.1.2 Hashing

A hash is a short code  of defined length  which serves as a  fingerprint for a digital
document . A program called a hash  -generator allows a user to upload any string of text
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and create a unique ID. Every time the same string of text is run through the hash
generator, it will give the same document -ID. The contribution of hashing as an anti
tampering device is significant: if a single letter in a document is changed, it will
automatically generate a completely different ID.

Hashes are one -way. This means that the hash -generator can be used to generate a
hash from the document, but it is mathematically impossible to generate a document
from a hash.

Figure 5: Cryptographic Hash Function
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Source: Adapted from: https://commons.wikimedia.org/wiki/File:Hash_function.svg

In a blockchain, each block of transactions i s secured by inclu ding a hash of the
information block, as well as of the previous block, thus allowing all parties to guarantee
that none of the transactions has been modified or tampered with.

6.1.3 Publicand Private Keys

A public key is effectively a publicly available 1D -number  which can be used to
identify a person.

A private key is effectively a password , which has been mathematically linked to
the public key

When using public/ private key pairs, a user can authenticate that they are truly the
6owner & of a pentdrihgitheir pkivatg ke details into the software; this will, in
turn, check if the two keys are truly mathematically linked.

This function cannot be practically run in reverse T that is, it is nearly impossible to
generate the private key if one only h as information about the public key
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6.2 Architecture of a Blockchain

6.2.1 A Decentralised Digital Network for trading Assets

As a network oriented software implementation, a blockchain shifts the risk and
responsibility of code execution and data storage from centr alized machines to
decentralised networks.

A blockchain is used to record the trading of digital assets. The most basic asset whose
transactions are built into the functioning of most blockchain protocols is cryptocurrency

in the form of tokens (such as Bitcoin, Ether, Litecoin, etc.). However, they can also be
used to exchange other assets, such as land titles or ID documents (see section 4.3).

Every blockchain network has different rules regarding what kind of assets it trades, and
under which conditions trading takes place. These rules are encoded into its software.

Each device running the blockchain software is known as a node and is connecte d to the
network of nodes running that software. When anyone can set up a node and transact

directly with any other node on the network, this is known as a public blockchain
n etwork

However, if the device is connected to an intranet, that is, a private ne twork which only
specific devices have access to, then trades can occur between a select group of persons

who have been given access to that network. This is known as a private  blockchain
n etwork

The architecture of blockchain software ensures that only i dentical copies of the
blockchain software may interact with each other 2 Therefore, if anyone changes a copy

of the software, they effectively create an entirely new blockchain. This is known as a

Afork. o There have been mul ti phresinteotheknsrodution di| oc k c hai n
the Bitcoin protocol in 2009: August 2017 saw a fork of the Bitcoin blockchain into a new

blockchain called Bitcoin Cash.

Protocol identity ensures that all devices on the network trade under exactly the same
conditions withou t the need for a central authority to verify that the rules are observed

(22) " This is done by hashing the entire software code of the program. If even a single letter of code of two
versions of the software is different, the hashes will not match, and the programs will refuse to
communicate with each other.
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Figure6: How a Bitcoin blockchain works
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Adapted from Ryan (2017)

6.2.2 A Decentralised , Distributed Ledger

At its core, a blockchain is a transparent and autonomous decentralised ledger. Each
copy of blockchain software:
o} stores a complete copy of the ledger;
o} writes new entries to its ledger when it receives consensus from the rest of the
network;
o} broadcasts transactions made by its user to the rest of the network, for verifying by

consensus and recording;
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o} regularly checks that its copy of the ledger is identical to the ones across the rest of
the network.
6.2.3 A System for anonymously  verifying | dentity and Ownership

Transactions are listed on ab lockchain in the following manner:

Figure 7: Transactions on a blockchain

The blockchain software can issue a person with a bitcoin address which is linked to their
unique public key, and its cryptographically | inked private key.

To write a new transaction to a blockchain 7 that is, to transfer an asset associated with
a bitcoin address T a user must enter the secret private key associated with that public
key/bitcoin address which was issued to them when it wa s created.

Ownership of assets which have been transferred to a specific bitcoin address/public key
are verified by knowing the private key.

Thus, both the parties involved in a transaction as well as the public can see that a
transaction has taken place, and can identify who owns what, without knowing the
identity of the parties in the transaction (Nakamoto, 2013).

Each of those parties in the transaction can then make use of their assets by simply
entering their private key into the bitcoin software, without needing to prove or expose
their identity to any third -party or intermediary.

Figure 8: Signing a Transaction on a blockchain
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