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Abstract 

On 28th and 29th of November 2011 the Citizen Digital Footprint Action (CIDIPRINT) organised a workshop on “Digital 

Footprint in a Mobile Environment”. The workshop was aiming to turn the current debate on ‘privacy vs. security’ into a 

collaborative approach to define privacy with embedded security. 

This required: 

• To understand what are the problems and approaches related to security;  

• To understand the concerns related to privacy, their foundations and the actual concrete risks;  

• To identify possible solutions to such problems and risks, as well as directions where research should point to;  

• To identify the points of intersection, complementarities and conflicts. 

 

Outline of the workshop: The workshop brought together representatives of privacy and security in order to work on a 

win – win approach. It was oriented towards facilitating an open and constructive debate between the security and privacy 

promoters. Experts on both sides were encouraged to reconsider the current technical measures in order to reconcile in an 

innovative way the various trends. 

These proceedings summarize the discussion on outstanding questions such as:  

• The role of public debate in the policy making process related to security?  

• Can privacy be used as a design criterion for security systems?   

• How to combine privacy and security? The workshop helped to develop the groundwork for follow-up discussions and 

actions to converge vs. a consensual goal. 
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1. Introduction 

1.1. Rationale 
The increasing need for security in mobile IT environments is apparent in every aspect of our 
society. The need for tools and instruments to perform related policy assessment is becoming a 
priority. Security measures related to the profiling and identification of individuals tend to raise 
privacy concerns in our technological world. A commonly expressed concern is that security 
might only be enhanced at the expense of privacy, or vice versa. This has clearly led to a 
controversy on security policies related to the protection of citizens from organized crimes and 
terrorism as well as cybercrime and lawful interception. 

The Digital Footprint of a citizen, in a growing mobile and digital society, forms a common 
threat in current debates on security vs. privacy. Rapid changes in technology are challenging the 
concepts of security and reasonable expectations of privacy. The policy makers are expected to 
reach a balanced solution respecting security, privacy and economy. There is a need for clear 
understanding of the relevant issues and to aim towards trusted embedded security architecture 
for the next generation systems. 

One of the objectives of the CIDIPRINT Action1 is to develop and assess scenarios associated 
with information recorded when a citizen interacts in a digital smart environment, in particular 
with the internet of the future and with intelligent transport systems2. Moreover another 
deliverable3 mentions the organization of an expert workshop at the Joint Research Centre (JRC) 
thus inviting stakeholders with relevant key projects and key clients in order to prioritise the 
elements of such an inventory. 

At the time of the workshop one key document /1/ was about to be published thus describing the 
state-of-the-art of all types of digital footprints left behind by citizens while interacting in a 
digital environment. 

1.2. Digital Agenda 
CIDPRINT’s work is mainly driven by key challenges put forward in the communication from 
the Commission “A Digital Agenda from Europe”, in particular the action areas “2.3 Trust and 
Security” and “2.1 A Vibrant Digital Single Market”. Within the Digital Agenda it is explicitly 
mentioned that if the citizen trust in digital applications and interactions is not or no more 
guaranteed (e.g. if derived use of his data is felt as an intrusion), then the use and development of 
the whole digital single market is at risk. 

The border-less nature of digital transactions and communications to which the citizens are 
exposed in our days calls for a multi-disciplinary approach where the JRC can play a role in the 
definition of international standards and best-practice guidelines. 

Hence one of CIDIPRINT’s top priorities for 2012 is to look into cyber threats concerning 
mobile device applications like for example mobile payments or mobile cloud interfaces. 

                                                 
1 CIDIPRINT stands for Citizen Digital Footprint; it is one of three actions of the Digital Citizen Security (G7) unit 
of the Joint Research Centre (JRC). 
2 Deliverable 01.1 
3 Deliverable 01.2 
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1.3. Workshop format and objectives 
The format of the workshop was to let the participants give their presentations, each scheduled 
within a certain session, and followed by a short Q&A session; after the last session a round-
table discussion was scheduled thus involving all presenters and all other participants. 

The workshop was divided into four main sessions: 

1. Policy background with the objective to strengthen trust and security of the European 
Citizen in a sustainable and inclusive ICT-based European society by scientific research 
on how emerging Information and Communication Technologies will impact on the 
security and privacy of citizens' daily life. In the balance between European security 
needs and fundamental citizen rights, the unit works on  risk mitigation, on cyber 
security, data protection, privacy and other ethical considerations, and on the associated 
legal and regulatory frameworks. 

2. Technical challenges and security issues with the objective to improve and develop 
technologies and methods further with the aim to make them trustworthy, privacy 
friendly, more security measureable and controllable to the stakeholders. 

3. Data and privacy protection with the objective to know more about the current data 
protection legislation. One key challenge is to ensure that the same citizen’s data, which 
are used in business and personal transactions, is also not used by unauthorized parties or 
“reused” in contexts or applications which can bring harmful consequences to citizen and 
businesses. 

4. Applications solutions with the focus on the border between personal computers and 
mobile devices, which is now “blurred” in the sense that similar applications and services 
can be provided on both platforms. 

1.4 Workshop organisation (J. Löschner, JRC) & final agenda 
 

1Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

Joint Research Centre (JRC)

The European Commission’s 

Research-Based Policy Support Organisation

Workshop organisation

“Digital Footprint in a Mobile Environment”

Jan Löschner

Citizen Digital Footprint Action

Digital Citizen Security Unit

Institute for the Protection and Security of the Citizen

Thematic Area: 6 - Security and crisis management

Policy Theme: 1 - Prosperity in a Knowledge intensive society  

Agenda No & Title: 1.4 - Information Society
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2Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

Workshop organisation

• Welcome

• Exchange of participants details

• Workshop documentation
– proceedings with presentation and summary?

• Round table into of the participants

• Dinner logistic

 
 
 
The final workshop agenda was as follows: 

12:30-14:00 Lunch
Offered by the JRC

14:00-15:30 Session 1: Policy Background
Jan Loeschner, JRC
“The citizen digital footprint between applications and EU regulations”

Katarzyna Szymielewicz, Panoptykon Foundation

Alexander Hanff, Head of Ethical Networks at Privacy International 

15:30-16:00 Coffee Break

16:00-17:30 Session 2 - Technical challenges for mobile security 
Janne Uusilehto, Head of Nokia Product Security

“Challenges in Software Security”

Gianmarco Baldini, JRC / iCore Project

Vincenzo Iozzo - Independent Security Researcher

Collin Mulliner - Researcher at TU-Berlin
“NFC and Mobile Payments Security”

20:30 Social Dinner 
Offered by the JRC

Digital Footprint in a Mobile Environment

09:00-10:30 Session 3 – Data and Privacy Protection
Laurent Beslay, JRC

Elia Florio, Officer at Italian Data Protection Authority

Demosthenes Ikonomou, ENISA

Giuseppe Vaciago, Attorney, Lecturer at University of Milan
“Geo-Location, Privacy and Data Retention in a Mobile Cloudy World”

10:30-11:00 Coffee Break

11:00-12:30 Session 4 – Application Solutions
Stefano Zanero, Prof. at Politecnico di Milano

Daniel Petro, uTrustIT Project

Andrea Atzeni, Webinos Project

Pasquale Stirparo, JRC

Ioannis Kounelis, JRC

12:30 Lunch
Offered by JRC

29 November, 201128 November, 2011
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2. Presentations by participants 

2.1 Session 1: “Policy Background” 

2.1.1 J. Löschner (JRC) 

Jan Löschner has a degree in Electrical Engineering from the Technical University of Ilmenau in 
Germany. He works as a Scientific Support Officer for Research, testing and evaluation of 
electronic equipment and he has more than 15 years experience in testing of security 
components. He has organised a number of instrument test campaigns as well for nuclear 
detectors as well as for electronic passports. He has contributed in advisory groups for 
international bodies like in IAEA and ISO. He was the JRC coordinator in a number of EC 
founded research projects such as PRIME and STABORSEC. 

1Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

Joint Research Centre (JRC)

The European Commission’s 

Research-Based Policy Support Organisation

The citizen digital footprint between

applications and EU regulations

Jan Löschner

Citizen Digital Footprint Action

Digital Citizen Security Unit

Institute for the Protection and Security of the Citizen

Thematic Area: 6 - Security and crisis management

Policy Theme: 1 - Prosperity in a Knowledge intensive society  

Agenda No & Title: 1.4 - Information Society

 

2Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

Outline

• The role of the JRC

• Europe 2020 and one of its seven flagship initiatives

• Applications

• Related Regulations

 

3Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

…is to provide customer-driven scientific and technical 
support for the conception, development, 
implementation and monitoring of EU policies.

The Mission of the Joint Research Centre

As a service of the European 
Commission, the JRC 
functions as a reference 
centre of science and 
technology for the Union.

Close to the policy-making process, it serves the common 
interest of the Member States, while being independent of 
special interests, whether private or national.

 

4Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

… is to be a trusted provider of science-based policy options 
to EU policy makers to address key challenges facing our 
society, underpinned by internationally-recognised research.

The Vision of the Joint Research Centre
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5Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

Citizen Digital Footprint - CIDIPRINT

Is one of the tree actions of the Digital Citizen Security Unit

is addressing the impact that new information and communication technologies have 

on the citizen.

The European citizen as an individual is put to the centre of the considerations that 

will address issues such as the acceptance of new ICT, data protection and privacy 

concerns, security ethics, citizen profiling and electronic traces.

Citizen Digital Footprint - CIDIPRINT

develop and assess scenarios associated with information recorded when a citizen interacts in 

a digital smart environment, in particular with the internet of the future and with intelligent 

transport systems

 

6Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

CIDIPRINT action and the Digital Agenda 

The Digital Agenda for Europe

addressed issues like Trust and Security, a vibrant digital single 
market through building digital confidence and ICT-enabled 
benefits for the EU society and Intelligent Transport Systems
for safer, more secure and more efficient transport and better 
mobility in Europe.

The CIDIPRINT action is committed to:
• Increase Awareness and Understanding
• Elaborate Suitable Answers to mitigate the possible 

drawbacks
• Foster the Digital Confidence

 

7Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

The Digital Agenda for Europe

The Digital Agenda is Europe's strategy for a flourishing digital economy by 
2020.

It outlines policies and actions to maximise the benefit of the Digital 
Revolution for all.

The overall aim of the Digital Agenda
is to deliver sustainable economic
and social benefits from a digital
single market based on fast and
ultra fast internet and 
interoperable applications.

http://ec.europa.eu/digital-agenda
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Privacy

Convenience

Ethics

Security

ICT and its regulatory dimensions

Lisbon Treaty � EU Charter on Fundamental Rights (Article 7: Privacy, Article 8: Data Protection)

Commission Decision dated 16 

December 1997 (SEC(97) 2404)

established the European Group 

on Ethics in Science and New 

Technologies (EGE). The EGE’s

remit expanded to include 

communications and information 

technology.

Common Criteria for 

Information 

Technology Security 

Evaluation ISO/IEC 

15408 
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The Citizens an actor and an object

regulated and regulator

Intentional use of ICT

• For traffic infos

• Online banking

Digital behavior

• Electronic footprint

Non-Intentional data exchange

• BT tracking

• profiling
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Regulation will apply to:

• standard a situation

– What is a standard situation?

– How to get in and out of it?

– Which services and data are available?

• An emergency

– What is an emergency situation?

– How to get in and out of it?

– Which services and data are available and wanted by the citizen 

and a first responder?

The Citizens and the situation he is in…

 

11Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

To assess the impact of the digital society on the citizen the following 

approach will be considered: a decomposition of the digital foot print in 

3 dimensions.

1: Trust and digital identification between Citizen and Processes

(Who is involved?)

2: Citizen Digital Data

(What information is dealt with?)

3: Digital Processing

(How are the information processed?)

A assessment method

 

12Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

• Mobile interface to the internet, the cloud or a infrastructure

• The using of smart cards in mobile devices

• Possessing / moving with identifiable objects

• Moving as human (face / body recognition)

Mobile situations the citizen is in…
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13Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

• How can a complex technical matter in a complex interaction with 

citizens be regulated in a simple way?

• How to develop guidelines based on best available techniques (BAT’s):

– for design-by …privacy, security, efficiency

– Harmonize across EU member states

– see the citizen in a global world

• If we succeed having secure mobile devices respecting privacy of the 

user will they be killed by performance and economy?

• What about certifying privacy-by-design?

So what?

 

14Workshop “Digital Footprint in a Mobile Environment” Ispra November 2011

Joint Research Centre (JRC)

Robust science for policy making

Web:  www.jrc.ec.europa.eu

Contact:   jan.loeschner@jrc.ec.europa.eu

Thank you for your attention

 
 

2.1.2 Katarzyna Szymielewicz (Panoptykon Foundation) 

Katarzyna Szymielewicz is a human rights lawyer and activist. She is co-founder and executive 
director of the Panoptykon Foundation - the only Polish NGO working on surveillance society 
issues, a member of European Digital Rights Initiative. Panoptykon runs watchdog, think-tank 
and awareness rising activities. Currently her work is devoted mainly to digital rights - 
both monitoring abuses and advocating for a systemic change. She is particularly interested in 
data retention, Internet filtering and blocking, ACTA, Project Indect and similar projects. 

 

/

„we control the controllers”

www.panoptykon.org

 

data retention

CCTV

secret services

data bases

SURVEILLANCE SOCIETY 

& HUMAN RIGHTS 

 

3 major groups of issues 

policy debates

 

SECOND ONE: 

legal liability in on-line environment 
& monitoring users’ behaviour

[intermediaries liability framework] 
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THIRD ONE:

how to regulate these areas of business 
activity …

& whether self-regulation is an option

 

privatisation of law enforcement?

• main areas: child protection and intellectual 
property enforcement 

• European Commission encouraging ISPs
to become a sort of “internet police”

• B2B agreements (UK, Poland)

• Vodafone and Orange campaigning against
intermediary liability protections 

• USA legislation (Protect IP Act, SOPA) 
 

content liability
data protection 

& data retention

self-regulation

security vs. privacy debate

 

challenges: 

• globalisation of web based services

• USA (Patriot Act, FISA) 

• mandatory data retention regime (EU) 

• lack of evidence of its „neccessity” for law 
enforcement 

• EU-wide standards for data protection in vertical
relationships

• more services to come – Internet of Things, 
smart grid, ubiquitous geolocation 

 

more problems…

• tools of surveillance: what is legal, what is 
acceptable

• further use of „retained” data: 
crime detection, crime prevention or 
mass profiling?  

 

conclusions

need to reconcile more effective law 
enforcement on-line and respect for 
the rule of law

the conflict between security and 
privacy is not a fact of life
/ it is an approach
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2.1.3. Alexander Hanff (Privacy International) 

Alexander is a Privacy Advocate and Academic with a strong interest in politics, law, privacy 
and technology. In March 2005 Alexander made history when he answered a knock on the door - 
still in his dressing gown and not yet full of coffee, opened the door, only to be served with a 
lawsuit by Paramount, Twentieth Century Fox, Universal City Studios and Warner Bros. His 
supposed transgression: The movie studios suspect him of running a BitTorrent hub and helping 
people download copyrighted films via P2P technology. The MPAA (Motion Picture Association 
of American) has gone after numerous BitTorrent hubs on similar charges and managed to shut 
many of them down. The plot here is a familiar one. There are, however, a couple of factors that 
make Hanff's story unique. For one, the US studios served Hanff papers at his home - in 
England. Secondly, Hanff, 31, owns the DVDR-Core domain name and pays for its server, but 
he has never actually administered the site. That's done by a group of online friends that Hanff 
has never met in person. Lastly, Hanff plans to fight the movie studios, making him a rarity 
among BitTorrent hub owners. 

Alexander Hanff gave an oral presentation; hence no slides can be presented herewith. 
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2.2 Session 2: “Technical Challenges for mobile security” 

2.2.1 J. Uusilehto (Nokia) 

Mr. Janne Uusilehto has a long experience in ICT industry. He began working with security 
related tasks as an IT Support and Electronic Banking Specialist; this took place in several 
Finnish banks. Latest position in a bank he held in Nordea (then Merita-Nordbanken) as a global 
Cash Management Specialist and product responsible for telecommunication areas of cash 
management software. Among other duties, Mr. Uusilehto was a member Nordbanken Cash 
Management Services team who initiated Internet sales portals in Finland in mid 1990's. 
Nokia recruited Mr.Uusilehto at 1998. His current position is the Head of Nokia Product 
Security, globally responsible for Nokia product security development. His team is the overall 
owner of Product Security and product security related education, awareness and process 
improvement tasks. Janne Uusilehto is also a member of several Nokia internal security related 
management boards, Nokia's main representative to Trusted Computing Group, Chairman of 
TCG Mobile WG, Strategic Director of Global Platform and Nokia's main representative and 
board member to SAFECode forum. 
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2.2.2 G. Baldini (JRC, iCore project) 

Gianmarco Baldini completed his Laurea degree in 1993 in Electronical Engineering from the 
University of Rome “La Sapienza” with specialization in Wireless Communications. He has 
worked for more than 16 years in the design, development and testing of wireless 
communication systems in the R&D departments of multinational companies like Ericsson, 
Lucent Technologies, Hughes Network Systems and Selex Communications before joining the 
Joint Research Centre in 2007. He participated to large-scale projects in Italy, Sweden, UK and 
USA on GSM/UMTS, TETRA and Satellite Communications, as Senior Technical Architect and 
System Engineering Manager. He is the current chairman of Working Group 4 in ETSI TC 
Reconfigurable Radio Systems (RRS), which is focused in Public Safety and Security aspects. 
He has authored or coauthored more than 15 publications in wireless communications, security 
and cognitive radio systems. 

1

iCore (Internet Connected 
Objects for Reconfigurable Eco-

systems) project

 

Gianmarco Baldini
Joint Research Centre – European Commission

E-mail: Gianmarco.baldini@jrc.ec.europa.eu

What are “things”? 

“Things”= Real objects + Digital devices

Yes Maybe

Real

Digital

SensingGPS

What are “things”? 

“Things”= Real objects + Digital devices

Yes Maybe

Real

Digital

SensingGPS
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� Project outline
- Project type: Integrated Project
- Duration: 36 months
- Kick-off: October 2011
- Total cost: €13.4M (59%  industry)
- EC requested funding: €8,5M
- Resources: 1,332 PM (111 FTEs)

� Consortium
- Coordinator: CREATE-NET (Italy)
- 20 partners ( including NTT)
- Strong industry participation (12 
companies) 
- 12 countries (including China/Japan
- External stakeholders group (use 
cases)

Consortium
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iCore concept
Open cognitive framework for the Internet of Things (IoT) addressing three 
levels:

i) Virtual Objects (VOs): Virtual representations of real-world objects

ii) Composite Virtual Objects (CVOs): Cognitive mash-ups of multiple VOs

iii) Users/stakeholders perspectives

What are “things”? 

“Things”= Real objects + Digital devices

Yes Maybe

Real

Digital

SensingGPS

What are “things”? 

“Things”= Real objects + Digital devices

Yes Maybe

Real

Digital

SensingGPS
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Work organization

Security and Privacy

WP2

Cognitive

management 

and control 

framework 

for IoT
WP4

Composite virtual object 

management

WP3

Virtual object management

WP5 

User level cognitive mgmt

and control mechanisms  

WP8 Management and co-ordination

WP7 Dissemination and exploitation
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5

Use Cases

Involved stakeholders: Health-care service provider, network providers and 

device providers

medical data 

center

Gatewa

y

Healthcare 

Virtual objects

Characteristic and requirements

- Equipped with various medical sensors

- Merging real and digital health equipments

•Patient condition and medical data collection and analysis in Hospital

•Emergency responders and remote monitoring and treatment  

Involved stakeholders: Health-care service provider, network providers and 

device providers

medical data 

center

Gatewa

y

Healthcare 

Virtual objects

medical data 

center

Gatewa

y

Gatewa

y

Healthcare 

Virtual objects

Characteristic and requirements

- Equipped with various medical sensors

- Merging real and digital health equipments

•Patient condition and medical data collection and analysis in Hospital

•Emergency responders and remote monitoring and treatment  

To show the applicability of the concept four 
use cases have been selected for 
demonstration: 

• Smart city/transport-Personalization of car
• Smart home-Living assistant
• Smart office- Easy meeting
• Smart business-Supply chain

Smart home
Living assistant
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Overall framework

S
ecurity and P

rivacy
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iCore technical challenges

� Addressing interoperability issues through VO/CVOs

� Increase the reusability of objects outside the scope 
in which they were originally deployed 

� Increase reliability and availability of services

� Increase energy efficiency

� Allow Business integration on the view of multiple 
stakeholders in the composition of services

� Validate security and privacy requirements, without 
compromising the shared access to resources.
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VO and CVO:
� Cognitive mechanisms (self-management and learning capabilities) 
�Sensing and context/resources extractions (computing, storage, profile, etc.)
� Offering access to information and knowledge on the RWO/DWO context from service 
point of view
�Semantic descriptions of the virtual and composite virtual objects
�The possibility of sharing data and resources in the IoT, which through iCore becomes 
application domain and initial context agnostic

Technical approach

Semantic technologies

for maintaining the 

handle to Virtual Objects

Complex event prosessing, service

composition technologiesCognitive 

management and control

framework

Architecture reference model

Context awareness,

cognitive process

technologies

Alignment with EU IoT activities,

Overall cognitive process optimization,

iCore security

CVO

VO
VO

VO

VO

CVO

VO 

registries

CVO 

registries

User

context

registries

Service logic

factory

VO level cognitive

processes

CVO level cognitive

processes

User level cognitive

processes

Semantic technologies

for maintaining the 

handle to Virtual Objects

Complex event prosessing, service

composition technologiesCognitive 

management and control

framework

Architecture reference model

Context awareness,

cognitive process

technologies

Alignment with EU IoT activities,

Overall cognitive process optimization,

iCore security

CVO

VO
VO

VO

VO

CVO

VO 

registries

CVO 

registries

User

context

registries

Service logic

factory

VO level cognitive

processes

CVO level cognitive

processes

User level cognitive

processes
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Technical approach

RWO

DWO
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Security and Privacy

The objective for Security & Privacy in iCore should be to:

•To integrate novel privacy & security techniques right from the start such that 
security & privacy won’t become an afterthought or add-on feature.

•Address the specific security & privacy challenges that need to be solved to 
enable “dynamic creation of virtual objects and to support re-use of real and 
virtual objects for providing reconfigurable services”. (iCore vision).

• Ensure that security and privacy  do not impact significantly performance 
metrics, scalability, price,… of the overall system.

• Address the current regulations for security and privacy (especially the latter). 
These regulations can be quite different across the world.
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Security and Privacy 1/2

Secure & Privacy preserving data sharing

– Data from Real/Virtual World Sensors may only be shared when certain conditions 
are fulfilled. 

– Approach based on Policies and access control, where resources, objects (virtual 
or real), data and services are all accessed in the same way using policies.

– Revocable privacy

Access Control to Real/Virtual World Objects (both sensors and actuators)

– context-aware access control 

� Location based access control (e.g. only allowed to switch of light in the room 
where the user is standing)

– federated identity & access management

Claim based access control

- Claim could be “proof that you are guest in the hotel”

Reuse of what is already done in the Semantic Web security group and tailor it to 
virtual/real object model: WS-*, SAML, OWL languages for security (Rei) 
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Security and Privacy 2/2

Trustworthiness of Real/Virtual World Objects

Multi-level security model

– Requires to integrate autonomous/adaptive security functions

� supported in security policy, reasoning on required level of security capability, 
security functions

– Security capability negotiation 

– Protection against down grade attacks

Identity Management.

Address  the integration of real-objects, which have specific security frameworks or they 
are not internet based. For example, the UMTS authentication profiles  must be 
matched with the security framework based on policies described above.

Audit and accountability must be present to verify that the access rights and policies are 
executed correctly.
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iCore in IERC Activity Chains

Activity Chain
AC01-Architecture approaches and 
models (IOT-A)

AC02-Naming, addressing, search, 
discovery (CASAGRAS2)

AC03-Governance issues and 
models (CASAGRAS2)

AC04-Service openness and inter 
operability (EBBITS)

AC05-Privacy and security issues 
(CASAGRAS2)

AC06-Pre-normative and or pre-
regulatory (CASAGRAS2)

AC07-Cluster support (IOT-I)

AC08-Link to Future Internet 
initiatives (IOT-I)

iCore activity

� Adopt IoT-A ref. model & formulate 

requirements

� Adopt existing discovery schemes & 

validate in iCore dynamics

� Governance issues on the artifact 

reuse aspects from iCore 

� VO/CVO/cognitive abstractions 

interop across owners/domains

� Ownership & sharing issues across 

spaces/domains

� AC06-Pre-normative and or pre-

regulatory (CASAGRAS2)

� -

� -
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Questions ?

 
 
 

2.2.3 V. Iozzo (director Vulnerability Intelligence at Trail of Bits) 

Vincenzo Iozzo is Director of Vulnerability Intelligence at Trail of Bits, an independent 
information security company focused on security research, red teaming and incident response. 
He is a regular speaker at various information security conferences including Black Hat, 
CanSecWest and DeepSec. He is perhaps best known in the information security industry for co-
writing the exploits for BlackBerryOS and iPhoneOS to win Pwn2own 2010 and Pwn2own 
2011. He is also a member of the Review Board committee of Black Hat. 
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2.2.4 C. Mulliner (TU Berlin) 

Mr. Mulliner is one of the most known researchers on mobile security, mainly protocol related. 
Previously he worked also as researcher at Fraunhofer SIT. He is probably best known for: first 
practical (successful) attacks to NFC mobile phones; several attacks and bug discovered on 
bluetooth protocol with the Trifinite research group; taking control (owning/pwning) an iPhone 
via malformed SMS. 
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2.3 Session 3: “Data and privacy protection” 

2.2.5 L. Beslay (JRC) 

Laurent Beslay, MA in International Relations, post-master in Global Management of 
Technological Risks and Crisis from the Sorbonne University of Paris. He works as a Scientific 
Project Manager at JRC since September 2011. From 2004 until September 2011, he worked as 
Coordinator on Security and Technology for the European Data Protection Supervisor. In 
addition to his scientific advisory role toward the Supervisor, his responsibilities included 1500 
prior-check opinions, policy opinions, complaints, security inspections and audits of EU large 
scale IT systems. Prior to that he worked, for 6 years, for the JRC Institute for Prospective 
Technological Studies in Spain where he contributed to the successful set-up of EU projects like 
FIDIS, SWAMI. 
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Digital Citizen Security Unit 

A reconciliation between Security, 
Privacy and Data Protection
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JRC session in CPDP 2012 (http://www.cpdpconferences.org )

Participatory Surveillance: Friend or Foe of the Citizen?

Advertisement

• Delphine Christin, Innocuous Participatory Sensing Applications Endanger your 
Privacy: From Threats to Privacy-preserving Solutions.  Technische Universitaet 
Darmstadt 

• Usman Haque,  web service for sensing applications, Pachube
• Ad Hellemons, Director of TISPOL, the EU Network for Traffic Police, The EU 

DEPET Project: new types of law enforcement, based on privacy enhancing 
technologies 

• Fivos Andritsos JRC IPSC, 
• Christopher Soghoian Open society Foundations
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The EU privacy and data 
protection legal framework 

Primary legislation: 
Lisbon Treaty (article 16) 

EU Charter on Fundamental Rights

� Article 7: Privacy 
� Article 8: Data Protection 

Secondary legislation: 
Directives

The Data Protection Directive 95/46/EC (ISC 21/11/11)
The ePrivacy Directive 2002/58 amended by 2009/136/EC
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Directive 1999/5/EC on radio equipment and telecommunications terminal

Article 3.3.c : it incorporates safeguards to ensure that the personal data 
and privacy of the user and of the subscriber are protected

Privacy by Design in EU regulation…
Directive 1995/46 on data Protection

Recital 46: technical measures implemented “at the time of the design”

Article 17 requires that data controllers implement appropriate technical 
and organization measures to prevent unlawful data processing.

Article 14.3 :"Where required, measures may be adopted to ensure that 
terminal equipment is constructed in a way that is compatible with the right of 
users to protect and control the use of their personal data”

Directive 2002/58 amended by 2009/136, ePrivacy Directive
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Privacy by design

Best Available Techniques

Privacy by design aims at building privacy and data protection up front, 
into the design specifications and architecture of information and 
communication systems and technologies, in order to facilitate 
compliance with privacy and data protection principles.

Best Available Techniques refer to the most effective and advanced stage in 
the development of activities and their methods of operation, which indicate 
the practical suitability of particular techniques for providing in principle the 
basis for complying with the EU data protection framework. They are 
designed to prevent or mitigate risks on privacy and security.
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Unlimited bandwidth  

Unlimited storage capacity 

Ubiquitous network access points

Basic technological trends fuelling 
innovation in the Information Society

Where the smart ingredients will go ? 
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Without privacy by design…
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With privacy by design…
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Tire-Pressure Monitoring System 
and Wireless Sensors

Numerous accidents (Firestone- Ford Explorer) 

US Transportation Recall Enhancement, Accountability and Documentation 
(TREAD) Act November 2000. 

Obligation to equip cars with direct measurement TPMS (2008)

Results: 
Eavesdropping is possible at a distance of 40m 
Tracking the car is possible as a fixed identifier is used
Spoofing of sensor messages is possible as no authentication protocol is 
implemented

http://www.winlab.rutgers.edu/~Gruteser/papers/xu_tpms10.pdf
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European Commission Access control badge 

PACS or PSG 

A contactless proximity chip, ISO/IEC 14443 Type A

A biometric verification based on fingerprint 
minutiae, stored exclusively on the chip 
internal memory 

Risk of tracking underlined by the EDPS 

For this application anti-collision protocol should use random UID 
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Internet of Things and the Resurrecting 
Duckling security policy model

Four principles:

•Two states: imprinted or imprintable

•Imprinting

•Death

•Assassination 

(Frank Stajano and Ross Anderson)
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technology life cycle

Priv
acy

 by d
esig

n

Priv
acy

 Im
pact 

Ass
ess

ment

Priv
acy

 S
eals

Best 
Ava

ila
ble Tech

niques

EU Regulatory obligations

Notifi
ca

tio
n of th

e proce
ss

 to
 

Data P
rotecti

on A
uthority

Notifi
ca

tio
n of P

erso
nal 

Data B
reach

How to equip the EU privacy toolbox with 
efficient implementing tools?

Analysis Design
Development 

& implementation
Production Decomissioning/recycling
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28- 29 November 2011
Bldg, 36, Ispra  

 

2.3.2. D. Ikonomou (ENISA)  
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2.3.3 G. Vaciago (University of Milan) 
 
Giuseppe Vaciago has been a lawyer and a member of the Milan Bar since 2002 and for the last 10 years 
his primary focus has been IT Law with a focus on cyber crime. He has assisted many national and 
international IT companies. Academically, he received his PHD on Digital Forensics from Università di 
Milano and he is a lecturer at Insubria University (Varese and Como) where he holds a course on IT law. 
He recently attended Fordham Law School and Stanford Law School as a ‘Visiting Scholar’ to expand his 
studies in his own particular research area. Giuseppe Vaciago is the author of many publications on 
cybercrime, including both scientific journals and textbooks, which have been adopted by the University 
where he teaches. He has also delivered many lectures and presentations in both Italy and abroad. 
 

Geo-Location, Privacy and Data Retention in a Mobile 

Cloudy World”

Giuseppe Vaciago

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT 

WORKSHOP

European Commission

Joint Research Centre (JRC)

November 29th, 2011

 

� Introduction

� Digital Mobile Stats

� Geo-location

� Not only Wi-Fi and Tethering…but Cell Tower and GPS

� Why do we worry?

� Why do we accept to be located?

� Privacy concerns

� Italian Data Protection Authority

� Working Party Article 29 – Opinion 185/2011

� Privacy vs. Security: Data Retention and Facial Recognition

� Digital Mobile Forensics in a Cloudy World

� Jurisdiction

� 4 possible solutions for jurisdiction issue

� Conclusion

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011

Agenda
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Introduction – Digital Mobile Stats

� The estimated world population today is 6,960,028,416 
(http://www.census.gov/main/www/popclock.html)

� The estimated number of Mobile subscribers on 2010 was 5,300,000,000

(http://www.itu.int/ITU-D/ict/statistics/)

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011

� At the end of 2009 almost 530 million users browsed the mobile Web on 

their handset. This is forecast to rise to over 1 billion by 2015
http://www.strategyanalytics.com/default.aspx?mod=ReportAbstractViewer&a0=5367)

� The percentage of people regularly accessing the mobile Web in Japan and 

urban China is more than double the US
(http://blogs.forrester.com)

 

Geo-location: not only Wi-Fi and Tethering…but Cell Tower and GPS

It is also possible to geo-locate using:

1.Cell phone tower: A phone connects to a single tower at a time – the one with 

the strongest signal. Each tower has a unique ID. Not only does your tower 
know your phone is connected to it, your phone knows which tower it is 

connected to

1.Global Positioning System (GPS) uses signals from 24 satellites (about 10 at a 
time) and calculates position by knowing the position of the satellites and the 

delay in time from each satellite.

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011  

Geo-location: why do we worry?

The real reason why we are worry is not the technology, but because new 
players process these data

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011

Do  we need to start worrying about these players as well?

 

Geo-location: why do we accept to be located?

There are two main reasons:

1.We have no choice if we want to use the service and we are apps-addicted

1.Seldom if ever an app could be really useful

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011

Wireless Heart Attack Detector with GPS

 

Article 37 – Italian Data Protection Code

The geographical localisation of people or objects gives rise to an 

obligation to notify the Data Protection Authority (article 37, paragraph 1, 

sub paragraph a). However, the law refers to the localisation of people or 

objects when the device permits the continuous identification – including 

when there are intervals – of the user's position in the territory in given 

geographical areas

(Clarification of processing to be notified to the Data Protection Authority -

23 April 2004).

Privacy: Italian Data Protection Authority

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011  

“Providers of geolocation applications or services should implement 

retention policies which ensure that geolocation data or profiles derived 

from such data are deleted after a justified period of time”

“The balance of interests between the rights of the data controller and the 

rights of the user requires an opportunity for the user to easily and 

permanently opt out from the database, without providing additional 

personal data”

BUT THERE ARE DIFFERENT BALANCES OF INTEREST….

Privacy: Working Party Article 29 – Opinion 185/2011

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011  

Does geolocation data fall within the scope of the 06/24/CE Directive? 

If so, what is the retention period?

What will the future of the 06/24/CE Directive be in view of the decisions 

handed down by the German, Romanian, Irish and Hungarian 

Constitutional  Courts?

Privacy vs. Security: Data Retention

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011  

Faces of Facebook: Privacy in the Age of Augmented Reality 

(Alessandro Acquisti, Ralph Gross, Fred Stutzman - Heinz College, 
Carnegie Mellon University)

They investigated whether the combination of publicly available Web 2.0 

data and off-the-shelf face recognition software may allow large-scale, 

automated, end-user individual re-identification.

Most of the volunteer (75%) were identified within three seconds.

Facial Recognition: Privacy vs Security

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011  
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There is a growing understanding of how to conduct digital forensic 

analysis on mobile devices. However, there is little understanding of how 
to apply digital forensic methodologies in Cloud computing, and even less 

understanding of how to apply forensic methodologies in mobile Cloud 
investigation. (Zhu Meng, Mobile Cloud Computing: implications to 

smartphone forensic procedures and methodologies, 

http://aut.researchgateway.ac.nz/handle/10292/2660?show=full).

This also applies to legal aspects and specifically to jurisdiction

Digital Mobile Forensics in a Cloudy World

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011  

We have 4 different possible principle to solve the “loss of location” in a 
cloudy world:

�Territorial principle by virtue of which the Court in the place where the 

data is located has jurisdiction (Art. 32, Convention on Cybercrime).

�Nationality principle by virtue of which the nationality of the 

perpetrator is the factor used to establish criminal jurisdiction.

�“Flag principle”, which basically states that crimes committed on ships, 

aircraft and spacecraft are subject to the jurisdiction of the flag state.

�“Power of Disposal Approach”. From a practical point of view, a 

regulation based on the power of disposal approach would make it

feasible for law enforcement to access a suspect’s data within the cloud.

Digital Mobile Forensics in a Cloudy World

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011  

Houston We Have a Problem !

DIGITAL FOOTPRINT IN A MOBILE ENVIRONMENT – NOVEMBER 29TH, 2011  

Thanks for your attention

Giuseppe Vaciago

Mail: giuseppe.vaciago@htlaw.it

Blog: http://infogiuridica.blogspot.it

Linkedin: http://it.linkedin.com/in/vaciago
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2.4 Session 4: “Application solutions” 

2.4.1. S. Zanero (Politecnico di Milano) 
Stefano Zanero received a PhD in Computer Engineering from Politecnico di Milano, where he is currently 
an assistant professor with the Dipartimento di Elettronica e Informazione. His research focuses on 
intrusion detection, malware analysis, and systems security. Besides teaching “Computer Security” at 
Politecnico, he has extensive speaking and training experience in Italy and abroad. He has co-authored over 
30 scientific papers and books. He is an associate editor for the “Journal in computer virology”. He’s a 
Senior Member of the IEEE (covering volunteer positions at national and regional level), and of the IEEE 
Computer Society (for which he is the current chair of the Italy chapter). He is also a member of the ACM. 
Stefano co-founded the Italian chapter of ISSA (Information System Security Association), and sits in the 
International Board of Directors of the same association. 
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2.4.2. D. Petró (uTRUSTit project)  
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Our Definitions and Goals

• Internet of Things = ?

• Trust = ?

• Usability = ?
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INTERNET OF THINGS

• The IoT connects devices 

that surround us, 

enabling communication 

and programmed 

cooperation (e.g. home or 

office automation).
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TRUST

Trust

Security
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TRUST

• We use the notion of trust as a positive belief that a 

system will work as expected, combined with a feeling 

of control over it.

• Our goal is to make and maintain a balance between the 

user’s perception of trust and their actual security status 

when using the system. This is undertaken via 

customized conversations with the user.
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USABILITY

• Most users do not understand such messages as:
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USABILITY

• We need feedbacks 

customized to different 

user needs, with only the 

necessary security 

information displayed. 

An example is shown on 

the right.

 
99

Workflow

• User requirements assessment

• Use case scenario definitions

• Assesment of legal issues

• Designing the feedback system

• Creating IoT prototype to test trust on real users

• Virtual Reality environment for VR-based trust tests

• Performing user evaluations
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User Requirements

• Mental models and Personas are used to create profiles 

covering different user needs, tastes and capabilities.
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Use Case Scenarios

• We perform the evaluation of the feedback system 

in 3 environments:
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The uTRUSTit system architecture
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Prototyping the IoT

• Preparation for real-world testing of the uTRUSTit 

feedback system
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Virtual Reality Environment

• Testing in Virtual Reality 

provides more freedom 

in  future IoT simulation.
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Interaction with the Virtual Reality 

Environment
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Consortium 

Partners
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Thank you for your attention
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2.4.3. A. Atzeni (Webinos Project)  
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2.4.4. P. Stirparo (JRC, KTH Stockholm) 

Pasquale Stirparo is Digital Forensics and Mobile Security Researcher at the Joint Research 
Centre of European Commission. His research interests include security and privacy issues 
related to mobile devices communication protocols, mobile malware, mobile forensics and 
cybercrime. Prior to join JRC, Pasquale was working as Security Consultant and Digital 
Forensics Analyst for an Italian based private company. He has also been invited as speaker to 
several Italian conferences and seminars on Digital Forensics and lecturer on the same subject 
for Politecnico di Milano and United Nations (UNICRI). Pasquale is currently enrolled as Ph.D. 
student at the Royal Institute of Technology (KTH) of Stockholm, holds a MSc in Computer 
Engineering from Politecnico di Torino (2008) and he is certified GCFA, OPST, OWSE, ECCE. 
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3. Business opportunities / conclusions 
The business opportunities and conclusions are the result of a round table collection during the 
workshop; they are so far a collection which needs to be prioritised. 

Issues around geo-localisation in respect to devices used directly or indirectly by citizens are an 
important element to consider; hence CIDIPRINT’s work should be re-focussed accordingly. 
This counts as well as for questions around data retention. 

Specific attention has to be given to preinstalled SW (services, applications) on mobile devices 
such as Carrier IQ. 

Privacy can still be assured when identity is separated from device ID. 

Privacy agreement can be accepted of refused by users, there is no such think like partially 
accept or accept only for the next event. If the user rejects the privacy agreement he will 
typically not be able to get the product or use the service. 

It has to be considered that users are typically the weakest point in the mobile system in respect 
to security and privacy. User awareness and training level should be raised in the future. An 
example is that typically viruses are launched with user consent, thus awareness needs to be 
improved a lot. The perception of privacy is related to the age, which is well reflected in a EDPS 
report about this topic. The user trusts typically the developer, the provider etc. and expects that 
everything is done well. In the dialogue with the users it is important to be more careful with 
using certain terminology such as: citizen, individual, consumer, data subject, etc. Young people 
are typically fully aware of what they are doing but they accept it anyhow. The dishonest are 
lazy, so they will execute the best value for money attack. 

It has to be stated that from the technological prospective it can be anticipated that: 

• NFC will be heavily deployed for mobile payment. 

• In respect to NFC attacks, the distance is a specific element, so the reintroduction of the 
local element is interesting. 

• Application, OS and protocol are important elements for security and privacy protection. 

• Mutual authentication will be a key element. 

New technologies raise new questions such as: How about data retention in case of cloud 
implementation? 

Privatisation of law enforcement is questionable as they should not look what happens inside the 
communication. If states are aiming to analyse data there is hardly anything the user can do 
against. 

Data retention principles can be found in the new regulation, the fight about opt in and opt out, 
has 2 dimensions: 

i. The one regarding the EC regulation (number 9546) 

ii. The one for all the rest (like the discussion how long Google will keep 
client data), the 2006 communication regulation. 

The dimension of consent and the EU culture is to be defended by states or authorities; the 
difficulty is to find the right balance between the consent which can be given and the needs 
coming from law enforcement, for example, geo-localisation and maybe also contextual 
information. 
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It was commonly understood that we still have a couple of years in front of us until the first 
heavy attacks will prevail in the mobile world. More cross links between the project designing 
future Internet will be needed. 

Attackers use very sharp techniques to explore vulnerabilities and to do very specific attacks but 
there are only very fuzzy ideas how to prevent them. 
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