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ABSTRACT

The Future of Customs in the EU 2040 report is an outcome of a year-long foresight process. Its aim is to support
strategic reflection on the future of the European Union’s Customs Union, its relevance and its effectiveness in the
long-term. The European Commission’s Joint Research Centre (JRC) undertook the project in collaboration with the
Directorate-General for Taxation and Customs Union (DG TAXUD). Being participatory and multidisciplinary is an
inherent part of any foresight process, and thus it involved all relevant stakeholder groups: including representatives
of EU Member States, key trading partners, trade associations, businesses, consumer organisations, international
organisations, academia, and different services and Directorates-General of the European Commission. Foresight
serves policymakers in identifying, understanding and directing change, and hence supports the creation of policies
that are more robust and fit for the long-term future. To that end, four scenarios of how customs in the European
Union could look in 2040, have been created. Further, the exploration of the scenarios and insights from the process
fed into a vision-building process, which resulted in a co-created vision for EU Customs in 2040. The foresight
process also included a first reflection on how the vision can be reached. Part | of the report presents the summarised
outcomes of the foresight methods used, and Part Il provides detailed outputs and methodology. The step-by-step
process descriptions in Part Il can be useful for future foresight initiatives in customs or related policy areas.
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EXECUTIVE SUMMARY

In 2018, the European Union, and the European
Commission’s Directorate-General for Taxation

and Customs (DG TAXUD), celebrated the 50th
anniversary of the Customs Union. This event
highlighted the importance of the Customs Union as
one of the core policies of the European Union and
its tremendous achievements in enabling the single
market over five decades. However, it also brought to
the fore the recognition of how much more progress
and improvement could still be achieved and the
need to adapt to a world trade in transformation.

In society today, supply chains are in time and
global, health and product standards are ensured,
and intellectual property is protected. Alongside the
collection of customs duties, safety, security and the
facilitation of legitimate trade, now represent core
activities of customs. Digitalisation, climate change,
variations in the global economy and international
trade tensions (amongst other factors) continue

to drive this transformation. Already today, new
legislation on EU-wide action in non-customs policy
areas is adding to the vast range of responsibilities
of customs authorities. This is expected to continue
in the future.

Furthermore, the increasing pace of change in the
world renders it essential for the European Union to
increase its anticipatory knowledge and capacity, and
to be proactive - in order to remain one of the world’s
most important trading partners. The Customs Union
has a crucial role to play in this context considering
its mission to protect the single market and European
citizens, which was re-emphasised when von der
Leyen’s Commission took office in 2019. As stated in
the Political Guidelines for the European Commission
2019-2024 “It is time to take the Customs Union to
the next level, equipping it with a stronger framework
that will allow us to better protect our citizens and
our single market”!.

DG TAXUD launched a foresight exercise to ensure

that EU Customs? would remain relevant and
effective in the long-term. The participatory foresight
process aimed at generating strategic intelligence
for policy-making in the customs domain, in which
all relevant groups of stakeholders would take part
from the beginning to its end. In addition, there was
a recognition of the need for EU Customs to create a
shared vision of what they aspire to be in 2040.

It is important to underline in advance that foresight
does not imply predicting the future. The role of
foresight is to serve policymakers in identifying,
understanding and directing change, and thus it
supports the creation of policies that are more robust
and fit for the long-term. ‘Identifying change’ helps
one to be aware of possible trends and developments
that might influence an existing policy, or a call

for new policy design in the future. ‘Understanding
change’ helps to grasp what possible alternative
scenarios, consequences and outcomes these new
trends and developments might lead to. By analysing
and assessing the possible futures and possible
pathways, policymakers can ‘direct change’ and
design the right policies.

The foresight process on The future of Customs in
the EU 2040 provides a range of outputs, including:

e a vision for EU Customs in 2040; and

e alternative scenarios on how customs could look
in 2040.

The foresight process has highlighted several
challenging areas where decisions and actions

by EU Customs need to be taken now and in the
coming years to achieve the 2040 vision. The
following sections briefly outline the vision, the
foresight process, and insights and recommendations
stemming from it.

1 vonder Leyen, 2019, A Union that strives for more — My agenda for Europe, Political guidelines for the next European Commission 2019-2024. https://ec.europa.eu/

commission/sites/beta-political/files/political-guidelines-next-commission_en.pdf
2 ‘EU Customs’ is used throughout the report as a synonym for ‘EU Customs Union’.



Co-created vision for EU
Customs 2040

The following vision was co-created with the
stakeholders who participated in the foresight
process, and was concluded and supported by all
Member States at Directors-General level, during

a dedicated workshop. It describes how, by 2040,
‘customs in the EU’ have become ‘EU Customs’, and
what is wished to be fully achieved by then.

‘FROM CUSTOMS IN THE
EU TO EU CUSTOMS’

In 2040, we, EU Customs,
fully protect society, the
environment and the EU
economy through effective

facilitation of legitimate
trade, and intelligent, risk-
based supervision of supply
chains.

We, EU Customs, are
proactive, working
seamlessly with our
stakeholders and are
committed to innovation
and sustainability. We are
the reference for customs
worldwide.

In 2040, we are seen to act
as one! i

The foresight process

The foresight process for The Future of Customs

in the EU 2040 included several well-established
foresight methods, such as real-time Delphi survey,
scenario-building and vision-building - all of which

are participatory methods. Scenarios are useful for
imagining a range of realistic possible futures and
bringing implicit assumptions to the fore, in a systemic
perspective. They highlight key differences between
the present and the future and can reveal choices
available, as well as their potential consequences and
trade-offs. The exploration of the 2040 scenarios and
insights from the whole foresight process fed into

the vision-building process. A vision gives a sense of
direction and common purpose to decision-making. It
can also unite people around a set of common values
and motivate them to achieve the vision. For this
reason, the foresight exercise delivered ‘a vision for EU
Customs in 2040’ as its main outcome.

Insights and recommendations

Addressing the governance challenge:
Creating a joint governance structure to
manage EU Customs

The customs authorities of some Member States are
struggling with the challenges of performing their roles
up to the European Union standards, as set out in the
Union Customs Code (UCC), mainly because of a lack of
resources. Stakeholders participating in this foresight
process highlighted (several times) the difficulties to
implement actions at the European level, when there
are different customs authorities for all EU Member
States. The study results indicate that an EU Customs
‘acting as one’ and being ‘seen as one’ is essential

to address nearly all the issues in view of the future
scenarios and in order to achieve the 2040 vision. This
applies across customs’ areas - from data management
and IT systems, to customs operations, business
support to traders and to international relations.
Examples of issues include: the need for EU Customs to




have a stronger voice within international institutions
(such as WCO, WTO etc.), the influence in leading
international negotiations, equal human capacity
building and training across Member States, a common
risk analysis, and the harmonisation of IT systems and
operations paving the way for a common European
system in the mid- to long-term.

All the scenarios from the study indicate a need for
better coordination, and that it would be beneficial to
have a centralised, joint governance structure,
of some form, to operationally manage the
Customs Union.

Leveraging technological advancements
and making the most effective use of
customs’ data

Emerging technologies such as Artificial Intelligence
(Al), Internet of Things (IoT), and 3D-printing, are
increasingly being used in industry, commerce

and the public sector, and this will contribute to

the expected massive increase in data volumes
exchanged and to the variety of data in the coming
years. This will inevitably bring large changes to EU
Customs. Looking ahead to possible future scenarios
for customs in 2040, a common denominator is the
increased use of technology and the enlarged access
to, use and analysis of data.

To leverage the use of emerging technologies

and enhance customs’ operations, this foresight
process has highlighted that Member States’
customs authorities should achieve a high level

of data collection, use and exchange. They should
also establish data pipelines between trusted
partners and data sharing mechanisms, suggestively
using a common EU customs data system. Data
should also be exploited fully. The stakeholders
involved in the foresight process believe that

harmonisation of Member States’ IT systems,
or in the mid to longer-term moving to one EU
IT system, is crucial for the efficient functioning
of EU Customs. Fundamentally, in order to enable
customs operations to function efficiently, all Member
States need to have the same level of IT-capabilities
and operate in a harmonised way. That could also
pave the way for a common, cost-effective, real-time
risk assessment and analysis.

EU Customs will have to align with the
developments in the trade sector and to
leverage technology to ensure its operations
are effective. This will require substantial
investment in equipment, infrastructure,
research and innovation. At the same time, it
will require thorough considerations of new risks
and vulnerabilities. A common element underpins
all the future scenarios: the increased use of new
technologies will lead to new, or intensified forms
of crime, such as data-related crimes including data
corruption. Cyber threats will also increase.

Taking business support and trade
facilitation to the next level

Across the 2040 scenarios for customs, a
reinforcement of the Authorised Economic Operator
(AEQ)3 framework is mentioned, from improving it all
the way up to making it mandatory. This indicates
that this is an important starting point - amongst
other trade facilitation measures - for the cooperation
between EU Customs and legitimate businesses.

In order to ensure efficient business support in 2040
and to achieve more simplification and facilitation of
trade, the results of the study highlight the following:
the creation of a fully integrated IT Customs
system, Smart Border Crossing*, common EU
Sanctions system, and the implementation of
the Single Window® as well as the development

3 According to the World Customs Organization (WCO), an Authorized Economic Operator (AEO) is a party involved in the international movement of goods in whatever
function that has been approved by or on behalf of a national Customs administration as complying with WCO or equivalent supply chain security standards.

4 ‘Smart Border Crossing’ here means when customs formalities are done electronically, and not necessarily at the border, but rather before and after the actual

crossing of the border.

5  The Single Window provides an integrated set of interoperable electronic services at Union and national level through the European Union Customs Single Window
Certificates Exchange System to support interaction and information exchange between the national single window environments for customs and the Union non-
customs systems. It lays down rules for the national single window environments for customs and rules on digital administrative cooperation and information sharing

within the European Union Single Window Environment for Customs.



of the next level Single Window. To be realised,
they would require a new legal framework and an
enhanced partnership between all concerned parties
involved in customs policy-related matters.

Ensuring the right skills and competences
for EU Customs’ future

The rapidly changing legal and trade environment
requires constant learning from customs’ staff
already today. The increased use of technology

in the future will require enhanced skills and
competencies for customs officers. Upskilling
should in particular address Al, machine learning

and automated decision-making. Ensuring IT and
economic literacy will also be necessary. This will
require substantial investments in continuous training.
Stakeholders highlighted that establishing joint
education programmes to raise customs’ expertise to
the same level in all the EU Member States could be
one possible solution. Considering that having enough
staff with the right skills in 2040 may be a challenge,
efforts should be made to attract new talents, as well
as to maintain the personnel in EU Customs.

This also relates to the broad challenge of increasing
the understanding of the benefits of customs. To
tackle this aspect, efforts on strategic communication
and information campaigns are required, involving all
levels of government, up to reaching out to citizens.
It is likely that the role of customs in environmental
protection will expand in the future. For example,
controlling exports and imports by applying higher
sustainability criteria or collecting more environmental
duties is likely to become a bigger share of customs’
activities. Increased preparedness in this area should
go hand-in-hand with other customs’ missions and
more efficient operations (for example in relation

to trade and the controls of goods - such as the
implementation of the Single Window).

Driving reforms at the international level
through a strong, united European position

Stakeholders participating in the foresight process
have recognised that the European Union should
play a larger role to drive international reforms

in the trade and customs areas. For that, EU
Customs would need to strengthen its own
governance to be able to speak with one
voice and have a strong influence within
international organisations (such as WCO, WTO,
OECD). The creation of a ‘World Customs Code’ and
an international settlement body for disagreements
represent two examples of where the European Union
could be in the driving seat at international level.

Implementing the Union Customs Code
and Customs Action Plan is the first step

Several actions identified during the foresight process
should occur as a result of the implementation of
the Union Customs Code (UCC) and the Customs
Action Plan®, where efforts are already underway.

The full and proper implementation of the UCC
and the Customs Action Plan by 2025 will thus
provide the foundation for further developing
EU Customs in the long-term.

.

Political leadership is key for the results of any
foresight process to be transformed into strategies
and action. The sort of longer-term analysis that
foresight involves and the new networks and
capabilities that it can forge, cannot be expected to
achieve results overnight. Rather, continued efforts
are needed to steer the development of customs
policy in the desired direction.

6 European Commission, 2020, COM(2020) 581 final, Taking the Customs Union to the Next Level: a Plan for Action. https://ec.europa.eu/taxation_customs/sites/taxation/

files/customs-action-plan-2020_en.pdf
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1. INTRODUCTION

Global trade is evolving fast and the European Union
is one of the world’s most important trading partners.
New technologies, products, value chains, trade
patterns, regulations and measures continuously
create risks and opportunities that challenge customs
in the European Union. Communities and businesses
all around the globe have strong expectations from
public services, including customs. Protectionism

and geopolitical conflicts challenge international
trade, while new routes are opening and old ones are
being transformed. Aggravating resource scarcity (in
particular water and food insecurity) can intensify
existing conflicts and create new ones. Global crises,
such as COVID-19, are testing the resilience of global
supply chains and pushing economies and public
administrations towards more cooperation. In a world
where we live more and more digitally (and trade
digital goods), cyber threats could change everything
in one second.

Despite the fact that acting together in these

times could amplify our power, influence and
resources, countries still act in siloed isolation and
harmonization is not always a natural first choice.

In the customs world, it has become apparent that
some Member States’ customs authorities are
struggling with the challenges of performing their
various roles up to the level expected by trade and in
a harmonised way, as requested by the legislation.

The Charter of Customs Administrations of the
European Union dated 12 July 2018 sets out that
the mission of the EU customs administrations
fundamentally is: “We protect society. We facilitate
trade. We act as one.” The conclusions of this
foresight study echo the same thoughts and values.
This highlights the determination of relevant
stakeholders and adds a new clarity to what customs
stand for. The Charter also states that the EU
customs administrations “share the same values and

implement a common set of rules”.

In this context, the Directorate-General for Taxation
and Customs Union (DG TAXUD) recognised the
importance of engaging in a thorough work of
anticipation to make sure that EU Customs remain
relevant and effective in the long-term in line with
current and future challenges, and that the policy
makers have the best possible evidence to create the
EU Customs of the future. In order to have a clear
direction going forward, the urgent need of having
a shared vision for the Customs Union was also
recognised.

Foresight can be particularly useful in situations
when strategic decisions have to be made. Yet, the
level of impact it can have on policy-making depends
on timing, in relation to policy and political agendas.
The timing for this foresight project was well chosen
in order to contribute to the Communication on
Taking the Customs Union to the Next Level: a Plan
for Action (Customs Action Plan)7, recently released
by the European Commission, and the 2nd Biennial
Report8. The former identifies priority issues that will
require EU Customs’ attention in the next few years
and which are intended to be the first steps towards
the 2040 vision.

In addition, the moment of the publication of this
report on The Future of Customs in the EU 2040 is
of strategic importance for EU policy-making, as the
first-ever Annual Strategic Foresight Report® was
published by the European Commission in September
2020. The current report represents a very good
example of how foresight can be embedded into
the policy-making cycle and what it means in
practice, but also how it can strengthen a culture

of preparedness and evidence-based anticipatory
policy-making.

This foresight process has been built on the outcome

7  European Commission, 2020, COM(2020) 581 final, Taking the Customs Union to the Next Level: a Plan for Action. https://ec.europa.eu/taxation_customs/sites/taxation/

files/customs-action-plan-2020_en.pdf

8 European Commission, 2020, SWD(2020) 213 final, 2nd Biennial Report on Progress in Developing the EU Customs Union and its Governance. https://ec.europa.eu/
taxation_customs/sites/taxation/files/2nd-biennial-report-progress-developing-eu-customs-union_en.pdf

9 European Commission, 2020, COM(2020) 493 final, 2020 Strategic Foresight Report. https://ec.europa.eu/info/strategy/priorities-2019-2024/new-push-european-

democracy/strategic-foresight_en
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of the pilot activity on foresight started in 2018 by
DG TAXUD, with the support of their ‘Think Tank’
composed of expert representatives from six EU
Member States. This pilot activity followed up on a
reflection triggered by the celebration of 50 years of
the Customs Union - which also inspired the drafting
of the above-mentioned Charter.

Foresight is based on the fundamental premise that
the future is open: it cannot be predicted, but can

be shaped. There is no single organisation or person
who could do that on their own. That is why foresight
relies on collective intelligence and a participative
process. Foresight facilitates exchanges between
people who bring diverse perspectives to the table.
This is precisely what the EU Customs had a need
for: creating a shared understanding among key
stakeholders of ways to deal with current and future
challenges.

Any proper foresight process aims to have a real
impact on policy-making and inspire a forward-
looking policy, even though the outcome of

a foresight study does not represent a policy
instrument in itself. In this particular case, it
contributes to realising objectives that were already
announced by President von der Leyen in July 2019:
“It is time to take the Customs Union to the next
level, equipping it with a stronger framework that will
allow us to better protect our citizens and our single
market”°. Von der Leyen said that the Commission
would propose “an integrated European approach

to reinforce customs risk management and support
effective controls by the Member States”. Turning
these political objectives into an operational reality
reinforced the motivation and momentum of the
foresight study.

The main objectives of this project have been to:

e develop a process to generate strategic
intelligence for EU policy-making in the domain
of customs in the European Union, including
foresight scenarios;

e create a shared and strategic understanding
among key stakeholders of ways to deal with
current and future challenges for customs;

e generate a tool to help relevant actors and
stakeholders of EU Customs engage with the
foresight scenarios developed by this project;

e generate a shared vision for customs in the
European Union in 2040;

e support an action-oriented reflection on what the
outcomes of the foresight process could mean for
decision-making.

This project was performed by the European

Commission’s Joint Research Centre’s (JRC)

Competence Centre on Foresight, in collaboration

with DG TAXUD between February 2019 and August

2020. It relied on expertise developed at the JRC

during earlier foresight exercises - covering both

the development and use of scenarios for policy (e.g.

for DG RTD, DG SANTE, DG CNECT), the development

of visions for policy (for DG GROW) and the
development and use of foresight engagement tools

(e.g. for DG HOME, DG SANTE, DG CNECT, DG CLIMA).

This experience allowed the JRC team to put together

a comprehensive foresight approach tailored to the

multiple requirements of this specific project.

A group of experts representing the diversity of the
customs’ stakeholders participated throughout the
entire foresight process - in order to achieve the
objectives of the project. This ensured the depth and
breadth of expertise required to deliver high-quality
outcomes.

The foresight process was inclusive: it engaged
approximately 40 participants over the year-long
participatory process. Participants included all the
relevant groups of stakeholders: customs authorities
from various EU Member States, trade associations,
businesses, international organisations, consumer
organisations, academia, representatives of key

10 von der Leyen, 2019, A Union that strives for more — My agenda for Europe, Political guidelines for the next European Commission 2019-2024. https://ec.europa.eu/

commission/sites/beta-political/files/political-guidelines-next-commission_en.pdf
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trading partners, relevant European Commission
Directorates-General and services, and of course

DG TAXUD. The engagement was mainly through
participatory and interactive workshops that
encouraged a systemic way of thinking. In addition,
the Steering Group of EU Member States and about
70 high-level national and EU policy makers were
consulted, on a regular basis and at key moments in
the foresight process.

The various methodologies and techniques used in
the study were:

e Horizon scanning as a way to build situational
awareness and support the scoping phase of the
project.

e The Canvas tool as a system-mapping approach
to help scope the project, and create a common
understanding of ‘customs in the EU’.

e A real-time Delphi survey, answered by more
than 300 stakeholders, as a collection of
intelligence on the future of customs in the EU.

e A scenario-building methodology to stimulate
strategic and systemic thinking, and to develop
four different plausible future scenarios for
customs in the EU, in 2040.

e The Scenario Exploration System (SES), an
award-winning engagement tool that enables
participants to use scenarios to better understand
possible paths towards the future. A specific
‘Customs version’ of the SES was developed and
used during the foresight process.

¢ Vision-building to give a sense of direction for
the long-term, and to co-create a common vision
for the Customs Union in 2040.

e Road-mapping to orient the strategic reflection
on milestones on the road to a realized vision
in 2040. This was the stage where foresight
intersected with a policy mind-set.

The first four workshops in the project were pure
foresight workshops, and all of the above listed
groups of stakeholders participated. In the fifth and
final workshop, the foresight methods intersected
with a policy reflection, and the participants were

high-level national policymakers from all Member
States and European policy makers.

Part | of this report presents summarises the results
of the study on The Future of Customs 2040,
including:

e the main challenging areas for the future of EU
Customs (section 2);

e real-time Delphi survey findings (section 3);

e the key drivers and scenarios for customs in the
EU 2040 (section 4);

e the vision (section 5); and

e two possible roadmaps to achieve the vision
(section 6).

Part Il provides a detailed description of the foresight
process and methodology, which can be useful for
future foresight initiatives carried out in the field

of customs, or related policy areas. It furthermore
presents detailed outcomes of all of the foresight
methods.
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2. MAIN CHALLENGING AREAS
AND RECOMMENDATIONS FOR
THE FUTURE OF CUSTOMS IN THE

EUROPEAN UNION

This section presents the main challenging areas for
the EU Customs’ future, which need attention and
action in light of the trends and future scenarios.

It also presents recommendations derived from

the foresight project and the discussions with the
stakeholders involved. These areas are:

e Trade, business support and protection;

e Data management and technology;

e Customs capacity and human resources;

e C(Climate change and the sustainable transition;

e Future of international relations and geopolitical
conflicts;

e Customs’ contribution to the European project;

e (COVID-19 and similar future crisis with global
impact;

e (Customs governance.

2.1. Trade, business support
and protection

Global trade and value chains are being reshaped
and this is largely being driven by technological
advancements. E-commerce is increasing fast!?,
cross-border services represent an increasingly more
important part of the composition of trade, though
the intensity in the trade of goods is declining.!?
These developments are expected to continue.

In the future, new technologies such as the Internet-
of-Things (loT), Artifical Intelligence (Al), Blockchain
and 3D-printing could completely transform
international trade, impacting what is traded, the cost

11 WTO, 2018, World Trade Report 2018

of trading and who trades.’® For example, 3D-printing
could potentially radically change the manufacturing
landscape. Cross border trade of data, software,
design objects and blueprints could increasingly
overtake material products crossing borders.** What
intellectual property rights exist in trade will continue
to be redefined. Automated vehicles are likely to
carry out transport of goods to a larger extent than
today, e.g. drones used for last-mile deliveries.

EU Customs needs to be proactive in preparing for
how future trade for the European Union may look,
while at the same time, considering the uncertainty
around it. Even though there is a probability that
international trade levels will continue to increase
from today’s levels?!®, the future scenarios developed
through the foresight process indicate that EU
Customs should be prepared for trade volumes
entering the European Union both increasing and
decreasing in the long-term. The latter could be
caused by factors such as geopolitically-motivated,
increased, intra-regional trade, or the increase

of the circular economy. Moreover, the evolution

of infrastructures such as ports, airports etc. will
influence, and be influenced by trade trends and
future trade flows.

The scenario exercise has revealed that it is possible
that EU Customs will have to deal with a very
complex regulatory landscape (with for e.g. safety
and security rules), and with an expanded array of
tariff/trade rules. This could accompany a significant
increase in the number of trade agreements (whether
multilateral or bilateral) in the coming decades, or
protectionist measures creating swift rule changes. A

12 McKinsey Global Institute, 2019, Globalization in transition: The future of trade and value chains.

13 WTO, 2018, World Trade Report 2018
14 Idem
15 ESPAS, 2019, Global Trends to 2030: Challenges and choices for Europe.
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prevalence of economic sanctions could potentially
add to this complexity. To manage such a regulatory
situation would require a continual redesign of
processes and a very agile organisation.

With these trends and future uncertainties in mind,
the foresight study highlights several elements
which EU Customs should target, to ensure business
support and to ensure that only safe and secure
consignments enter the single market in 2040.

Facilitation and simplification are among them. The
level of depth and the objective will be different
depending on the scenario (related to the European
Union’s economic development and the state of the
world — peaceful or conflictual). Actions to take to
achieve more facilitation and simplification could
include:

e The creation of a fully integrated IT Customs
system/solution (developed below in section 2.2.).

e A Smart Border Crossing. This would demand an
integrated scanning system at the EU external
borders and the implementation of the Single
Window at EU level (‘No-Stop-Shop’ automation).
Advanced EU-level risk management, an electronic
system that ensures access to businesses’ data
and a new legal base would also be necessary.

e Developing the next level Single Window (Business
to Government).

Even if the future holds more conflicts and crime
than today, simplification and facilitation would
remain a key component for EU Customs. In such
scenarios, simplification and facilitation would be
more prominent regarding exports, while easing
the control functions on import would be limited to
integrated and harmonised control of goods at EU
entry. In order to ensure protection in a conflictual
world, a Smart Border Crossing would be needed
even more.

Realizing further simplification and facilitation

of trade would require a new legal framework

and more integration and enhanced operational
cooperation at all levels. The re-assessment of the

importance of the Authorised Economic Operator
(AEQ) certificate represents another desirable
element by the participants of this study. Depending
on geopolitical conflicts and the European Union’s
economic development, the AEQ’s nature will likely
change: it may be enhanced and compulsory or still
only of increasing importance. The scenarios indicate
that the more customs are needed to protect and
ensure safety, the more the focus will be on creating
a compulsory AEO regime based on harmonised
EU-wide procedures, identical risk analysis approach,
and enhanced cooperation between tax, customs
and other sectoral agencies. On the other hand, in

a scenario with dynamic EU economic development,
customs could put the emphasis on security and
trade facilitation at the same level. Exercising control
through a mechanism of trusted operations would
be desirable. All evolutions related to the AEO will
require a legal framework and a policy body capable
of dealing with it efficiently.

As highlighted by stakeholders participating in

the foresight process, more simplification and an
enhanced AEO concept would function best if there
were a strengthened partnership with the traders,
but also a common EU Sanctions System. Regarding
the partnership with the traders, stakeholders
mentioned that it should be based on an open-
minded relationship and would require a mentality
change in the customs world. It would also require
a common understanding of EU regulation (on for
example which activities/services could be outsourced
and under which conditions), common development
of standards, mutual trust, and the application of
corporate best practices.

Cross-border control measures (e.g. 100% scanning,
penalty duties) play an important role too. Depending
on the level of international trade and geopolitical
conflict in the world (as in the scenarios of this
study), distinctive measures could be applied for
exports or imports in order to maintain a high

level of compliance with EU standards. As the
scenarios show, the level of inspections could also
be increased in a world where international trade




flow is fragmented and trust between international
trading partners is low. Moreover, in a world where
customs have little resources and the geopolitical
conflicts are increasing, there will be a need to focus
more on security and put less emphasis on client
management. In this case, the close scrutinization of
international business through increased efforts of
border control would be the mission of EU Customs.

Technological advancements are currently
transforming our societies and economies, and the
access to new, large volumes and varieties of data
is one of the main contributions to this revolution.

In the coming years, data volumes are expected

to increase rapidly.’®* Emerging technologies, such

as Al, are increasingly being used in industry,
commerce, and government?’, which further adds

to this development. This will inevitably bring large
changes to EU Customs too. Looking at all the future
scenarios for customs in 2040 developed throughout
the foresight process, a common denominator is the
increased use of technology and the enlarged access
to, use and analysis of data.

Data management

The massive amounts of data already collected or
accessed by customs today will increase, and this
data, combined from different sources, could be
leveraged to help EU Customs achieve its mission
and create intelligence for several customs areas.

To reach that end, the participants in the study
highlight that it is first of all essential to achieve a
high level of data exchange between Member States’
customs authorities (themselves), as well as with
other authorities (e.g. market surveillance authorities,
veterinary bodies, law enforcement authorities),

and stakeholders (of all sizes). It would also require
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access to traders’ data, as well as public and private
platforms’ data.

It has been proposed that having the appropriate
legal framework in place is one of the preconditions
for this to happen. Additionally, to make the collection
and exchange of the data functional, establishing
data pipelines between trusted partners, and further
data pull mechanisms, would be important. To get

all private actors on board, it has been underlined in
the foresight process that the image of customs may
need to evolve in the direction of ‘being a partner’.

Beyond collection and exchange, making the best
use of the data and exploiting it fully will be key,
according to the study results. It will be necessary
to build the capacity to manage and analyse big
data and to expand this capacity following further
technological advancements in the decades to
come. This is linked to investing in shared databases
that go across different relevant domains (beyond
customs) and internal frontiers. The development
of the Single Window (mentioned above under 2.1)
and ‘No-Stop-Shop’ functions would likely go in this
direction.

A milestone brought up several times during the
foresight process concerning data management,
is the creation over time, of a fully integrated IT
Customs system. For this to happen, the study
highlights the need to create a new legal basis,
to allocate a budget, to exchange data between
different equipment producers and to create a
common database accessible for all customs
authorities.

A common element for all four scenarios is the
improved quantity, quality and exploitation of data,
which paves the way for improved risk analysis:
reaching this reality would also require data systems
that are fit for that purpose. That data is processed
to the largest extent possible in an automated way
would be preferred in terms of efficiency gains. A full

16 European Commission, 2020, A European strategy for data; OECD, 2017, OECD Digital Economy Outlook 2017.

17 Craglia M. et al, 2018, Artificial Intelligence — A European Perspective.
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cost-effective, real-time risk assessment would be a
desirable element for the EU Customs of the future,
as stated by participants in the study. For that to
become a reality, having a common risk analysis, and
one single risk analysis body, has been suggested
several times.

In view of the above, and to enable customs
operations in the Customs Union to function
efficiently in the future, all the Member States would
need to have the same level of IT-capability and
operate in a harmonized way. As has been underlined
already in the foresight process, uniformity of
Member States’ IT systems is crucial for this, and
having one EU IT system is the goal expressed by
many. An important first step would be to clearly
define the current common denominators of
customs systems across the customs authorities.
The stakeholders further expressed two possibilities:
developing national components to the extent that
uniformity is reached or creating one, new system.

Customs’ data management has a natural link to
policy areas such as taxation, trade, health and
consumer protection, environment and climate and so
on. Based on the foresight study outcomes, it can be
concluded that further integration of these would be
vital.

The full implementation of the Union Customs Code
(which should be achieved by 2025) would improve
customs’ data, its quality and the harmonization of
data and processes - all of which would contribute
to creating a data management system fit for the
future.

Technology

New technologies will likely change the way customs
authorities control the flow of goods and collect
duties. Following the uptake of new technologies,
such as Internet of Things (loT), Artificial Intelligence
(Al), 3D-printing, Blockchain/Distributed Ledger

18 Nai Fovino I. et al.,, 2020, Cybersecurity, our digital anchor.
19 WCO, 2018, Environmental Scan.
20 European Commission, 2020, A European strategy for data.

Technologies, in different domains of society and

the economy, the expectations towards EU Customs
will also increase. It would be beneficial to exploit
opportunities deriving from technologies to the
furthest extent possible, such as to manage data and
controls among other things, all in order to support
the Customs’ objectives.

It has been mentioned in the foresight process that
one desirable element would be a 100% validated
supervision of supply chains from the point of
origin to the final destination. How to get there,

on the technological side, would imply high-tech
trace and tracking systems of the goods as well

as sophisticated control systems. Moreover, Smart
Border Crossing (mentioned above in 2.1) and ‘No-
Stop-shops’ are also examples of functions where
technological solutions will be needed. Among the
new technologies, for instance Al could be used

in safety and security controls and to assist the
operator to detect contraband and fiscal fraud (tariff-
related).

With increased data access and the uptake of new
technologies, new vulnerabilities will arise, such as
increased cybersecurity risks.?® Following for example
the development of security policies which demand
more personal data to be provided, customs, like
other authorities, will have to deal with that and with
issues such as privacy.'® This will require significant
attention because, as mentioned in the new European
data strategy, citizens will trust and embrace data-
driven innovations only if they are confident that

any personal data sharing in the European Union is
subject to full compliance with the EU’s strict data
protection rules.?°

Cyber threats are a common element of all future
scenarios developed in this foresight project. This
clearly highlights the need to improve capacity to
tackle cyber threats, as they could increase strongly,
all the way up to cyber-warfare against the European




Union. Because customs will depend more and more
on the analysis of data and computer-automated
decision-making in the future, the risks of cyber-
attacks on the functions of customs will be greatly
amplified. For example, viruses and malware could be
used to reduce the import duties applied, or to clear
goods without controls. Similarly, they could even be
used to erase or modify the data about suspicious
companies, or to delay cargo of competitors through
useless controls. The European Commission and
Member States would benefit from increasing
cybersecurity in close cooperation with enforcement
agencies, such as Europol and Interpol.

Alongside cyber-attacks, the increased use of new
technologies could lead to intensified or new forms
of crime, as observed across the scenarios. This calls
for a proactive approach and preparedness for e.g.
an increase in other data-related crimes such as
data corruption. Customs will also need to be able

to identify prohibited or dangerous goods that are
based on or incorporated into new technologies (e.g.
nanotechnology, biotechnology, robotics, Al products),
and to detect them in the flow of cargo.

It has been highlighted during the foresight process
that to be able to manage the rapid changes
technology will bring, EU Customs needs to expand
its capacity, to invest in research and development,
to have a continuous technology forecasting/
assessment, and to further enable the testing and
uptake of technologies. It would be important to
have a clear strategy for the integration of new
technologies in customs systems.

As technology allows trade to evolve, EU Customs will
have to keep up with and match the developments
and to leverage technology to ensure its operations
are effective. As expressed by the participants of

the foresight process, this will require substantial
investment in equipment, infrastructure, research
and innovation. In the future, data management,
data harmonisation, data exchange, data analysis
and data profiling are all functions and skills that

will have a central role in EU Customs. At the same
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time, thorough considerations of the new risks
and vulnerabilities that arise along with this will
be needed. Additionally,, an expected debate for
the future may regard how far society may accept
automated close (intrusive) surveillance aimed at
fighting illegal trade.

To have the capacity to meet circumstances in
different future scenarios and still be able to live up
to the vision, EU Customs needs to be well-equipped
in terms of equipment and infrastructure, but also
human resources.

The foresight process has indicated that from now
to 2040, it is desirable that EU Customs makes use
of more technologies, such as surveillance software,
scanning, sensing, tracking, and data analytics etc.
In addition, establishing advanced laboratories

for controls and tests could be recommended. As
mentioned above, new technologies will change
possibilities and this should be leveraged (albeit
responsibly). New structures may be needed within
the EU customs administrations to ensure the
continuous awareness of modern technologies,

as well as the opportunity to test, and if relevant,
implement such.

The increase in use of technology (as well as an
enlarged portfolio of customs administrations) that
can be expected regardless of the future scenario,
will require increased skills and competencies for
customs’ officers. New skills needs will continuously
arise, and for example, the relation with Al, machine
learning, and automated decision-making can already
be anticipated.

Participants in the foresight study have expressed
that ensuring IT and economic literacy will be
necessary, and this will require substantial
investment and continuous training. Having joint
education programmes to increase customs’ expertise
have been brought up repeatedly. Suggestions have
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been master programs, exchange programs, as well
as a fully-fledged Customs Academy at EU level, that
could harmonise the competencies across Member
States customs authorities.

In some 2040 scenarios, customs operations have
moved in the direction of less traditional work at
the border towards having more intelligence type

of work. If this is to be achieved it would require

a change in the mentality of customs’ staff, and
essentially a change in ‘organisational identity’ in
the customs authorities. This is also vital for creating
organisational agility in general. Having a conscious
change management plan for that would be advised
including hiring personnel with new and relevant
expertise areas, as well as training and education.

In terms of the customs personnel, it has also been
expressed as desirable to have more auditors, to
increase customs operations’ follow-up.

The ability to attract customs officers in the future
is likely interlinked with the image of jobs within
customs administrations and more generally the
public image of customs. Regarding the former, it
has been highlighted that the job benefits need to be
on par with the tasks. The latter relates to the broad
challenge of increasing the understanding of the
benefits of customs, from the level of government
all the way to the level of citizens. Addressing this
would require strategic communication efforts and
intelligently using the opportunities for attracting
attention to customs that may arise. On this issue,
it would likely help if customs were to have stronger
connections with more high-profile political files.

In 2040, climate change will have become
more evident to Europe’s population. The
Intergovernmental Panel on Climate Change (IPCC)

21 IPCC, 2018, Global Warming of 1.5°C.
22 Ildem

estimates that global warming is likely to reach
1.5°C between the year 2030 and 2052 if the
current rate of temperature increase continues.?!
Beyond the impact that this is having and will have
on the environment and wildlife, sea levels, ocean
temperatures, ecosystems, and biodiversity, it is
endangering human well-being and societies by
causing risks to food security, water supply, health,
human security, livelihoods and economic growth.?

Climate change and environmental degradation is
pushing Europe and the world to undergo a transition
to a sustainable society and economy. That the
world is facing increased resource scarcity is also
pushing in the direction of a more circular economy.
These issues are reaching higher on the political and
societal agendas in many European countries and

in the European Union most recently through the
European Green Deal.

In this context, it is likely that the role of customs
linked to environmental protection and climate
change will expand in the future.?* This would
normally follow a decision and legislation brought
forward in other policy areas, while the EU Customs
would be tasked with carrying out the necessary
controls and activities. Nevertheless, EU Customs
should prepare for this potential development
where its role in environmental protection and the
transition towards a more sustainable economy
increases significantly. The foresight process also
highlights that controlling exports and imports by
applying higher sustainability criteria or collecting
more environmental duties is likely to become

a bigger share of customs’ activities. In a 2040
scenario where the economy is more circular, there
would be an increased preference for circular
economy business models, local consumption and
production. Because of this, more raw materials
would be transported than end products. This would
have several implications for customs authorities,
e.g. monitoring material flows would require an

23 See e.g. the Carbon Border Adjustment Mechanism identified in the European Green Deal.




awareness of a product’s entire lifecycle. Moreover,
the trade crossing EU borders in a more circular
economy may require a very complex tariff landscape
e.g. due to the inclusion of environmental duties.

Ensuring preparedness for a broadened role in
protecting the European Union’s environment could
go hand-in-hand with other customs’ missions and
more efficient operations in relation to trade and the
controls of goods. Implementing the Single Window,
where all information on the goods required would be
provided at once to the customs authorities, would be
a step in that direction.

The future of international relations will affect EU
Customs regardless of the geographical position of
countries (even without external land or see borders).

During the foresight process, customs’ stakeholders
identified 45 drivers of change, which are internal
or external factors that cause change to a system -
the Customs Union in this case. From all 45 drivers
of change, those that were most important as well
as uncertain were ranked. One of the two highest
ranked was “Geopolitical conflicts”. Thus, the level of
geopolitical conflicts will influence all possible futures
for EU Customs, in an extrinsic manner. Certainly,
customs policymakers will have to deal with events
outside of their control.

EU Customs should strengthen its own governance
to be able to speak with one voice and have a strong
influence within international organisations. To do
that, Member States should work more together to
empower EU Customs with a unified position and
could, for example, create a strong international
department who could play a leading role within

the international organisations. Increasing the
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European Union’s influence within the international
organisations (WCO, WTO, OECD etc.) and the reform
of some of these international bodies was mentioned
several times by customs’ stakeholders.

Customs stakeholders who participated in the

study aspire to improve international collaboration
on customs within international organizations; it
would for instance be desirable to have such a thing
as a ‘World Customs Code’, where the European
Union could use and build on the experience of

the UCC. Having a World Customs Code would

mean an increased level of agreements on certain
international provisions. The creation of an
international settlement body for disagreements was
also mentioned by the actors involved, especially in
a scenario where the international organisations are
strong, and the European Union’s position is weaker.

In order to draw policymakers’ awareness to some
major extrinsic factors, the foresight process
touched upon some of the megatrends that could
cause geopolitical conflicts: the shift of economic
and political power, climate change, digitalization,
demography. Below are some examples of these
developments.

Economic transition and the change of power could
be the cause of a geopolitical conflict. In the history,
it was observed that, every time the main economic
power has been economically overtaken by another
power, there has been a war?*. Similar to the shift of
economic power, digitalization will affect everything,
representing more an accelerator in the way that it
increases the direction we are taking (regardless of
the direction), or the nature of the conflicts in which
we are engaging. In addition, increasing demographic
imbalances bring other risks such as: urban conflicts,
internal conflicts, civil wars and displaced people.

Conflicts related to natural resources and/or
environmental degradation are twice as likely to
return to violence within five years?®. Stakeholders

24 Eamonn Noonan, European Parliamentary Research Service at the European Parliament, presentation at workshop on the 24 June, Brussels

25 The Millennium Project, 15 Global Challenges, 201, http://www.millennium-project.org/challenge-10/.
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involved in the foresight project mentioned water
scarcity as a game changer. The combined effects

of demographic growth, growing consumerism and
continuing urbanisation will see demand for water
rising exponentially, while supply becomes more
erratic and uncertain. Moreover, by 2025, 50% of the
world’s population might be living in water-stressed
areas and over 70% of the global water withdrawals
go to agriculture.?® As an example of potential
consequences, if China loses its ability to produce
food for its own population, that will have serious
implications for how China acts in foreign policy and
international trade.

In addition, the UN Security Council notes the adverse
effects that climate change and greater competition
for scarce resources have on the stability of many
countries in Western and Central Africa such as

Mali, Somalia or Sudan. People in poorer countries
are on average 6 times more likely to be displaced,
evacuated, or to require emergency assistance due to
climate-related disasters than those in rich countries.
While there is evidence that climate change and
extreme weather events trigger displacement,

these movements are mostly short-term and short-
distance, rarely crossing national borders.?”

The scenarios, which show how different situations in
terms of international relations could affect customs
in 2040, highlights some possible insights.

As expressed in one of the scenarios, peace in
international relations could lead to a ‘trust by
default’ attitude with few controls at the EU
borders, accompanied by a risk of high sanctions
for whomever would get caught cheating. In such
a situation, more agreements and international
conventions would come into place, as countries
understand that cooperation is a ‘positive sum’
game.?® When international relations are based
on trust, customs could focus on improving border

effectiveness, greater facilitation of legitimate trade
and strengthening global stability.

In a contrasting scenario, where conflicts arise and
competition between countries accelerates, this
could translate into protectionist reflexes and the
preference for bi-lateral trade agreements. This
could go hand in hand with rising nationalism within
the EU. In such a scenario, international trade could
intensify between allies and decrease between
antagonistic powers. International organisations
could lose influence, along with global rules and
standards. In turn, customs diplomacy could gain
importance, as was highlighted in the foresight
project. In this scenario, EU Customs could be
positioned at borders to play a prominent role across
the international supply chain, ensuring a sustainable
and secure future for its citizens.

Security is still one of the major concerns for states,
with the persistence of terrorist strikes throughout
countries and the development of local conflict
zones, particularly in borderlands. The Union Customs
Code was already amended several times to include

reinforced security aspects. For example, complex IT
systems like the Import Control System (ICS) have
been built and are still being improved for security
aspects. According to a WCO study, transnational
terrorism has already led Customs to implement
important changes in many countries beyond the
traditional Customs’ mission and might demand a
greater participation from their side in the policy-
making debate, but also integration into emergency
response teams at borders (cooperation with Border
Guards) and participation to migration controls.?®

26 World Health Organization, Joint Monitoring Programme, 2017, https://www.who.int/water_sanitation_health/publications/jmp-2017/en/.

27 JRC, 2020, Megatrends interlinkages - Briefing “Security and geopolitics in a changing climate”.

28 WCO, 2019, Environmental Scan.
29 WCO, 2018, Environmental Scan.
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While the evolution of the Customs Union and what

it provides may have a significant impact on the
progress of the European project (because for e.g.,
citizens’ demands from the EU on matters such as data
protection, safety and security, climate and environment
can be expected to increase), it is the future of the
European construction that will have the most influence
on the Customs Union.

The foresight process has highlighted that EU Customs
have suffered for too long because of different
approaches and the lack of harmonization between
customs national authorities. As has been brought
forward, one EU Customs structure, well connected to
other policies, strong on the international stage, and
communicating to citizens, could contribute to a stronger
Europe. On the other hand, fragmented national customs

authorities, competing and creating legislating in
isolation, not communicating on their benefit and added
value, could harm the functioning of the European Union
and encourage protectionism, nationalist patterns.

50 years ago, the fathers of the European Union had

the vision to build the Customs Union, a standardised
system for trade ensuring that goods can circulate freely
within the EU and no customs duties are charged inside
the EU borders. What we might take for granted today

is essential for the functioning of the common internal
market and the free movement of goods, but also for
our safety and security. The European Union is one of the
world’s biggest trade players, accounting for about 15%
of global trade*®. This gives the EU more negotiating
power than any of the Member States by themselves.
Thus, EU Customs is an important part of the EU, and
their developments are interlinked. UK withdrawal from
the European Union and the recent COVID-19 have made
it even more clear just how important the Customs Union
and free trade is for all parties.

30
31
32
33

The EU'’s position in world trade in figures (infographic), European Parliament, 2019
WCO, 2020, Environmental Scan.

Antwerp Management School, 2020

Antwerp Management School, 2020
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The spread of the pandemic has had dramatic
impacts on issues of high sensitivity for consumers
and citizens in general: food security, transportation,
trade limitation, fraud, crossing borders but also
national security and safety. Many rights and liberties
that we took for granted, became privileges for the
part of the population with reduced income. This
could be a good opportunity for EU Customs to
approach consumers and better communicate on
their role and capacities, but also making sure that
no one is left behind.

The coronavirus outbreak accelerated the
digitalisation of our society and raised even higher
the risk of data corruption and importance of
cybersecurity. It demonstrated that cybersecurity is a
game changer for the European Union’s security and
stability, but also for the EU Customs — managing
more and more data.

In addition, as WCO'’s Environmental Scan for 2020
argues, the COVID-19 crisis has clearly showed the
need for exceptional facilitation measures globally,
as well as at EU level, to keep uninterrupted flows of
goods and allow companies to run their businesses to
the greatest possible extent. Customs administrations
could take the lead on business continuity and on
securing trade flows.>!

On the business side, COVID-19 accelerated the
already existing trend of increasing nearshoring and
resilience. This could have an impact on customs as
applying a nearshoring strategy means as well less
import duties.

Trade facilitation during COVID-19 times also
highlighted the need to cooperate further between
EU Member States, and with third countries®:.
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In the preparation for future crises, EU Customs
should act fast and be fully involved in EU, national
and regional discussions. Having a strong EU
governance could facilitate the dialogue and could
prevent fragmentation and protectionism. For
example, it would reduce the risk that in a future
global crisis some Member States could create
distortions of the EU internal market by closing their
borders and controlling the free movement of goods
between Member States.

During this foresight process, stakeholders
highlighted several times the difficulty to act as one/
do more at European level when having 27 different
customs authorities in the EU. Moreover, the majority
of the stakeholders involved in the Real-time Delphi
Study of foresight project stated that there is a
competition between Member States happening
today, although there was disagreement about
whether this competition leads to a weakening of the
EU internal market.

The world is becoming more and more complex

and the EU Customs needs a stronger and a more
powerful governing body to allow it to transcend
from national initiatives to “we act as one”, a phrase
that is stated in the 2018 Charter on the Customs
Administrations of the European Union.

The possible future scenarios in the foresight study
have shown that the future is uncertain and different
future situations will create different needs, but the
commonality between all is the issue of governance.

“Acting as one” and being “seen as one” represent
one of the preconditions for almost all that the EU
Customs need to achieve within different possible
futures to remain relevant and be able to function
efficiently. This applies to all customs’ areas, from
the control of goods, to data management and

IT, operations, business support and international
relations. Examples can vary from the need to
have a stronger voice and influence within the

international institutions, the power to lead
international negotiations and other reforms, to
having harmonised IT systems (or one common IT
system in the mid to long-term), the capacity to
pull, analyse and dispatch data to relevant parties,
to perform and share risk analysis, fighting cyber
threats and sophisticated crime and to carry out the
simplification that the business sector needs.

In addition, it was highlighted several times by

the stakeholders participating in the foresight
process that the differences in the way customs are
administrated in each EU Member State, bring along
different working conditions and remuneration of
customs officers in the Member States.

The outcomes of the foresight process thus indicate
that a central, joint governance structure could not
just be the solution for the harmonization of customs
operations across the European Union, but it could
support in satisfying other needs: such as visibility

in the daily life of citizens; more coordination with
other policy areas and governing bodies (managing
environment, social issues, finance, international
relations);, and the ability to take rapid decisions.

The foresight process brings the following
possibilities into place under different scenarios:

e Harmonization of national customs authorities
under the governance of an Executive Central
Body with political power and coordination role.
The function of a High Representative for Customs
is also envisaged in a future with appeased
geopolitical relations, a dynamic economic
development, and a collaborative spirit in the
European Union.

e A stand-alone EU Customs & Border Agency with
the focus on safety and security, especially in a
conflictual future where migratory pressure and
crime are very high.

e An EU Customs Risk Analysis Agency for shared
and efficient risk analysis and risk management.
This option came into discussion in a future
conflictual world in which customs budgets are




significantly reduced, where customs policy

is very complex, and where there are many
disagreements within the European Union and
national agendas are prevailing.

¢ In another world, where there are less conflicts
and fewer controls at the border, but yet a slow
EU economy, the option brought forward by the
stakeholders was a single EU Customs Agency
focusing on IT processes for trade facilitation.
This would allow data harmonisation and new
functions to safeguard society and sustainability.
The EU Customs Agency as described here
would operate under strong budgetary pressure,
collecting mainly environmental duties.

The link between the Customs Union and the other
EU policies was considered the most important driver
of change by the customs stakeholders.

Having a joint governing body would increase the
opportunities for efficient cooperation with different
agencies such as Europol, Frontex, Eurojust, OLAF, the
EU Intellectual Property Office (EUIPO), the European
Chemicals Agency (ECHA), as well as environmental
agencies, the police and military, trade associations,
HR recruiters etc. In addition, EU Customs should
develop a permanent dialogue with other EU

policy areas such as Budget and Taxation, Trade,
Digital, Business and Industry but also Transport,
Security and Defence, Public Health, Food safety
and consumer protection, Justice and Home affairs,
Education, and Research and Innovation.

PART |
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3. FINDINGS OF THE REAL-TIME

DELPHI SURVEY

A Real-time Delphi survey was used in the foresight
process at an early stage to collect the opinion of
experts, practitioners, and stakeholders related

to the customs system on how they perceive and
assess different possible future developments. This
structured expert survey methodology is generally
used to gather opinions on different possible
developments in the long-term, which naturally are
very uncertain.3* This type of survey is also a useful
way to elicit, collect and synthesise the opinions of
a large group of experts, to create consensus, and
to give ideas to start a debate.

In this Real-time Delphi survey, the participants
were asked to react to 16 statements formulated
as if they were taking place in the year 2040. They
covered different issues related to customs, such as
the role of customs, trade, digital and technological
development, human resources, and corruption and
fraud.

For each statement, respondents were asked

to answer four sub-questions: an estimate of

the likelihood of the statement happening, the
timeframe by when it might occur, an indication of
which domains of EU action would be influential on
the statement, and a suggestion of which EU action
could support the achievement of the statement (or
its prevention, depending on the case). People were
also encouraged to explain their response.

The following points are based on the analysis of
the outcomes of the Delphi survey. From a total

of 750 people contacted between April 5" and

May 5% 2019, 332 people answered, 94% from

an EU Member State and 6% from outside of the
European Union. The most represented professional
categories were Government (57%), Trade (149%)
and International organisations (109%).

Respondents are in broad agreement regarding
developments on the role of customs. The
majority perceive the mission of customs authorities

as already having evolved into a broad scope,
contributing to the welfare of society well beyond
merely collecting VAT and customs duties. Further,
it is seen as likely that EU customs authorities
continue on a path to increased data exchange with
all stakeholders and achieving to do so in a safe
and efficient manner. A majority of respondents
also think that it is likely that eventually (most think
at 2025 or beyond), EU Customs will be integrated
into a larger body dealing with border control and
migration management. This implies that there
would be support of the creation of “EU Customs”
instead of “customs in each EU Member State”.
When it comes to the public perception, however,
there is not a united view on whether the EU public
will ever value the customs highly. A point that was
mentioned repeatedly is communication: according
to several respondents, European citizens do not
know enough about what customs do for them on a
daily basis and therefore cannot value it.

The culture of the customs’ institutions was
also a salient issue. Many respondents invoked a
need for change: moving away from the financial
perspective with taxation at the core, to a more
general approach, which includes protecting the
environment, ensuring welfare, encouraging a
circular economy model, supporting migration
management etc. This could, as was suggested,
happen if the Customs Union works more closely
with other policy domains, both at EU level and
national level. This goes hand in hand with re-
thinking the customs mission and vision, and better
defining the Customs Union strategy and objectives.
The creation of a single European Customs Agency
or Authority was also mentioned several times.

The developments related to trade triggered
contrasting response patterns. While most
respondents think that it is likely that the European
Union and its customs system will have the capacity
to ensure safe and fair trade for all, they disagreed
on when. Most respondents believe that it is unlikely

34  http://lwww.foresight-platform.eu/community/forlearn/how-to-do-foresight/methods/classical-delphi/
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that border infrastructure for trade in goods will
lose a lot of its importance due to a more circular
economy and value chains becoming shorter (closer
to places of consumption). An important aspect to
consider here is that even though trade will evolve
and infrastructure might become more digital

than physical, the control will not lose importance.
Moreover, because of an assumed increase in
international trade, new trade routes could emerge,
meaning new customs. Furthermore, opinions
diverge also on the likelihood that the European
Union becomes less of a model for development and
less of an economic and strategic partner for third
countries, leading to strongly increased risk of fraud
from global supply chains. They also diverge on
whether the competition between EU Member States
will lead to reduced controls on trade flows as well
as to a weakening of the EU internal market.

Issues related to digital and technological
developments generated a debate about the

level of technological advancements considered
likely to be achieved in the next 20 years. It also
shed light on diverging views on what may be new
structures or responsibilities of customs in the
future. For example, there are different opinions

on whether in the future there will be duties

on cross-border data exchanges and if so, if it
would be the task of the customs to collect (and
hence be regarded as revenue from the customs)
or not. While respondents mostly believe that
collaboration between the public and private sector
will increase in relations to customs, a strong
majority considers unlikely that EU Customs would
be privatised and governed by big online platforms.
What is considered more likely is that more than
30% of goods will be transported by cargo drones
and hyper-loops by 2040 (or sooner). In general,
respondents believe that new technologies will
play a very important role for customs in the
future, mainly to fight illegal trade, ensure efficient
controls and increase the level of cybersecurity.
However, to make this happen, support from the
European Union is necessary to invest in research,
innovation and infrastructure development. There is
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clear disagreement on whether artificial intelligence
(Al) and robot-performed controls could replace all
manual controls by 2040 and lead to the customs
workforce decreasing by 50%. Several respondents
explain that their standpoint is that Al and robots
will replace many controls, but not all; and that the
number of customs officers will indeed decrease,
but not to that extent.

On the human resources challenge, most
respondents had no opinion or found it unlikely that
many in the young generation will be interested to
work in the customs sector in the future. Regarding
the future skills need, IT skills are clearly in high
demand but many respondents highlighted the fact
that customs should also enrol young people with
specific skills in domains that are not traditional for
customs such as environmental protection, social
welfare etc.

In relation to corruption and fraud respondents
were very much aligned, with a majority arguing
that terrorism and organised crime value chains
have already shifted from the physical to the
cyber-world, representing the biggest threat for

the EU Customs as data owner. Moreover, within

a period of 10-15 years, most respondents find it
likely that Al, automation and integration across

EU Customs will have led to significantly reduced
corruption and illegal trade. Respondents also said
that customs need a serious anticipatory capacity
not only to deal with change and trends from trade
(e.g. e-commerce, Chinese Silk Road project etc.),
geopolitics and technology, but also to deal with
security, safety and fraud risks. Such an anticipatory
capacity would allow customs to act fast and
proactively.

As the results show, many EU policy areas can

have an influence on the future of EU Customs,

as there are more or less direct interlinkages
between developments in different policy areas and
implications for customs. The domains of EU action
that were considered influential by the respondents
in most instances were Budget and Taxation, Trade,
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Box 1. A majority of respondents think that these are likely developments by
2040(+) or sooner

e (Customs authorities in the EU exchange data safely and efficiently with all stakeholders
(traders, other authorities, banks, other countries).

The mission of customs in the EU has evolved from ‘we collect customs duties’ to ‘we
contribute to the welfare of society’.

The roles of EU customs, border control and migration management have been
combined into a single new powerful body.

The EU and its customs system have the capacity to ensure safe and fair trade for all.
More than 30% of goods are transported by hyper-loops and cargo drones.

Corruption and illegal trade are reduced significantly due to high levels of artificial
intelligence, automation and integration across the EU Customs system.

The terrorism and organised crime value chains have shifted from the physical to the
cyber-world and represents the biggest threat for the EU Customs system as data
owner.

Digital, and Business and Industry. Other policy
areas which were considered influential by most
respondents with regards to specific statements,
were Transport; Security and Defence; Public Health,
Food safety and consumer protection; Justice

and Home affairs; Education; and Research and
Innovation.

The full results of the Real-Time Delphi survey are
presented in a separate report.>®> The boxes display
all 16 statements about the future of customs

in the European Union, which were included in

the survey, classified according to how high their
estimated likelihood was by the participants. Box

1 presents the statements that a majority of
respondents believe are likely to happen between

today and 2040 or beyond, Box 2 presents those
that were deemed unlikely to happen and Box 3
those for which there was no clear majority either
way.

35 https://ec.europa.eu/jrc/en/publication/future-customs-eu-2040-results-real-time-delphi-survey
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Box 2. A majority of respondents think that these are unlikely developments
by 2040
e The economy has become circular and the global value chain has shifted closer to the

places of consumption. As a result, border infrastructure for trade in goods has lost a
lot of importance.

EU customs are privatised and governed by big online platforms (e.g. Amazon, Alibaba,
etc.).

Box 3. No agreement on the likelihood of these developments by 2040 - the
jury is still out

e Many EU citizens value the customs in the EU highly.

Tariffs and duties resulting from EU policies on climate and sustainable development
generate the bulk of revenues collected by EU Customs.

The EU has become less of a model for development and less of an economic and
strategic partner for many third countries. This has strongly increased the risk of fraud
from global supply chains.

Competition between EU Member States to attract trade flows reduces controls and
ultimately weakens the EU internal market.

The revenue from trade in data and digital products reaches 60% of the customs’
revenue due to new duties being collected on the cross-border data exchanges.

Many in the young generation are interested to work in the fast developing customs
sector.

As artificial intelligence and robot-performed controls have replaced all manual
controls, the customs workforce has decreased by 50%.
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4. SCENARIO-BUILDING FOR THE
FUTURE OF CUSTOMS IN THE EU 2040
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technologies for
customs operations

Geopolitical conflicts Harmonization

EU economic
development

Changing
consumption patterns

New business models

Changing societal

Data policy
values

Demand for safety

Crime pressure Fiscal policy Social unrest

Emerging
technologies for Management of Migration
products customs
Links between .
Cyber threats customs and other Image of customs in
policies society
New types of
products + new Geopolitical shift New skills

infrastructure from
new technologies

Circular economy New actors in society

Figure 1. Drivers of change of the customs system

Scenario-building was used to help stakeholders
imagine a range of plausible futures for customs in
the European Union and bring implicit assumptions
about the future to the fore. It is perhaps the most
emblematic and widely used foresight method.>®
Scenarios are not predictions about the future but
rather stories about possible and plausible futures.
They highlight key differences between the present
and the future (be it more of less desired) and can
reveal the choices available to shape the future and
their trade-offs.

The scenarios were built in two consecutive
participatory workshops, using the classic ‘matrix’
approach. During the first workshop, participants
identified the key drivers of change for customs in
the European Union and selected the two key factors
around which to construct the 2040 scenarios. During
the second workshop, participants ‘put flesh on the
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bones’ of the scenarios, making sure that drivers

of change that are highly uncertain go in different
directions in different scenarios. The scenarios were
then further developed by the JRC team before
being submitted for comments to all participants,
and later verified and finalised in a third workshop.
For a detailed methodology of the scenario-building
process, see section 8.4.

4.1. Drivers of change of the
EU Customs system

In order to build future scenarios, the first step is

to understand what are the drivers of change in the
EU Customs Union. The future of a system depends
on the combined developments of these drivers.
Figure 1 presents the 45 drivers of change that were
identified by the customs stakeholders.

36 Schwarts, P, 1997, Art of the Long View: Planning for the Future in an Uncertain World. ; van der Heijden, K., 2011, Scenarios: The Art of Strategic Conversation.




PART |

25

20 O Geopolitical conflicts
- EU economic
= development
Z
<C
|_
& 15
@]
Z
35
L
o
o Geopolitical shift O
> 10
- Cyber threats
- Changing yber

societal values New types of products
o and new infrastructures
from new technologies
5 Management of o
Customs oH isati o Emerging technologies
. _ armonisation for customs operation
Emerging O New business models O Data policy
technologies O O Fiscal policy O Crime pressure Links between Customs
for products and other policies
0 O
0 2 4 6 10 12 14 16

IMPORTANCE

Figure 2. The 15 most impactful drivers of change and their level of importance and uncertainty.

Out of these 45, the 15 most important were ranked
through a collective exercise. Those 15 key drivers
were further ranked according to their uncertainty in
terms of which direction they may go. Subsequently,
we were able to create the following scatter plot for
the 15 most impactful drivers of change (figure 2):

The following section will outline the most important
and uncertain drivers of change and the relationship
with the customs system.

The culture of customs’ institutions is constantly
changing, moving away from the financial perspective
with taxation at the core, to a more general
approach, which includes protecting the environment,
ensuring welfare, encouraging a circular economy
model, supporting migration management etc. This
highlights the fact that customs must work more
closely with other policy areas and organizations in
charge, both at EU level and national level.

In addition, many EU policy areas can have an
influence on the future of the EU Customs system, as
there are direct interlinkages between developments
in different policy areas, with implications for
customs. The domains of EU action that were
considered most influential by the stakeholders were:
budget and taxation, trade, digital, business and
industry, but also more sectorial, such as transport,
security and defence, public health, food safety

and consumer protection, justice and home affairs,
education, research and innovation.

Advancements in nanotechnology, robotics, 3D
printing and artificial intelligence, photonics, quantum
and other emerging technologies and the synergies
among them are accelerating. They are changing

the nature and speed of new scientific discoveries
and are challenging our understanding of what is
possible. Hyperconnectivity, the loT, augmented
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reality and collective intelligence systems, combined
with falling costs of implementation of new
technologies are transforming entire systems of
production, management, and governance.*’

These emerging technologies will change the way
customs operate. As some flows of goods become digital
due to 3D printing technologies, this has important
implications for the customs tariffs and duties.

Terrorism and organised crime value chains have
already shifted from the physical to the cyber world.
This represents the biggest threat for customs as data
owner. Within a period of 10-15 years, Al, automation
and integration across the EU Customs system could
lead to significantly reduced corruption in the customs
domain and the volume of contraband.

Harmonization could be a game changer for the EU
Customs in the future. This could happen at many
levels, starting with data harmonization (collection
and analysis), harmonization of national customs
authorities and the way they operate, harmonisation
and interoperability of interfaces to ensure proper
collection of customs duties and facilitate trade etc.
Harmonisation is tightly linked to governance and the
body for EU Customs to make political choices and
implement changes needed.

Data policy is considered one of the leading practices
that could change the future of EU Customs
significantly. It represents the desire of a community
as the EU Customs to access and exchange relevant
data in a transparent and seamless manner to enable
business support and efficient operations. Data policy
is very high on the EU agenda with the publication of
the European data strategy.*®

The general level of conflicts in the world outside

37 https://ec.europa.eu/knowledge4policy/foresight/tool/megatrends-hub_en
38 European Commission, 2020, A European strategy for data.

of the European Union was considered as the most
significant driver to influence the future of customs
yet very difficult to predict. Future geopolitical
conflicts will affect EU Customs regardless of the
geographical position of countries (port, land border,
or none of the two).

By 2040, the European Union could find itself in a
situation of slow economic development as a result
of either general degradation or a conscious choice
for a restricted economy making strong efforts

to reduce the use of resources. Alternatively, it
could find itself in a situation of dynamic economic
development, either because of the continuation of
an economic model based on GDP growth, climate
change permitting, or because of very dynamic
approach to building a sustainable economy with
strong investments into new technologies and
infrastructures to reduce materials and energy use
while maintaining activity as much as possible.

Traditionally, customs were very important for the
fiscal policy of governments for charging customs
duties and other taxes on import and export. In the
future, new environmental duties could be added and
more synergies with fiscal policies could be found.
We could imagine a world where customs’ mission
has evolved to maintaining welfare and protecting
the environment, which could reduce the number

of duties and change completely the customs’
business. This could involve a change in the way the
public perceives EU Customs. For EU Customs, tax
harmonization and an EU-wide VAT scheme could
play a very important role.

In recent years, cybercrime has increased massively,
targeting both individuals and organisations. Over the
next decade, cyber threats are expected to increase
at a similar rate*® (as the number of people and devices

39 In particular, as cyberspaces continue to remain ungoverned. Globsec Policy Institue, 2018, Globsec Megatrends 2018.
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connected to the internet continues to grow) as they
have been over the past ten years.*° Cyber threats

can significantly affect the operations of customs as
those depend on the (mostly automated) handling and
processing of large amounts of data. Protection of
the customs data and customs IT tools from hacking

is paramount, especially as customs’ automation will
increase and more decisions will be taken directly by IT
systems without human intervention.

3D printing, digitalization, Al services, circular
economy and the societal needs could change
completely the business models and so, the business
and mission of EU Customs. For example, as a result
of the local production more raw materials will be
transported than end products. Even though, the
economy could become circular and the global value
chain might shift closer to the places of consumption,
the results from the Real-time Delphi survey
suggests that it is unlikely that border infrastructure
for trade in goods will lose a lot of its importance. In
addition, EU Customs as a community of authorities
might need to adapt and deliver value in new
economic, social and cultural contexts. Overcoming
these challenges and opportunities might involve
more harmonization and “act as one” EU Customs.

Economic power is already shifting from traditional
industrial nations to the emerging nations of Asia.
Currently, primarily China is in ascent, India is expected
to follow soon. At the heart of this in economic power
is population growth, which will continue in Asia until
almost 2050. By 2050, Europe’s and United States’
combined share of world GDP will drop from 31%

to 21%*. For EU Customs, this further shift towards
importers from Asia with specific economic and
political agendas will bring new challenges, not least
of them linguistic in nature, and require new skill sets.

Moreover, other expanding and demanding markets
are gaining in importance and new trade partnerships

40 Nai Fovino I. et al,, 2020, Cybersecurity, our digital anchor.
41 Blackrock, 2018, Megatrends: The forces driving our future.
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are being create (e.g. Africa-China). As a result,
international trade will be boosted and new trade
routes will emerge, which means EU Customs needs
will increase. In this case, the need to safeguard and
protect the internal EU market could be even bigger.

Protecting citizens against threats such as
contaminated food, unsafe toys and consumer
products, fake medicines and other counterfeit
products could play a more important role when
planning future policies, always interconnected with
other policies such as: environmental and social
policies, security, data strategy, regulations regarding
chemical substances etc.

In addition, we are experiencing a collective societal
demand to build a more peaceful, sustainable

and just world, as nations and societies become
increasingly interconnected and interdependent.
Any change integrated by the EU Customs policies
should adapt to this new reality, where society
reclaims its rights and demands openly, sometimes
during street protests, for the state functions to

be fulfilled. Controlling borders is one of the oldest
functions of the state and EU Customs should remain
pragmatic and realistic in carrying this public duty.
On the contrary, we could expect that citizens and
companies play a bigger role in ensuring border
control.

The concept of providing security for its citizens is
also one of the core functions of the state services.
The EU Customs is playing already a crucial role,
which could be expanded to providing national
economic security. The interlinkages between these
two policies could be addressed more in the future.

An analysis of the security aspect also includes

data security. According to the new European data
strategy, citizens will trust and embrace data-driven
innovations only if they are confident that any
personal data sharing in the EU will be subject to full
compliance with the EU’s strict data protection rules.
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4.2. The four scenarios for

The management of customs means today the :

27 national customs authorities implementing customs In the EU 2 040

the same legislation and meeting regularly in the After the participants had identified the key drivers
Customs Policy Group (CPG). It has been highlighted of change for customs in the EU, it was possible to
throughout the foresight process the significant select the two key factors, which formed the logic
differences that exists between the 27 national around which to construct the scenarios for 2040.
organizations, management styles, recruitment and These were Geopolitical conflicts and EU economic
salaries, and a need for a management structure development, because they were the most uncertain
who could better serve the Customs Union and the and important drivers of change. They form one axis
general EU decision-making process, especially in each in the matrix for the scenarios (see figure 3).

the relations with the Council. Better and deeper

cooperation with other policy areas and within the

national customs authorities, building consensus Below are summaries of each scenario. The full
around long-term priorities and before releasing scenarios can be found in section 8.4.2
new legislative packages was mentioned during

the foresight project. In this sense, more staff and

funding, training, more EU competences, more

Expert Groups to advance ideas were pointed by the

stakeholders to improve management. New measures

and a joint governing body for all EU Member States

could act as an enabler.

When it comes to the public perception, however,
there is not a united view on whether the EU public
will ever value the customs highly. A point that was
mentioned repeatedly is communication: according to
several respondents, European citizens do not know
enough about what customs do for them on a daily
basis and therefore cannot value it.
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Figure 3. Word cloud giving an overview of the scenarios for the future of customs in the EU 2040.




CUSTOMS FOR SOCIETY
(Scenario 1)

Europe in 2040

The EU is back in the game after a major social and climate-induced crisis. Deep reforms across all sectors (e.g. trade,
environment, migration) and EU institutions restored a high standard of living for all. Citizens have changed their
lifestyles radically and the EU is a great place to live. Digitalisation is a key source of progress for society. Investments
in technology are used to drive sustainability and maintain living standards; cyber-threats and disinformation are
continuously countered and debunked. The EU model has shifted towards social welfare and sustainability - the core
of the European project. The euro is stable, raising the global influence of the EU. More trust leads to more multilateral
trade agreements, but the priority is not increasing trade volumes, but rather fairer access to natural resources and
efficiency gains. Most geopolitical blocks have reached appeased relationships. In a strong and popular EU, people feel
protected and safe, and qualified migrants contribute to an inclusive economy.

Customs in 2040
Customs policy & Governance Data management & IT

Mission has evolved: maintain welfare, safety, security, duties Harmonised and interoperable interfaces ensure proper
collection (mainly environmental) collection of customs duties and facilitate trade

Executive Central Body with political power & coordination

role; High Representative for Customs IR SRR [ AR

Customs policies connected to other sectors One EU IT system
Harmonization of national customs authorities Holistic chain management

Capacity to explore and implement innovation: blockchain,
control by drones etc.

International exchanges Customs capacity

International cooperation is the basic principle, even if power
games continue

Long term vision, well communicated to citizens

IT and economic literacy is mandatory

EU standards are promoted worldwide Stronger role in environmental protection

EU is doing great internally so the focus is on international trade Advanced labs to control & test

EU gains more influence within international organisations, Investments are made in innovation to maintain satisfaction
completely reformed high (citizens & employees)
More agreements and international conventions Young people join customs

Business support Operational support

Facilitation (customs green lanes) and simplification (one EU

VAT system) is key Benefits from large investments in smart technologies

International trade at lower levels due to circular economy Capacity to manage big data

Radio-frequency identification systems applied for high

New EU big players, strong competition rules traceability & quality controls for goods

Imports are fully compliant with EU standards Cybersecurity threats can completely change this scenario

Access to raw materials

Fight against sophisticated fraud
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PROTECTED UNION
(Scenario 2)

Europe in 2040

In a conflictual world challenged by climate change and resources scarcity, the EU has managed to adapt successfully.
With increased strategic autonomy, high investments in R&D and a resource-efficient economy based on the 4R’s
(Reduce, Reuse, Recycle, Repair), it remains a major global economic power with a high standard of living. Its citizens
are committed to the European project and to the EU’s determination to win the space race for resources. Strengthening
economic and social cohesion across the continent is a key policy priority. So are border control and integration as the
EU is an attractive migration destination. As a result of international turmoil, organised crime, state-sponsored crime
and espionage try relentlessly to undermine the EU, thereby increasing the citizens’ constant sense of threat and their
willingness to accept surveillance and security measures. International institutions have been weakened by global
competition and are less relevant than 20 years ago.

Customs in 2040
Customs policy & Governance Data management & IT

Stand-alone EU Customs & Border Agency One shared EU IT system

Strong focus on safety and security Constant effort to fight cyber-security threats

Export controls important due to prevalence of economic

) High tech and sophisticated methods
sanctions

Tariffs to protect internal market (anti-dumping, EU standards)  Data pipelines between trusted partners

Use of data mining, source identification etc. to counter
incomplete declarations

International exchanges Customs capacity

Fragmentation of international trade flow & trade tensions Customs and border protection are well funded and well equipped

Strong migratory pressure, crime

Preferential trade only between allies Increased skills requirements for customs officials

Little relevance of international organisations, rules & standards Public image of customs and customs jobs improved

Customs diplomacy Surveillance of EU borders, complex customs operations, SAFE2EU
Business support Operational support

Compulsory AEO regime Reduced human intervention at borders due to Al and robots

Data-pull mechanisms Strong physical EU border & controls

Simplification for allies — green lane, fewer inspections,

quicker processing Reliance on cutting edge technology

Fewer levels of duties Main focus on digital products and raw materials
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CUSTOMS UNDER STRAIN
(Scenario 3)

Europe in 2040

Strong competition for resources and influence between powerful nations leads to the spread of conflicts around
the world. The EU economy, which was traditionally very dependent on imports of resources, has shrunk but become
more circular to adjust to resource scarcity. Inequality and the re-emergence of a class society cause social unrest.
Unemployment is high and criminality is on the rise. The EU political situation is complicated: while external pressures
sharpen the need for unity and autonomy, economic strains and diverging political visions increase tensions between
the Member States. A polarisation around trade exists: while some preach protectionism, others believe in more
trade cooperation. The overall result is selective protectionism to accommodate everyone. In this unstable world, a
technological race between the main world powers is raging and multilateral institutions have been largely abandoned,
leaving the EU to look for international alliances based on resource needs and shared values.

Customs in 2040
Customs policy & Governance Data management & IT

Customs policy more complex because of global power shifts

M fi iti i i
and disagreements in the EU ore customs formalities and increased data requirements

National agendas are prevailing Union Customs Code legacy with distributed systems
Focus on enforcement, security, safety and control EU Customs Risk Analysis Agency established

Internal security, origin determination, control of intangible

e Strong increase in cyber-attack and new threats constantly

Trade facilitation dwindling - only some support to EU More data-related crimes e.qg. data corruption and data purity

industry
International exchanges Customs capacity
Poor international cooperation on many pressing issues Customs are more visible

More technology used than before: data analytics, tracking,

EU nationalism on the rise ) ; .
sensing, scanning, surveillance software etc.

This requires substantial investment and continuous training

Difficult for EU to speak with one voice abroad
of customs officers

Some Member States very active in diplomacy, others not Budgets for customs are under strain

Customs staff numbers strongly declined at the same time

More bi-lateral agreements as heavy workload

E-commerce is increasing

EU target of cyber wars

Business support Operational support

EU-international trade have declined Less customs because of less trade
Incoherent trade rules and customs law, different Large number of safeguarding infrastructure and surveillance
interpretations equipment etc.

SME's may take advantage of weak customs implementation National data highway backbones for customs

Customs cooperation with all legitimate EU businesses - AEO

) . ) Cyber controls carried out by customs
importance increasing

Increase white collar crime such as VAT evasion, regulated

International businesses closely scrutinized )
non-compliance etc.

Control of dual-use products highly
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‘NO-STOP-SHOP’
(Scenario 4)

Europe in 2040

Buffeted by climate change and confronted with the increasing might of the global East and South, an economically
stagnant EU carefully advances its game plan. Its values and need for resources push it to act to preserve a collaborative
international environment. Europe’s population has aged and the EU has adopted frugal economic policies. Its global
clout has decreased but its stability and relative wealth still make it attractive to migrants. Policy-making in the EU
is slow as it is quite cautious but the need for migrants to compensate ageing has led it to develop active integration
policies. In parallel, highly educated Europeans emigrate to more dynamic countries. Strong green taxation has pushed
the economy to become circular: a very close eye is kept on energy and resources consumption, driving technological
development. International cooperation to save ecosystems, ensure food security and manage migration has increased
strongly in a global environment which is relatively friendly to free trade.

Customs in 2040

A single EU Customs Agency invests in IT for trade facilitation. ~Common EU customs data system

Advanced data protection technology to address persistent

Some new functions to safeguard society and sustainability . .
organised cyber-crime,

The EU is now member of WCO Data harmonisation (e.g. formats).

EU customs data pipelines work seamlessly with private

Single control, trust by default but high sanctions el o, Tt B & Glebal forerenas

Few controls at the border Data profiling to control and reduce threats

Good connection with VAT authorities across EU Large companies have a privileged role.

International exchanges Customs capacity

As resources are limited, the EU Customs Agency integrates

Humankind is fighting for its long-term survival ) .
customs services for more efficiency

Multilateral efforts to facilitate international trade but overall

the EU has lost clout. Data management and IT skills needed.

International organisations (e.g. WCO) are strong. Full data pull mechanisms

Having a single EU Customs Agency is giving the EU relatively

more clout. More auditors, follow-up capacity

Specific EU level education programmes for customs

Few duties, mostly environmental
personnel

Less traditional work for customs (i.e. checking goods at the
border), more intelligence capacity

Business support Operational support

From a transaction based to a system based process:
operational hand of the single window

Remaining export controls for resources

Full cost effective real-time risk assessment

AEO improved, trusted traders, 24/7 service High-tech risk assessment and self-assessment
IPR challenged by dematerialisation/digitisation of the Automation and 'rationalisation’ for trade facilitation: "No-
economy Stop Shop".

Digital "imports"/"exports" without goods crossing borders, a

paradigm shift for customs SHIEINE SIS ER [

Industry 6.0 & 3-D printing changed the manufacturing

landscape radically Synergy between taxation and customs.

Business has a good image of customs.
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THE FUTURE OF CUSTOMS IN THE EU 2040 - A foresight project for EU policy

To enable stakeholders to actively engage with

the scenarios, we created a specific interactive

tool: a Customs edition of the award-winning JRC
discussion platform, the Scenario Exploration System
(SES). The SES makes it possible to use any set of
scenarios to engage with any interested actors. It
helps participants understand the scenarios and the
consequences they could have for the issue they are
interested in. Each participant plays a relevant role
during the scenario exploration.*> Learn more about
the Customs version of the SES in section 8.6.

The Customs version of the SES was used with
high-level representatives from national customs
administrations at the High-Level Seminar on
Strategic Foresight and the Future of the Customs
Union organised by the Finnish Presidency to the

EU in October 2019. It stimulated their long-

term thinking and understanding of the potential
consequences and trade-offs of the 2040 scenarios.
The outcomes of this scenario exploration can be
found in section 8.7.

The Customs SES is available for use under a Creative
Commons license (CC-BY-SA) and fully accessible
online**. It can be used by any customs stakeholders,
who wish to develop a strategic perspective about the
future of customs.

42 Bontoux, L. et al, 2016, The JRC scenario exploration system - from study to
serious game.

43 https://ec.europa.eu/knowledge4policy/foresight/future-customs-eu-2040-
ses-edition_en
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5. THE VISION FOR EU CUSTOMS

IN 2040

One of the key objectives of this foresight exercise was
to create a shared vision for EU Customs in 2040. A
vision is an aspirational image of the future; it describes
where one wants to be at a particular point. One of the
important contributions of foresight is to help people
design meaningful, attractive, credible and motivating
visions.

A vision provides a strategic direction for policy-
making - that is why it is essential in a policy process.
Without a clear vision and direction, agenda setting,
prioritisation and planning actions will be less effective.

For a vision to fulfil its role, it needs to have a number
of characteristics. First of all, it must be future-oriented
with a long enough time horizon. It must also be
credible, engaging and challenging. However, its ideal
nature should still be perceived as being achievable by
the people for whom the vision is created. To facilitate
its achievement, a vision should also be co-created (to
maximise buy-in), clear and stable along a sufficiently
long period of time to facilitate investment and long-
term strategy development.

To ensure that a group will stand behind a vision, it
is important that the vision is aligned with its values,
ethics and principles, sometimes even stating them.
Where do we want to get? What do we want from
the EU Customs by 2040? Which values should be
embodied in this vision? These were the questions
that guided stakeholders’ reflection during the vision-
building process for the vision for EU Customs 2040.

The first workshop dedicated to visioning led to a strong
draft 2040 vision agreed by all participants representing
all key stakeholder groups. First in the plenary and then
in pairs and small groups, the stakeholders worked

with visioning elements which were later translated

into draft visions and sharpened through cumulative
discussions. In the end, the last version was debated in
a plenary debate (see box 4).

Some participants had the impression that this vision
did not challenge the status quo enough. Others
remarked that while the statements in the vision
correspond broadly to current policy objectives,
achieving this vision is a lot more challenging.

This first draft vision was then shared widely. It received
a strong endorsement from the representatives of
business and trade in the European Union through
meetings of the project Steering Committee and the
European Commission’s Trade Contact Group. It was
also shared with customs representatives from all EU
Member States and discussed at a Customs Policy
Group (Director General level). Minor adjustments were
proposed by some Member States that strengthened
the message. In response, the draft vision wa