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Abstract

A high level of adoption of Domain Name System Security Extensions (DNSSEC) is essential to protect
the integrity of the Domain Name System (DNS) Internet infrastructure to ensure the interoperability and
security of the global cyberspace. This report provides an analysis of the level of adoption of DNSSEC in Q1
2022 across EU Member States and globally, using data publicly available as well as from measurements
conducted by the European Commission’s Joint Research Centre. The report also presents an analysis of the
following additional standards designed to protect the confidentiality of DNS communications, namely DNS
over TLS (DoT), DNS over HTTPS (DoH) and DNS over QUIC (DoQ).
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Executive summary

In the joint Communication “The EU’s Cybersecurity Strategy for the Digital Decade” published on 16/12/2020,
the European Commission (EC) announced a set of actions to maintain an open, secure, and resilient global
Internet. One of these actions focuses on identifying, monitoring and fostering the uptake of key Internet
communication and security standards, as well as best practices for Domain Name System (DNS), routing,
browsing and e-mail security. Following up on this, the EC is exploring mechanisms to systematically monitor
the evolution of secure DNS deployment for identifying gaps and barriers for its adoption, and evaluate the
need for regulatory measures to promote its uptake.

The DNS service is well known to provide the mapping of domain names to their corresponding IP
addresses. Less known is the key role that DNS plays supporting the operation of other key Internet security
standards, particularly security standards used in email and web communications. The wide deployment
of DNSSEC is essential for protecting the integrity of the DNS service, which is crucial to ensure the
effectiveness of other key Internet security standards and increase the resilience of the Internet. Additional
DNS security standards, like DNS over TLS (DoT) and DNS over HTTPS (DoH), provide an extra layer to protect
the confidentiality of DNS communications to safeguard the privacy of Internet users.

This report provides an analysis of the level of adoption of DNSSEC in Q1 2022 across EU Member
States (MSs) and globally. The analysis is based both on third party publicly available data, and a set of
measurements carried out with the My Email Communications Security Assessment (MECSA) testing tool
developed by the EC’s Joint Research Centre.

The findings of this study suggest that the average number of users validating DNSSEC-signed responses
in the EU MSs is around 40%. This rate is significantly higher compared to the global average, which is
27%. It is noteworthy that, while the uptake statistics show a relatively high adoption rate of DNSSEC in EU
MSs compared to the rest of the world following an increasing trend, this trend develops at a slow pace. A
closer look in the results reveals that the support in MSs is not homogeneous and differs significantly from
country to country, as depicted in Figure 1. Within the EU, Czech Republic, Denmark, Finland, Luxembourg
and Sweden lead the way with rates above 70%, followed by Estonia, Germany and the Netherlands with
percentages between 50 and 70%. On the other end, Hungary, Malta and Romania have adoption rates lower
than 10%, whereas Austria, Bulgaria, Croatia, Cyprus, Greece, Ireland, Italy, Lithuania, Slovakia, Slovenia and
Spain are between 10 and 30%.

Figure 1: DNSSEC validation rate per MS. The EU average is marked with a blue dot, whereas global average is marked
with a red dot.
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The adoption of security standards to protect the confidentiality of DNS communications, such as DoT,
DoH and DNS over QUIC (DoQ), remains low. The following conclusions, gathered by a number of studies,
show that globally:

(i) plain DNS traffic is at least three orders of magnitude greater than the encrypted DNS one,

(ii) DoT adoption is around 0.4%,

(iii) on average DoT requests are seven times more than DoH ones,

(iv) DoQ has the lowest support of these three alternatives, and

(v) there was a rise in encrypted DNS adoption in 2020 after Firefox and Chrome browsers announced that
they will support DoH by default.
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1 Introduction

The DNS service is basically used to provide the mapping of a domain name to the corresponding IP
address. That is, initially, DNS has been used to map human-friendly domain names to the corresponding
IP address; however, over time it was extended to associate domain names with other information, such as
mail exchanger (MX) records. It is not an exaggeration to say that DNS is used by every system accessing
the Internet, excluding of course the so-called dark web. The DNS is based on the client-server architecture,
where the server side of the service constitutes a distributed database organized in a hierarchical structure of
domain zones. For each zone, there is a DNS authoritative nameserver (ANS) responsible to provide answers
regarding the network resources of the zone. At the client side of the architecture, the DNS recursive
resolvers undertake on behalf of the end-users the traversal of the DNS hierarchy and the discovery of the
final response for a domain name. Also, there is another type of DNS client, called DNS forwarder, which
accepts DNS queries and forwards them to a DNS resolver. In turn, the DNS resolver finds the answer and
returns it to the forwarder. Put simply, as explained in the example below, a resolver, walks down the DNS
hierarchy to locate the ANS for the queried domain.

— Hello root servers who is the ANS for ?

— Hello .eu ANS who is ANS for ?

— Hello domain.eu ANS which is the IP address of ?

DNS uses both UDP and TCP port 53, with UDP being the default. Fallback to TCP typically happens
when the packet size is too large to fit in a single UDP packet (Dickinson et al., 2016).

But how one can trust the DNS answer? The Domain Name System Security Extensions (DNSSEC) (Arends
et al., 2005, Hoffman, 2010,Weiler and Blacka, 2013) comprise a suite of Internet Engineering Task Force
(IETF) specifications that basically provides the means for authenticating DNS Resource Records (RRs).
Namely, the use of DNSSEC assures that the responses to DNS requests are valid and have not been
manipulated or poisoned, thus increasing the level of trust; nevertheless, DNSSEC does not provide privacy
protection for DNS lookups. For taking advantage of DNSSEC, the extension must be enabled and configured
in different places, that is, all the components of the DNS resolving system must be DNSSEC-capable for
DNSSEC to function.

— The Top Level Domain (TLD), such as “.eu”, must be DNSSEC-signed or compatible. The latter term
means that the TLD has a trust anchor published in the root zone.

— The TLD registry for “.eu” in our examplemust have a Delegation Signer (DS) record which authenticates
a DNSKEY RR in the zone, and thus allows the transfer of trust from a parent zone (.eu) to a child zone
(example.eu). The DS record refers to a DNSKEY RR by including a cryptographic hash (digest) of that
DNSKEY RR.

— For complete DNSSEC protection, the DNS resolver must support DNSSEC. This allows the resolver to
validate signatures for DNSSEC-signed domains.

The DNSSEC is also a great benefit to other relatively new security-focused standards, including Sender
Policy Framework (SPF) (Kitterman, 2014), DomainKeys Identified Mail (DKIM) (Crocker et al., 2011), and
Domain-basedMessage Authentication, Reporting and Conformance (DMARC) (Kucherawy and Zwicky, 2015).
Put simply, the authenticity and integrity of the DNS TXT RRs used by the aforementioned protocols depend
on the security of the underlying DNS infrastructure. On the other hand, as detailed in Section 2, DNSSEC
is often connected to the so-called amplification phenomenon, a special category of Distributed Denial of
Service (DDoS) kind of attacks.

The main goal of this report is to offer a reliable estimation of DNSSEC penetration rate in EU-27
countries and globally. As explained in Section 4, this estimation is based both on publicly available data,
and our own measurements as recorded by the well-known My Email Communications Security Assessment
(MECSA) tool (Kambourakis et al., 2020). The report targets a wide audience of stakeholders, including
relevant DGs and policy makers.
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The rest of this report splits into sections as follows. The next section offers background information
related to DNSSEC, and presents our motivation. Section 3 briefly presents some arguments for and against
DNSSEC, while Section 4 details on the data sources used in the context of this report. Section 5 elaborates
on the current adoption rate of DNSSEC worldwide. Section 6 presents the methodology used to collect and
process the data. Encrypted DNS is discussed in Section 7. The last section concludes the report.
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2 Background and Motivation

The rapid adoption of DNSSEC should be of major concern to the relevant stakeholders, including Internet
and service providers as well as end-users, for the following reasons.

First, designed back in the 1980s, DNS is one of the most critical constituents of the Internet infrastruc-
ture. Even a minor disruption to the normal operation of a DNS server could inflict serious impairments to
network services and instantly hinder access to network resources. DNS was not built with security in mind,
therefore standard DNS queries are susceptible to a range of attacks, including DNS hijacking, tunneling,
and poisoning, which aim at redirecting the website’s traffic to, say, a cloned one. DNSSEC, safeguards
against DNS attacks by providing resolvers with cryptographic authentication of DNS data, authenticated
denial of existence, and data integrity. This is done by digitally signing the data (RRs) to make sure of their
validity; every zone’s (except for the root one) public key is signed by its parent zone in a so-called “chain
of trust”. However, for strengthening the security of the Internet globally, DNSSEC must be broadly adopted
firstly across all TLDs.

In more detail, the first step to enable DNSSEC for a zone is to group all the RRs of the same type for
a given name into a Resource Record Set (RRset). For example, the name may have an RRset
of type “AAAA”, denoting the set of IPv6 addresses associated with this name. Then, this RRset is digitally
signed; this procedure is known as “zone signing”. Each DNSSEC enabled zone has a Zone-Signing Key pair
(ZSK). The private ZSK is used to digitally sign each RRset. Every digital signature is kept in the ANS as an
RRSIG RR. On the other hand, the public ZSK is published as a DNSKEY RR in the ANS enabling the resolver
to retrieve it and verify against the received RRSIG signature. Upon receiving a request from a DNSSEC
resolver, the ANS will return the matching RRset along with the corresponding RRSIG. Then, the resolver can
pull the DNSKEY RR containing the public ZSK from the nameserver. Overall, the RRset, RRSIG, and public
ZSK together validate the response. Note that due to the use of signatures the DNSSEC responses are
typically more sizable in comparison to those of the legacy DNS.

Moreover, the Key-Signing Key (KSK) pair(1) is used to avoid a possible compromise of the ZSK. That is,
the KSK validates the ZSK DNSKEY RR; it signs the latter, creating an RRSIG for the DNSKEY RR. The public
KSK is published as another DNSKEY RR and it can be used by resolvers to check against the RRSIG. The
validation steps from a resolver viewpoint are as follows:

— The resolver queries for a given RRset and retrieves the corresponding RRSIG RR.

— It requests the DNSKEY RRs containing the public ZSK and KSK.

— It verifies the RRSIG of the queried RRset using the public ZSK.

— It verifies the RRSIG of the DNSKEY RRset using the public KSK.

Leaving out its basic goal, i.e., providing authenticity and integrity, but not availability or confidentiality
(privacy) on DNS RRs, DNSSEC is also the basis for secure email transmission and more. For instance, the
DNS-Based Authentication of Named Entities (DANE) protocol (Dukhovni and Hardaker, 2015) enables the
publication of Transport Layer Security (TLS) keys in zones for applications such as mail transport, therefore
offering the means to verify the authenticity of public keys that does not rely on X.509 certificate authorities.

On the downside, for wrongdoers, DNSSEC comprises a key asset for orchestrating large-scale volumetric
“shock-and-awe” Distributed Denial of Service (DoS) attacks. Precisely, a DNS amplification attack (Anag-
nostopoulos et al., 2013a) utilizes open DNS recursive resolvers or DNS forwarders as reflectors to send the
DNS traffic towards the victim. Specifically, the opponent spoofs the source IP address of the IP packet to
be that of the victim, and forwards these DNS requests towards the reflector. This way, the responses are
directed to the victim instead of the initiator of the request.

For amplifying the impact of the attack, the assailants use special type of queries that force the resolver
to include multiple and sizeable records in its response. Before the DNSSEC extension, the attackers usually

(1) Note that NIST SP 800-81-2 (Ramaswamy Chandramouli and Scott Rose, 2013) states that “Designating an authentication key as
a zone signing key is purely an operational issue: DNSSEC validation does not distinguish between zone signing keys and other
DNSSEC authentication keys, and it is possible to use a single key as both a key signing key and a zone signing key.” However, the
best practice for DNSSEC key management (operational ease) is to use different keys to sign zone data and DNSKEY data.
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took advantage of DNS RR types that carry a volume of data, such as TXT records. However, with the
increased adoption of DNSSEC, the aggressors’ task becomes easier as the DNSSEC-related RRs are much
more sizeable (Anagnostopoulos et al., 2012b, van Rijswijk-Deij et al., 2014). Furthermore, there exists
a special type of meta-query called “ANY”, which essentially returns all the available RRs for the queried
domain name. There is no specification about what types and how many RRs the response will contain,
but commonly a resolver responds with whatever RRs related with the queried domain name has in its
cache memory. Recently, there is an increasing effort to deprecate the “ANY” query as it has no practical
application, but rather it is abused heavily with the purpose of mounting DNS amplification attacks (Abley
et al., 2019).

In numerous occasions, there exist network devices, such as asymmetric digital subscriber line (ADSL)
routers and network printers, that (mostly) inadvertently operate as open DNS forwarders or resolvers due
to a misconfiguration or inadequate and improper employment of security policies(2). According to (The
Shadow Server Foundation, n.d.), on Oct. 2021 there exist around 1.843M distinct IP addresses that appear
to be openly recursive, while the same figure seen back in 2013 was 33M.

Typically, a recursive resolver belongs to an Internet service provider (ISP) or an internal network and
serves solely the end-users connected to this specific network. However, there are DNS resolvers and
forwarders that operate openly and provide their DNS services to the public Internet, meaning that end-
clients from any network are able to send DNS requests to these open services and receive the resolutions.
In simple terms, the resolver implementation does not properly differentiate between the inside and outside
network domains, thus offering the resolution service to both of them.

(2) Naturally, others, including Google open DNS, OpenDNS, and Cloudflare are explicitly configured to offer DNS resolution services as
an open service (Digineo, n.d.). Note that the provision of DNS in an as-a-service fashion was made possible mainly due to the use
of anycast in the DNS.
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3 The good, the bad, and the necessary

It is well-known that DNSSEC comes at a significant cost, which may make one wonder if the benefits
really surpass the costs of adding DNSSEC signatures in DNS zones and having the uncountable resolvers
to validate these signatures in DNS responses. This section elaborates on the pros and cons around this
debate and attempts to account for the reasons why DNSSEC is currently a one-way street towards a secure
and trustworthy Internet.

The integrity of the ever-expanding Internet – just think of Internet of Things (IoT), Internet of Vehicles
(IoV), and others – is not to be taken for granted. Most probably, the cardinal step one should take is to
ameliorate the resilience of the Internet’s addressing and routing infrastructure, and this can be done by
securing DNS, namely the provision of a “trustable” DNS. In this sense, the Web and other basic e-services,
like email, largely depend on DNSSEC to mitigate attacks. And while DNSSEC does not provide an all-
encompassing solution, it comprises a strictly necessary step towards a secure and trustworthy Internet. In
fact, although some other comparable solutions like DNSCurve (Anagnostopoulos et al., 2012a) have been
proposed, currently there is no alternative already deployed scheme beyond DNSSEC.

DNSSEC is also an enabler for achieving privacy in DNS queries through the use of complementary
protocols discussed in Section 7. Precisely, the latest v1.3 of the TLS protocol (Rescorla, 2018) comes along
with the server name indication (SNI) extension (Eastlake 3rd, 2011). The latter enables a client to inform
the server about the website it wishes to reach. This is particularly useful for servers that host several
“virtual” servers, possibly having different X.509 certificates, at a single network socket, i.e., IP address and
TCP port. It is commonplace today for multiple origin servers to be situated behind a single TLS operator (or
reverse proxy), so the SNI indicates to the operator which server should authenticate the connection. Even
though TLS 1.3 encrypts most of the handshake, the plaintext SNI extension in ClientHello messages (this
is the first message of a TLS handshake), reveals the requested domain for a given connection as well as
other privacy-sensitive parameters.

To deal with this privacy threat, the Encrypted Client Hello (ECH) extension, previously known as Encrypted
SNI (ESNI), has recently arisen as the basic defense for deterring eavesdroppers who snoop on the TLS
handshake to observe which websites the end-user is visiting; by means of the ECH, the entire ClientHello
message is encrypted, thus obfuscating any sensitive piece of information, including the SNI and Application-
Layer Protocol Negotiation (ALPN) list (Friedl et al., 2014)(3). The ECH is currently in the form of an Internet
draft in version 1.3 (Rescorla et al., 2021). Nevertheless, the SNI encryption key (this is a server’s public key)
must be somehow securely communicated to the user (browser) or be preconfigured. In the former case, this
can be done by having the client issue an encrypted DNS query over, say, TLS to safely acquire the server’s
public key(4) and then conduct DNSSEC validation for confirming that the key value is genuine. Regarding the
second key distribution option, it can be said that the ECH scheme scales best with major Content Delivery
Networks (CDN), which naturally are known to browser vendors beforehand. Interestingly, according to an
Aug. 2020 article by ZDNet, China is allegedly blocking all HTTPS/ESNI traffic, but not ECH (ZDNet, 2020a).
Similar measures are reportedly planned by Russia’s Digital Development Ministry, which proposed the ban
of several encryption protocols, including TLS 1.3/ESNI, DNS over TLS (DoT) (Hu et al., 2016), DNS over
HTTPS (DoH) (Hoffman and McManus, 2018), and others (ZDNet, 2020b). For obtaining more information
about the progress of ECH and ESNI deployment, the interested reader may refer to (Hoang et al., 2022).

From a DNS zone administrator’s viewpoint, DNSSEC adds considerable and continuous effort: key man-
agement in parent and delegated zones, key updates, zone signing, key rollover, etc. A tiny misconfiguration
may lead to zone failure. For instance, altering the DS RR is typically a multi-step process which if done
wrongly can result in breaking the zone. Overall, the deployment of DNSSEC is not straightforward and it can
be error-prone (Adrichem et al., 2015, Shulman and Waidner, 2017, Chung et al., 2017b, Anagnostopoulos
et al., 2013b,Kambourakis et al., 2008). Overall, however, DNSSEC is not prohibitively complex or costly to
implement and it is fully downwards compatible with DNS.

As already pointed out, due to the addition of digital signatures, DNSSEC significantly augments the size
of DNS responses, and this leaves room for attacks among others. Recall that DNS over UDP is supposed
to provide responses of maximum 512 bytes, which however is not the typical case for DNSSEC. To fix

(3) This information is used for selecting the application-layer protocol to be used after the TLS tunnel is constructed. So, an observer
may learn the client and server capabilities and the reason why the connection is established.

(4) To enable ECH, a server must publish the relevant configuration, i.e., an encryption public key plus the pertinent metadata through
a HTTPS RR type (Schwartz et al., 2021).
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this situation, DNS queries employ Extension Mechanisms for DNS (EDNS) to designate their capability to
process large UDP responses, but this comes at the expense of IP packet fragmentation. Naturally, DNS over
TCP is a solution to this problem, but this functionality is not currently supported by a large portion of DNS
resolvers or ANSs (Anagnostopoulos et al., 2018). The imminent transition to elliptic curve cryptography
can diminish the size of digital signatures, and therefore the DNS packet sizes. In such a context, IP packet
fragmentation will be mitigated as well.

Another issue is that the validation of DNSSEC RRs requires additional time, but this is largely mitigated
by resolver caching capabilities. Most “stub resolvers” lying at the application (end-user) side do not carry
out DNSSEC validation themselves. Instead they rely, that is, implicitly trust, their DNS recursive resolver;
the latter sets the authenticated data (AD) bit to designate that the corresponding response was validated
using DNSSEC. This naturally renders the stub resolver prone to man-in-the-middle (MiTM) attacks. Under
this prism, the non-validating stub resolver still remains vulnerable to the so-called Kaminsky attack (Wang,
2015) that aims at corrupting (poisoning) the resolver’s cache. This issue can be effectively mitigated by
simply enabling source port randomization (contemporary DNS software supports this option by default) or
mandating response validation at the stub-resolver side.

DNSSEC is known to not afford the quality of privacy. Nevertheless, this issue is dealt with by com-
plementary to DNSSEC protocols, namely, DoT (Hu et al., 2016), DoH (Hoffman and McManus, 2018), and
DoQ (Huitema et al., 2022). The first encrypts DNS traffic using a TLS-protected tunnel, therefore there is no
need for adding more protocols and complexity. On the other hand, the second achieves the same goal but
in a different way, that is, DNS queries and responses are sent encrypted with TLS over the HTTP/2 protocol.
In other words, DoH can roughly be seen as “DoT plus HTTP”. In this sense, DoH-protected DNS traffic is
concealed within the rest of the HTTPS traffic. A detailed description of such protocols is given in Section 7.

In case of an erroneous DNSSEC validation the “SERVFAIL” (all purpose “something went wrong”) response
code is returned. This, however, tasks the recursive resolver to possibly consumemore cycles into re-querying
alternative ANSs. A subtle improvement of the DNS error codes to clearly designate the specific DNSSEC
error will serve as an instant remedy to this issue.
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4 Data sources and methodology

The data sources used in the context of this report are recapitulated in Table 1. Moreover, any data given in
the following sections follow a freeze date of 31/10/2021, except when stated otherwise. As shown in the
table, we relied on a diverse number of sources spanning two axes: (a) publicly available data stemming
from regional Internet address registries, pertinent projects and sites, and (b) peer-reviewed scientific
articles covering a time window between 2015 and 2020. The latter category includes data obtained from
the MECSA tool developed and operated by the Joint Research Centre (JRC).

The provided results pertain to (i) the global rate of DNSSEC uptake, (ii) the DNSSEC deployment status
across EU-27, and (iii) the DNSSEC deployment status across a set of selected countries worldwide. The
focus is on the DNSSEC validation rate by resolvers, but also on several relevant matters, including open
resolvers and DNS resolvers as-a-service. Depending on the available data, we additionally elaborate on
DNSSEC uptake in country code Top-Level Domains (ccTLD) and Second-Level Domains (2LD).

Table 1: Data sources used in the context of this report.

Source Short description
APNIC I (APNIC, n.d.c, APNIC, n.d.a) DNSSEC 30-day average validation rates by region, sub-

region, and country worldwide
APNIC II (APNIC, n.d.b) Frequently updated statistics about the percentages of

the top utilized DNS resolvers by region, sub-region, and
country worldwide.

ICANN (ICANN Research, n.d.) Frequently updated reports about DNSSEC TLDs world-
wide.

Internet Society (Internet Society, 2021) DNSSEC deployment maps classified into six maturity
stages.

rick.eng.br (Lamb, Rick, n.d.) Frequently updated reports on DNSSEC deployment sta-
tus, including some statistics about second-level do-
mains.

The Open Resolver Scanning Project (The
Shadow Server Foundation, n.d.)

A project destined to search for publicly available (open)
recursive DNS servers and provide relevant statistics.

Academic literature A collection of scholar peer-reviewed works mostly on
the Internet measurement topic.
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5 Current state worldwide

According to APNIC data shown in Figure 2, between Sept. and Oct. 2021 the global DNSSEC validation rate
by resolvers, i.e., how many users validate DNSSEC-signed responses, is around 27%.

With reference to (Yoshibumi Suematsu, 2020), the increase perceived over the last bienium is basically
thanks to the “high adoption rates in Saudi Arabia and Nordic economies, all of which have DNSSEC validation
rates well above 80%”. This fact is corroborated by the total number of signed DNS records, which as shown
in Figure 3 has also been augmented consistently over the past few years.

Moreover, based on Internet Corporation for Assigned Names and Numbers (ICANN) data (ICANN Re-
search, n.d.) published on Oct. 28, 2021, there exist a total of 1,494 TLDs in the root zone out of which
1,377 or about 92.2% are signed, and 1,369 (99.4%) of them have trust anchors published as DS records
in the root zone. Latest statistics regarding DNSSEC deployment from (Lamb, Rick, n.d.) indicate that, while
around 91% of Top-Level Domains (TLDs) are signed in root (note that this percentage is about -2% from
the score reported by (ICANN Research, n.d.)), only ⇡5% of their 2LDs are signed as well, and ⇡28% of the
end-users validate the returned RRs(5). In other words, this small 2LD result means that currently only a
small portion of end-users benefit from the deployment of DNSSEC.

For comparison reasons, and with reference to the literature, a study given back in 2017 (Wander,
2017) indicated that a 90% of TLDs were signed. Also, the authors in (Chung et al., 2017a) presented a
comprehensive study on the deployment of DNSSEC over a period of 21 months, i.e., from March 2015
to Dec. 2016. According to their estimates, almost a third of DNSSEC-enabled domains were improperly
configured, thus offering an illusion of security. This result is close to that of the authors in (Foster et al.,
2015), stating that about one fourth of the DNSSEC-enabled hosts in the 2013 top one million (1M) Adobe
and Alexa lists were misconfigured. They also pinpointed that, despite the fact that 83% of the observed
resolvers did query for DNSSEC RRs, only 12% of them actually validated the returned records. Last but not
least, the work in (Kambourakis et al., 2020), based on 2019-2020 biennium data collected by the MECSA
tool, reported a 23.23% usage of DNSSEC by email servers (providers). In view of this result, the authors
concluded that (i) for many domains, the complexity of DNSSEC hinders its adoption, and (ii) the DNSSEC
rollout down to 2LDs is done at a rather glacial pace.

Figure 2: A projection of DNSSEC validation rate for world (APNIC, n.d.c)

(5) According to (Lamb, Rick, n.d.), this percentage is based on ICANN data (ICANN Research, n.d.).

12



Figure 3: Growth of DS record sets over time, i.e., the number of signed zones Internet-wide (25/10/2021) (DNSSEC-
Tools, n.d.)

6 Data collection and analysis

APNIC makes publicly available the DNSSEC validation rate using RSA for signatures in DNS resolvers by
country (APNIC, n.d.a)(6). These figures pertain to a 30 day average. For this report, we used the most
current dataset referring to a time window from 24/09/2021 to 23/10/2021. The data for the EU-27 and
a collection of other countries worldwide are given in Table 2 and depicted in Figure 4. Moreover, Table 3
classifies the MSs in five categories using as a sole criterion their DNSSEC validation score.

By observing Figure 4 and Table 3, it can be said that the MSs scores are highly fragmented, with the
most populous group of countries residing in the (10,30] range. This result is naturally verified by the high
standard deviation metric calculated to almost 40%. A second remark is that the DNSSEC mean validation
rate in the EU-27 is satisfactory; of course, more efforts are needed to augment the scores of a limited
number of countries which obviously lag behind. Overall, nearly one-third of the MSs present a percentage
of 50% and almost 15% of them a score that exceeds 70%. The mean value of the EU-27 (⇡40%) is
also quite competitive vis-à-vis the global percentage of 27% (+13%) and other countries, including Japan,
Russian Federation, United Kingdom, and the United States(7).

The percentage of China (1.62%) seems small, however, by referring to (DNSSEC-Tools, n.d.) for the .cn
ccTLD, it is reported that the number of delegations with DS records, thus indicating that the subzone is
signed, is 1,180, while for instance the same figures for .de, .es, .nl, and .fi ccTLDs are stated to be 249,123,
44,950, 3,547,823, and 15,272, respectively. According to (Lamb, Rick, n.d.), there are 2,528 signed zones
for the .cn ccTLD. Bear in mind that generally a small validation rate for a country implies that a great mass
of Internet Service Provider (ISP) resolvers in that country do not set the DNSSEC OK (DO) bit in their DNS
queries; by setting this bit (DO=1) the client notifies the server that it is DNSSEC-aware, and it is fine for the
latter to return DNSSEC data in a response.

(6) The measurement technique used by APNIC to collect these pieces of data is based on online Google advertisements (ads). As
explained in (Geoff Huston, 2020), the ads used contain HTML5 code, which makes the user’s browser to retrieve a collection of
URLs. For DNSSEC, they use “three URLs, each with a different DNS property. One is an unsigned domain name, acting as a control.
The second is a validly signed domain name, located in a uniquely-named subdomain. The third is a domain name with an incorrect
digital signature, also located in a uniquely named subdomain. Because the subdomains are uniquely named, we expect to see
DNSKEY and DS queries for this subdomain name as well. if so, they “conclude that all the recursive resolvers used by this user
perform DNSSEC validation”, and this set of users are called “validating users”.

(7) Interestingly, in memo M-08-23 (Executive office of the President, 2008) published on Aug. 2008, the US Government mandated
DNSSEC for .gov (federal) sites, but that mandate has been revoked in Aug. 2018 with memo M-18-23 (Executive office of the
President, 2018): “OMB is rescinding memorandum M-08-23, which provides additional guidance on the Domain Name System
(DNS), specifically focusing on new security protections for the Federal DNS. The requirements in this memorandum are outdated;
agencies already should have implemented these security protections.”
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Table 2: DNSSEC validation rate in EU-27 Member States and a selection of non EU-27 countries (%)

MS % Country %
Austria 19.82 Argentina 22.65
Belgium 41.32 Australia 22.38
Bulgaria 28.03 Bangladesh 50.05
Croatia 10.74 Belarus 16.71
Cyprus 25.22 Brazil 46.18
Czech Republic 84.91 Canada 22.14
Denmark 83.05 China 1.62
Estonia 61.71 India 55.85
Finland 93.28 Indonesia 8.74
France 44.44 Iran 23.58
Germany 53.44 Israel 44.67
Greece 14.98 Japan 20.19
Hungary 9.83 Kazakhstan 26.37
Ireland 21.58 Malaysia 17.55
Italy 15.93 Norway 87.14
Latvia 47.83 Russian Federation 36.05
Lithuania 26.26 Singapore 52.13
Luxembourg 83.38 Saudi Arabia 89.01
Malta 7.92 South Korea 1.99
Netherlands 54.27 South Africa 34.73
Poland 49.41 Switzerland 63.63
Portugal 44.99 Taiwan 5.10
Romania 4.39 Thailand 7.83
Slovakia 18.86 Turkey 26.99
Slovenia 28.46 Ukraine 35.35
Spain 13.82 United Kingdom 20.01
Sweden 90.34 United States 37.98

Average EU-27 40.0 Average 32.5
StDev EU-27 27.8 StDev 23.0
Average World (APNIC, n.d.c) 27.0 – –

Table 3: Categorization of MSs based on DNSSEC validation score

Percentage MSs
 10 Hungary, Malta, Romania
> 10 &  30 Austria, Bulgaria, Croatia, Cyprus, Greece, Ireland, Italy, Lithuania, Slovakia, Slovenia,

Spain
> 30 &  50 Belgium, France, Latvia, Poland, Portugal
> 50 &  70 Estonia, Germany, Netherlands
> 70 &  94 Czech Republic, Denmark, Finland, Luxembourg, Sweden

With reference to ICANN and StatDNS data (ICANN Research, n.d., StatDNS, n.d.a), all ccTLDs for MS but
the Maltese one (.mt) are signed and have trust anchors published as DS RRs in the root zone. For 2LDs,
some estimations are publicly available in (Lamb, Rick, n.d.). Nevertheless, as stated in that website, such
estimations “only serve to give an idea of DNSSEC deployment into those TLDs where such information
is not easily obtainable” and are available for a limited number of countries. Three such percentages
are available for MSs: 57.12%, 52.99%, and 1.53% for Netherlands, Sweden, and Germany, respectively.
StatDNS (StatDNS, n.d.b) also provides some data on a limited number of TLDs, including the Swedish one,
for which it reports 1,258,267 DS records and 768,323 signed domains present in the zone. Given that the
zone comprises a total of 1,462,320 domains, the ratio of signed ones is around 52.5%, which is almost
equal to the score given by (Lamb, Rick, n.d.).
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Figure 4: DNSSEC validation rate per MS. EU-27 and World averages are shown by a larger dot.

Figure 5: A funnel representation of DNSSEC validation rate per non-EU country. The EU-27 average score resides at
the top one-third of the funnel.
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No less important, June 2021 data provided by the Internet Society (Internet Society, 2021) indicate
that in terms of DNSSEC deployment completion status, Czech Republic, Slovakia, and Switzerland are the
only ones so far in the European continent and almost worldwide (Gabon is the only other one universally)
to enjoy the highest maturity level, namely “DS Automation”, i.e., automation of updates of DNSSEC keys.
The rest of the MSs except Malta, are at an “operational” stage, namely accepting signed delegations and
DS in root. Looking back at the same map for March 2018, it is perceived that at that time Belarus, Croatia,
and Italy were at a “DS in root stage”, meaning that the zone was signed and its DS was published, but not
still “operational”.

Regarding open resolvers, the latest data in Oct. 2021 from (The Shadow Server Foundation, n.d.)
reveal that a quartet of MSs are currently among the top 20 countries with publicly available recursive
DNS servers. Specifically, France, Italy, Spain, and Poland occupy the 10th, 13th, 17th, and 18th place,
respectively. Notably, China, USA, and Russian Federation hold the first three places in the same table.

A last interesting and relevant thing to reflect upon is the type of DNS resolver used when issuing DNS
queries: is it the ISP resolver or an open one, pointing to open DNS resolvers as-a-service? Data from (APNIC,
n.d.b) reveal that for the Europe region, approximately 73%, 10%, 14%, and 3% of users use a resolver
located (a) in the same autonomous system (AS) as the user, i.e., the ISP’s resolver (sameas), (b) in the
same country as the user (samecc), (c) the Google open resolver at 8.8.8.8 & 8.8.4.4 (googlepdns), and (d)
Cloudflare’s open DNS service at 1.1.1.1 & 1.0.0.1 (cloudflare). These numbers sum up to almost 100%,
meaning that the usage of any other open DNS resolver like openDNS and Quad9 is tiny or insignificant.
Another observation is that the googlepdns is far more frequently utilized (+10%) in comparison to the next
in line, namely Cloudflare.

Naturally, for countries where specific open DNS resolvers are utilized heavily (ten African countries
utilize googledns more than 70% (APNIC, n.d.b)), a basic question arises: is that due to the end-users (the
user reconfigures their device), or due to the ISP, which simply forwards the queries to an open resolver?
Since the majority of the end-users are not tech-savvy, the answer to this question is most probably that it
is basically due to either the ISP itself or the large (enterprise) customers of ISPs.

While mainstream open DNS services present several advantages, including speedy relies, support of
DNSSEC, are cheap, fast, well-managed and reliable, do not filter or alter DNS responses, they open a privacy
debate. That is, as also pinpointed by (Huston and Damas, 2021), a plethora of services given at no charge
are sustained by means of advertising, which in turn relies on user tracking and profiling. And although such
a service provider may specifically assert that they do not conduct user profiling based on DNS queries, no
concrete evidence on if and to what degree this pledge is kept exists. Obviously, the magnitude of this issue
goes hand in hand with the size and popularity of the DNS provider.

To further investigate this issue, we exploited the data provided by APNIC (APNIC, n.d.b) and gathered
in Table 4 the usage percentages of sameas, googledns, and cloudflare per MS. From the table it becomes
apparent that googledns is used in an average of 10.5% across the EU-27. However, a quartet of MSs
present a quite high score ranging from 18.4% to almost 36%. This mean percentage is quite close to that
observed globally.
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Table 4: Usage of resolvers (%) in EU-27: AS (ISPs) vs. the two most utilized open resolvers. MSs with a score greater
than 18% in the third column are shown in boldface.

MS sameas googledns cloudflare
Austria 83.0 5.3 1.6
Belgium 93.4 3.5 1.0
Bulgaria 67.2 14.2 2.5
Croatia 70.8 5.1 1.1
Cyprus 49.4 10.1 2.0
Czech Republic 80.6 12.0 2.7
Denmark 78.7 11.3 4.2
Estonia 93.0 4.0 1.7
Finland 90.3 7.5 1.1
France 64.8 18.4 6.2
Germany 63.9 21.6 7.2
Greece 84.3 5.2 1.6
Hungary 90.0 5.4 0.7
Ireland 83.8 10.5 1.7
Italy 90.2 6.3 0.6
Latvia 84.2 9.2 1.1
Lithuania 89.8 5.6 2.5
Luxembourg 58.9 35.9 1.6
Malta 52.0 13.8 0.6
Netherlands 52.6 18.8 5.1
Poland 72.9 11.0 2.2
Portugal 84.8 6.4 1.1
Romania 86.9 5.8 1.1
Slovakia 83.6 9.7 3.0
Slovenia 91.3 6.2 0.9
Spain 80.1 12.6 2.2
Sweden 83.0 9.3 1.8

Average EU-27 77.9 10.5 2.2
StDev EU-27 13.6 7.1 1.7
Average World (APNIC, n.d.b) 64.1 13.9 3.1
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7 Encrypted DNS

The DoH, DoT, and DNS over QUIC (DoQ)(8) (Huitema et al., 2022) protocols are designed to provide privacy
to DNS. Precisely, they aim at protecting DNS transactions taking place between a stub resolver and the
corresponding recursive resolver against eavesdropping, fingerprinting, or tracking. They also safeguard
against manipulation of DNS traffic and provide the so-called “last mile” source authentication, namely DNS
responses cannot be tampered while en route from the recursive resolver to the client.

In this way, these protocols are mostly advertised as a method to hinder user (web) tracking from ISPs
or as a way to evade censorship in countries that exploit DNS as a censorship choke point(9). Naturally, this
privacy quality is a two-sided coin because malicious actors are already using the same protocols to evade
threat defense scans. Moreover, a plethora of end-users, and most importantly, enterprise grade security
systems rely on unencrypted DNS communications to filter packets and differentiate between malicious
and legitimate traffic. In other words, if DNS communications are encrypted, security tools like Intrusion
Detection Systems (IDS) are obstructed from seeing what the users are doing, and this may also bring along
a false sense of security. The situation worsens because such protocols also bypass legitimate DNS-based
blocklists, including those pointing to terrorism content, child abuse, and so forth(10).

Even though the use of these privacy-preserving protocols presents major advantages to end-users, from
a privacy viewpoint, they are not to be regarded as a privacy panacea and there exist certain arguments
against their bulk deployment, especially for DoH, which is lately amid a wave of hype. That is, even with
the use of, say, DoH, certain information, including Online Certificate Status Protocol (OCSP) and SNI data
may leak, so the protection from ISPs is imperfect; naturally, the same stands true if the user visits an
HTTP website. Moreover, if the user does not connect via a Virtual Private Network (VPN), or preferably, an
anonymity network like Tor(11), the ISP (and any other intermediary on-path observer) can most probably see
the destination IP address of the packets. Again, such protocols only encrypt the DNS transaction between
the client and recursive resolver, not the rest of the traffic that occurs after the DNS query is fulfilled. For the
same reason, DNS information may be leaked during the subsequent phases of DNS resolution, say, in cases
where the requested resolutions are not present in the recursive resolver’s cache. For more information
about these issues, we refer the reader to the IETF DNS PRIVate Exchange (DPRIVE) Working Group(12).

Another major concern is that such protocols may centralize DNS traffic at a few number of enabled
resolvers instead of using the existing dispersed network of DNS servers. In simple terms, the use of a
limited number of, say, DoH (third-party) providers may lead to bulk inspection and tracking, but also to
other issues. For instance, if a major DoH service collapses, say, due to a DDoS assault, the ISP (who
has nothing to do with the DoH resolver) will be bombarded with user complaints. A blog post made by
APNIC (APNIC, 2019) elaborates on this important DNS centralization issue: “Centralized DoH is currently a

(8) DoQ is currently specified in an active RFC draft, and was submitted to the Internet Engineering Steering Group (IESG) for publication
in Dec. 2021. The first DoQ public resolver has been launched by AdGuard in 2020 (AdGuard, 2020). DoQ is also supported by
NextDNS.

(9) The interested reader may check the OONI explorer at .
(10) Actually, this issue, especially for DoT, has also received the attention of Governments. For instance, back in 2019, Mozilla

reassured the UK Government that it “has no plans to turn on the DoH feature by default in the UK and will not do so without
further engagement with public and private stakeholders.” (The Register, 2019). This statement followed the Mozilla announcement
in Sept. 2019 that they plan to make DoH the default for all users in the US. The UK Government concerns were related to the
fact that DoH obstructs several centralised filtering and blocking systems destined to block access to child abuse images, piracy,
and terrorist material among others. Moreover, in Sept. 19, 2019 major telecommunications associations sent a letter to the US
Senate and House Committee Chairmen and Ranking Members asking that the Committee should “... call upon Google not to impose
centralized, encrypted DNS as a default standard in Chrome and Android. Instead, Google should follow the IETF best practice of
fully vetting internet standards, and the internet community should work together to build consensus to ensure that encrypted DNS
is implemented in a decentralized way that maximizes consumer welfare and avoids the disruption to essential services identified
above.” (NCTA, CTIA, USTELECOM, 2019). The US Consumer Reports, Electronic Frontier Foundation, and the National Consumers
League provided a but see letter to the same Committee by “pinpointing errors and misrepresentations made by Internet service
providers in correspondence with Congress regarding the deployment of DoH” (Consumer Reports, Electronic Frontier Foundation,
and the National Consumers League, 2019). In Nov. 2019, Mozilla has sent another letter (Mozilla, 2019) around the same issue
to the Committee stating that “Unsurprisingly, our work on DoH has prompted a campaign to forestall these privacy and security
protections, as demonstrated by the recent letter (NCTA, CTIA, USTELECOM, 2019) to Congress from major telecommunications
associations. That letter contained a number of factual inaccuracies. These have been examined in detail by others and as such
will not be given an in-depth treatment here (Timothy B. Lee, 2019).”

(11) A combination of, say, DoH and Tor enables the end-user to not only conceal the DNS transaction itself, but in addition (i) almost
eliminates traffic flow information due to the Tor’s re-packetization in constant-size cells, and (ii) hides the source of DNS requests
through the Tor overlay. A new (Sept. 2021) project called “DNS over HTTPS over Tor (DoHoT)” can be found in (Alec Muffett, 2021).

(12)
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privacy net negative since anyone that could see your metadata can still see your metadata when DNS is
moved to a third party. Additionally, that third party then gets a complete log per device of all DNS queries,
in a way that can even be tracked across IP addresses.” and “Encrypting DNS is good, but if this could be
done without involving additional parties, that would be better.” For more information about this issue, we
refer the reader to the work done by Radu et al. (Radu and Hausding, 2020). A solution to this centralization
problem has been proposed in the experimental RFC draft of Oblivious DNS Over HTTPS (ODoH) (Kinnear
et al., 2021, Singanamalla et al., 2021). Precisely, this extension to the DoH protocol enables hiding the
client IP address behind an intermediate proxy.

The subsequent subsections elaborate on DoT, DoH, and DoQ, and where applicable, provide some
estimations about their adoption rate by the community. In the following, we refer to these three protocols
as “Encrypted DNS”.

7.1 DNS over TLS

Undoubtedly, DoT is far more resilient than legacy DNS over UDP. This is because the DNS transaction is
done over the protection of a TLS tunnel and under the assumption that the server’s(13), i.e., the resolver’s,
certificate is not compromised. Additionally, given that DoT employs a TCP connection, it greatly alleviates
the UDP fragmentation issues of legacy DNS (also referred to as Do53), especially in situations where
DNSSEC is used. Another important perk is that the threat of IP source address spoofing linked to the
utilization of UDP clears off. On the other hand, the use of the dedicated 853/TCP port allows a third party
to easily filter and block DoT transactions; note that the filtering of DoQ which uses the 784/UDP(14) port is
based on the same logic.

An additional consideration is that due to the use of TLS, the server (resolver) should operate in a stateful
(session-based) way, thus increasing the overhead. This, however, is a typical issue in the HTTPS ecosystem
– the bottleneck is the server not the client –, and definitely remains absolutely manageable. Lastly, as
already pointed out, a cleartext SNI field during the TLS handshake enables an eavesdropper to perceive
which DNS resolver is being queried by the client.

7.2 DNS over HTTPS

The DoH protocol, essentially “DNS over HTTP over TLS”, uses the 443/TCP port as with normal HTTPS traffic.
This is a significant plus because the server can be configured to handle both DNS and Web services in a
unified manner. Simply put, content delivery and name resolution can be combined into a single scheme.
An additional capability of DoH stems directly from the HTTP/2 protocol (Belshe et al., 2015). The server
may use a HTTP/2 server push as defined in § 8.2 of RFC 7540 and § 5.3 of RFC 8484 to preemptively send
(rather than “pull” as in the standard DNS model) values that it anticipates the client may find useful in the
near future.

As already mentioned, from an end-user’s privacy perspective, DoH packets blend in other HTTPS traffic,
making it cumbersome to block or filter. That is, while setting a simple filter on 853/TCP port may be
adequate to block DoT in a transparent way to the rest of the (Web) services, for DoH this is far from
straightforward; this is because DoH services are in many cases mixed (hidden in plain sight) with legacy
Web ones. Therefore, in contrast to DoT and DoQ filtering that is rather uncomplicated, DoH is believed to
be only filtered by IP address, SNI, and port matching, which in turn depends on the constant monitoring of
DoH resolvers out there. This, however, increases complexity and augments the associated administration
costs. In this respect, the HTTP/2 piece in the DoH mechanism seems to be equally important to the TLS
one, and thus it is not to be considered as an unnecessary burden.

Nevertheless, lately, the study by Csikor et al. (Csikor et al., 2021) proposed a DoH machine learning-
driven identification model to tell apart DoH and Web packets with high accuracy, i.e., a false-positive rate

(13) Popular DoT resolvers include dns.quad9.net, cloudflare-dns.com, and dns.google.
(14) The Internet Assigned Numbers Authority (IANA) has not yet reserved a dedicated port for DoQ. Unassigned port numbers 784 and

8853 were proposed in § 8.2.1 and § 10.2.1 of expired drafts (Huitema et al., 2020) and (Huitema et al., 2021) for experimentation
purposes. Section § 10.2 of newest active draft (Huitema et al., 2022) proposes the use of port 853/UDP given that “specification
for DNS over DTLS (DoD) [RFC8094] is experimental, limited to stub to resolver, and no implementations or deployments currently
exist to the authors’ knowledge (even though several years have passed since the specification was published)”.
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of 0.0001. The authors’ results were based on a dataset of DoH traffic traces from 25 resolvers by visiting
thousands of domains in top-ranked Alexa’s website list across diverse geographical locations and domains.
Additionally, the work by Siby et al. (Siby et al., 2020) elaborated on the question whether encrypting DNS
traffic, and especially through DoH, can protect users from traffic analysis-based monitoring and censoring.
Their results demonstrate that while the standardized padding strategies (Mayrhofer, 2016) implemented
by Cloudflare and Google are effective in fighting censorship, they are rather inadequate “when it comes to
stopping resourceful adversaries from monitoring users’ activity on the web”. Last but not least, as with
the case of DoT, if the SNI field is transmitted in cleartext the domain name of the DoH service used by the
client is directly exposed to eavesdroppers.

The Firefox browser (in a partnership with Cloudflare) was the first to adopt DoH back in 2018 (Executive
office of the President, 2018). From then, all major browsers, including MS Edge, Chrome, and Opera support
DoH(15). Typically, the user chooses a public service from DNS providers such as Google or NextDNS from
a predefined list(16) in some configuration tab in the browser; manually entering the IP address of another
DoH service is also possible. Enabling DoH at the Operating System (OS) level (and not just in a specific
browser) may be a better option because all applications would then take advantage of it; this, however, is
less flexible as the defined (by the administrators of that system) DNS resolvers will be the same across
all applications. MS Windows 10 21H2 and Windows 11 as well as Apple’s iOS 14 and macOS 11 allow for
such an OS configuration. Even more, Apple’s platforms offer Application Programming Interfaces (API) to
customize DoH (and DoT) usage for any application, say, to connect to a DoH service when using a wireless
access point (Apple, 2020). Analogous applications are also obtainable for the Android OS (XDA, 2020).

7.3 Encrypted DNS penetration rates and comparisons

The recent (July 2021) study by Garcia et al. (García et al., 2021), evaluated encrypted DNS usage by
exploiting data from three organizations in a period of five months: a large European ISP provider, a large
European university, and a global security company. According to the authors, “the DoH measurements
were based on domain names of the most popular DoH resolvers matching in the flow data.”. DoT and
DoQ measurements were based on port numbers. i.e., 853/TCP and 784/UDP, respectively. With reference
to Figure 6, the key outcomes of this work are as follows: (a) The DoQ traffic across all three measured
networks was insignificant, (b) legacy DNS traffic was “at least three orders of magnitude” greater than
the encrypted DNS one, and (c) all three organizations observed the same rise in encrypted DNS traffic in
2020; this is due to the Firefox and Chrome browsers announcement, supporting DoH as a default feature.
Overall, the authors concluded that 0.01% of the DNS traffic of organization 1 was encrypted on average;
the same average percentage for organization 2 was 0.033%, i.e., three times larger. On the other hand,
with reference to Figure 7, the highest adoption rates for DoH were perceived for Brazil and US with a mean
score of 0.69% and 0.61%, respectively. Italy, Argentina, and Spain follow with a mean DoH percentage of
0.49, 0.44, and 0.35, respectively.

In another 2021 study published in an APNIC blog (Karel Hynek, 2021), the authors firstly collected a
great mass of publicly available active DoH resolvers, resulting in 234 different IP addresses, 131 of which
were IPv4. They validated this list through scanning the whole IPv4 address space, namely, for every IP
address if the 443/TCP port is open, and subsequently testing for DoH capability via a script. They discovered
931 DoH resolvers, which are substantially more than the IPv4 resolvers collected during the first phase.
A further investigation of the discovered DoH resolvers surprisingly showed that 45 of them support only
HTTP/1, which is not recommended by the standard. Moreover, 251 of the total addresses found did not
have reverse DNS RRs, suggesting “that these servers are run on a small scale by individuals”, and naturally
because of that, blocking DoH entirely largely remains a futile endeavor.

The interesting contribution by Hounsel et al. (Hounsel et al., 2019) focused on the costs and benefits of
Do53, DoT, and DoH. This was done by assessing the effect of DoH and DoT on name resolution performance
and content delivery. The authors pinpoint that although DoH and DoT response times can be higher than
that of traditional DNS, DoT is superior to DoH and Do53 when it comes to Web page load times. On the
other hand, as expected, when network conditions deteriorate, Web pages load faster over Do53, i.e., up
to one second faster as compared to DoH. Another observation was that in contrast to DoT and Do53, in

(15) In Feb. 2020 and July 2021, Firefox initiated the by default rollout of DoH to US and Canadian users, respectively (Mozilla, 2021).
(16) Currently, major DoH providers include dns.cloudflare.com, dns.google.com, dns.aa.net.uk, dns-nyc.aaflalo.me, dns.adguard.com,

doh.cleanbrowsing.org, dns.nextdns.io, dns.brahma.world, dns1.dnscrypt.ca, and libredns.gr.
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Figure 6: Amount of flows for organization 1 in logarithmic scale. The figure is taken from (García et al., 2021).

Figure 7: DoH traffic per user per country, normalized by the relative size of the population of each country. The figure
is taken from (García et al., 2021) and reflects data collected from organization 3, namely Avast, which has a global
presence.
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several cases, a webpage may not be fetched if the DNS query is done over DoH.

The study in (Doan et al., 2021), examined DoT through 3.2k RIPE Atlas(17) home probes done across
more than 125 countries in July 2019. They issued DNS measurements, i.e., DNS lookups over IPv4 for 200
domains using both Do53 and DoT to a total of 15 public resolver services, five of which supported DoT.
The DNS lookups were performed once per day and in a period of one week; this resulted in a total of 90M
measurements. The authors highlight the following findings.

— Regarding adoption, only 0.4% of the 3.2k home probes received responses over DoT from their local
resolvers. The great majority of these probes were from Europe.

— The failure rates for Do53 are between 0.8 to 1.5% for most resolvers, while the same figures for DoT
are considerably higher and dispersed, namely in the range of 1.3 to 39.4%. Higher failure rates for
both Do53 and DoT were observed for local resolvers rather than for public ones.

— As expected, due to the TLS session establishment, the great mass of DoT response times are higher
by more than 100 ms when compared to Do53.

— Regarding Do53, probes from Europe have the lowest delays (43.4 ms maximum) across all resolvers.
For DoT, the variations in response times are much more greater between continents in comparison
to Do53. Specifically, probes in Africa and South America demonstrated the highest variation with
reference to reliability and response times for diverse resolvers.

A recent study by NETSCOUT (Darren Anstee, 2020) provided an overall picture about the adoption of
DoT and DoH. Specifically, they monitored aggregated DoH and DoT traffic in terms of the total number of
requests and responses, sources of requests (Internet users) and sources of responses (servers) in a number
of large networks over a period of one month. They realized that “on average there are seven times more
DoT requests than DoH”, while “the vast majority of requests over both protocols were served by Google
and Cloudflare”. Other major services were offered by AdGuard and Clean Browsing for DoT, and Quad9 and
SecureDNS for DoH.

Last but not least, a Feb. 2022 study by Kosek et al. (Kosek et al., 2022), measured the adoption of
DoQ on resolvers worldwide spanning a period of 29 weeks, starting in the 27th week of 2021 (2021-W27).
Namely, they issued weekly scans over the IPv4 address space, targeting all the hitherto proposed DoQ
(UDP) ports namely 784, 853, and 8853. They observed that the number of DoQ resolvers is augmented
at a steady pace. Specifically, while they initially tallied 833 resolvers in 2021-W27, this number increased
to 1,217 (+46.1%) during 2022-W03. Regarding providers, in 2022-W03, the results showed 199 resolvers
designating dns.nextdns.io as their common name; overall, the authors concluded that NextDNS operates
the highest portion of resolvers with an average of around 180 to 199 instances for 2021-W27 to 2021-
W31 and 2021-W32 to 2022-W03, respectively. For AdGuard (common names dns.adguard.com and
adguard.ch), they detected 25 public resolvers in 2022-W03. Another 18 to 25 resolvers have been noticed
until 2021-W49. No less important, as illustrated in Figure 8, the authors observed an intense concentration
in resolvers situated in Asia and Europe.

(17) As explained in , RIPE Atlas uses a global network of probes that measure Internet connectivity and
reachability, providing a global understanding of the state of the Internet in real time.
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Figure 8: Geographical locations of the 1,217 DoQ-verified resolvers since 2022-W03. The blue dot represents the
authors’ vantage point. The figure is taken from (Kosek et al., 2022).

8 Conclusions

The Internet’s “phonebook”, namely the DNS, was not designed with trust in mind. DNSSEC, being around
for years, largely cures this shortcoming; it is available on more that 92% of ICANN TLDs. The report at
hand provides an up-to-date review of the DNSSEC ecosystem by concentrating on the adoption rates of
this protocol extension in EU-27 and globally. The essential results of this study can be summarized as
follows.

1. The key perks of DNSSEC basically boil down to a quartet of things: (i) it largely diminishes the threat
of MiTM attacks, thus it is the main contributor to a safer and trustworthy Internet, (ii) it is an enabler
for other important protocols like DANE, (iii) it is not prohibitively cumbersome to implement, and (iv)
it maintains full backward compatibility with DNS. On top of that, the DNSSEC privacy issue is solved
by complementary standardized protocols, namely DoH and DoT.

2. The global DNSSEC validation rate by resolvers presents a steady increase especially since 2019.
Based on Nov. 2021 data, this score is approximately 27%. This augmentation trend is also verified
by the scaling up of the number of signed zones Internet-wide. Nevertheless, this percentage still
develops at a slow pace.

3. While the percentage of DNSSEC-signed TLD zones walks up to 93%, only a small fraction, that is,
approximately 5% of their 2LDs are signed as well, and around 28% of the users validate the returned
RRs. This bite-sized 2LD result signifies that at least currently only a limited number of end-users
take advantage of the deployment of DNSSEC, and the protocol is still far from the norm.

4. The average DNSSEC validation rate in the EU-27 is quite high, reaching 40%, hence being superior
to the global average percentage by a 13% and to that of several other countries, including Japan,
Russian Federation, United Kingdom, United States, and China. On the other hand, the MSs individual
scores are highly fragmented, with the most populous group of countries lying in the (10,30] range.

5. All ccTLDSs of MSs but the Maltese one are signed and have trust anchors published as DS RRs in the
root zone.

6. With reference to the DNSSEC deployment completion status, Czech Republic and Slovakia are at
present the only ones in EU-27 to present the highest maturity level, namely “DS Automation”.

7. Regarding open resolvers, the collected data designate that four MSs are currently among the top
20 countries with publicly available recursive DNS servers. This issue is directly associated with
large-scale DoS amplification attacks. In any case, this is a general problem given that there still exist
more that 1.8M distinct IP addresses that appear to be openly recursive.

8. Based on the available data, it seems that DNS resolvers as-a-service gain momentum worldwide.
The most popular is googledns, which is used in an average of 10.5% across the EU-27, while some
MSs present higher scores. Globally, this average percentage is around 14%. On the downside, this
phenomenon inevitably brings along important privacy issues, mostly related to user tracking and
profiling.
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9. DoT and (especially) DoH are still in their first years of deployment, while DoQ is clearly dependent on
the future evolution of the QUIC protocol (Iyengar and Thomson, 2021). A number of organizations
show a preference on DoT, while others deploy and promote DoH. Basically, DoT is promoted by ISPs
and enterprises, because it is straightforward (as HTTPS) and does not alter or break the way networks
are designed, managed, and safeguarded. On the other hand, DoH is the prevalent choice for Web
companies and the browser community. Their main argument in favor of DoH is that it enables
end-users to bypass DNS services offered by ISPs and managed by system administrators. To this
end, such organizations provide their own cloud DNS services. The highlight here is enhanced privacy
along with better performance, a combination that is highly appreciated by end-users. From another
viewpoint, DoQ solves all the TCP-oriented challenges present in DoT and DoH via the provision of
an innate encrypted connection-oriented transport protocol over UDP. That is, QUIC provides built-in
security, resolves head-of-line blocking, offers multiplexing, and curtails connection establishment
times by blending the transport and TLS handshakes into a single round trip. It can therefore be
advocated that DoQ seems like a more genuine development over not only the legacy Do53, but also
for DoT and DoH.

10. From a privacy perspective, using DoH with external resolvers seems to be straightforward for home or
mobile users and Small Office Home Office (SOHO) environments that do not employ security controls
that rely on the inspection of DNS traffic. For enterprise networks, however, the preference should be
clearly on DoT or the exclusive use of the designated enterprise DNS resolver(s); this may be either
an enterprise-operated DNS server or an externally hosted service, while the rest of the DoH resolvers
must be blocked. This will definitely work in favor of cybersecurity defenses towards safeguarding
internal network assets.

11. DoH, DoT and similar protocols are not bulletproof, and surely not a privacy panacea. They can only
serve as vanguards against eavesdropping, while additionally offering “last mile” source authentication
to DNS transactions.
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GETTING IN TOUCH WITH THE EU 

In person 

All over the European Union there are hundreds of Europe Direct centres. You can find the address of the centre nearest you online 
(european-union.europa.eu/contact-eu/meet-us_en). 

On the phone or in writing 

Europe Direct is a service that answers your questions about the European Union. You can contact this service: 

— by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these calls), 

— at the following standard number: +32 22999696, 

— via the following form: european-union.europa.eu/contact-eu/write-us_en. 

 

FINDING INFORMATION ABOUT THE EU 

Online 

Information about the European Union in all the official languages of the EU is available on the Europa website (european-
union.europa.eu). 

EU publications 

You can view or order EU publications at op.europa.eu/en/publications. Multiple copies of free publications can be obtained by 
contacting Europe Direct or your local documentation centre (european-union.europa.eu/contact-eu/meet-us_en). 

EU law and related documents 

For access to legal information from the EU, including all EU law since 1951 in all the official language versions, go to EUR-Lex (eur-
lex.europa.eu). 

Open data from the EU 

The portal data.europa.eu provides access to open datasets from the EU institutions, bodies and agencies. These can be 
downloaded and reused for free, for both commercial and non-commercial purposes. The portal also provides access to a wealth of 
datasets from European countries. 
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