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Abstract

In March 2022 the JRC (Units B.6, C4, E.3) organized an Exploratory Workshop entitled "Toward explainable,
robust, and fair Al in automated and autonomous vehicles", bringing together experts in fields such as Trustworthy
Al, autonomous driving, and vehicle testing. This report summarizes the steps that followed the organization of
the workshop, including the definition of the scientific objectives, the list of invited presenters and participants,
and the conditions under which the workshop took place.

The report also presents the main findings of each talk that occurred during the workshop and an analysis of
the discussions that occurred during collaborative working sessions. Topics of interest included, among others,
current regulations and standards regarding automated and autonomous road vehicles and analysis of their
limitations; explainability of artificial intelligence ; accuracy, robustness, security, and fairness of Al systems.

These insights are used to provide concluding remarks on the outlook of the Workshop, in particular how the
findings of the Workshop can help to promote further research within and outside of the JRC on this topic, with
the goal of making safer transport through innovative ecosystems and effective regulations. We identified gaps
in the scientific literature on the relationship between Al and safety of Automated and Autonomous Vehicles
(A&AVs) such as:

— establishment of reasoning vocabulary for acceptable factual and/or counterfactual interpretations,

— certification readiness matrix must be developed for each cyber scenario for different adversarial attacks
and for naturally occurring perturbations,

— behavioural models are missing for motion prediction of different social agents and tests with standardized
dummies lack the features of different social groups,

— currently there are not enough data to assess the fairness of A&AV vehicles and how fairness or bias
influences safety.

In our next report, we will focus on the above points by involving experts of the fields.
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Executive summary

This report summarizes the discussions that took place during the JRC Exploratory Workshop organized in March
2022 entitled "Toward explainable, robust and fair Al in automated and autonomous vehicles". The aim of the
workshop was to bring together experts to present and discuss the latest advances in testing the safety and
security of Automated and Autonomous Vehicles (A&AV), in particular connected to the adoption of Artificial
Intelligence (Al) in vehicles. This workshop is part of a larger project whose purpose is to gain insight into the
future directions of testing practices in the automotive sector from a regulatory point of view, in a context
of increased digitalization of the transport sector. The scientific objectives of the Workshop have been defined
through a series of research questions grouped into three main topics:

— Explainability and testing of Al systems in vehicles;
— Cybersecurity of Al systems;

— Fairness of Al systems.

To comprehend the complexity and the multi-disciplinarity of the topic, the organization of the workshop has
been shared between three units of the JRC:

1. Sustainable transport (C4) works on all aspects of the road transport system, including testing automated
and autonomous vehicles.

2. Cyber & Digital Citizens’ Security (E3) is concerned about risk mitigation, cybersecurity, cybercrime, data
protection, and privacy;

3. Digital Economy (B6) studies the social and economic impacts of Artificial Intelligence (Al), data and digital
platforms, advancing research on methodologies to ensure trustworthy Al.

All three units have developed expertise on specific facets of the interplay between automated vehicles and
trustworthy artificial intelligence, presenting in a joint effort a comprehensive and unique selection of relevant
research topics such as the robustness, security, fairness, and explainability of Al systems, and their testing in
field conditions.

The workshop included 14 talks, during which the following topics, among others, have been discussed:

— current regulations and standards regarding automated and autonomous road vehicles and analysis of
their limitations;

— safety issues that can occur in real environment;

— the explainability of artificial intelligence and its use to gain insight into the behaviours of A&AV, the
assessment of the trustworthiness of autonomous and automated vehicles, in particular regarding the
accuracy, robustness, security, and fairness of Al systems; the review of ex-post explanations and concrete
examples of accidents of A&AV and their possible causes;

— broad considerations on the influence of the environment on A&AVs’ decision-making processes.

Discussions were held each day involving the use of collaborative tools on-line to gather and structure the
information consistently.

Among the main findings of the workshop, the need for additional research to understand how individual Al
components can be integrated into the broader A&AVs testing framework has been particularly discussed, with
current limitations of vehicles to demonstrate the absence of risks in terms of accuracy, robustness, cybersecurity
or fairness. Experts concluded that edge cases of an A&AV can be very different from the edge cases of human
driver, therefore testing of challenging scenarios for human maybe misleading. Explainability may help to very
if a particular vehicle passed an edge case because it recognized the scenario and not because an artificial
test condition has changed. In a perfect world traffic rules are a means by which road safety is achieved, but
non-compliance is sometimes necessary to achieve greater road safety (i.e. the ethics of AV driving behaviour
and whether they will deviate from the rules of the road to maximize safety). However, current regulation cannot
have this flexibility.



These conclusions can help promote further research within and outside of the JRC on this topic, with the goal of
making safer transport through innovative ecosystems and effective regulations. They will also provide fruitful
information for the following steps of the project and, in particular, the appointment of a group of experts to
draft a comprehensive report on this topic at the attention of regulatory bodies.



1 Introduction

This JRC Exploratory Workshop was dedicated to the safety and security of Automated and Autonomous Vehicles
(A&AV), and aimed to bring together leading scientists and engineers to explore and discuss state-of-the-art
research on the accuracy, robustness, fairness and explainability of Artificial Intelligence (Al) and Machine
Learning (ML) and testing of modern vehicles.

Currently, A&AVs are tested in a black-box approach, based on limited traffic and cybersecurity scenarios. The
behaviour of AI-ML systems is studied through descriptive statistics of kinematics and/or interaction with other
road users and the infrastructure, using mainly knowledge of the mechanical engineering domain. However,
unlimited variations of traffic situations exist and their consideration in testing is out-of-reach.

So far, no scientifically sound methodologies have been developed to audit the decisions made by the Al and ML
systems during driving, especially in safety critical scenarios. In addition to functional and operational safety,
other challenges related to the uptake of Al and ML in automated and autonomous driving have emerged in
recent years, such as the assessment of the cybersecurity, explainability and fairness of systems, in line with
the recent initiative from the European Commission to promote Trustworthy Al in high-risk systems.

An innovative testing and explanatory framework of Al and ML systems embedded in A&AV requires a deep and
improved understanding of the interplay of Al techniques and their limitations, cybersecurity, ethical principles,
and road safety regulations. A promising approach to consider for the evolution of testing practices relies on
techniques and methodologies developed in the field of Explainable Al (xAl) to analyze and understand the
output of AI-ML components. In the context of A&AVs, these approaches may help detect and mitigate false
decisions and attacks on automated functions while providing a better understanding of biases that arise with
the use of large sets of data, e.g. toward minority groups, and their potential impact on the safety in A&AVs.

To explore these questions, JRC organized a multi-disciplinary Exploratory Workshop dedicated to testing ap-
proaches of A&AVs, with the objective to provide an overview of the challenges linked to the use of advanced Al
systems in vehicles, and explore ways to address them.

2 Research Questions

The main research questions identified prior to the workshop were grouped into three blocks related to the main
issues to be addressed, i.e. explainability and evidence, cybersecurity and equity. Experts were selected based
on their expertise in these topics, to contribute to the identification of possible solutions or approaches, or to
identify gaps where clear answers were not available. The main research questions were as follows.

Explainability and testing

— What are the current testing methods for AI-ML components in automotive environment?
— How can we test the AI-ML components in terms of safety in an automotive environment?
— How to define and quantify the robustness and accuracy, of an A&AV’s AlI-ML component?

— Are the behaviours of AI-ML components of an A&AV reproducible and repeatable in controlled environ-
ments and in the wild?

— How is it possible to explain the decisions made by Al-ML components in A&AV from a software engineering,
vehicle safety testing and accident investigation perspectives?

Cybersecurity

What are the cybersecurity threats and vulnerabilities associated with Al component in A&AVs?

What are the limitations of current vehicle testing methods for evaluating Al cybersecurity risks?
— How can we measure the resilience of vehicle systems against cyberthreats targeting Al components?

— How can we handle the security vulnerabilities discovered in the Al components of automated and
autonomous vehicles?



— What are the Al-related cybersecurity challenges connected to the supply chain of A&AVs?

— What is the state of cybersecurity standards for Al in automated driving and what gaps would need to be
addressed?

Fairness

— What elements would be affected, and how would we consider fairness as a requirement in test procedures?
— How to detect biases in automated decisions and assess their impact in terms of fairness and robustness?

— Is it possible to guarantee the same level of safety for all types of road users and how?

3 Methodology, participants and agenda

The Exploratory Workshop took place as a virtual event using the Webex platform on 29-30 March 2022.

Participants, experts and presenters were instructed to use the chat to ask questions and concerns, and to raise
their hands (with the raised hand icon) when they wanted to intervene directly. They were also encouraged to
participate in the collaborative work set up on the Mural online platform to collect questions and answers in a
structured way for each topic and for each presentation, adding virtual sticky notes before, during or after the
workshop. A workplace was created by the organizers, with one row per topic (i.e., explainability, robustness and
fairness) and one column per presentation (see Figure 1). Different colours were used depending on the type of
commentary, including open questions, answers, starting points and key conclusions.

Figure 1: Workplace created in Mural to collectively gather information from participants
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The list of participants, together with their role in the workshop and their affiliations, is provided in Table 1 (they
are presented alphabetically according to surname). Only invited speakers and organizers are listed, leaving out
the rest of the audience.

The agendas for Day 1 and Day 2 are shown in Tables 2 and 3, respectively. As can be observed, the duration
of each presentation was 30 minutes including time for questions and discussion. In addition, each day was
planned with two breaks and a final recap session.

Experts and presenters were provided with a session briefing document, including the most relevant supporting
materials for the workshop. The working materials were the following:



Table 1: List of participants.

Participant

Role

Affiliation

Javier Alonso Mora

Invited Speaker

TU Delft (The Netherlands)

Alexandre Alahi

Invited Speaker

EPFL (Switzerland)

Ensar Becic

Invited Speaker

NTSB (USA)

Christian Berghoff

Invited Speaker

BSI (Germany)

Matthieu Cord

Invited Speaker

Valeo (France)

Rafaél De Sousa Fernandes

Invited Speaker

UTAC (France)

Yuval Elovici

Invited Speaker

Ben-Gurion University (Israel)

David Fernandez Llorca Organizer JRC (Spain)
Emilia Gémez Organizer JRC (Spain)
Katrin Grosse Invited Speaker University of Cagliari (Italy)
Ronan Hamon Organizer JRC (Italy)
Henrik Junklewitz Organizer JRC (ltaly)
Philip Koopman Invited Speaker | Carnegie Mellon University (USA)
Akos Kriston Organizer JRC (ltaly)
Lars Kunze Invited Speaker Oxford Robotics Institute (UK)
Nick Reed Invited Speaker Reed Mobility (UK)

Ignacio Sanchez

Organizer

JRC (ltaly)

Patrick Seiniger

Invited Speaker

BASt (Germany)

Asaf Shabtai

Invited Speaker

Ben-Gurion University (Israel)

Jack Stilgo

Invited Speaker

University College London (UK)

Robert Swaim

Invited Speaker

HowltBroke (USA)

The Future of Road Transport - Implications of automated, connected, low-carbon and shared
mobility (Alonso Raposo et al., 2019): this JRC report looks at some of the main enablers of the trans-
formation of road transport, such as data governance, infrastructures, communication technologies and
cybersecurity, and legislation. The paper discusses potential impacts on the economy, employment and
skills, energy use and emissions, the sustainability of raw materials, democracy, privacy, and social fairness,
as well as on the urban context.

Testing the Robustness of Commercial Lane Departure Warning Systems (Re et al, 2021): this
work presents a novel robustness assessment methodology and defines a robustness index determined
from regulatory tests to analyze the real-world performance of lane departure warning (LDW) systems to
bridge the gap between reqgulatory and real-world performance.

Fuzzy Surrogate Safety Metrics for real-time assessment of rear-end collision risk. A study
based on Empirical Observations (Mattas et al.,, 2020): this work discusses two fuzzy Surrogate Safety
Metrics (SSMs) for rear-end collisions. The objective is to investigate its applicability for evaluating the
real-time rear-end risk of collision of vehicles to support the operations of advanced driver assistance and
automated vehicle functionalities (from driving assistance systems to fully automated vehicles).

Cybersecurity challenges in the uptake of Artificial Intelligence in Autonomous Driving (Dede
et al.,, 2021): this report by the JRC and the European Union Agency for Cybersecurity (ENISA) analyzes the
cybersecurity risks related to the adoption of artificial intelligence (Al) in autonomous vehicles and provides
recommendations to mitigate them. The report puts forward a set of challenges and recommendations to
improve Al security in autonomous vehicles and mitigate these risks.

Trustworthy Autonomous Vehicles (Fernandez-Llorca and Gémez, 2021): this JRC report aims to
advance toward a general framework on trustworthy Al for the specific domain of Autonomous Vehicles
(AVs). The implementation and relevance of the assessment list established by the independent High
Level Expert Group on Artificial Intelligence (Al HLEG) as a tool to translate the seven requirements that Al



systems should meet in order to be trustworthy, defined in the Ethics Guidelines, are discussed in detail
and contextualized for the field of AVs.

Ethics of Connected and Automated Vehicles: recommendations on road safety, privacy, fair-
ness, explainability and responsibility (European Commission, 2020): in 2019, the Commission formed
an independent Expert Group to advise on ethical issues raised by driverless mobility. The group published
this report with 20 recommendations covering dilemma situations, the creation of a culture of responsi-
bility, and the promotion of data, algorithm and Al literacy through public participation.

European approach to Al (European Commission, 2018): starting in March 2018 with the creation of the
Al Expert Group and the European Al alliance, following the Coordinated Plan on Al, the Ethics Guidelines
for Trustworthy Al, the white paper on Al and, more recently, up to 3 interrelated legal initiatives, the
Commission aims to address the risks generated by specific uses of Al while maximizing its benefits by

building an ecosystem of excellence and trust.

Table 2: Day 1 Agenda - March 29, 2022. Fundamentals of testing Al in AVs - Current situation and challenges.

Time Presenter ‘ Title

13:30 JRC Organizers Presentation of the Workshop. Moderator A. Kriston (JRC)
14:00

14:00 Patrick Seiniger, BASt, Ger- | External testing requirements for active vehicle safety & ADS
14:30 many

14:30 Philip Koopman, Carnegie Mel- | AV Trajectories: Newtonian Mechanics vs. the Real World
15:00 lon University, USA

15:00 Matthieu Cord, Valeo, France Explainability methods for vision-based autonomous driving systems
15:30

15:30 Break Moderator: R. Hamon (JRC)

15:45

15:45 Kathrin Grosse, University of | Adversarial ML in the Wild

16:15 Cagliari, Italy

16:15 Yuval Elovici / Asaf Shabtai, | Phantom of the ADAS: Securing advanced driver-assistance systems from
16:45 Ben-Gurion University, Israel split-second phantom attacks

16:45 Break Moderator: E. Gomez (JRC)

17:00

17:00 Javier Alonso Mora, TU Delft, | Safe Motion Planning among Decision-Making Agents

17:30 The Netherland

17:30 Rafaél De Sousa Fernandes, | PRISSMA project overview

18:00 UTAC, France

18:00 All Discussion session and Wrap-up

18:30




Table 3: Day 2 Agenda - March 30, 2022. Implementing Trustworthy Al in AV testing.

Time Presenter ‘ Title

13:30 JRC Organizers Welcome and wrap-up from day 1. Moderator R. Hamon (JRC)

14:00

14:00 Alexandre Alahi, EPFL, | Towards Robust Autonomous Vehicles

14:30 Switzerland

14:30 Nick Reed, Reed Mobility, UK Know the rules well so you can break them effectively - Can we ensure
15:00 AVs drive safely?

15:00 Christian Berghoff, BSI, Ger- | Robustness testing for automated driving as an example of the BSI's
15:30 many approach to Al cybersecurity

15:30 Break Moderator: D. Fernandez Llorca (JRC)

15:45

15:45 Jack Stilgoe, University Col- | The actual ethics of Al for AVs: from autonomy to attachments

16:15 lege London, UK

16:15 Lars Kunze, Oxford Robotics | Towards Explainable and Trustworthy Autonomous Systems

16:45 Institute, UK

16:45 Break Moderator: A. Kriston (JRC)

17:00

17:00 Robert Swaim, HowltBroke, | Man, Machine, or In Between: The Process of Investigations Into Automa-

17:30 USA tion

17:30 Ensar Becic, NTSB, USA Safe path to vehicle automation: Crash investigation perspective
18:00

18:00 All Discussion session and Wrap-up

18:30




4 Pay 1: Fundamentals of testing Al in AVs - Current situation and chal-
enges

This session was planned with the objective of discussing the fundamentals of current AV testing in the context
of increased autonomy. Short presentations with free discussions are planned on current practices in testing
automated capabilities of AV and on how the increasing use of Al and ML techniques in vehicles brings new
challenges. In relation to techniques used in current and future automated and autonomous vehicles, this
session focuses on the following requirements: explainability, robustness (including accuracy and cybersecurity),
and fairness. The session was finally adapted according to the accepted presentations.

4.1 Presentation of the Workshop

The presentation of the workshop is carried out to set the scene and provide useful information to experts
and participants. After introducing the core team, the main rules of the day, and some general information
regarding the Commission, the JRC and the different units involved (C4, E3 and B6), the concept and the agenda
of the Workshop is presented. The main research questions to be addressed during the workshop are discussed,
concerning the three main topics: explainability, robustness, and fairness. Finally, some specific details on the
virtual collaboration tool (MURAL) are given to allow collecting information from all the participants, before,
during and after the workshop.

4.2 External testing requirements for active vehicle safety & ADS

Presenter: Patrick Seiniger, BASt, Germany.

First, the question of what is active vehicle safety is addressed, including the following distinction: Active safety
involves the avoidance of an accident (that is, before it occurs), while passive safety focuses on mitigating the
consequences of an unavoidable accident. The origins of external requirements for active vehicle safety and
automated driving systems (ADS) are discussed, including consumer protection and type approval requirements.

Legal requirements including in Technical Regulations are agreed by Contractual Parties (e.g., UN R 79: Steering
Equipment, R130: Advanced Emergency Braking, etc.). At the European level, Regulations or Directives for Member
States can refer to UN Regulations, e.g.,, Regulation 858/2018 on Passenger Car Type Approval. And in some
cases, as the UN process is slow, the EU writes its own regulation (e.g., 347/2012 for AEBS).

Three different levels are distinguished for the test concepts. First, consumer ratings (e.g., NCAP and Euro NCAP)
which usually focuses on a large grid of very specific test points with tight tolerances and ranks the vehicles which
are tested on voluntary basis. Second, obligatory vehicle regulations (e.g. UNECE), which usually focus on precise
single-test scenario (e.g. worst-case) with fixed testing conditions and higher tolerances for pass-fail criteria.
Finally, new approaches are being developed. The concept was first proposed with heavy vehicle emissions with
the idea of defining broader requirements with not too strictly specified tests, including semirandom test cases,
on-road test, etc. In market surveillance, this approach may motivate manufacturers to develop robust systems
and not just pass the regulation.

Some examples are described, including the negative feedback control system and some of its components (e.g.,
position measurement sensors and actuators). The targets (IS019206) and the platforms for testing in proving
grounds are described.

An open discussion concludes the presentations, addressing the current limitations of the test tools, and the
possibility to randomize the tests and to include more realistic conditions.

4.3 AV Trajectories: Newtonian Mechanics vs. the Real World

Presenter: Philip Koopman, Carnegie Mellon University, University of Pennsylvania, USA.

In this talk, the limitations of regulatory testing are highlighted, focusing on the complexity of real world driving,
including limits on trajectory control (e.g., vehicle capabilities, environmental conditions), as well as uncertainty
about both vehicle conditions and environment.

A relatively “simple” example, such as the safe following distance, includes multiple factors to consider, such as
road conditions, braking capacity, equipment condition, braking controls, aerodynamics, suspension, debris, etc.

10



Epistemic uncertainty is also considerably complex and includes brake wear and failures, tire pressure, brake
condition, as well as braking capability for vehicle type, aftermarket upgrades, road surface of own and lead
vehicles, etc.

A single (huge) Operational Design Domain (ODD) may not be sufficient to handle all this complexity. One
possible approach is to break it up into smaller pieces (micro ODDs). Some examples that may provide further
assurance of such an approach are included in ANSI/UL 4600, Sections 8.2 and 8.8.

Testing is based on assumptions about the environment and behaviours. An appropriate balance between
permissiveness and safety is needed. Testing also pushes the uncertainty under certain assumptions. And finally,
there will always be edge cases to consider. Edge cases for humans and AVs may be different.

4.4 Explainability methods for vision-based autonomous driving systems

Presenter: Matthieu Cord, Valeo, France.

This presentation is divided in three main parts. First, the explainability of vision-based self-driving cars is
addressed. The concept of explainability has several facets, and the need for explainability is strong in driving,
a safety-critical application. Gathering contributions from several research fields, namely computer vision, deep
learning, autonomous driving, and explainable Al (X-Al), this presentation discusses definitions, context, and
motivation to gain more interpretability and explainability from self-driving systems. It also briefly describes
methods providing explanations to a black-box self-driving system in a post-hoc fashion and approaches that
aim at building more interpretable self-driving systems by design. The remaining open challenges and potential
future research directions are identified and examined.

Second, post-hoc explainability by steering counterfactual explanations with semantics is carefully described.
For simple images, such as low-resolution face portraits, the synthesis of visual counterfactual explanations
has recently been proposed as a way to uncover the decision mechanisms of a trained classification model. In
this case, the problem of producing counterfactual explanations for high-quality images and complex scenes for
the self-driving domain is addressed. Leveraging recent semantic-to-image models, a generative counterfactual
explanation framework is presented that produces plausible and sparse modifications which preserve the overall
scene structure. Furthermore, the concept of “region-targeted counterfactual explanations”, and a corresponding
framework are described, where users can guide the generation of counterfactuals by specifying a set of semantic
regions of the query image the explanation must be about. Extensive experiments conducted on challenging
datasets, including high-quality portraits (CelebAMask-HQ) and driving scenes (BDD100k) are summarized.

Finally, this presentation summarizes how to design explanations of driving behaviour with multilevel fusion.
The idea is to generate high-level driving explanations as the vehicle drives using a deep learning architecture
which explains the behaviour of a trajectory prediction model (the so called BEEF, for BEhavior Explanation with
Fusion). The model is supervised by annotations of human driving decision justifications, and it learns to fuse
features from multiple levels by modeling the correlations between high-level decisions and midlevel perceptual
features. The experiments are finally presented and discussed.

4.5 Adversarial ML in the Wild

Presenters: Kathrin Grosse, University of Cagliari, Italy.

This presentation focuses on the practical, e.g. industry perspective on AML. More concretely, our findings are
from interviewing 15 ML practitioners from start-ups and discuss two intriguing properties emerging from these
interviews: (1) participants do not distinguish between AML and non-ML security, and (2) participants do not just
reason about an individual model, but rather about a workflow and sometimes even the surrounding system.

To better understand this perception of AML, we discuss our findings from a larger survey with more than 140
participants and investigate what threats to AML have been encountered so far and what factors we found to
influence exposure to such threats in the wild.

4.6 Phantom of the ADAS and the translucent patch

Presenters: Yuval Elovici and Asaf Shabtai, Ben-Gurion University, Israel.

11



This research investigates the "split-second phantom attacks,” a scientific gap that causes two commercial
advanced driver-assistance systems (ADASs), Telsa Model X (HW 2.5 and HW 3) and Mobileye 630, to treat a
depthless object that appears for a few milliseconds as a real obstacle/object. We discuss the challenge that
split-second phantom attacks pose for ADASs. We demonstrate how attackers can apply split-second phantom
attacks remotely by embedding phantom road signs into an advertisement presented on a digital billboard,
which causes Tesla’s autopilot to suddenly stop the car in the middle of a road and Mobileye 630 to issue false
notifications. We also demonstrate how attackers can use a projector in order to cause Tesla’s autopilot to apply
the brakes in response to a phantom of a pedestrian that was projected on the road and Mobileye 630 to issue
false notifications in response to a projected road sign. To counter this threat, we propose a countermeasure that
can determine whether a detected object is a phantom or real using only the camera sensor. The countermeasure
(GhostBusters) uses a "committee of experts” approach and combines the results obtained from four lightweight
deep convolutional neural networks that assess the authenticity of an object based on the object’s light, context,
surface, and depth. We demonstrate our countermeasure’s effectiveness (it obtains a TPR of 0.994 with an FPR
of zero) and test its robustness to adversarial machine learning attacks.

Physical adversarial attacks against object detectors have seen increasing success in recent years. However,
these attacks require direct access to the object of interest in order to apply a physical patch. Furthermore, to hide
multiple objects, an adversarial patch must be applied to each object. In this paper, we propose a contact-less
translucent physical patch containing a carefully constructed pattern, which is placed on the camera’s lens, to
fool state-of-the-art object detectors. The primary goal of our patch is to hide all instances of a selected target
class. Furthermore, the optimization method used to construct the patch aims to ensure that the detection of
other (untargeted) classes remains unharmed. Therefore, in our experiments, which are conducted on state-of-
the-art object detection models used in autonomous driving, we study the effect of the patch on the detection of
both the selected target class and the other classes. We show that our patch was able to prevent the detection
of 42.27% of all stop-sign instances while maintaining high detection of the other classes.

4.7 Safe Motion Planning among Decision-Making Agents

Presenter: Javier Alonso Mora, TU Delft, The Netherlands.

In smart cities, where mobile robots will co-exist with humans, autonomous vehicles will provide on-demand
transportation while making our streets safer. Therefore, the motion plan of mobile robots and autonomous
vehicles must account for the interaction with other agents and consider that they are also decision-making
entities that may cooperate. Towards this objective several methods for motion planning and multi-robot
coordination are discussed that leverage constrained optimization and reinforcement learning and ways to
model and account for the inherent uncertainty of dynamic environments. The methods are of broad applicability,
including autonomous vehicles, mobile manipulators and aerial vehicles.

4.8 PRISSMA project: Current testing and validation approaches, main limitations
and challenges of AVs

Presenter: Rafaél De Sousa Fernandes, UTAC, France.

The PRISSMA project aims at proposing a platform that will allow to lift the technological barriers preventing the
deployment of secure Al-based systems and to integrate all the elements necessary for the realization of the
type-approval activities for autonomous vehicles and their validation in their environment for a given use case.

By identifying the safety and security objectives for Al-based autonomous mobility systems, comprehensive
reliability validation processes are developed for the commercial operation of autonomous maobility services.
The proposed approach ensures the availability of shared concepts to address the complexity of Al-based
autonomous mobility systems that can be used internationally.

The project also attempts to enhance the participation of France in the implementation of prerequisites, allowing
to position itself at the European level to host one of the Testing Facilities for autonomous mobility that will be
developed in the coming years.

Multiple test scenarios, methodologies and associated intervention procedures for real-life tests of autonomous
mobility systems in addition to the previous tests are designed and proposed, including practical implementation
of the qualification processes of the testing facilities in controlled environments.

The proposal focuses on the practical implementation of test plans in addition to simulation, with identification of
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the optimum perimeter of the system of systems, i.e. vehicle, infrastructure and supervision. This implementation
also includes dysfunctional through injection of failures. Finally, a detailed specification of the necessary testing
facilities (infrastructure, equipment, supervision systems, personnel) and their qualification is evaluated and
discussed in a national or European perspective.

5 Day 2: Implementing trustworthy Al in AV testing

This session was planned to address the question of implementing the requirements of Trustworthy Al in the
context of Automated and Autonomous Vehicle testing. The requirements of robustness and accuracy, fairness,
and cybersecurity are likely to be major elements in future testing strategies to ensure the safe, secure,
and ethical adoption of Al in automated vehicles. Finally, the session was adapted according to the accepted
presentations.

5.1 Towards Robust Autonomous Vehicles

Presenter: Alexandre Alahi, EPFL, Switzerland.

The Al of autonomous vehicles is based on the 3 P: Perception, Prediction, and Planning. Both industry and the
research communities have acknowledged the need for such pillars by providing public benchmarks. While the
state-of-the-art methods are impressive, they still do not generalize well to cities outside of the benchmarks.
Focusing on the prediction pillar, this work shares the current limitations of state-of-the-art work.

5.2 Know the rules well so you can break them effectively - Can we ensure AVs
drive safely?

Presenter: Nick Reed, REED Mobility, UK.

This talk begins with the presentation of Reed Mobility, an initiative that began in June 2019 to focus on
automated vehicle safety. It participated in the Commission Expert Group appointed by the Commission to
advise on specific ethical issues raised by driverless mobility. The presentation summarizes the main conclusions
achieved by the expert panel regarding safety, transparency and responsibility.

The main discussion then focuses on some recommendations. For example, consider the revision of traffic rules
to promote the safety of connected and automated vehicles. Rules are a means by which road safety is achieved,
but non-compliance is sometimes necessary to achieve greater road safety (i.e. the ethics of AV driving behaviour
and whether they will deviate from the rules of the road to maximize safety). How should an automated vehicle
handle this? Looking at the UK regulatory framework and the views expressed in its consultation, it is clear that
there is no agreement from industry and experts.

Some examples are analyzed and discussed, including crossing a red light or exceeding the speed limit, in cases
where it makes sense to increase safety. The proposal to address these examples is to define ethical goal
functions that may go beyond traffic rules in some cases.

Furthermore, the presentation focuses on recommendations related to safety and inequalities. Some safety
metrics are discussed, including the distribution of risk to address inequalities and dilemmas.

Finally, the importance of data and some of its features are analyzed, including new tools such as digital
commentary driving.

5.3 Robustness testing for automated driving as an example of the BSI’s approach
to Al cybersecurity

Presenter: Christian Berghoff, BSI, Germany.

The talk covers the BSI’s strategy for the secure, robust and transparent application of Al in automated driving. It
sets out the BSI’s general perspective on the problem, steps already taken, and actions planned in the future. The
generic considerations are complemented by the presentation of a case study on the robustness assessment of
traffic sign classifiers, which was carried out by BSI.
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5.4 The actual ethics of Al for AVs: from autonomy to attachments

Presenter: Jack Stilgoe, University College London, London, UK.

This presentation discusses some general aspects of the ethics of autonomous vehicles. It begins by mentioning
the Moral Machine experiment and Waymo’s annual safety reports, and continues with some of the myths of
autonomy, highlighting the fact that AVs are conditioned and somehow “driven” by people outside the vehicle
(e.g., pedestrians, cyclists, other drivers, etc.)

The concept of attachment is presented, including its social and technical dimensions. Some famous accidents are
presented, including the Uber fatal crash and the Toyota e-Palette incident in the Tokyo 2020 Paralympic Athletes’
Village. Some strategies are proposed, including heterogeneous engineering and reducing the complexity of the
space.

Some reflection is given to the different layers of rules (i.e. physical, legal, advisory, and normative) from concrete
to culture, which are technologically and socially mediated.

Finally, some preliminary information is provided regarding the forthcoming report on “Ethics and responsible
innovation for AVs” (UK CDEI/CCAV), which includes road safety, explainability and data sharing, data privacy,
fairness and transparency.

5.5 Towards Explainable and Trustworthy Autonomous Systems

Presenter: Lars Kunze, Oxford Robotics Institute, UK.

Autonomous systems operating in real-world environments are required to understand their surroundings, as-
sess their capabilities, and explain what they have seen, what they have done, what they plan to do, and
why to different stakeholders, including end users, developers, and regulators. This talk discussed the results
and objectives of three research projects: SAX (https://ori.ox.ac.uk/projects/sense-assess-explain-sax/), RoAD
(https://ori.ox.ac.uk/projects/road/), and RAILS (https://ori.ox.ac.uk/projects/rails/). In our work, we focus on au-
tonomous vehicles and their application in challenging open-ended environments. As it is essential that these
systems are safe and trusted, we design, develop, and evaluate fundamental technologies in simulation and real-
world applications to overcome critical barriers which impede the current deployment of autonomous vehicles
in economically and socially important areas.

5.6 Man, Machine, or In Between: The Process of Investigations Into Automation

Presenter: Robert Swaim, HowThingsBroke, USA.

This presentation introduces how to start an investigation at the vehicle level by an experienced accident
investigator. It begins with aspects that engineers and programmers do not normally encounter but should be
aware of, such as types of investigation and jurisdiction about investigation leadership. The discussion relates
why it is necessary to establish functional groups and limit initial efforts to gathering facts before analysis.
Types of failure analysis are introduced, including a mention of their limitations. The layers of man-machine
interface in aviation accident case examples involving autopilots show how design assumptions led to accidents
in the real world.

5.7 Safe path to vehicle automation: Crash investigation perspective

Presenter: Ensar Becic, NTSB, USA.

Crash investigations provide a unique view of the real-world risks that affect vehicle automation. By taking a
holistic approach to crash investigations, NTSB determines not only the specific failures of vehicle automation,
but deficiencies extending to regulatory oversight and the safety culture of the developer. This presentation
provides examples of crash investigations that identified limitations of vehicle automation, the role of a human,
and the erroneous assumptions of the developer related to the interaction of AVs with the environment.
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6 Conclusions

In this report, we summarized the outcome of the Exploratory Research workshop entitled "Toward explainable,
robust and fair Al in automated and autonomous vehicles" hold online on 29-30 of March 2022. 36 participants
attended the workshop and 14 presentations were given. We selected six experts who will further elaborate on
selected topics (work in progress). The participants came from 12 countries, as Figure 1 shows, including regions
outside the EU as well.

Figure 2: The distribution of participants in the workshop

Participants by nationality

Share of participants by role
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Source:JRC analysis

After each day, all attendees were asked to participate in a group exercise using MURAL. We grouped the
questions and jointly agreed on possible answers or approaches to answer or further research them. In Figure
3 the green, yellow and orange boxes represent questions, comments or answers, and highlighted answers,
respectively, to the main scientific questions.

Figure 3: Example of the results of the collaborative work carried out with Mural for Day 1.
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After the group exercises, we performed a keyword and phrase analysis separately for explainability (Figure 4),
cybersecurity (Figure 5) and fairness (Figure 6). Although both explainability and robustness (cybersecurity) were
intensively discussed and commented on, fairness generated fewer questions. Therefore, we identified gaps in
the scientific literature on the relationship between fairness and safety of A&AVs.

Current physical safety testing methods do not cover all cases of real-world driving. Edge cases always exist in
the real world, they can depend on the actual system, and may be different from human edge cases. Therefore,
physical tests are not enough and evidence of good Al safety engineering is needed. Since Al is difficult to
integrate into the V-shaped development process, recent safety audit standards may not be enough to ensure
safety on real roads during all normal driving scenarios. Explainable Al can bridge this gap. There are several
established interpretability methods, for example, factual and counterfactual reasoning, etc., that can be used for
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development; however, during testing, they may only be suitable to ensure if the A&AVs passes the test for the
right reason. Further research is needed to understand how individual Al components can be integrated into the
broader A&AVs explainability. Furthermore, the explainability of accidents can help in post-crash investigation,
but it requires a different taxonomy than applied during development and regulations. Therefore, agreement
between the stakeholders of A&AV on the different use cases and the establishment of reasoning vocabulary is
of great importance.

Figure 4: Keywords and phrase analysis for the topic on explainability.
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Evaluation of an autonomous product for cybersecurity is an emerging topic. Both adversarial attacks on sensors
and data privacy are important to consider, and recently they are not assessed at the vehicle level. Training
data set audit and collection of real traffic data must be performed in addition to physical tests. A certification
readiness matrix must be developed for each cyber scenario for different adversarial attacks and for naturally
occurring perturbations. Understanding how individual Al components interact in an embedded system also plays
a critical role in cybersecurity.

Figure 5: Keywords and phrase analysis for the topic on robustness.
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Experts also highlighted that behavioural models are missing for motion prediction of different social agents

and tests with standardized dummies lack the features of different social groups. Therefore, currently there are
not enough data to assess the fairness of A&AV vehicles and how fairness or bias influences safety.
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Figure 6: Keywords and phrase analysis for the topic on fairness.
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3P Perception, Prediction and Planning

A&AV Automated and Autonomous Vehicles

ACC Adaptive Cruise Control

ADAS Advanced Driving Assistance System

ADS Automated Driving Systems

Al Artificial Intelligence

AML Adversarial Machine Learning

AV Automated/Autonomous Vehicle

BEEF Behavioural Explanation with Fusion

BSI Bundesamt fiir Sicherheit in der Informationstechnik (Federal Office for Information Security)
AV Connected & Automated/Autonomous Vehicle
EURONCAP European New Vehicle Assessment Program
FCW Forward Collision Warning

JRC Joint Research Centre

LDW Lane Departure Warning

ML Machine Learning

NHTSA National Highway Traffic Safety Administration
NTSB National Transportation Safety Board

ODD Operational Design Domain

TTC Time to Collision

VUT Vehicle Under Test

xAl Explainable Artificial Intelligence
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Annex ll. External testing requirements for active vehicle safety & ADS

[T [ | m

Testing of ADAS/ADS

[ ) m

What is Active Vehicle Safety?

< Active Vehicle Safety
Avoidance of Accidents!

2 Passive Vehicle Safety
Mitigation of Consequences

< Sight

2 Driver Conditions
2 Ride and Handling
< Automotive Lighting

< Driver Assistance in _general

Patrick Seiniger 2
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Req u i re m e nts ? type approval consumer testing I

good

passed average

< Consumer Protection

e Tests conducted on own
proprietary criteria

marginal

e Comparative review of vehicle
safety after marked entrance

* Does not cover all vehicles and is by no means required

®  Quicker for new technology
-

<« Type Approval (=Legal Requirements)

e Requirements discussed on international level

* Threshold for entrance into market - minimum standard
® Tests conducted by technical services

e Approval issued by type approval authority

e Mandatory

Patrick Seiniger 3
Legal Requirements mmmm—m Dast
P P — Contracting Parties
Text and ‘ bt ol e 1ol agree on
i e a Technical Regulations
Requirements (e.g. UN R 79:

UNECE United Nations Economic Commission for Europe

Steering Equipment)

Regulations or Directives -
R for Member States Things made
can reference UN Regulations mandatory*
e.g. in Regulation 858/2018 on
Passenger Car Type Approval

EuroPEAN CoMMISSION

* If UN process is slow, EU writes own regulations (Ex.: 347/2012 for AEBS)

Patrick Seiniger 4
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Test Concepts

[ ) m

2 Consumer Protection:
Implicit requirements by test procedures
® Requires a large set of test cases
e Typically on ,sterile™ test track
® Extreme tight tolerances for comparability

2 Conventional Vehicle Regulations:
Implicit requirements by test procedures
e Typically only worst-case test cases
e Typically on ,sterile™ test track
e Higher tolerances (e.g. no robots used)

Patrick Seiniger

New sv. Conventional Approach for Regulations mmmmsmmms—ms bast

NEW (concept first used
with heavy vehicle emissions) CONVENTIONAL

Precise test cases,
narrow requirements

Market Surveillance ]

Disadvantage:
Technical Service could select easy cases

With market surveillance this turns into an advantage:
Manufacturers are forced to develop robust systems

Patrick Seiniger
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bast

High Test Repeatability with Position and Speed
Control

2 Negative Feedback Control System

Desired
Value Actuator

Actual Value

Dr. RAtHRIRERMiger

Sensor: Position Measurement e

Slide Ng. 7

bast

Inertial Navigation Satellite Navigati Local error
: correction

Short time - high precision

; - Combination:
Long time - low precision

ca.1lcm

Pt oer
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Actuator: Driving Robot mmmm—s  0ASt

Dr. %g;%(k%%migrer 5 Slide Ng. 9

Targets (1S019206) + Platforms mmmm—m  DaSt

Patrick Seiniger 10
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Conclusions and Potential

2 Freely programmable tools to set up all kinds of scenarios
2 Predefined test cases and procedures on test track

2 Why not randomize tests on the spot?
< Why not test in realistic conditions?

Patrick Seiniger 11

Semi-Randomized Test 0 = |

? g
&
i P

,,,,,,,,,, T ‘\\
- L T
= \\
I / - \\
L L \
e \
F / j
/ /
| /
o f,f
o
A\ ’
NI
Patrick Seiniger 12
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Testing in Realistic Surroundings < In JRC Left and
Right represent

different challenge
to ADAS:

* Left: arrives from
grass covered area,
legs are partially
covered

* Right: dummy
arrives on the
asphalt hence there
is visually less
distraction

Patrick Seiniger 13
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Annex llIl. AV Trajectories: Newtonian Mechanics vs. the Real World

AV Trajectories:
Newtonian Mechanics
vs. The Real World

W

Prof. Philip Koopman

Carnegie
Mellon "] @PhilKoopman
University
o Carnegie
Overview ok N

® Limits on trajectory control
e Vehicle capability
e Environmental conditions

https://bit.ly/2QEOZoP "1

® Uncertainty
e About vehicle conditions
e About environment

®m Managing ODD variations
e Micro-ODDs as an approach

© 2022 Philip Koopman 2

39



Carnegie
i g

Example: Safe Following Distance Mellor

University

RESPONSE

m Follower stops with space left behind leader (RSS example)
e Different initial speeds
e Follower initially accelerating during response time
e Different braking capabilities
e Considered safe if any gap between vehicles at rest

© 2022 Philip Koopman 3

F=MA

Not Just
A Good Idea

It's the Law!

Sir Isaac Newton 4
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Carnegie

But, Where Does the “A” Come From? * NMellor

University
mF=MA = A=M/F
e BUT ... Fis limited by tire friction force

Fﬁ'iction = “ * Fnormal (6)

where:
®  Fhiciion 15 the force of friction exerted by the tires against the roadway
e | s the coefficient of friction, which can vary for each tire
®  Fooma 1S the force with which the vehicle presses itself onto the road surface

m Example: braking depends upon:
e Ability of vehicle to exert force on roadway (Fs;.ion)
e Driver applying full Fy;;,, via brakes (braking capacity)

© 2022 Philip Koopman 5
P ° 3 Carnegie
Road Conditions Affecting Braking i

m Slopes

e Decreases friction AND pulls car

m Curves:
e Friction maintains centripetal force

e Banking (superelevation)
— Reverse bank reduces normal force

o

®m Road surface condition

Fnorma/ =mg cosH
e Dry concrete p=0.75 M\(f‘—" _'.
° SnOW p = 0.2 Iy 0.25 e almin T a m]alatalaa m A\ m e atTala) a2 a afalaYa aValalata e n aln al= = a alall'a'alaln s
e Ice H=0.1-0.15
© 2022 Philip Koopman 6
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Carnegie
AC O

Other Factors Affecting Brake Force e

University

m Braking capability:
e Tire capability (“sticky” tires might have p > 1)
e Brake maximum friction (pad wear)
® Equipment condition
e Tire condition: temperature, pressure, tread
e Brake condition: hot, wet, damaged, ...
e Vehicle suspension, weight distribution, ...
® Braking controls
e Driver leg strength and willingness to brake hard
e Braking assist force (multiplies driver leg strength)
B.Aerodynamics, suspension, debris, ... 7

Carnegie
arneg

Epistemic Uncertainty — Vehicles VieTios

University

m Own vehicle weak braking (less than expected)
e Brake wear & failures
e Loss of brake assist
e High tire pressure / bald tires
e Brakes hot from recent use
e Brakes wet from recent puddle

m Other vehicle strong braking
e Braking capability for vehicle type
e Aftermarket brake upgrade?
e Aftermarket tire upgrade? Low tire pressure?
e Leg strength of lead driver to press brakes?

© 2022 Philip Ksopman 8

https://bit.ly/2jXhLE8
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Carnegie
A c

Epistemic Uncertainty — Environment Nellor

University

® Road surface of own vehicle
e Might not be same as lead vehicle surface
® Road surface of lead vehicle
e Might have dramatically different friction properties

© 2022 Philip Koopman 9

Carnegie
arneg

Segmenting Into Micro-ODDs Mellon

University

® A single huge ODD leads
to poor permissiveness
e Want better performance
on a warm dry day HOT
m Approach: break up ODDs
into pieces
e Default cautious behavior

e Prove safe trajectory for an

ODD segment COLD
e Optimize segments based

on customer value

© 2022 Philip Koopman 10

ENTIRE ODD
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Carnegie
i g

Micro-ODD Benefits Mellon

University

® Turns ODD growth on its head:
e Over time: Improve permissiveness for fixed ODD size
e Operate across a diverse ODD safely (and cautiously!)
e Incrementally improve performance in high value ODD segments
e Use finer grain ODD segments for high value operational situations
- Note: important to address transition between segments
m References:
e Micro-ODD paper: https://arxiv.org/abs/1911.01207
e ODD parameter paper: htips://bit.ly/33K26uA
e UL 4600
— Sections 8.2 (ODD) & 8.8 (Trajectory & Control)

© 2022 Philip Koopman 11

Carnegie

conCIUSions g Mellon

University

® Proofs are great, but rely upon assumptions
e In particular, about environment & behaviors
e Permissiveness vs. safety tradeoffs

® Proofs push uncertainty into the assumptions ? 5
e Uncertainty about own system 2 ?
e Uncertainty about other actor behaviors .
e Uncertainty about the environment 2 ® ?

m You might forget the edge cases...
... but they won't forget you!

© 2022 Philip Koopman 12
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Annex IV. Explainability methods for vision-based autonomous driving sys-
tems

Explainability methods for vision-based autonomous
driving systems

Matthieu Cord
Sorbonne University, valeo.ai
Joint work with Eloi Zablocki, Hedi
Benyounes, Patrick Perez (valeo.ai)

Explainability of self-
driving cars

ar(iv > ¢s > arXiv:2101.05307

Computer Science > Computer Vision and Pattern Recognition
[Submitted on 13 Jan 2021]

Explainability of vision-based autonomous driving systems: Review and
challenges

Eloi Zablocki, Hédi Ben-Younes, Patrick Pérez, Matthieu Cord
Under review (revision) IICV journal :
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From historical modular pipelines to end-to-end learning models

European Eureka Prometheus

DARPA Challenges Deep learning revolution

End-to-end

Modular systems models

e 2005 e 2008 e 2016

STANLEY BOSS PilotNet
Race in the desert Urban driving

Explanations — Why? Who? What?
Who?

WhY? End-users and citizens for trust

Societal point-of-view: - N .
P Legal and regulatory bodies for liability, accountability

- High-stake and safety critical

- Cannot test every situation then explanation Researchers and Engineers for debugging, improving
System point-of-view: What?
- poor performances: understand failure modes Transparency
Is the system
- average performances: raise users' trust intrimsically
3 el transparent?
- super-human performances: machine teaching Interpretability
Is the explamation
formulated in an P hoe
Machine learning point-of-view: imderstandable panner?. . =@ 08¢- o“ bili
: T interpretability
- training objectives are only proxies for real Explainability - ' S o e
D we need more ¢ model after it i trained,
information than the Comple'eness ﬂ;‘l:rr ;:',(;,”‘. or 2

encel’s enitnet” Daey the explonation Jobolh?
exhaustively describe the L
model’s hehavior?
—

s ar T
ot drbing syscems: Revlew and
challerges

Famaa AP faw RN bala e
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e
o Attantion maps

Input saliency visualization - Post-hoc methods  wetmse |, GUNN,,  om

Stop for Stop for
Traffic Light Pedestrian

-

Kim et al. 2021
(Bojarski et al. 2017) ( )

e Need to be interpreted
e Not well suited for human-machine
interactions 2

Provide intermediate representations - By design methods

SOl oUmVrE 2
k . Vehicie controlier « | Explanation generator -
foccetaradon. chwgs of course) | TN RIIMNY D (Taatug) descnpnons +aeiaratons)

Trajechvy Smpie

Exampia of fexiual doscriptions + explanations
Ours: “The car s dnving forward + because there are no other cars in its lane”
Human annotator: “The car heads down the street + because the street is clear.”

(Zeng et al. 2019) (Kim et al. 2017)

e Need extra annotations
oy ot firhing syscems: Review and e The auxiliary tasks may hinder driving

ch{llemes 12
Faria A i v R v bl n performances :
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02 Post-hoc explainability
STEEX model

STEEX: Steering Counterfactual Explanations with Semantics
Paul Jacob, Eloi Zablocki, Hédi Ben-Younes, Mickaél Chen, Patrick Pérez, Matthieu Cord

Under review, [code] github.com/valeoai/STEEX, [pdf] arxiv.org/abs/2111.09094

Counterfactual explanations for classification models

Loan application

A

Predictive

model

v

Deny loan

\ / Increase your salary by
Counterfactual

500%$/month and pay your

generat|on algorlthm credit card bills on time
for next three months

A counterfactual explanation is a version of the input with minimal and meaningful

perturbations that changes the output decision of the model wacnter et al. 2017)
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Counterfactual explanations for image classification models?
Query image . Adversarial example

a
v

Imperceptible
changes

Decision model [~ Stop Decision model
M M = VMove Forward

\ Change the _/

model’s decision

argmin % (II, -’l‘) + A s 21T

Counterfactual explanations for image classification models?

Query Image

Loy + Ling
¢ v 2 Trivial Counterfactuals
Z Latent representation e
| € = Perturbation | ’
] y iy
¥
2 e,y d —

“Not bak

. . - -

(Goyal et al. ICML"9)

A counterfactual explanation is a version of the input with minimal and meaningful

perturbations that changes the output decision of the model wacnter et al. 2017)
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STEEX — Instantiation

Image reconstruction

Semante
= sepment, =

By

|
N

Decision model
M

argming_||8.]| + ALuecision (M (G (2, 7)), v)

Generator G and Semantic encoder E,:

»SEAN (Zhu et al. 2020) Losses
Lieesion(M(G(2)),y) = — nll(M(G(2)) | y)
Semantic segmentation E., : o i ! oia )
[ = (8%
»DeeplLabv3 (Chen et al. 2017) ‘ =l 12

Datasets and classifiers

CelebAMask-HQ (256x256)
SMILE-classifier BDD100k (512x256)

CelebA (128x128) SMILE- YOUNG-classifier STOP-classifier

classifier
YOUNG-classifier
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Qualitative results on CelebAMask-HQ (256x256)

STEEX PE (ICLR20) DIVE (ICCV'21) STEEX PE (ICLR'20) DIVE (ICCV'21)

Smiile-classifier Young-classifier

Qualitative examples: Stop » Move Forward

Query image Decision=Stop Reconstruction Decision=Stop STEEN (ours) Decision—Move Forw.
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Quantitative results

(128x128) (256x256)

FIDY CCHBA  CelebAM-HQ  BDD-100k
Smile Young Smile Young Move For

Perceptual quality: Are counterfactuals realistic?

> Fréchet Inception Distance (FID) FELAL 238 G934 24 607 HLe
DIiVE[34] 294 338 1070 1075 —
STEEX 10.2 11.8 219 268 58.8
I . . = Fvat CelebA CelebAMask-HQ
Proximity: /s the identity preserved- Smile Young Smile  Young
» Face Verification Accuracy (FVA) PE [39] 853 72.2 79.8 76.2

DIiVE([34] 973 982 357 32.3
STEEX 969 975 97.6 96.0

a . . MNAC CelebA CelebAMask-H.
Sparsity: How many facial attributes change? v Sm“; eYoung S:;‘;e a:(omg
» Mean Number of Attribute Changes (MNAC) PE [39] o 3.74 7.71 8.51

DIiVE [34] - 4.58 741 6.76

STEEX 4.11 344 527 5.63 30

Extension: region-targeted counterfactual explanation

uery amiee

Counterfactual explanation

&

Semantic
| sepment, — S

i

o~

Semuntic

encoder

E

0

<

New setup: Let a user specify a set of semantic regions that the explanation must be about
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P
£
=
=

Region-targeted counterfactual explanations

Conclusion for STEEX

Saliency methods are region-based (WHERE?)

Counterfactual explanations are content-based (WHAT?)

Going further

» Explore more complex decision models:

- e.g,, trajectory forecasting, planning models

> Allow the modification of the semantic map

- e.g,, shift objects, add/remove objects...

Remove or shit pedestrian? 26
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03 By design explainability
BEEF model

BEEF: Driving Behavior Explanation with Multi-level Fusion
Hédi Ben-Younes*, Eloi Zablocki*, Patrick Pérez, Matthieu Cord

Pattern Recognition 2021, [code] github.com/valeoai /BEEF, [pdf] arxiv.org/abs/2012. 04983

Overview of BEEF: BEhavior Explanation with multi-level Fusion

Explanation
Stop for a
red light

front camera

Predicted trajectory
va

Drive !

=
blinkers

Goal of this work

Human-friendly explanations for the decisions of a neural driving system.

38
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BEEF: Self-driving 3D-conv backbone

»
left tumn
» strnight
vight turn T}
Droving backbone
Trajectory prediction
Ir = 3DCNN (x ((&x.8n) i) = GRU([r &g, h

Predicted trajecton
| 2 »r 1

B —GRU—

Imitation loss

K
k1) Lave = 3\ (2 — #2)° + (n — )

N o
[ Visual features ] [ Blinker signal } [ Ground-truth } [ Trajectory prediction }

3DCNN = R(2+1)D (Tran et al. 2018)
5 residual blocks

BEEF: Explanation module overview

Intermechate
perceptual features

front camern

£ Predicted trajectory
- v
» = (Xt f
(2+1)D conv S 0
i rm biGry}
= —_— > stight | 1
blinkers rightturn —}————————— g| . .
.. ] »
Driving backbone )

Different causes collapse
to a same driving decision

55

= | MIEREYEAREREIES contain perceptual

information about the scene

- [l BEVEREEINES contain

information of the decision
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BEEF: Explanation module overview

Explanation modute

N Luplanation
ront canves > .Smp_lz.u'u
rved light
L— i Predicted tragectony
P som— | > v
[eaeem——l
. ' i
Left tuirn
nd » cenaizhi .
bliskers right turn T} { . r

Drving backbone J "

m Classification

&= f(v¥.m) p = softmax(&)

R[ High-level decision ]
Probability
over classes

Intermediate ]

perceptual features

Fusion function
(details later)

BEEF: Multi-level fusion with BLOCK

Intermediate perceptual
features

E.g.“Thereis a red light in
the image” = =

\

J

Bilinear Fusion

Eaplanation

<o» Stop for a red light

(E N

Prediciea irajecton

-

a
L L

¢=f(vh,m)

E.g. “The vehicle chooses
to make a stop”

56

4
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BEEF: Multi-level fusion with BLOCK

Intermediate perceptual
features

E.g.“There is a red light in

|

the image” . —
SR Py '
j (e ") p— vE
LY E .
L - BLOCK
! W,
<L
NN I ‘
- | Explanation
X g 7 § (o Stop for a red light
(B )iy —>m— W, 4 S W, —
' c
High-level decision m S
E.g. “The vehicle chooses BLOCK (Ben-Younes et al. 2019)
to make a stop”
43
°
BEEF: Learning
Explanaton module
n Lyplanation
Stop for a
ved light

Predicted tragectony

-

Driving backbone

Hypothesis Explanation loss Global loss
Mimicking driving behavior
Le,q)lain = —log p[(.']

conserves explanations L= cdri\'e + ac(’xp[ain

» Imitation learning for
: Human-annotated
explanations ;
explanation
44
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Experiments: quantitative results on HDD

Individual causes
Online/ Red  Crossing  Parked  Crossing  Overall Driver
System Offline Congest.  Sign light vehicke  wvehicle pedestian mAP  MSE

BEEF On. 8038 [6341) 81.94 41.19 27.19) 5096 1.33

SOTA results Slight drop on Complementarity
some classes of features

Out.performmg both online and Advantage of accessing

offline models

» Comparison to multi-head
future frames

» Does not degrade driver
MSE

Extension: natural language justifications

E.g. “the car stops as traffic ahead is stopped at a red light”
Motivations:

- Open-domain sentences convey finer and richer semantics than predefined classes
- Going towards human-machine dialogs

Explanation module

Faplanation
i —. s tregffic abend
» )_.!:] > [Lsu] " s stopped @t a
Ak e rect light™
[lll
7 g ‘ , 1 Predicted commands
e i =N
| B \éi“f = l‘i'-‘ 4):/—-"
0 . | Vgmotenporit sctvomas W
R - d-Bur
=5 - B st
= . B8
Driving backbone Ll
Natural language End-to-end driving Offline setup
Auto-regressive LSTM Predict driving commands Produce justifications for
language model. (throttle and steering angle)

temporal subsequences
48

58
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Extension: qualitative results on BDD-X (77 driving hours)
5 ) & P

- ¥ gz 7t

Conclusion for BEEF

1. BEEF is suitable for real-world self-driving explanations.

2. BLOCK fusion, originally developed to fuse multi-modal inputs, can be efficiently
leveraged to fuse multi-level inputs.

3. New SOTA results on HDD and BDD-X.

4. Flexible approach (online/offline, cause classification/language generation)

Explanation module
I xplanation
( 1 Soy (
Fh|)— pJora
c
A
\' |m
Predicted trajectony
= e
X)er
1D
GRI p—ip
Joft tuen
b » straight
right turm T} g

Diving backbone
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Explainability of vision-based autonomous driving systems: Review and challenges
> Eloi Zablocki*, Hédi Ben-Younes*, Patrick Pérez, Matthieu Cord

> under review, arxiv.org/abs/2101.05307

STEEX: Steering Counterfactual Explanations with Semantics
> Paul Jacob, Eloi Zablocki, Hédi Ben-Younes, Mickaél Chen, Patrick Pérez, Matthieu Cord

> under review, github.com/valeoai/STEEX, arxiv.org/abs/2111.09094

BEEF: Driving Behavior Explanation with Multi-level Fusion
> Hédi Ben-Younes*, Eloi Zablocki*, Patrick Pérez, Matthieu Cord

» Pattern Recognition 2021, github.com/valeoai /BEEF,

arxiv.org/abs/2012.04983

Questions?

60

51



Annex V. Adversarial ML in the Wild

3

Pattern Recognition
and Applications Lab

Lab

1001

i

Adversarial Machine Learning in Practice

Lukas Bieringer, Kathrin Grosse, Battista Biggio, Michael Backes, Katharina Krombholz

Department of Electrical and Electronic Engineering

University of Cagliari, ltaly

§
g & 9

s3A1
\) R

AQUANTPI

Adversarial Machine Learning

Grosse, Kathrin, et al. "On the security relevance of initial
weights in deep neural networks." International Conference

Kathrin Grosse (kathrin.grosse@unica.it) - JRX exploratory Workshop March 2022 on Attificial Neural Networks. Springer, Cham, 2020.
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How to measure AML in practice?

Kathrin Grosse (kathrin.grosse@unica.it) - JRX exploratory Workshop March 2022 4
Qualitative sample - 15 participants
14 male /1 female
Age: 34 (+/- 4.27)
Employer: European start-ups (<200 employees)
Application areas:
Cybersecurity, healthcare, vision, human resources...
Position:
Managing (8), engineers (3), researchers (3)
Education: PhD (%), MSc (4), BSc (1)
Bieringer, Lukas, et al. "Mental Models of Adversarial 5

Kathrin Grosse (kathrin.grosse@unica.it) - JRX exploratory Workshop March 2022 machine Learning." arXiv preprint arXiv:2105.03726 (2021).
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Key findings — AML versus Non-AML Security

Non AML Non AML

Security Security

Research Practice

q ] - Bieringer, Lukas, et al. "Mental Models of Adversarial
Kathrin Grosse (kathrin.grosse@unica.it) - JRX exploratory Workshop March 2022 \achine Learning.” arXiv preprint arXiv:2105.03726 (2021).

Key findings — Model versus Workflows

Research Practice

. . S Bieringer, Lukas, et al. "Mental Models of Adversarial
Kathrin Grosse (kathrin.grosse@unica.it) - JRX exploratory Workshop March 2022 \achine Learning." arXiv preprint arXiv:2105.03726 (2021). 9
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Open questions

ay @ =

Application perceived Relevance Education

q ] - Bieringer, Lukas, et al. "Mental Models of Adversarial
Kathrin Grosse (kathrin.grosse@unica.it) - JRX exploratory Workshop March 2022 \achine Learning.” arXiv preprint arXiv:2105.03726 (2021). |2

Quantitative Sample - 140 participants

35

30

25

20

15

10

Kathrin Grosse (kathrin.grosse@unica.it) - JRX exploratory Workshop March 2022 FRORTERIIE 13
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Key Findings — Encountered threats

- Privacy
- Poisoning

12128 S
111118 . Sesisi

* Resource/Data theft

» Reverse Engineering

Forthcomi
Kathrin Grosse (kathrin.grosse@unica.it) - JRX exploratory Workshop March 2022 CIEIAIE 15

Key Findings — Relevance

Financial/Business Harm + Easy to spot/fix n

+ Wrong decision making + Other threat more likely

 Infroduces bias + Has not encountered threat

« Understand or encountered threat « Threat not relevant in setting

 Loss of intellectual property + Hard to do in practice

Kathrin Grosse (kathrin.grosse@unica.it) - JRX exploratory Workshop March 2022 FRORTERIIE 18

65



Annex VI. Phantom of the ADAS: Securing advanced driver-assistance sys-
tems from split-second phantom attacks

o St
=% Phantom of the ADAS
Securing Advanced Driver-
Assistance Systems from Split- 0
Second Phantom Attacks
Ben Nassi, Yisroel Mirsky, Dudi Nassi,
Raz Ben-Netanel, Oleg Drokin, Yuval Elovici

" Ben-Gurion University of the Negev, ?GEEH'EIE- Tech, IIn-::IE~|:|Er1-::IE-nt Researcher

OD e B8

o)
The Perceptual Challenge 1%“

There is a gap between what an ADAS thinks it "sees™ and what there actually is
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-

Fact 1: Telsa Model X (HW 2.5) considers the projected person a real obstacle.
Fact 2: Mobileye 630 PRO considers the projected road sign a real speed limit.

-
What are Phantoms? 1%!

Phantom: is depthless presented/projected
picture of a 3D object (e.g., pedestrian, car,
truck, motorcycle, traffic sign).

Purpose: to fool ADAS to treat the phantom
as a real object and trigger an automatic
reaction from the ADAS,
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1 Why phantoms are considered real objects f‘*?*”l
by ADAS?Y

1. Object detectors are essentially feature matchers.

They do not take into account the following aspects:
Context Color

Texture
Linrealistic object Grey road sign Transparent/skewed object
e
% Split-Second Phantom Attack 1%!

A split second phantom attack is a
phantom that appears for a few
milliseconds and is treated as a real
object/obstacle by an ADAS.
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1 Why phantoms are considered real objects f_'.-‘wl
by ADAS?

2. Disagreement between sensors: ADAS required to resolve a
situation where there is a complete disagreement between sensors
(strong validation from the camera and no validation from depth
sensars) in real-time,

ADAS resolves this disagreement by trusting a single sensor. A result of:

= A programmed policy - "safety first for autonomous driving”.

* Known physical limitations of sensors (e.g., changed accuracy in
detecting objects during adverse weather/light condition).

| . 5 Why phantoms are considered real objects i‘*...."'-"wi
by ADAS?

We do not consider phantoms a bug;

1.They are not the result of poor security
implementation (e.g., SOL injection).
2.Phantoms exploit a fundamental inability of
object detectors to distinguish between real
and fake objects

Phantoms are scientific gap!
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% Remote Threat Models @
oo

Threat Model 1- An sttacker remotely hacks g Internet connected digital billbopaed andl use it fo present § phaniom
Threat Model 2= An attacker fles & drone equippesd with 3 poriable projector and project & phanbom on a road, bulkding, ete.
The phariom |5 percered a5 3 real object by rearty an ADAS and triggers @ autoratic unespected reaction

Threat Model’s Significance w.r.t ﬁ@

Related Works

Previous Methods Phantom Attacks

1. Necessitate that the attackers 1. Can be applied remotely.
approach the attack scene. 2. Do not reqguire any special

2. Require skilled attackers. expertise.

3. Required full knowledge of 3. Do not rely on white-box
the attacked model. approach.

4, Leave forensic evidence in 4, Do not leave any evidence at
the attack scene. the attack scene.

5. Require complicated 5. Do not reguire any complex

preparation . preparation.
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% Analysis - The Influence of Duration of the @
Phantom on the Success Rate

For Teada |HW 3} Fowr Mokl leye 530

i

Riworvas (W]
ik
-\-"‘-1-—\_\_\_

t

i

i

1. Mobileye 530 detects a phantom that [
appears for 125 ms for 100% of the time. f ‘.-'
2. Tesla (HW 3) detects a phantom that g i
appears for 416 ms for 100% of the time. C " Phaniom Dustion s

% Demonstration of the Attack via Digital m
Billboards

Algorithm for embedding a phantom in an advertisement

1) A local score of a block b in a frame fis I . I

computed as follows:
= Ti
i
==

i. Key-pointsin fare extracted

ii. The score for block b is computed based on
how much a dead area the block is (with
respect to the extracted key-points).

l

2) A global score of a block b is computed with
respect to its score in the next consecutive frames.

1
1l
m
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ftacking Tesls Model X MWW 2.5) attscking Mobileye 6530 via 3 drone

A vided af the amack wal uposded

Attacking Tesla via a 1@;""
Digital Billboard

Thee aurtoipilot of Tesla Model X [HW 3)
alrtomarteca iy triggers the car to stop

A& phariocm rosd sign is embedded to 500 ms

A idea ol the amack was g o ed
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% Countermeasure - GhostBusters @

Video Object

GhostBusters

Lameara Detector

J A software module
J GhostBusters is used for validation = it used to determine
whether a detected object is phantom or real,

% Countermeasure - GhostBusters @

Architecture: the countermeasure consists of five CNNs.

1) Four trained CMNNs used to detect phantoms based on:
* Context.
* Surface.
= Light.

* Depth.

2) Ensemble layer- A trained CNN used to detect phantoms
based on the embeddings of the other four CNN.
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% Countermeasure - GhostBusters @

—_—

ROC Plats
lm“_
il ]
0540 —— 1 MUC & 0. 7991325

Trom Posren Rals

0.78

i ALK = 0 Gusd T
— L AUC = ST THE
= Bc AL = QRF1IGE
= CaSbl: AUC = 0 HHI20
— C=5+00 AUC = 0999721
um! Cal=x KUC = O 90F30T
— SdleDn ALK = 0900
Cafsl el ALC = 0593907

anm 0o o4 0D
Fahe Posltive Raie

ang

Datasets and models can be
dorardaaded online

GhostBusters reach an AUC of 0.99 AUC

% Countermeasure - GhostBusters m

Table 4: Detection Rates Using sota iraffie sign Deteciors
Adimch Surcrm Kol

i il e el

Wilhaut

Thrrahndd-
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= | [43) fasber_rinn_remnel 50
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E | (i3] Flen_remiet 101
- [25) sl _incephion v3
[24]) sul_mabdenet v
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@ilf | @R
B L J5EE
neee | 0 5EEn
OLET OLYEET
DpREE | 0 edE
s SRS
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o
ELT?E
e
=T
[
HLAE |

GhostBusters reduce the attack success rate when it was applied to
5.0.t.a object detectors from 99.7-81.2% without our module to 0.01%
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THANK
YOU!

41 Question: Who is the person behind

the phantom that Tesla detects?

AMVL attacks in the physical domain
The Translucent Patch: A physical and
Universal Attack on Object Detectors

CVPR, 2021

Alon Lolfi, Yuval Elovicl, Asaf Shabtal

Prof. Axaf Shabts
bep . of Soiware anad Infior
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Related Work

« Attacks that target object detection models using a perturbation
applied on the attacked object:
* Requires direct access to the object of interest.
* To manipulate multiple objects a perturbation must be applied to each one,

Wi Lk oo L s [ L ] e e g

Related Work

* A single attack that target image classification models using a
perturbation applied on the sensor:
* Image classification models are not as complex as object detection models
(rmany candidate bounding boxes priors that need to be attacked
simultaneously)

= Digd nat consicder the impact on other objects

b ks e s e f=n]
SEfe R T AR EeFeY) P B
e e [ p—
Firaror drnoms e
et g s e - -
T sk P nar rya
o L S—— By
[ -
L R L HE | ‘ ltﬁ!m T
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Research Goal

* Create an end-to-end attack in the form of a printable translucent
adversarial perturbation that will be placed on the sensor

* Consistently deceive DNNs object detection mechanism

* Unnoticeable and with minimal impact on the DNN-based object
detection model

* Robust perturbation for multiple scenarios under real-world
constraints

ceG

Motivating Examples
s
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Challenges

* State-of-the-art adversarial attacks craft pixel-level perturbations, which is
impossible and not practical for our case (attaching the perturbation onto
the camera's lens)

=y —1
oA —1

* State-of-the-art adversarial attacks do not consider real-world constraints:
* How to digitally simulate patch oeeday on the sersor
+ Mo well can a privler repressn] digital eolors

1 ceG

From Digital to Physical

* The final patch consists of 4 channels (RGBA):

A Alpha RGILA

L .
L = .
- g =
«  an example of the alpha blending:
Orignal Images RGHA Paich Parfurbesd image

1@ cee
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Proposed Attack Pipeline

| Dbject
. Detection
hdodel

Limisrgeisd cond k2o

1) ceG:

Evaluation

* We evaluate our attack on the use case of autonomous cars, trying to
eliminate the detection of stop signs
* We conduct experiments both in the digital and physical space:
* Digital space — using the alpha blending process
* Physical space — printing the optimized patch on a translucent paper
* We perform experiments both in white-box setting {model used for

training and testing is the same) and black-box setting (patch is trained
on one madel and tested on others)

10y ceG
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Evaluation — Models

* Three different models are used:

= You Only Look Once (YOLO) = YOLOwS one stage detactor is used to train the
patch parameters and is evaluated in a white-box setting.

= To examine the patch's transferability to other models we use YOUOwE and
Faster R-CNN (two-stage detectar].

* Thi models are pre-trained on the MS-COCD dataset [BO classes),

= We use eight relevant classes: person, bicycle, car, bus, truck, traffic light, fire
hydrant, and stop sign.

1) ceG:

Evaluation — Datasets

+ Three different datasets are used:

* Berkley Deep Drive (BDD) - videos of the driving experience covering mamy
different times of the day, weather conditions, and driving scenarios, ~500
stop sign images

= Mapillary Trafhic Sign Dataset (MTSD) = a diverse street-level dataset obtained
from a rich geographic area, ~750 stop sign images

* LISA traffic sign dataset — videos split into frames containing U5, traffic signs,
=500 stop sign images

« BDD and MTSD are used for training, LISA is used for testing

1@ ces:
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* Metrics;

* Digital Space- Average Precision [AF]

i
i

Evaluation

* Physical Space - Fesbing Rair [class) = it ekl o e 0 s

* Evaluated paaches:

* CLEAM - the origing image without a patch.

e e e e 6 e B

orva Ender e preciaon — recad! [#R o

RANDDM - rasdam inilakiation ol aur @tackys apltimicilble parimaters
RED = & fully red-colomd patch
CYAN — a fully opsr-colored patch.
= PATCH = ouir optisnired patch.

CLEAN

PATCH

RANII

Results - Digital

RED CYAN

(1€ caa -

* Qur patch is able to reduce the AP by more than 40% while

maintaining more than 80% of the untargeted classes

[ R

| 1R

Ed

LER)

Stog Sign Class
LE Sy o T
-
L, -ﬁt_ _—— —
LY "-_' -
Ty . -
L
L
CIEES 4F FL1™S
BalbnO AP P
RS AF M TV
COAH BF A R
—= FRILE AT G2 S
a ad oid 1] an LE
P
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Physical Attack Setup

* We print the digital patch onto a translucent paper
* The patch is applied to the camera’s lens
* We project videos on a computer screen to simulate a driving scenario

Ligial Faich Fhysical Faich

Paioin apipdieed 0 camesn Camesra fiiming soresen ﬂﬁﬂﬂﬁ -

Results - Physical

* We project 48 different videos from the LISA dataset varying in:
* Tima of the day (day, night)
* Scene [urban, rural)
* Lighting conditions (light, partial/full shadow)
* The results show that our attack has successfully eliminated 42.27% of
the stop signs while maintaining 80% of the other classes:

Class'hitack | PATCH | RANDOM | RED | CYAN
Sl wign AL E1% MISTH 01 % | 9 9
Dihers IS | 1927 | BLT% | RI&% |

Tabde 4- Foolimg rale for the siop sign cless and other classes
fowr physical pasch mincks

0 cee
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Annex VIl. Safe Motion Planning among Decision-Making Agents

Safe Motion Planning among Decision-Making Agents

Javier Alonso-Mora

Autonomous Multi-Robots Lab :.
f h E 3:. AUTONOMOUS
Delft University of Technology R Uurr-rosoTs Lae

Starship Spencer — robot airline assistant Tesla

Limited interaction, safety and social compliance
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Autonomous vehicles

Environment

N . a
Belief update & |, observations Other agents
estimator 9
A 4
Motion planner , Robot
Trajectory optimization Trajectory
steering & acceleration
P - Weight of each motion hypothesia, 11 : Plans of all other agents,
W. Schwarting et al, “Planning and Decision-Making for Autonomous Vehicles ", Annual Review of CR&AS, 2018
2

E. Paden et al, “A survey of motion planning and control techniques for self-driving urban vehicles *, IEEE T-1V, 2016

Receding-horizon Trajectory Optimization

Often refered to as Model Predictive Control (MPC)

* Prediction based on kinematic/dynamic model

* Define the cost per timestep
* Sum up costs to be minimized

* Add constraints

» Solve constrained optimization
using numerical optimization

Prediction window

« Apply first optimal input

* Repeat N—1
arg min Z Ji(Xp,ug) + In(XN)
x,u —o
s.t. Xp+1 = f(xp, ug) X € X,f’"ee
Vehicle model Collision avoidance g
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Receding-horizon Trajectory Optimization

Non-convex optimization, efficiently solved with Acado/ForcesPro

-

arg min Z Jr(xg,ug) + In(xn)  s.t. Xet+1 = f(Xpk, ug) X € Xk{ree

xX,u

k=0

N. D. Potdar, et al., "Online Trajectory Planning and Control of a MAV Payload Sy in Dy ic Envir ", Autonomous Robots,. 2020
B. Brito et al, “Model Predictive Contouring Control for Collision Avoidance in Unstructured Dynamic Environments” RA-L, 2019
L. Ferranti, et al, “SafeVRU : A Research Platform for the Interaction of Self-Driving Vehicles with Vulnerable Road Users” [EEE IV, 2019 9

Why trajectory optimization?

MPC allows us to consider:

= Multiple objectives

= Vehicle dynamics & obstacle prediction models

= Constraints - Safety encoded and checked for explicitly

- Flexible & powerful framework

Limitations:

* Deterministic formulation Challenge 1: Uncertainty

= No interaction with other agents Challenge 2: Interaction

= Local method

* Hand-tuned complex cost function Leverage Learning and MPC

10
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Safety disclaimers: Trajectory optimization (MPC)

Constraints - Safety encoded and checked for explicitly

However:

Convex problem - We find feasible & optimal solution

Non-convex problem - Depends on the solver, but in general, we
may not have guarantees that a feasible and (locally) optimal solution
is found within the allocated time. We may need a “back-up” strategy.

-> Our problem is non-convex!!!

Guarantees up to the horizon - Need for recursive feasibility

Safe if models are accurate! > We recompute at high frequency

Challenge 1: Uncertainty

Probability of collision below a specified threshold

min

S.L.

Solutions:

-
DTG+ (3))

x, =x(0),

X, = f(x ).

Pr(x, e X)) =1 (()

T ~ P
ix = E[P]

Probabilistic avoidance

probability threshold

= |gnore uncertainty: deterministic problem with mean values & quick replanning
= Conservative: enlarge robots’ volume with their 3-sigma confidence ellipsoids
= Solve with chance-constraints or scenario-based MPC

H. Zhu et al., ”Chance-constrained Collision Avoidance for MAVs in Dynamic Environments”, RA-L 2019
O. de Groot, et al., “Scenario-Based Motion Planning in Uncertain Dynamic Environments”, IEEE Robotics and Automation Letters 2021
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Safety disclaimers: Chance-constrained MPC

How do we define the probability threshold?
- Very small = conservative behavior

Real-time probabilistic motion planning methods are at their “infancy”
- Mostly deterministic approximations employed

Challenge: Interaction

Core skills:

* Understand people’s
intentions

* Read subtle social cues

* Implicitly communicate
own intentions

* Execute safe motions

'FU Delft

Video courtesy of the Intelligent Vehicles group TU Delft - Driven by a human

87
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Interaction through communication

Robots communicate their plans & iterate to agree on collision-free plans
= Distributed Nonconvex Model Predictive Control (D-NMPC)

Very large communication & computation effort!
+ not all will communicate + hacking....

L. Ferranti et al, “Coordination of Multiple Vessels Via Distributed Nonlinear Model Predictive Control ” ECC, 2018

Interaction without communication

Core skills:

* Understand people’s
intentions

* Read subtle social cues

* Implicitly communicate
own intentions

* Execute safe motions

'FU Delft

Video courtesy of the Intelligent Vehicles group TU Delft - Driven by a human

88
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Interaction without communication

MPC relies on motion predictions

~.

N 3 @ ¢
min Y J(x,.u)+J, (x,)

RATRI [
) [CE| k=0

X =S u)

Xy
_ xb xt o+t
LR TEE i
I

future trajectories of other robots

H. Zhu, et al., "Learning Interaction-Aware Trajectory Predictions for Decentralized Multi-Robot Motion Planning in Dynamic Environments", IEEE RA-L), 2021

MPC with interaction-aware predictions

RNN-based model to output “interaction-aware” predictions
= Trained with a multi-robot simulator using centralized sequential planning

State encoder module

query robot states 2}(3 vy Qusry robot %

state encoder

Environment encoder module

P . w0 . Taby
Z5 P vE
other robots states

A‘ (P;,:r: Vf,{.,v] —:—
'

obstacles states

! 1 STM iy i 1 Fuly wmecled Clute! s Lonlensin duny [} Ak sy
! . i latgar Focing |/ featurss’ dmaraion » new dmanzizn

H. Zhu, et al., "Learning Interaction-Aware Trajectory Predictions for Decentralized Multi-Robot Motion Planning in Dynamic Environments”, IEEE RA-L), 2021
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MPC with interaction-aware predictions

RNN-based model to output “interaction-aware” predictions
Input to MPC for decentralized multi-robot motion planning

*+ Other Robols & Obstacie Stales, [P, Tah_ v, ol
Rozat 1 Hobat &
PERnation-amue Ieracian-awan
RNN RNN
Trajeciory 0Ty Trajeclory ST G s
= preﬂluons'lps SEL pradictione § B 4
Loza' Matior Flarer Local foton Plannee
MPC MPC
Cnmmlzlu; Cmmlzlu;'
X .
y RXp >
';x-" B <97
{ - % -tXJ
. i
A COR
H. Zhu, et al., "Learning Interaction-Aware Trajectory Predictions for Decentralized Multi-Robot Motion Planning in Dynamic Environments", IEEE RA-L), 2021 21

Safety disclaimers: NN predictions

MPC explicitly checks collision avoidance constraints
- However, those are a function of predictions from a NN model!

We "hope” that those predictions are close to reality
(and recompute at 10-100Hz to adapt to changes)

22
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Social Behavior for Autonomous Driving

Model interaction directly in the planner
= Estimate Social Value Orientation of other drivers

\ Sadomasochistic
LN

: _~ Competitive
h Sadistic =
. Reward to self
Weight reward self vs. others: m @ I I
(D I

gi(-) = cos ;1 + sing;1;

Reward

Altruistic
: . _Prosocial
.

/ﬁ Martyr

Reward to other

W. Liebrand et. al., “The ring measure of social values: A computerized procedure for assessing individual differences [...] and social value orientation”, 1988.
24

W. Schwarting, et al.,” Social Behavior for Autonomous Vehicles”, PNAS, 2019

Social Behavior for Autonomous Driving

Model interaction directly in the planner

= Estimate Social Value Orientation of other drivers
= Cost function g;(-) = cos ¢; 1; + sin ; r; used within MPC framework

= Formulate and solve a joint dynamic game (Nash equilibrium)

Prosocial drivers create a gap for the AV to merge

(ECP Autonomous Vehicle )y ) Prosocial drivers

W. Schwarting, et al.,” Social Behavior for Autonomous Vehicles”, PNAS, 2019
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Safety disclaimer: solving a dynamic game

MPC explicitly checks collision avoidance constraints

We use the estimated Social Value Orientation parameter of other
drivers and their reward function (obtained through Inverse
Reinforcement Learning)

- A better model of their future behavior

We solve for a Nash equilibrium

- We are "assuming” that other agents will also follow this (plan for the
same Nash equilibrium) and behave accordingly!

Interactive Model Predictive Controller

Human drivers communicate their intentions and negotiate their driving
maneuvers by adjusting both time headway and distance to others

—> translated into a velocity reference

O

B. Brito et al., "Learning Interaction-aware Guidance for Trajectory Optimization in Dense Traffic Scenarios"”, [EEE T-ITS, 2022
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Interactive Model Predictive Controller

Deep Reinforcement Learning Agent trained in scenarios with varying
cooperation coefficients

Leader and Follower States

_________________________ B .

| 0,
Int-MPC
Interactive Planner % Sahaeal 2 > - 5
</ D) ’ Ay
s KO (RO
Velocity i o PO T x
Reference | Vkuref g e .

. - , Control N B
Local Motion P B |

- anne} Rl > l«[& ,&—uUJ ’L

MPCC u;

B. Brito et al., "Learning Interaction-aware Guidance for Trajectory Optimization in Dense Traffic Scenarios", IEEE T-ITS, 2022

Interactive Model Predictive Controller

Recommendation policy for MPC

v Improves collision avoidance & merging performance
v/ Reduced the complexity of the cost function in the local motion planner
v Safe learning and execution

® MPC for robot dynamics & collision constraints

¢ RL for interactions with other agents & guidance

B. Brito et al., "Learning Interaction-aware Guidance for Trajectory Optimization in Dense Traffic Scenarios", IEEE T-ITS, 2022

93

29

30



Safe motion planning among decision-making agents

Trajectory optimization
+ Explicit constraints - Interaction

+ Vehicle dynamics g} solutions
+ Safety guarantees

Learning provides:
cost function, guidance

Learning
+ Scalable (usage of learned policy)
+ Global solutions

of guarantees
le dynamics

Trajectory optimization:
Real-time & safety guarantees

31

Summary

= MPC is a powerful tool that provides guarantees - with some challenges

= Learning combined with MPC is a promising approach to model real-world
complexity

= Challenges:
= Uncertainty
= Interaction
= Safety

Prof. J. Alonso-Mora 4 :
https://www.autonomousrobots.nl/ TUDelft &= -F
j.alonsomora@tudelft.nl

8::  AUTONOMOUS
$:* MULTI-ROBOTS LAB

32
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Annex VIII. PRISSMA project overview

PRISSMA

Project Overview

29/03/2022

De Sousa Fernandes Rafael
UTAC, France

A

3
SPHEREA

e \ «, Université .
LN nauva LITAS Systeis Zoeia— 4 Cerema [INEREY Valeo HxcUmverss  @@® APSYS L.

AVSIMULATION. _ Avowewren Tauer  TRENEEGLE

'Sl GRAND DEFI

PRISSMA

French Program “Grand Defi” on Trustworthy Al for Industry (Launched In 2019)

How to design, deploy, maintain, certify Al based critical systems

Technological pillar ,

DATAS, Al ALGO, SW, SYSTEMS engineering to design,
deploy and maintain Al based critical system

... Cooperation with French basic
research Initiatives, such as Aniti or
DatalA, and academic research

... iIndustry strongly involved in programs,
especially Al Manifesto members

. ﬂ Applications conformity
Norms pillar assessment Pillar
Norm, standard and
regulation environment
toward certification

= ceNeLec HE—)

Ensure the right
operational exploitation

Toward global strategy with coordinated programs and funding (Private, Public)

95




23 PROJECT STRUCTURE

PRISSMA

#PRISSMA : Project Descrption

* WP #6 Approval documentation

Specifications, test selection

Tool-based processes, testing

WP #1 WP #5
Global Functional (Cyber)Security WP #2 Wrs WP #4
specifications Al systems Al systems SIation Controlled Realworld
Associated Associated environment
testing strategies testing strategies testing

WP #7

Evolution
maintenance
updating

testing

WP #8

Ecosystem ?P Cn> Approval strategy according to needs and test
articulation and Ol Leelien environments

use cases

Advanced Al based Functions Al based Use cases

'Sl SAFE BY DESIGN ==

PRISSMA NITED NATION e

CONOMIC COMMISSIO}
FOR EUROPE

[EUROPEAN COMMISSION

O Mathematical modeling & learning :

v Statistical modeling vs. machine 77 v Identification of the question/scope of the
learning vs. deep learning L q study
v' Choice according to the problematic v Set the objective for a tool development,

not just a model

v Describe the data used and each
processing step

v Involve the final users to be as close as
possible to their needs

0 Method for model
interpretation :

v Direct interpretation // explanation
v Interpretation limited to a restricted
number of explanatory variables
v Global or local explanation of the
models

v’ Explanation by overlay modeling to
simplify the complete model

v" Study of individual observations

v The objective of the explanation ©
dictates the tool to be used

v Ensure generalization of model performance to
unknown/future data

v Estimate the variability of the performance by
multiple cross-validation

v Choose a metric adapted to the problem
(regression / classification / segmentation) & to the
need (more or less strong penalty for errors, ...)
and data

v Supervised or unsupervised model

v' Optimize the model to reduce prediction errors

Q Performance validation

v The model must perform well even
with unknown data

v Future data: simulations or cross
validation with available data

v' Study the predictions of the model:
bias? outliers?
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'Sl Al SYSTEM LIFE CYCLE

PRISSMA

Al system life cycle

2 o
= » _
c o € S . . 2w @ -
2 g £ o 8
2 T E §2 £ = 3 g
8 ca S £ 5% 3 g
g > 52 3 = o 3
£ g3 $3 < g5|| @ =
- 58 £° & g2l & 3
© 2 S
ML pipeline
Data Data Verification and Model
-)p -p -) - M  Operstion
* Data stores  Exploring « Feature * Model - Packaging « Maintain
+ Data streams « Data wrangling engineering evaluation - Runtime - Remai
* Cleaning * Algorithm + System environment « Update
|SO'| EC D|S 22053 * Imputation selection validation « Optimisation + Monitoring
* Normalization * Model training
and scaling * Model selection
® Dataset
composition
* Data splitting
« Labelling
© Other transforms

< Risk and governance >

Security and privacy
A P y and explainability
Safety, resilience, and fairness

23 ARTS EVALUATION APPROACH

PRISSMA

Phase 1 decomposition Conditions under which the — Subtasks of the Dynamic Driving Task that
Following STRMTG system is designed to operate * Objectiveto include monitoring the driving environment
methodology safely. demonstrate safety on (detecting, recognizing, and classifying
— - the course OD objects and events and preparing to
respond as needed) and executing an
* Describes the conditions of * Results will confirm (or appropriate response to such objects

safe operation of the system not) the "demonstrated" and events

from the generic description oDD

1. OED Study of the detection,
recognition, and classification of
objects and events associated with
the situations identified in the ODD.

2. R Study of the system response.

Defines the situations 0DD demonstrated (by
(configurations, object testing) Vs OD of actual
types, conditions, ego course

actions) that can be

encountered on the path
(within which events will Elaboration of associated

then take place) test scenarios based on
existing and comparable
scenarios (NATM catalog)

OD : "Operational Domain” refers to s als_o UDCEEEE
scenarios to test the edge

what the world actually is, which :

. " S cases that can be associated
might (in most cases will) differ from with the targeted OD.
the ODD.

ASAM OpenODD
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238 ARTS EVALUATION APPROACH

PRISSMA

Phase 1 decomposition Conditions under which the
Following STRMTG system is designed to operate
safely.

* Describes the conditions of
safe operation of the system
from the generic description

Defines the situations
(configurations, object
types, conditions, ego
actions) that can be
encountered on the path
(within which events will
then take place)

OD : "Operational Domain” refers to
what the world actually is, which
might (in most cases will) differ from
the ODD.

ASAM OpenODD

230 ROUTE ANALYSIS

PRISSMA

0oDD

Roadway surface
Specific road-users response R

Vehicle geometry (dimensions)  geometry
Required manewvers unctions
Speed range emporary structures
Transporation Usage | Fixed surrounding structures Coverage comparison

o0 @o0D

Roadvway surface

ype of information Signage Specific road-users response Roadway Edg
Vehicle geometry (dimensions) Roadway geometry
Traffic safety \ Specific 20nes
= Required maneuwvers unctions
Road-users (type-speed) | Regiony/state

| Speed range

Temporary structures
Geo-fencing

Traffic density
Taux d humidité dans lair

Temperature (i amhpn) e camnee

ther conditions

Transporation Usage Fixed sumounding structures

dway conditions

connectivity Special structures

Type of informatio

Signage

Traffic safety Specific zones

Road-users (type-speed) Region/state

Traffic density Geofencing

Taux dhum

Weather conditions

Temperature (air ambiant) Particulates
i sones umination Weather-induced roadway conditions
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238 ARTS EVALUATION APPROACH

PRISSMA

)DD Scenarios

+ Objective to
demonstrate safety on
the course OD

Results will confirm (or
not) the "demonstrated”
oDbD

0ODD demonstrated (by
testing) Vs OD of actual
course

Elaboration of associated
test scenarios based on
existing and comparable
scenarios (NATM catalog)
but also via generated
scenarios to test the edge
cases that can be associated
with the targeted OD.

&

PRISSMA

ensure that approved systems provide sufficient robustness
with regard to their performance

standardized procedure for test repetition e.g. UNR152
(AEB)

Turning &
AEB pedestrian

)

-

AEB & Stationary obstacle/car’’VRU

Pre-critical scenario to evaluate the level of caution in driving,
taking account both driving behavior and driving context

Risk of hidden pedestrian crossing

PRIORITIES AND MAIN CHALLENGES FOR SCENARIO DEFINITION

Avoid overfitting and evaluate the driving functions with edge-
cases scenarios

Generate specific and/or random scenarios

Data Scenario Scenario Scenario-
Recording Identification raction Based Testing
& Annotation o

s
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238 ARTS EVALUATION APPROACH

PRISSMA

&

PRISSMA

oDD
Definition

ODD AND ROUTE DESCRIPTORS

OEDR

Subtasks of the Dynamic Driving Task that
include monitoring the driving environment
(detecting, recognizing, and classifying
objects and events and preparing to
respond as needed) and executing an
appropriate response to such objects
and events

2. R Study of the system response.

1. OED Study of the detection,
recognition, and classification of
objects and events associated with
the situations identified in the ODD.

4 Application to a route
/ T

Reflecting on the metrics

Reflection on the content of the branches
Reflecting on the articulation of the

0ODD / Route / Scenarios

¥
*  Exchanges with

*  Other projects
*  Authorities
« Working groups

Method of route decomposition
Method / identification of critical
scenarios

Application to a route

{ Application to  route
T

v

*  Exchanges with

S| +  Other projects
*  Authorities

* Working groups

Taxonomy

Guide to
characterizing
o the ODD
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Annex IX. Towards Robust Autonomous Vehicles

cPFL
VITA

Visual Intelligence for
Transportation

Robust Autonomous Vehicles
Prof. Alexandra Alahi

Humans subconsciously Terecast the fubune
futoramous Vehices must have the same forecasting capability to harmlessly and effectively co-exist”,

Cr sy gogld

Forecasting is assental,
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cPFL

ViTA

lirre | emy=

- -

Mountain View, 201905/149

Autonomous

ALIOROMOUS

Forecast o stop

Q=== = =B
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Al must forecast agent-agent” interactions = Social Forecasting

“aganl = arry mayieeg enlity in the workd (driver, pedealirian, cydisl, )

Forecast not 0 sipp S 98% of AV accidents are due
a@ ._ ? ~ | toanunexpected stop*

wra TR B

Lausanne, 202000715 '

Sutomomous i

Bl Autonomous

I Autonomous X
| == Dur rebol fresmes in closs haman proximity

B tutonomous X
== 0ur robol doss not comply with secisl norms
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EPFL -
VITA

Social Forecasting

?
Soclally-aware /!
A o
an I
G Ay Y —
Perceiving Flanning
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cPFL
VITA

B OATE

cPFL
VITA

B ATA

Social Forecasting
(w/ pedestrians)

» Input: saveral saguencas of slates

» Qutput foracast the future states,
&.3.. next 5 saconds
= State:
« [xLy"} coordinates in time
+ Body pose [1]

+ Aftributes {e.q., on the phone, eya contact) [2] & ; - -
LD P | — Cicaraed sagaerca
- = * Forpoasted sequenon

-
el e
L P

» Challange 1: agant-agent intaractions
» Challange 2: disantangle physics from social

1]l FilFal CYPR'10
B 32 abridsbes debedcon, M5 s cions' 21

Social Forecasting
(w/ vehicles)

[y T T

* Input: saveral saguencas of states
+ sceng infrastructure

» Qutput forecast the futura states,
&.3., next 5 seconds

= s ree] SacpeEncs
= * Forpoasted sequenon

» Challange 1: agant-agent intaractions
= Challange 2: agant-scene inlerachions
= Challange 3: addiional extarnal constraints

105




i Social Forecasting |
R (w/ pedestrians)

i

Bf
WA - ol

W Social Fum:asti-r;g g
vy (w/ vehicles) -
i <

F 5
Fj B

-
— ieda ] Sacp st
= * Forpoasted sequenon

- Learning paradigms

W vl ctind Iiea |irp sl o iowd dilasal
{42 millise o aaaimphas)

X Acouracy
o lilar pralabiliy
< Ralmislnoas

A &
v
Cur -'E'%

2| e

 J AF = Pt

samErc g PP, 2

P e g G Py e

o 5 Pk | i L% B
. R L e ——
E el

LTS L g Sl T Wiy
T @ Gprpadi dvors ) Mo
FITS Pikd-Tire Dl
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R Current paradigm i

B e e, PR

- X Not Robust
- —
[ Loamed Rugrasseraton |
- — Cbseraed spouerce
-Ke = 4 Foracaated sequenca by [1)]
. ¥ Collision
- ™
- [1] rsal, B2CW 27, Top ranked modal n Trapal++ publes chalkmngs

G- Current paradigm ‘

[y T T

X Mot Robust

Chur propaosed parasgm

U== data to only learn concepts we struggle to explain
(e g, our socisl normes)

Because Solution
1. Imbalanced/missing data » Knowladge-Data

" oan
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cPFL
ViTA

Proposed Knowledge-Data paradigm

Frrgmical E\:rﬁ

ot o e bad g P

Because

1. Imbalanced/missing data

- 7] Injescling kngw legdpe in datn-gdreen vehicle majechony predicions, TRG T

EPFL
ViTA

Trajnet++

LEHS. O IETTLLY L Wil

* Data+evaluation protocols

» Challenge on Aicrowd

108

— 'y
“-F”'ﬁ = | 1 fui Tram data

Fitysically consliamed spad

Solution

» Knowladge-Data
* Enowledpge a= inpul



R Autonomous driving :

« Careful assessment needead @
= Trying every traffic situation -
< "Smart and automated” assessment (-:b

« Ageneralizable model is required

Safety criical o Working maodel in the available dataset (%)
task o Robust model in different situations (2

iha S-attacklibrary .

S-attack library: A smart and automated assessment for
trajectory prediction models

Assassmeant in terms of:
#» Interaction with other users: Social-atiack

« Interaction with infrastructure; Scene-attack

7
4 =
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ek New evaluation protocol

. [ Loamed Rugrasseraton |

P
£ r‘h\

1] S-atiock Nbrory, Wipss-aiisc gitbab oy

iha  Quantitative results

B e e, PR

Outcome

+ New evaluation hased
on realistic adversarial
axamples [1]

v Robust training

— Cbseraed spouerce
= e Foraaaied saquercs by [2]
Pardurbed chseralion by < 7 om
Foracaated saquercs laading 1o clison
¥ Collision

2] s, B2OW 2T, Top nanked modal i Tramal++ puble chalbngsa

B Criginal
coliion rate
ELSTM (CWVPR 1G] -
EoAH (ERA 1) H24%
S-GAN [CVPR'1E) 13.8%
Dol ITS2021) T
__ﬂu- g S-ETGCMN 16.3%
N, {EWER )
: F‘\\ PECHel [ECOVE | 15.0%
.

7] S-atnck Normry, heipd s\ e-atisc g bk by
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cPFL

Qualitative results

B e e, PR

VITA
“,-\\H L"“:-:\ ""k
-\-K‘-\l\-\.l i T g H:'H.r I. .u-.-\' “"‘-\-.-:-"'C.\_ =
. Koy .
D-Poal[ms 2021] S-STGCHMcves 2] S-GAN[CvER 18]
g

1] S-atiock Nbrory, Wipss-aiisc gitbab oy

cPFL

- New evaluation protocol -

[y T T

Outcome

+ New evaluation hased
an realistic adversaral
examples [1)

[ Loarred Reprasseeaten | + Robust training

- R T ET T T
__@,__h::a‘; = & Feracasted sequence by [2]
L]

Pardurbed chseralion by < 7 om

JQ‘ Firasahe saquercs laading le colison
a “‘-.\ ¥ Codlision
=
=[] S-atinck Mbmry, Wit feattac gehab b [Z] real, OOV 2, Top ranked modalin Trapal++ public chalengs
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Gha-  New evaluation protocol

B e e, PR

Outcome

+ New evaluation hased
on realistic adversarial
axamples [1]

| Leared Reprasetalon | v Robust training

L e—
mq_l Wi CF-road

I rajesiony p §on works. but not everpeher. CWPR'22 2] LameGON, ECCVED, Top mnked model in Amovers pubdc chalenge

Pendiction

B OATE

G Scene generation

[y T T

o " » »
) Alomic scene generation functions

A |
o e wehabes l
o anbian Dhesraatian 111 Jesarsatian
= Gezund Truth = aund Tnrh — Grousd True
L Pesdiciizn e —— Pradictian .= | — Pedatien
Simpls tum Double tum Rippls road

B ATA

1 trajesiony o §on works. but not sverpwhee. VPR 322
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iha  Quantitative results

DT {ECCWYA0) 2% a2%
WS [arxia) 1% 63%
Lare 30N (SO0 1% BE%% = 465 w aug
- :
74
- .._I
—— i
;*fa’;: e = / — Dtter eticien
e Diher Vehichey e A —_
— DbasrENLOn ___.-_'_." " N s Clawrvabios o "_.-"".' L m
—— Groansd Truth ___.-_;'.-'" — Garceandl Traih
l — Preckaies e — Bepiciion é. —— Prmbrimn
(g WINAT doy LanglI"N

1] Wehicle rajeciory predicion works. but not everpehemn, CVWR'22

iha  Discussions

L

Abda

>
{

|“- = = = T [] ] - = T = = = = ] L] = = =
E % B8 AN HOR

bbdswsq

- O
L

=[] Vehicls majeciory predicion works. but not everpvhems. CVWR'22
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cPFL
ViTA

Social Faracasting

Soclally-aware
Al

S Ak LY

Pearcaiving

WA

EPFL -
Vs~ fOpen Science

Perception:

"
|
?M

e

Planning

[1] 5. Kratzs & Bl Opan® et library for pose astimation, CVPRE, ICEV21T {licansad)

[2] L. Bertoni ed al., 30 perceptian library, ICCV'19, ICRAT21
[3] L. Bertonl &1 al.. Farcaking Soclel Distencing, ITS20

[4] G. Adaimi et al., Deap Visuasl Re-idenifcation with Confidence, TRC"21

[8] T. Mardian &t al., Detecling 32 human atfribules, ITS"21
Frediction:

[6] Kohari e al., Trajnal++ library for spatio-lemporal forecasting tasks (=15 mplemented models)

[7] Kodner & Bl Socal Anchar, IEEV'2Y
[B] Liw el al., Social NCE, 10CW 21
Planning:
[H C. Chen &t gl Crowd-Raba Inlerection. ICRAMS
Generative models:
[10] ¥ Liu® et al., Collsboredve Sampling in GAN, ABAIZD
[11] A. Cadier et al., Deap 5VE, NeurlPS'20
DCM + MH
[1Z] B. Sitringar &f &l., L-MYL. TRE I
Test-time training:
[13] ¥ L™ etal, TTT++, RaurlP5'21
Tools
b [14] Video Ulimale labaling
[15] 5-atteck library, CVWPR'Z2
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Annex X. Know the rules well so you can break them effectively - Can we
ensure AVs drive safely?

Veed
mobiLitH

“Know the rules well so you can break
them effectively”

Can we ensure AVs drive safely?

March 2022 JRC XAl workshop

About Reed Mobility

« 15+ years in cutting edge transport research,
background in psychology / HF

» Academy Director at TRL and lead for CAV
research (2004-2017)

+ Led portfolio of £50m+ projects (GATEway,
SMLL, Helm UK, Move UK, Convex etc.)

« Head of Mobility R&D at Bosch (2017-2019)

+ Founded Reed Mobility, June 2019 — current
activities:
= Expert panel producing recommendations on ethics
of automated driving (European Commission)
= CAV standards programme, funded by CCAV (BSI)
= Automated Vehicle safety assurance scheme (DfT)

reed mobility
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Project: Horizon 2020 Commission Expert Group to advise on
specific ethical issues raised by driverless mobility

* 14 experts, variety of
backgrounds

* Non-exhaustive review

* 18 months: meetings and
stakeholder workshop

* Not EC position but published
with support of EC and taken
as an input to inform future
research programme

reed mobiLitH

Project: Horizon 2020 Commission Expert Group to advise on
specific ethical issues raised by driverless mobility

- 14 expertS, Variety of | Nick Reed, Reed Mobility red ez, | [areko Varens, W0 TNO |

backgrounds
- Non-exhaustive review 9 @
» 18 months: meetings and i |pau|apa|aae LR

stakeholder workshop |
* Not EC position but published

with support of EC and taken

as an input to inform future
research programme

| Leon Kester, TNO T™NO | | Tania Leiman, Flinders Uni. ﬁ[—ji!u_ier5|

Reed, N., Leiman, T., Palade, P., Martens, M., & Kester, L. (2021).
'y Ethics of automated vehicles: breaking traffic rules for road safety.
reed mOblthU Ethics and Information Technology, 1-13. https://doi.org/10.1007/s10676-021-09614-x
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European Commission — expert panel on CAV ethics

Connected and Automated Vehicies (CAVS) have the potential
to make transport:

SAFER GREENER MORE ACCESSIBLE

Image credit: European Commission

ETHICS of Connected

https://ec.europa.eu/info/news/new-recommendations-for-a-safe-

and-ethical-transition-towards-driverless-mobility-2020-sep-18 en

reed mobiLitH

European Commission — expert panel on CAV ethics

Safety

Transparency

N\

1. Ensure that CAVs reduce physical harm to 11. Prevent discriminatory differential service
persons provision
2: Prevent unsafe use by inherently safe design. 12, Audit CAV algorithms
L1 Define clear standards for responsible open 13. Identify and protect CAV relevant high-value
road testing. datasets as public and open infrastructural
4. Consider revision of traffic rules to promote JESouEces
safety of CAVs and investigate exceptions to 14 Reduce opacity in algorithmic decisions.
RoeE o pliance with sxiaHinig Tuiles Oy CAVS. 15. Promote data, algorithmic, Al literacy and
5 i lities in ity amang public participation
toad Users (16 Identify the obligations of different aqentsw
6. Manage dilemmas by principles of risk involved in CAVS,
SR DDA T LA A AR 17. Promote a culture of responsibility with
7= fe d ir ional privacy and ir respect to the obligations associated with
consent CAVs.
8. Enable user choice, seek informed consent 18. Ensure accountability for the behaviour of
options and develop related best practice CAVs (duty to explain).
s L P s 19, Promote a fair system for the attribution of
9. Develop measures to foster protection of moral and legal culpability for the behawviour
individuals at group level of CAVs.
10. Develop transparency strategies to inform 20. Create fair and effective mechanisms for
users and pedestrians about data collection granting compensation to victims of crashes or
and associated rights. ) L other accidents involving CAVs, )

Image credit: European Commission

reed moblity
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Recommendation 4

Consider revision of traffic rules to

ETHICS or (o e promote safety of CAVs and investigate
exceptions to non-compliance with
existing rules by CAVs.

reed mobiLitH

When to break the rules...

* Rules are a means by which road safety is achieved but
non-compliance is sometimes necessary to achieve
greater road safety

* How should an CAV manage this?
» Change the rule?

« Hand control back to human driver to decide?

» Not comply but CAV must be able to offer reasoned
explanation as to why it was non-compliant

reed rnoblity
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UK review of regulatory framework

« Law Commission of England & Wales / Scottish Law Commission
» Four-year review of regulatory framework for AVs (2018-22):
https://www.lawcom.gov.uk/project/automated-vehicles/

First consultation asked respondents to consider two scenarios:
I. exceeding the speed limit
ii.  mounting the kerb

reed mobiLitH

Views expressed in consultation

* No agreement from industry/experts; wide spectrum of views
» Breach never permitted
* Breach permitted in minimal circumstances only
» General principles to identify when breach of rules permitted
» Specific description of when & how breach permitted

* Views reflect differing perspectives/assumptions about
* Level of safety risks posed by breach
* Reasonableness of response
» CAV capability

reed rnoblity
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Enforcement?

* Not all breaches by human drivers lead to charge for breach

+ Often no charges unless
» Breach observed directly by or reported to police
» Breach impacts others
* Prosecutorial discretion exercised
+ (rather than in/formal warning/counselling)
* But availability of CAV data is critical here
* When and how should CAVs be charged?

reed mobiLitH

Strict compliance or discretion

* Programming for strict compliance with traffic rules may not
necessarily achieve optimal road safety
* Programming for discretion is very difficult

* Impossible to anticipate every situation where discretion might need to
be exercised

« Environmental conditions, traffic and other road users vary dramatically
between domains and over time in any one domain

* No training data set can exhaust all possibilities

reed rnoblity
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Example 1 — Crossing a red light

Green light allows
vehicles to turn from
sid d

AV must wait
at red light

Ambulance cannot

~ pass AV waiting at
red light

reed mobiLitH

Example 2 — Exceeding the speed limit

Pedestrians
waiting to cross

Colli
avoided if AV
accelerates?

due to oncoming traffic

reed moblity
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AV crosses solid white

line with traffic light on [
red signal to allow
ambulance to pass

Human driven vehicle
edges to side of their
lane to allow ambulance
to pass




Ethical goal functions

* Al systems cannot independently ‘learn’ to derive ambiguous
human values from human behaviour or human feedback nor apply
them to new situations

* Even if sufficiently large training datasets were available, CAVs
cannot develop underlying ethical principles

* Proposal for ethical goal functions
* How are these developed? By whom?

» Democratic legitimacy?

reed mobiLitH

Recommendation 1 & 5

Ensure that CAVs reduce physical
ETHICS or a0 harm to persons.

Redress inequalities in vulnerability
among road users.

reed rnoblity
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Metrics for safety

» Reduce harm, for all and for each category of road user

» No other possible benefits would compensate for an
increased risk of physical harm

* Risk distribution — redress inequalities in vulnerability
among road users

» Dependent on ability of CAV to perceive road user
categories

« Comparison depends on safety data

reed mobiLitH

Recommendation 6

Manage dilemmas by principles of
risk distribution and shared ethical
principles.

ETHICS of Connected

reed rnoblity
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Dilemmas — risk management

+ Driving is a continuous process, balancing multiple objectives and
risk
* Dilemma situations may emerge organically from adherence to
ethical principles
« Maintaining adherence to these principles should not conflict with
ethical / legal requirements
+ Importance of:
« Transparency in developing ethically and socially acceptable
operating criteria
+ Data sharing to review outcomes of dilemma situations

reed mobiLitH

All depend on fundamentally on data

* Need to be able to aggregate and analyse continuous
data from AVs
» Accurate
+ Standardised
« Comprehensive

» Shared

reed mobiLitg
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Digital Commentary Driving |reed ="

Decision LLLL

Feedback re=mmmmm——— - /

IP bubble

"l —— ——— ] - ————
Qo
snnnsnsnnnnnnnn S O lqunnnn
8 O

moblty e

PKS

Insights  4¥MS

A review of cay safety ben

" and a proposal for
Ommentary Driving* ¢

Chmarking
a "Digital
echnique

Reed, N., Balcombe, B., Spence, P., Khastgir, S., & Fleming, N. (2021). A review of CAV safety
T benchmarking and a proposal for a “Digital Commentary Driving” technique. BSI Report.
reed Y lOb|L|tH https://www.bsigroup.com/en-GB/CAV/cav-resources/safety-benchmarking-report/

What we need...

* Industry standard on data collection

» Agreed protocols for data sharing

» Clarity on ethical goals for automated driving

 Societal engagement on definition of ethical goals

reed rnoblity
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Annex XIl. Robustness testing for automated driving as an example of the
BSI’s approach to Al cybersecurity

R | Fetent ofice Deutschland
°rr | for Information Securiny Dlgltal'sichef'BSI

Robustness testing for automated driving as an example
of the BSI's approach to Al cybersecurity and safety

Dr. Christian Berghoff, Dr. Arndt von Twickel
JRC Exploratory Workshop .Toward explainable, robust and fair Al in automated
and autonomous vehicles: challenges and opportunities for safety and security”

Online, March 30th, 2022

General BSI perspective, actions and plans
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Practical Criteria and Auditing of Security-Critical Al: Considering
it as an Embedded System in the Use-Case Context is Necessary

Decision-/ Control-System BSl-relevant aspects:
* Performance

* Robustness

* IT-Security (Integrity)

Safety
Explainability

Non-BSl-relevant:

* Fundamental ethical
guestions

* User acceptance

l;ﬁ Actuators

\ Environment

Y Biapicked
B[l b Sy

Practical Criteria and Auditing of Security-Critical Al: Considering
it as an Embedded System in the Use-Case Context is Necessary

Decision-/ Control-System BSl-relevant aspects:

* Performance

* Robustess

« IT-Security (Integrity)

 Safety

* Explainability

Non-BSl-relevant:

* Fundamental ethical
guestions

* User acceptance

B

Environment

ll‘-\ Actuators

How to audit and regulate Al-systems?
— first approaches exist, e.g. European Al act
— BUT: methods and tools either do not exist yet or are not yet practically applicable

| it
B [ by
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The Complex Lifecycle of Connectionist Al-Systems Leads to
Qualitatively new Vulnerabilities

Symibaolic Al
% ;
o
et GecQn, besl. funing pnd infes aion X
Developer > ng Lk b }‘ )
u a/n\:u
Connectionist Al - o
¥
B Decison; B
iabrelad dara cat nostdata | oo e e
akamitnm o
B DATETELATE -
Domsndary F ke
canditan:
A
cavetoper €20 I AL e >“
TEargat "L alcuiatinn
walua i
= J g ,?:;....
nifintes i - I
L .
..... ny /‘} _.- P Dacison: 8
- e - e s T
teatunes of AMET IrANING tETnATES
cata gunar i 1ML abgaritbun ur dseachoan
= transher natwork inte n-ne-u: o
| Planning Drata FuabiaThan Operation |

| oo
B [ b Sy

Multiple Views on the Al System Development
Process - Formulation of Requirements

A

Q Planning

*input and state
spaces are huge

*black-box properties

*dependency on
training data

= the whole life
cycle has to be
considered

/\/\/\/\

Data
Flanning Training Evaluation Operation
Oparation Problem staterment m:qulsﬂ:mn Parameters Setting imglermentation
Ancailable solubons Pre-processing Data set Relevant input Hardware
Personnel Augmentation partitioning classes embedding
Data set Lakelling Repetitions Whitesvs-black-bax Sensors &
Al model Quality assurance || Validation Perfarmance actuators
Training Leaming method Stop criteria eepeatability User & enviren-
Fealure selection Pruning Test cycles mient interaclions
Evaluation Rur-Lime systern
* Reliability (treatment of errors)
= IT security
* Acceptance criteria (Acceptance vs. Risk)
o * Documentation
' B [ by S iy
-
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[terative Development and Refinement of a Modular Catalogue
of Requirements and of a Modular Toolbox by Investigating
Concrete Applications

Al-mode]

use case 1
adjustment-
theory effort

/ I
/ use case 2
Al-model -
e, -
modular
requirements

madular Al-model
tonlbios use casen

practical
testing

The Goal is to first work out a few use case-specific technical guidelines
| e (TRs) followed by a modular TR

A Sehwtm i o

S — BS| project (AlMobilityAuditPrep) started in December 2021

Open Challenges
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Open Questions in the Context of Auditability,
[T Security and Safety

acceptability of uncertainty
‘., and failure probahilities .
e task space size

vs, verifiability

etam |
e SYSLEM e ;

el

Data \\ generalnzah:l:ty
IID-assumption vs. labili

huge IhpLﬁ. space Sy

integrity & )
across supply chain

safety trustworthiness 3

=}
3
v

informed

education
decisions

& training

ML
— whitebox access vs.
plasticity vs. intellectual property

stability
/ cost of high guality attacks
vs. high quality defense

farmal definition,
metrics &

complexity vs.
interurewtg! lity

analysis  drift vs. update &
approach test frequency

Y Biapicked
B v b Sy

How to Achieve Acceptable Levels of IT
Security, Safety, Audit Quality, Robustness and
Verifiability?

Z high k. )
C D= \\\ %
BT .
325 Sz ... acceptable
oty = level
=
m
QF s
“:ﬁ'ﬁg advance
28 technology
23 via R&
-
S=E
TRE I high
g ow ig
3
o

complexity, task space size,
uncertainty, generalizability, scalahility,
plasticity, [ow cost, perfarmance ...

| it
B [ b Sy

create favorable boundary conditions
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Robustness of Al Systems
(Project with ETH Zurich / Latticeflow, 2020,

Report available at www.bsi.bund.de/KI)

Test and Improvement of the Robustness of
Neural Networks

Geometric @ @. m

Sign stickers m Elicit propertias

Robustness properties

LA, %&‘ﬁ\g Robustness (il &y 95% [ virectsuniight
ﬁ E ““O" = fetin E W 56.2% . Similar background

Test dataset  Neural network %ﬁ

Robustness scores Failure modes

Improve dataset and network

|

i
¥

ety
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Test and Improvement of the Robustness of

Neural Networks
Test neural network Elicit custom properties Gain Iinsights
Basic properties (54.1) Refined properties (54.2.1) Generalize failures (54.4)
Proparty Failures Score Basic brightness  Adaptive hrightness Failure regions
= . [y - » |
{ S -~ S 3 | 3 T Laimhabd
o -y I b y = I a 2
8 m‘ ﬂ 92 4% ~ Morlel A Madel B
= - =1 L {mastly robust)  (highly non-robust)
5.0 SISISY =
o Task-specific properties (54..2.7) Find failure modes (54.5)
., WO o W[
@1 U E Sy 56.2% Commuon New property Skl e Chject
. misgredictians ~sign stickers” background sunlight occlusion
#® |.:'- Improve dataset and properties based on failure modes (§4.6)

Robustness against Stickers

* Naturally occurring stickers

™

L) |

i

)

* Data Augmentation

Traffic Sign Stickers

33.8% 27.2%

SELF-TRAINED PRE-TRAINED

inserts a single sticker
of varying position,
size and orientation
on the trathc sign

| oo
B [ b Sy
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Naturally Occurring Perturbations as a Challenge

Nom B_| FE N

Sun Reflection Bending Occlusion Border Type

2 A|Al 2] EJ1™)

Traffic Sign Type Night Reflection

d ADH Y B

Dackground Light Wern Malerials Multipie Signs Shaduws

Y Biapicked
B v b Sy

BSI:
- Al-related documents

- involvement in national & international
standardization efforts
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BSI Documents on Al Security (www.bsi.bund.de/KI)

*Secure, robust and transparent application of Al: Problems, measures and need for action: presents
selected problems as well as measures for security- and safety-critical applications with regard to so-
called connectionist Al methods and shows the need for action

*Al Cloud Service Compliance Criteria Catalogue (AIC4): provides Al-specific criteria, which enable an
evaluation of the security of an Al service across its life cycle.

* Vulnerabilities of Connectionist Al Applications: Evaluation and Defense: Review of the IT security of
connectionist artificial intelligence (AI) applications, focusing on threats to integrity (Frontiers in Big Data)

*Reliability Assessment of Traffic Sign Classifiers: evaluates how state-of-the-art techniques for testing
neural networks can be used to assess neural networks, identify their failure modes, and gain insights on
how to improve them

*Towards Auditable AI Systems: Whitepaper with VdTUV and Fraunhofer HHI based on international
workshop in 2020

*The Interplay of Al and Biometrics: Challenges and Opportunities: article in IEEE Computer in 2021/09

]
B[l b Sy

L]

BSI & Al: Involvement in National & International
Coorperations & Standardisation Efforts

National
* BSI-Vd TUV working group on Al with a focus on mobility
* Exchange on Al within German administration with BMDV, KBA, BASt
* German DIN Artificial Intelligence Standardization Roadmap v2 Mobility working group

International
* EU Commission Al Act
* ETSI's Industry Specification Group on Securing Artificial Intelligence (ISG SAI)
* ENISA Adhoc working group on Al

-

| it
B [ b Sy
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Annex XIl. The actual ethics of Al for AVs: from autonomy to attachments

The actual ethics of Al for AVs: From
autonomy to attachments

Jack Stilgoe
Science and Technology Studies, UCL

Driverless
o) Futures ¢

The
Alan Turing
Institute

Gimeo

“Should we kill the nun or the
baby?”
- anonymous Google executive

-y

l_l

]

e

e
& s
> | ) : | o
Q (L
R Jil
[

Source: Moral Machlre experiment
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Autonomous
Driving

—

“Waymo’s ultimate goal is to develop fully
autonomous driving technology that can
take someone from A to B, anytime,
anywhere, and in all conditions.”

‘ Let’s Talk

QLiTO00

Myths of autonomy

« The machines will drive like humans

» They will solve the problem of human
error

The tech is just around the corner

Everyone, everywhere will benefit
No new infrastructure required
No new rules required
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Heteronomous vehicles

“Only a rock is truly autonomous” (Mindell)

AVs are conditioned and ‘driven’ by people
outside the vehicle

“Ironies of automation” (Bainbridge) and
heteromation (Nardi and Ekbia)

Potential tensions with autonomous, mobile
individuals

‘Everything will be designed by
engineering, not by legislation... The two,
the car and the road, are both essential
to the realization of automatic safety. It is
a job that must be done by motor-car
manufacturers and road builders
cooperatively’

Normal Bel Geddes , 1940
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Social and technical

In the car: algorithms,

attachments (e eett=t e

On the road: infrastructure,
/ connectivity, other road
users

In the wider world: hidden

labour, markets, uses,
regulations

Source: Tempe police
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TOYOTA Company  Newsroom  Mobility  Sustainability IR |

Resumption of Services of the Toyota e-Palette
Vehicle and Additional Safety Measures at the
Tokyo 2020 Paralympic Athletes' Village

Announcement

fl¥linl+

Having taken steps to ensure greater safety and security, Toyota today announces that The Tokyo Organising
Committee of the Olympic and Paralympic Games has decided to resume operations of the e-Palette mobility
vehicle within the Athletes’ Village.

Operations of mobility services were suspended in response to an incident that occurred at the Athletes’ Village
on Thursday, August 26, 2021, when the e-Palette collided with a visually impaired pedestrian.

To ensure safe and secure traffic flow at the Athletes’ Village, there are three crucial elements: pedestrians,
vehicles, and infrastructure including guides. By analyzing this incident from the perspective of these three
[ ]

Resumption of Services of the Toyota e-Palette
Vehicle and Additional Safety Measures atthe -
Tokyo 2020 Paralympic Athletes' Village l

Arrzunzemret

L

4

As aresult, the pedestrian entering the intersection came into contact with the vehicle.

Based on the thorough verification of these facts, Toyota, together with the Organising Committee, has
determined that ensuring safety at an intersection without signals is not something that can be handled by
s Eg.dgsoman s, operators, or guides alone. It is necessary for all three parties to work together.

139



Innovators’ strategies for
attachments

1. Brute force
2. “Solve the world one place at a time”
3. Heterogeneous engineering

“You could you could spend all your life solving
every encounter and every use case, but you can't
have full coverage... How do | minimize an infinite
number of use cases? | reduce the complexity of
the space” (Interview)

Layers of rules
from concrete to
culture

([Crowrm Copyvigai Reivrmd.]

Physical - you cannot PER oS

Leggiyyou must not HIGHWAY CODE
Advisory - you should Towed by the Ministr of Toumspor

with the authority of Parlisment in
pursuance of Scction 45 of the
nOt Road Traffic Act, 1930,

Normative - we do not

(Technologically and
socially mediated)
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Ethics and responsible innovation for AVs
(forthcoming, UK CDEI/CCAV)

1. Road Safety
— How safe is safe enough?
— 0ODDs and system safety
— Road rules
2. Explainability and Data Sharing
—  What is happening/what happened and why?
—  'Ethical black boxes’
3. Data privacy
— Inside and outside the vehicle
4, Fairness
—  Distribution of risk
—  Vulnerable road users
— Biases in training data
—  Accessibility and inclusion
5. Transparency
—  Labelling, terminology and public information
—  Consultation and trials

abe do you think self-deving wehicles should be?
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How can “;u.’ kn(m.' i.l .r;;-ll'—dr.'i.\':iﬁg car is safe? S O u rces

3885 e Facr
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o & Meivics »

The attachments of ‘autonomous’ vehicles

:' frontiers

Code, Culture, and Concrete: Self-Driving
Vehicles and the Rules of the Road

Chus Tamsrt ™', Do By, G Puokbuans’ . Patmy Josam, s Mirny st
P —

QAT
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Annex XIll. Towards Explainable and Trustworthy Autonomous Systems

The ORI

Towards Explainable and Trustworthy
Autonomous Systems

Lars Kunze

JCR Exploratory Workshop

29 /30 March 2022
L ] ’ I I
COGMITIVE Rasponsible
ROBOTICS GAD Technology
ORI OROTICS Institute
e
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ystems are Changing our World

Autonomous

Why explainable and trustworthy AS?

* Because accidents will happen! [Fe_oo ==

* Explanations are key to
understand what an AS has
seen, planned to do, and why.

*  Trustworthy systems are
transparent, responsible and
accountable,

Tha truck
/ HOT 10 SCALE
ATy
i
¥ % -
WL Twewin oF
L] = ¥
Bacend from A
ﬁ}—rl:: i\
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O FORTY

Explainable Systems

Explanations in Autonomous Driving: A Survey (T-ITS 2021) =) OXFORD

Need for Explanations: Types of Explanations:

= Why? (factual)

Explanation
*  Transparency

= Accountability * Why not? [contrastive)

»  Usability & Trust *  What if? (counterfactual)

+ Standards & Regulations {eg GDPR} * How to? (counterfactual)
@

Stakeholders: a i Other Aspects of Explanations:

« Users =  Succinctness

* Developers, Technicians, Operators * Comprehensibility

= Regulators, Palicy makers, Insurers * Faithfulness

Orneiza &1 al 2021 IEEE Transactions on Intelfigent Transportation Systems |
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A Framework for Explainable AVs -

O FORTY

Bywiom Mansgamaent

Unmr intwrizcs

Accitiert inveutigator
Wi dud s ci bestwesen s £ ang 7

Wy ol e Lk ik T
[ { g
il af B3 Enpignafcn
o anpasaon & 08§
i &
o D'i"' Explaeation
Colocioe oF wapdanaons
Evplaraion Log = Explaingr

Eaplanation Forceplion B Localsaion = = Pamning - Conved

& a i
Seh0id Pt EL Itsath Bashiarviods B Moton Plassing Weliols Conirol & ACTusson
Seninorh ja g, Camri B tehmem Planring
L&A, HADAR Lsgiterinal
GFE. LN &
Lol ool
A ncpimmannn Fath Plan=rg

|Ornetza et al 2021 IEEE Transactions an Inteliigent Transporiation Systems | |

Sense—Assess—eXplain (SAX)

= OXFORD

ASSURING
The aim of the project is to build trustworthy AUTONOMY
autonomous vehicles that can: IHTTRMATICRAL FRCGEAMMT

= sense and understand their environment,
* assess their performance,

* explain their observations and actions, ...
...in on-road/off-road driving scenarios using

traditional/alternative sensors under varying
environmental conditions
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SAX Dataset: One platform, different environments = OXFORD

141 hours | 3700 kilometres | 200 terabytes | >10K of labels

* Sensing:
* Radar
* 3D LIDAR
* GP5
* Camderas
* 20 LiDAR
* Microphones

* Control signals:

* sleering

* braking

* accelerating Demonstrating Integrated systems in
challenging real-world environments across the UK
(Oxford, London, Milton Keynes, New Forest, Scotland)

Road Commentary =) OXFORD

Explanation Driving Dataset
= 11 hours driving data
*  Driver Audio Commentary

Example:

* Owertaking a cyclist
{in collaboration with
London Advanced Motorists)

How can we generate such
explanations?

RoodSmart
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How to generate explanations? =/ OXFORD

From Image to Explanation

Current lane only allows
right turn.

Change to left lane, as
current goal is straight
ahead.
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Semantic Segmentation

Current lane only allows
right turn

Change to left lane, as
current goal is straight
ahead.

Scene Graph

Current lane only allows
right turn

Change to left lane, as
current goal is straight
ahead.

149



Explanation Generation

Planning /

Scene Graph Decislon Making:

« Changelane vs
StayCnlans

Explanation
Partial Generation:

Segmentation
« “Changelans

because goal

loncation is
Sfrawght ahead”

Image (RGEB)

I

Understanding Dynamic Scenes

The ROad event Awareness

Dataset [Singh et al 2021]

18 annotated drives
taken from Oxford
RobotCar dataset

Road Event =
{Agent, Action, Location)

(HI's RobeobCar 0 00 200 'ital} B0O 1000 1200
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Scene Graph for Road Events =/ OXFORD

|

I
KT n ot .
NeesiteT m (L T vl m s

" ) | . i : i
hitibsi ..__-_l-l'k..-J.l N Mo Amay L woll Rl Vesidide A ||-c___--"'"-|-" fay Sriabile Rl :-I.'_ Siadhile
e, T S, . e
lan | e T i
mln
T
Wichll st

Evolving & Clustering Scene Graphs =) ONFORD

Clustering scena graph embeddings hased on ego-
wehicle action [eg Mov [ Stop actions)
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Predicting and explaining driving decisions in natural language %] ONFORD

“The wehiche stops because the
fraffic hght tums

Preliminary Results: End-to-End Explanation Generation =] OXFORD

Input: Jhe car siows slowing a slop stop” +  because the light is red
* Images

Laequence) s to & stop” + because the ight is red’
Output: Jhe car slows slowing a stop stop” + because the light is red red”

= HNL Explanation _
Ahe car slows to a stop” + becausa tha bght s red”

Training data:

* Speed, Accel &
Course

*  Textual Action
Description +
Explanation

JAhe car is slopped” + becmese he because & red”

Aha car s stopped” + becausa tha bght 1S red”

Jhe car is driving forward because the” + &5 the traffic 5

JShe car i driving forward” + because traffic is maving freely ©

Ground Ttk

Future work: Integration with 5cene Graphs

Fai
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Summary: Explainable Systems =’ OXFORD

IEEE [T5C 2021
A : = LT :
: Autonomous Yehicle : planation aigorithm -
; - s i i~ -dniTma - @ IEEE IV 302
: Parcaption : ' ' EES A A
. p‘ et e o arsn 5 FIssLIT o e LT WEEE F4TS
defections. detechon algonthms: v : £l Workmhop 207 )

usir Sty irinrvies
(= AT

plars, planning aligorthms .
i —x

,I, I_,-» amahu:le with
hazard lights on ego's
1 Action ?anﬂ 50 B0 MOVES
4 -—P o
ahop, meva, e changes : ) Sk io the right lene. ./

Evaluston
{nssoss: intelighity, confiderco)

IEEE 0 {00 Jonilan’ ninvid]

O FORTY

Trustworthy Systems
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RoAD — Responsible AV data

Satety-critical Scenarios Smmulation Standards & Regulation

L= T
e ]
v ldade AV
'
a3

LINPVERSITY OF LEEDS
ti dow T ol sy (VTS]

s

Road Overview = OXFORD

Safety-critical Scenarios Simulation-based Dats Collection Regulations & Standards

UMNECE
= Event Data Recordes (EDR)
= [Data Storage System for
Automated Delving |DA5AD)
—_— ITU FGE-AMAD
«  Auiomated driving safety
date protocol
UK Law Commission
= 3 consultation paper

»  Shared vs full autononmy
{LNE ws NLIIE]

*  Transithon demands

= WRU collisions

= Lowimpact collisians

=  Runower events

= Near-miss ewents

= Sansor malfunction F,

= "Tha Mally Problem” o sty TRLY

a8 *':.‘:.::.;':i :,_E;__ - | | %{)
I 0= $3686
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Expert Interviews =) OXFORD

TaRILE |

& Find]ﬂgs & Themes: INTERNTEWED STAKEINGLOUES: CabE, TYFE akn FOCLs
L R-Ecﬂrded Da‘lﬁ Cafic Ty of sskiinbder  Foces nf sdkcholls

O vl sy Exaussbrian nnal wecm

. 'IlulridEﬂ CRAT Tl iy Prleurans & miler en
wehsulbes mad wes
: (813 Fruduriary D cxCiiiny iy
& Lﬂcallﬂn L&) Privicasiomsl Senur Chgen and duss
. CE3% Tl amimty Polps - cvigee livvesiipiteon
«  Mear Misses P Perdanioral law Cammison
B35 Erdusitry | s
age %M Arndemam Amrnorran e weheclm
= Use & Liility of Data 213 b Rbutici
i : P Pualiymraskinpy’ gow Vbl Minsiry of Trarspaen ansd
- Sﬂfﬂ T 'fl. msurance, ac[!dﬂﬂ E_, crmemcrial Diigital Infasiriciaie {Cormmany |
T [-% brudusar, Aginogris e vehcle anfrawm
ather crimes [P frsdiry [P
514 s it T Crbwrdaw spacialin
E-EX Fruusiry [lata mandgeocrl cimeaiias
EEE Soctil, Flacal, and Legal Challosge: Toa P11 Prdeaa iy Axeatiom lawrver
Amommous Yehicle Dale Becondsn P13 P rdema sl Farmer ar mxubmd evestganr
Trans sl on o s e e e s 1 C5M Coel anciry Cyclng
Bollizent Padis Policymokngd gov-  1TU Poom Geoup on A for Au-
bl IEIIIE = efmdieral winsnink @ s bed Doving
Transpor Taban 5-3 Acubeiran A ppregasd Harsalogmiion-
’ 5 piparal Fof Everdl Reosder Dials
""'f'ﬂem Tow Apineroesd. Dheving EAMEAIT
| T-TS)

3] Lrubimsisy AN Masuifsohay e gii

Laruber e e

RoAD - Software tools for recording AV data in CARLA =) OXFORD

RoAD Recorder:
Ithu

Example Scenario
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RoAD - Event Data Recorder = OXNFORD

Duate-Tine

Evanl Trigger |
Accelorntor Pedal (%

Defta-V Lateral (mis)

Dalla-v Longihsdmal [rmis)
Engine RPM (rpm)

Altituda (m)

Lutitude

Lo | B0

Lateral Acceleration {mis*Z}
Latoral Welncity fiomih)
Lengibadngl Acceleration [me*Z)
Longitudinal Velocity (emih)
Marmal Acceleralion (mis™2)
Mormal Yooty (kmih) -
Sarvita Brake TEITTITITE T S iTITTIT s FETETITDD

Sisaring gt )

RoAD - 360 Camera =! OXFORD
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RobAD - World Model = OXFORD

=5.,93638836 sec

Mizdetection

Mieclassification

Foge imoertainty

Ground Trth & Fercepbion i

RoAD - Recording Near Misses using Smart Triggers
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Upcoming: RobotCycle - Safety of VRU in Oxford =! OXFORD

Survey: Expectations concerning data recorders in AVs %! OXFORD
Don't
No. Recording devices in autonomous vehicles will Yes No kmow
1 Increaze safety inself-driving cars TI5% 703% 152%
2 Verify liability in case of accidents 51,1% 54% 3,05%
3 Increasze trust in AVs 51.8% 34.3% 24%
4 Make autonomous driving more comfortable 414% 379% 20.7%
5 Decrease insurance costs 449% 33.2% 21.6%
6 Beanew business opportunity for big-data companies 6BEN 17.7% 13,6%
7 Beaway to make roads and cities safer B63,3% 27.2% 9.5%
8 Bean opportunity to enjoy a personalised experience in an AV 37 341% 289%
Be an opportunity to enjoy benefits derived from sharing data to
9 companies [such as insurance discounts) 35.2% 301% 348%
10 Be a threat fo privacy 73,7% 19.9% 6,3%
11 Be anew target for cyber attacks 823% 11,7% 6%
12 Reduce our freedom 50  297%  203%
13 An indirect way of suneilling [monitoring) citizens 731% 158% 11%

Bn Al project - Dedine sy reey [Bmlficl: 317 respondenis from the UE
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Survey: What are the key determinants of trust in Avs? ®! OXFORD

MNo. Trust in AVs depends on: Yes Mo Don't know
1 being able to investigate the cause of an accident B28% 4.8% T3%
being able to ﬂn;l someone responsible (eg user,
2 manufacturer) in case of an accident 83,2% 4, 7% 12%
3 what the cars look like 13,7% 67,3% 19%
4 ensuring the right punishment for wrongdoing 64,2% 15% 20.8%
5 ensuring mistakes do not happen again 85.7% 3.2% 11,1%

BnAD project - Ordne spreey [Fralfic 317 respondents from the UE

Survey: Attitude towards the use of data in near miss events %! OXFORD

Mo. Indicate the extent to which they agree or disagres with the following statements: Agree Dlsagree
Insurers of wehicles should be provided with 3 pericdic aggregated report summarising near
1 miss ewents GRTHR 31.3%
2 Insurers of wehicles should be prowided with all data related to near miss events 45.9% 54.1%
The driver/operator should be provided with a periodic aggregaied report summarising
3 near miss events BE.G% 11.4%
A The driver/operator should be provided with all data related to near miss evenis B39% 1o.1%

Armyone Invalved in the near miss event [Including the driverfoperator, passengers,
pedestrians, those In another wvehicle] should be alfowed 1o access all data related to the
5 near miss event A7.2% 52.8%
An independent commission or body formed to investigate automated vehicle accidents
anid satety should be provided with a periedic aggregated report summarising near miss

E evants 77.5% I15%
An Independent commidssion or body formed to investigate automated wehicle accidents
7 andsafety should have access to all data related to near milss events BE4% 31.6%

BnAl projec - Ordne soreey [Fralficl: 317 respondenis from the LE
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Liner Cases Post-deployments Baapiive Feameworks

aws  TRL..

OF TRANSPORT

- . 1

Aurgonarss n s_ U UNIVERSITY

rremy UNIVERSITY OF LEEDS o Qf;’ ?{:
Instifists for T ¢ Studis (ITS) - o

e ke T

Summary =/ OXFORD

Explainability and Trustworthiness are
key for the next generation of AS

Projects:

= Sense— Assess— eXplain (SAX)

» Responsible AV data (RoAD)

*  Responsible Al for Long-term TAS [RAILS)
* RoAD Recorder: https://github.com/cognitive-robots/road-recorder
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Annex XIV. Man, Machine, or In Between: The Process of Investigations Into
Automation

Man, Machine, Or In Between
The Process of Investigations Into Automation

Usually said by the Design Engineer - "That can't happen" or "It doesn't work that way"

Robert L. Swaim

Founder and Contact: www.HowItBroke.com

NTSB Engineering National Resource - Retired

HowltBroke.com
& z Investigations

Engineering
. ] Training

Boeing 777, Emirates flt 521, Dubai Tesla X, Mountain View, California

Robert Swaim

31+ Years as NTSB accident investigator

Investigator in Charge, US Accredited Rep, Systems Engineer
Numerous autoflight investigations around the world

Initial 787 investigator for lithium ion battery fires

17 Mountain View, California

Led to electric vehicle battery investigations

My contact info
and more are at:

HowlItBroke.com
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SAE J3016 and ISO 22736 Taxonomy

Contain definitions for features and levels of control such as:
Automation of a feature versus autonomous for a vehicle,
Advanced driving assistance systems (ADAS) and dynamic driving tasks (DDT)
SAE Levels 0-5 with automated driving systems (DDS) in Levels 3-5
Operational Design Domains (ODD) , etc

This presentation is about the process of investigation

Wording is therefore generalized and not using these standardized definitions

HowlItBroke.com
Y

Aviation Has Had Numerous Autopilot Involved Accidents
To Learn From

Boeing 737 MAX, Ethiopian flt 302 Boeing 737 MAX, Lion Air flt 810
Ethiopia, March 10, 2019, 157 fatal October 29, 2018, 189 fatal
AOA sensor failure coupled with design error and training leading to improper pilot responses

Boeing 777, Emirates flt 521
Dubai, August 2016, 1 fatal, 38 injured
Pilot expected go-around thrust not realizing ground contact changed flight mode

Airbus A330, Air France flt 447
Atlantic Ocean, June 1, 2009, 228 fatal
Ice in airspeed probe led to pilot errors

From Only These Six:
Boeing 737-800, Turkish flt 1951 g
Amsterdam, February 25, 2009, 9 fatal, 120 injured 735 fata I, 158 InJ u red

Radar altimeter input error and Boeing vs Airbus training differences

Boeing 737-800, Kenya Airways flt 507
Douala, May 5, 2007, 114 fatal

Lack of feedback that autopilot had not engaged when expected to HowltBroke com
S
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Triple redundant systems in aviation - yet ...

...loss of control found in 43% of 2010-2014 fatal commercial accidents (37)

The #1 Autopilot related cause of accidents is human interface

Typically perception of autopilot performance was not what was expected
Boeing 777, Emirates flt 521, Dubai

The #2 Cause was pilots disconnecting or getting "behind" the airplane

Tesla X, Mountain View, California

HowlItBroke.com
Y

"What's it [the autopilot] doing now?"

Common airline crew saying

"Disappointment [causing stress and errors] is the gap that exists
between our expectation and reality" — Maxwell

Our goal is to not let reality differ from expectations

Accident investigations provide the ultimate test and judgement

HowlItBroke.com
e
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Case Example For What The Process Can Do
- Air France Flight 447, 228 fatal

Airbus A330 has triple redundant airspeed systems cross checking each other
Differences in data result in two systems voting out third

Example shows Airbus A330 airspeed architecture

HowItBroke.com

0 ts/dir_%.rance 447_bea.pd

Air France Flight 447 Circumstances

June 1, 2009, Rio de Janeiro — Paris, 2:14 am in clouds
First Officer (right seat) was pilot flying
Investigation found that:

Ice build-up on one airspeed sensor disrupted that one airspeed system
Two flight computers voted out the inconsistent inputs from the third system
Autoflight protections degrade in dual computer system (called Alternate Law 2)
Warning alerts were displayed for pilots
Autopilot disengaged and less experienced First Officer began to fly by hand

HowlItBroke.com
Source: https://code7700.com/pdfs/accident_reports/air_france_447_bea.pdf} =
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Air France Flight 447 Findings

One wing moved down slightly when autopilot disconnected
First Officer response was excessive to the slight correction needed
He created an increasing series of pitch inputs, each further up and down
The airplane slowed enough to stall [wing lost lift] and began to fall
Repeated misinterpretations in stressful situation led to further improper responses

) S8 IPE IS IE
Source: https://code7700.com/pdfs/accident_reportsfaifzfrance_447_bea.pdf

How Did The Process Develop Those Findings When

Location of the missing airplane was unknown
Debris was fragmented and scattered on ocean bottom
Numerous countries were involved, including:
Where airplane and components were made,
Brazilian departure,
French arrival,
Citizens of numerous countries

Who took the lead?
Standardized process is in ICAO Annex 13
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Various Investigation Processes

Simplest is to keep asking "Why?" | Swiss cheese model

Design defenses and most accidents

5 Why Method: involve multiple contributing factors

Why — Battery is dead

Why — No charge system output Human errors ) ‘
Why — Alternator belt broken
Why — Belt worn to failure Desizn flaws . il Accidents happen

== When enough

Why — Inadequate maintenance :
holes line up

Environment challenges =l

Too simplistic for most problems Sensor failures  m—)

HowlItBroke.com
Y

Investigations Follow Time-Proven Process

FIRST — Who has jurisdiction and responsibility to lead the investigation?
Four types of investigation are:

Criminal - Government

Safety - Government

Civil — Litigation about monetary damages between individuals &/or companies
Technical — Typically manufacturers

Government has first rights, especially with fatalities
Companies support Government
Government must recognize proprietary needs of companies

SECOND - Leadership must agree on process or how to refine to circumstances

THIRD — Gather facts BEFORE analysis

HowlItBroke.com
*
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Collect Factual Data By Breaking Into Focal Groups

Groups work in defined focal areas, such as:

Driver and human factors

People involved, their training, and backgrounds
Vehicle(s) and systems design,

Previous similar events,

Maintenance records,
Roadway, including barriers, markings, etc . : g o A
Weather and other environmental factors, : . i 7017 Mountain View, Californidl
Traffic, communications, radar or other recordings,

Conduct daily organizational meetings
Share factual findings with other groups and leadership

HowlItBroke.com
\

Record And Categorize Facts Found
Failure and Risk Analysis Typically Based in The 5 Ms & E
Adapted from 1920s Ishikawa "Fish Bone" diagrams

Measurements Materials Personnel
Man
B Calibration Allo Shifts
Machine #
Microscopes Lubricants Training
Method
Inspectors Suppliers Operators
Material
Defect XXX
Measurement
Angle
Environment
Humidity Engager Blade wear
Temperature Brake Speed
HowItBroke.com
Environment Methods Machines A
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Logic Based Fault Trees Can Get Complex

Risk analysis software tools can have thousands of cells
Due to compounding of errors, increasing the number of cells results in decreasing validity

Counted as

One occurance?

or

Thousands of cycles?

HowItBroke.com

Source: http://wiki.doing-projects.org/index.php/Fault_tree_analysis

Accident Investigation Exercise

?

HowItBroke.com
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Failure Logic Tree Exercise

Collect basic facts for each of the
5 Ms & E:

’ e
HowlItBroke.com
Y

Failure Logic Tree Exercise — Human Findings of Fact
Without all facts, jumping to an initial analysis may blame the driver

h’/'@c z No braking
s, skid marks
e e\f\de"‘ce
Sleep Driving One p\'\\[s\ca\ Dark

deprived long distance headlight

5Ms & E: ’
HowItBroke com
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Failure Logic Tree Exercise — Vehicle Findings of Fact
Without all facts, it may be easy to blame the vehicle

Worn Optical Dark
pavement sensors dirty

5Ms & E:
e
HowlItBroke.com
Y

Failure Logic Tree Exercise — FACTS BEFORE ANALYSIS
Now it could be the driver OR the car

| Why doesn't warning enough to prevent accident? |

| Crusie control disengagement creates warning |

Sleep Driving One Worn Optical Dark
deprived long distance headlight pavement | [ sensor tolerances

5Ms & E: ’
HowItBroke com
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Machine Side - Continuous Loop of Automation Systems

Brains Senses (& feed-back)

Design assumptions Driver mechanical & switches
Potential software conflicts b 9 GPS & other NA\_’
Requirements Inputs Camera and optical sensors

Databases & lookup tables
RADAR, LIDAR, & RF based

Calculate position :
Environmental sensors

Compute delta to requirement ltens in boldinuolves A I
Buffers, timers, and filters 3 f Feedback of device positions
in past accidents

Compute needed corrections

Outputs Actuators Muscles
Guidance commands to actuators Mechanical
Displays to humans \_/ Electric
Hydraulic

Most of these get captured in some record

HowlItBroke.com
Y

Recordings

Frequently embedded in multiple devices for various types of information
Vehicle devices typically not hardened like aviation "Black Boxes

May contain dozens to thousands of parameters such as:
Speed, Lat/Long (GPS), seat belt use, airbag deployment, impact sensor states, fault
logging (OBD), automation engagement and level, cell temps and detailed EV battery data,
motor temp, transmission status, ABS, ESC, throttle position, atmospheric pressure, OAT,

headlight use, wiper use, door alerts, etc,

Parameters recording rates differ (example: seatbelt status vs vehicle speed)

HowlItBroke.com
*
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Recording devices to look for
ON VEHICLE* *Some require continuous 12V source

Vehicle event recorder
Onboard video recorder
Motor controller memory,
EV Battery Battery Management System (BMS)
Anti-skid braking system memory (ABS)
Other. ..
OTHER
Cell phone — phone, data, GPS, camera
Roadway system - traffic video, timers, and other devices

Stores and other business security cameras Hothrok-e,com
A

Vehicle Data Recorders

Information Access Depends on Type of Investigation

Criminal — Government may not release ANY data
Safety — Government may release partial data, typically not video or audio
Civil — Typically requires court subpoena. May be denied.

Technical — May or may not get access

HowlItBroke.com
e
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Failure Logic Tree Exercise — FACTS LEAD TO ANALYSIS / SEQUENCE
Now we find contributing factors included BOTH the driver AND the car

Sequence found was:
Tired driver
Cruise system degraded
Pavement
Optical system
Cruise disconnected
Driver missed warning
Using cell phone
Driver did not brake
Car struck tree

Driver using cell phone
misses warning

Crusie control disengagement creates warning

Sleep Driving One Worn Optical Dark
deprived long distance headlight pavement || sensor tolerances

5 Ms & E: MEASUREMEN @
HowItBroke com

No braking
skid marks

Numerous points create cybersecurity vulnerabilities

Attacks have taken place in aviation

Despite I1SO 26262*, monitor for:

Intentional
Database corruption
Vehicle antenna inputs
Sensor entries
Software attacks

Unintentional
EMI/HIRF environment
Software conflicts

Sensor conflicts Ve s

Suppliers PCCards
Adapted from Boeing Aviation Cybersecurity Diagram
Cybersecurity/hacking violations are a crime and require notification_of law enforcement!
HowItBroke.com
kS

*|SO 26262 - Road Vehicles Functional Safety Package
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Annex XV. Safe path to vehicle automation: Crash investigation perspective

National
Transportation
Safety Board

State of VehiclerAutomation:
Crash Investigation Perspective

Ensar Becic, PhD

Project Manager / Highway Accident Investigator
Office of Highway Safety

1

Overview

« Tvestigate therhBKeBecommendations ... follow-up on the
implementation

 Traditional and additional focus areas in the investigations
of vehicle automation crashes

* Lessons learned from investigations of L2 crashes

 Lessons learned from the investigations of crashes
involving developmental automated driving systems

i [NTSB
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NTSB’s Major Investigation

- Five disciplines * Crashes involving
+ Highway design vehicle automation

« Survival factors » Dedicated reports related

* Vehicle factors fo Aol

* Human performance
» Operations (Motor Carrier factors)
 Reconstruction / Scanning

Partial Automation Crashes

Mou_tain View,. CA

Williston, FL

Culver City, CA | £

4
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0s-70

+ Tesla operatedin L2: | | ‘ il 5 |
- Followed a lead vehicle

- Moved into a gore area and no o i :
longer detected a LV Bl

- Accelerated prior to impact :
- System did not detect attenuator |
* Driver did not react

- Inattentive due to phone use

Las Vegas, NV

* Navya autonomous shuttle

* No traditional vehicle controls { =1 080 UNESH lmirinti

g e Odometry
e WY
B " Telecommunicatio )

« Attendant on board
* Low speed (~20 mph)
» ADS detected the truck

» Decelerated the shuttle to a
near stop

+ 11 seconds later the truck
backed into the stopped shuttle

6
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Tempe, AZ — March 2018

Uber ATG test vehicle

+ Modified 2017 Volvo XC90
* Volvo CAS disabled

+ ATG developmental ADS

Vehicle operator

Completing a loop on N. Mill
Ave in automated mode

Nighttime with roadside lighting

7

Highway Design Issues

» Lane markings

» Use of HD maps
» Work zones

» Recognizing unexpected changes
» Roadway surface and hardware

» Handling of damaged or differently
positioned roadway hardware

177
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Survival Issues

P
» Handling crashes of electric vehicles, ,

including fires
 Guidance for first responders

» NTSB report on battery fires in electrlc !
vehicles

* Occupant safety

* Seating positions and seat belt use
« Extrication

Vehicle Issues

« Data
» Reliance on the manufacturer for access and data interpretation
 Lack of government recording requirements

» System versions

« Changes in functionality (e.g., timing of alerts, detection of
hazard types)

+ Basic maintenance
« System functionality; sensor calibration

10
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Vehicle Issues: System Limitations

+ Limitations of L2 and forward CAS
» Relevance of ODD
« Domain is defined by the manufacturer
» Adherence reliant on the driver
» Rare implementations of system-based ODD
+ Identifying errors in developmental ADS
« Limitations of machine perception; developer-induced flaws

i [NTSB

Human Issues: Role of a Human

« Human as an essential part of automation system
» General problems of attention, fatigue...
Automation complacency
 Unintended inattention
* Intentional misuse / distraction
Monitoring of driver engagement
« Steering wheel torque; camera
» Remote monitoring

12
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Human Issues: Mental Model

B ST ORVING BncAsED

+ Takeover from the system A N Goldwater Biva
» Mental model of system’s functionality \

* Trustin the system; expectation of

system response (é
* Operational procedures during ADS
testing

» Task demands during ADS testing 4 g)]

* Tempe operator’s dual task
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Operation Issues

« Examining company’s safety culture
» Organization and independence of safety departments
» Technology company as a transportation company
« Safety management system

+ Examining federal and state requirements

» Voluntary standards and guidance

Recurrent Issues in L2 Crashes

» Considerable perceptual limitations
Human drivers are poor monitors of automation
Failure in partial automation + inattentive driver = crash
Safety vs convenience
* Does automating lane keeping improve safety?
NTSB recommendations:

* Improving monitoring of driver engagement
+ Limiting operational design domain

181



Issues in Developmental ADS Crashes

Testing will contain errors and expose system’s limitations

» Machine perception; human attention

Risk managementin ADS development and operator oversight
« Identify risks; implement safety redundancies

Holistic view of risks and safety envelope

NTSB does not instruct developers in building an AV

Safety goal: How to mitigate the expected risk of testing on
public roads

i [NTSB

Safer Path Forward

« Tempe crash probable cause:
Deficiencies in risk mitigation were due to Uber ATG
inadequate safety culture
« NTSB Recommendations:
* Implementation of SMS
» Federal and state oversight of developers’ ADS testing process
* Industry sharing of lessons learned
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GETTING IN TOUCH WITH THE EU
In person

All over the European Union there are hundreds of Europe Direct centres. You can find the address of the centre nearest you online

(european-union.europa.eu/contact-eu/meet-us _en).

On the phone or in writing

Europe Direct is a service that answers your questions about the European Union. You can contact this service:
— by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these calls),

— at the following standard number: +32 22999696,

— via the following form: european-union.europa.eu/contact-eu/write-us en.

FINDING INFORMATION ABOUT THE EU
Online

Information about the European Union in all the official languages of the EU is available on the Europa website (european-
union.europa.eu).

EU publications

You can view or order EU publications at op.europa.eu/en/publications. Multiple copies of free publications can be obtained by

contacting Europe Direct or your local documentation centre (european-union.europa.eu/contact-eu/meet-us en).

EU law and related documents

For access to legal information from the EU, including all EU law since 1951 in all the official language versions, go to EUR-Lex
(eur-lex.europa.eu).

Open data from the EU

The portal data.europa.eu provides access to open datasets from the EU institutions, bodies and agencies. These can be
downloaded and reused for free, for both commercial and non-commercial purposes. The portal also provides access to a wealth
of datasets from European countries.



Publications Office
of the European Union

The European Commission’s
science and knowledge service

Joint Research Centre

JRC Mission

As the science and knowledge service
of the European Commission, the Joint
Research Centre’s mission is to support
EU policies with independent evidence
throughout the whole policy cycle.

u @EU_ScienceHub

ﬂ EU Science Hub - Joint Research Centre
m EU Science, Research and Innovation
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