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Abstract

The broad deployment of Hypertext Transfer Protocol (HTTP)-related standards (such as, HTTPS, HTTP/3 and
HTTP security response headers) is imperative for ensuring the interoperability, security, scalability and stability
of the Internet. This report studies the adoption rate of modern HTTP-related technologies, namely HTTP Secure
(HTTPS), the latest version of HTTP, i.e., HTTP/3, and HTTP Strict Transport Security (HSTS) response header in Q3
2022 across EU Member States, as well as globally. The analysis of the level of uptake of web communication
standards has been carried out using publicly available data. Our findings show that the level of adoption of
all standards is similar to the previous measurement period (Q1 2022), with HTTPS having high adoption rates,
whereas HTTP/3 and HSTS still showing low uptake.



Executive summary

In the joint Communication “The EU’s Cybersecurity Strategy for the Digital Decade” published on 16/12/2020, the
European Commission (EC) announced a set of actions to maintain an open, secure, and resilient global Internet.
One of these actions focuses on identifying, monitoring and fostering the uptake of key Internet communication
and security standards, as well as best practices for Domain Name System (DNS), routing, browsing and e-mail
security. Following up on this, the Commission is exploring mechanisms to systematically monitor the evolution
of standards used in web browsing for identifying gaps and barriers for their adoption, and evaluate the need
for regulatory measures to promote their uptake.

The Hypertext Transfer Protocol (HTTP) provides the foundation of web browsing. However, given that HTTP
does not provide any kind of security, it is easy for an attacker to get access to sensitive data exchanged over the
web, such as credit card numbers. The most widely used standard for secure HTTP communications is Hypertext
Transfer Protocol Secure (HTTPS). In addition, HTTP/3 is designed to improve the performance of HTTPS traffic,
as well as imposing the use of HTTPS by default. A further measure for secure communications over HTTP is
HSTS, which requests the web browser to access the web site over HTTPS for mitigating attacks and security
vulnerabilities.

This report provides an analysis of the adoption rate of modern web communication technologies (that is,
HTTPS, HTTP/3 and HSTS) in the EU Member States (MSs), as well as globally. The data stem from publicly
available data sources.

In the EU MSs, the current results for Q3 2022 show a similar trend to Q1 2022 with a very high HTTPS
adoption in average (around 79%), which is almost identical to the global adoption rate (79.5%). Looking at each
country individually, the adoption rates are quite homogeneous as shown in Figure 1, ranging approximately
from 65 to 93%. This means that, in every MS, at least two thirds of the websites support secure web browsing.
Globally, even though the adoption rate is already very high, it is still steadily growing with time.
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Figure 1: Usage of HTTPS in the top websites situated in EU MSs

The adoption rate of HTTP/3 in EU MSs is low on average (around 119%), while also being significantly lower
than the global average that is around 25%. In both cases, a slight increase, in the order of less than 2
percentage points, was observed between Q1 and Q3 2022. The adoption rates in MSs are quite heterogeneous
as shown in Figure 2, ranging approximately from 1 to 37%.

Regarding HTTP security response headers, global results suggest that overall adoption is low, below 25%.
Data for the EU MSs are available for HSTS only; these data confirm the low adoption of this header in the vast
majority of EU MSs with an average of less than 179%, as shown in Figure 3. It has to be noted that, compared to
Q1 2022, in Q3 2022 the EU average HSTS adoption rate show a slight decrease of around 1 percentage point
whereas the global average increased by 2.2 percentage points. The results of the study show that globally
there is a slow positive trend of HTTP security response headers adoption.
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Figure 2: Usage of HTTP/3 in the top websites situated in EU MSs
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Figure 3: Usage of HSTS in the top websites situated in EU MSs



Overall, it is argued that HTTPS is a mature and well-supported technology, both in the EU and globally. On
the other hand, HTTP/3 and HSTS adoption rates lag behind in the EU, with the former being almost half of the
global average and the latter being close to the global average. In the case of HTTP/3, this could be attributed
to it being a relatively new standard (its first stable version was published in June 2022).



1 Introduction

As described in the Joint Communication ‘The EU’s Cybersecurity Strategy for the Digital Decade’ published on
Dec. 2020 (European Commission, 2020), the European Commission (EC) announced a set of actions to maintain
an open, secure, and resilient Internet. One of the actions of this strategy concentrates on identifying, monitor-
ing and promoting the adoption of key Internet standards and best practices for Domain Name System (DNS),
routing, browsing, and e-mail security. Moreover, the recent EU Strategy on Standardisation states (European
Commission, 2022): “The Commission will monitor the deployment of internationally agreed key internet stan-
dards and make this data and related good practices available on an EU internet standards monitoring website.
[...] The Commission will: [...] Foster the development and deployment of international standards for a free, open,
accessible and secure global internet and establish an EU internet standards monitoring website.”

To that end, this report concentrates on web communication standards used for browsing. The initial
versions of Hypertext Transfer Protocol (HTTP) did not provide robust security protection; considering, however,
the increasing exchange of sensitive data over the World Wide Web (WWW), the adoption of modern web security
standards is necessary. Such standards include Transport Layer Security (TLS), HTTP version 3 or HTTP/3, and
HTTP security headers like HTTP Strict Transport Security (HSTS); the wide adoption of these standards would
offer a secure and efficient browsing experience to end users.

This report is part of the Internet Standards series of reports aiming at monitoring the adoption of key
Internet standards in the EU Member States. This periodic review of key Internet standards is performed every
six months and the first round of reports was launched in March 2022. An overview of the results is also
available in the associated EU Internet Standards Deployment Monitoring Website (European Commission, n.d.).
The present report focuses on the adoption of web communication standards used for browsing in the European
Union (EU) and globally. The first report concerned Q1 2022 (Karopoulos et al., 2022) whereas this one presents
results for Q3 2022. Similarly as the previous version, this report is based on open data and presents results
and analysis of the adoption rates of Hypertext Transfer Protocol Secure (HTTPS)/TLS, HTTP/3 and HSTS; more
information on these standards can be found in (Karopoulos et al., 2022). The key observations from Q1
2022 were that HTTPS shows a very high adoption rate, both in the EU and globally. On the contrary, HTTP/3
adoption is very low, especially in EU Member States (MSs) where it is half than the global rate. HSTS and HTTP
security headers in general have a low adoption rate in the EU, a trend that is also observed globally. Current
measurements for Q3 2022 report similar figures; in all three cases the average adoption rates have increased
but by a small amount.

The report is organised as follows. Section 2 describes the data sources and methodology used in each
source to collect their measurements. Section 3 presents the data analysis divided into subsections for HTTPS,
HTTP/3 and HSTS/HTTP security headers. Finally, Section 4 concludes the report.



2 Data sources and methodology

The data used in this report come from the sources shown in Table 1. The data freeze date is set to 15/06/2022.
Overall, the remarks and recommendations of the previous report (Karopoulos et al., 2022), and especially the
analysis and conclusions sections, still apply here given the minor differences in the deployment results. Next, an
overview of the data sources and methodology followed by each source entity to collect the respective dataset
is given; these are the same as in the previous version of the report but are repeated here for convenience.

Table 1: Data sources used for estimating the adoption rate of web technologies

Source Description
Q-Success Daily statistics of web technologies usage, total and by country, among oth-
(Q-Success, n.d.qg) ers for: HTTPS (Q-Success, n.d.c, Q-Success, n.d.a), HSTS (Q-Success, n.d.d, Q-

Success, n.d.b) and HTTP/3 (Q-Success, n.d.e, Q-Success, )

Crawler.Ninja (Helme, Daily statistics of website security metrics, including HTTP security response
n.d.) headers

Related work Academic peer-reviewed and individual works measuring the adoption of HTTP
security response headers

Q-Success — The data are provided by the company’s W3Techs division (Q-Success, n.d.g) that reports the
adoption rates of several web technologies by the top 10 million (top 10M) websites worldwide. Among the
metrics reported are HTTPS and HTTP/3 worldwide, as well as by country. This top 10M list is a combination of
the Alexa top 10M (Alexa, n.d.) and the Tranco top 1M (Tranco, n.d.) lists, excluding unused websites; for example,
sites with only a default web server page. Regarding the metrics per country, the location of the webserver is
determined by its IP address. When there are subdomains and redirected domains of a main domain they are
counted only as a single website, that is, the main domain. Regarding the collected data, each website is visited
approximately once a month, while the reports are updated daily.

Crawler.Ninja — This source hosts data reported by a crawler on website security-related metrics. It uses
the Tranco top 1M list and provides free access to the raw data collected daily. The metrics provided are
adoption rates of HTTP security headers, such as HSTS, CSP, XFO, and XCTO. Results are also provided for HTTPS
redirection, Let’s Encrypt certificate usage, TLS versions employed, cipher suites used and key sizes.
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Figure 4: Usage of HTTPS in the top websites situated in EU countries

3 Data analysis

Overall, the collected results for Q3 2022 show a slight increase in the adoption of the HTTP-related standards,
which is steady when observing 1-year long data. It is interesting to note that, while a few countries showed
some significant differences in the adoption rates of different standards between 10 and 20 percentage points,
Israel presented a steep increase in the adoption of all standards, that is, roughly between 20 and 83 percentage
points. Having said that, the remarks and recommendations of the previous report (Karopoulos et al.,, 2022),
and especially the analysis and conclusions sections, still apply here given the minor differences in the rest of
the deployment results.

3.1 HTTPS

The adoption rates of HTTPS on websites situated in the EU countries and a selection of other countries worldwide
is shown in Table 2. The EU average has increased by 2.14 percentage points, reaching 79.21% and being in
line with the global rise, whereas the standard deviation is similar to the previous data from Q1 2022. In the
vast majority of EU countries there is an augmentation in the HTTPS adoption rate with only two countries,
namely Austria and Luxembourg, having a lower rate. The highest differences are observed in Lithuania with
7.2 percentage points increase and in Luxembourg with 5.2 percentage points decrease. The EU data are also
graphically represented in Figure 4.

Regarding the selected non-EU countries, Figure 5 gives a graphical overview of the data presented in
Table 2. Also in this case, the vast majority of countries has an improved adoption rate, whereas two countries
(Singapore and South Africa) have a lower rate than Q1 2022. An extreme difference is observed in Israel with
a significant increase of 20.3 percentage points.

The rate of the top 10M websites globally that use HTTPS by default in Q3 2022 is 79.5%, according to the
Q-Success website (Q-Success, n.d.c). These data demonstrate an increase of 2.5 percentage points since Q1
2022. Figure 6 shows this increasing trend in the last year; the total increase in this last year is less than 10
percentage points.



Table 2: HTTPS adoption rate in the EU-27 MS and worldwide (%)

EU-27 MS % | Country %
Austria 82.7 | Argentina 65.5
Belgium 91 | Australia 86.6
Bulgaria 78 | Bangladesh 55.2
Croatia 73.7 | Belarus 72.8
Cyprus 69.1 | Brazil 74.1
Czech Republic 82.6 | Canada 75.3
Denmark 80.3 | China 41

Estonia 74.5 | India 71.6
Finland 76.6 | Indonesia 67.3
France 78 | Iran 60.3
Germany 83.4 | Israel 97.6
Greece 80.9 | Japan 714
Hungary 74.7 | Kazakhstan 75.8
Ireland 93.6 | Malaysia 71.4
[taly 75.2 | Norway 87.3
Latvia 68.2 \ Russian Federation 69.4
Lithuania 77.6 | Singapore 73.6
Luxembourg 64.8 \ Saudi Arabia 69.4
Malta 91.9 | South Korea 50.6
Netherlands 80.9 | South Africa 75.5
Poland 77.4 | Switzerland 85.4
Portugal 79.9 | Taiwan 60.8
Romania 76.6 | Thailand 61

Slovakia 81.2 | Turkey 65.2
Slovenia 79.9 | Ukraine 74.2
Spain 83 | United Kingdom 83.9
Sweden 82.9 | United States 80.3
Average EU-27 79.21 |

StDev EU-27 6.59 |

World (Q-Success, nd.c) 795 |
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Figure 6: Usage of HTTPS in the top 10M websites (Q-Success, n.d.c)
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Figure 7: Usage of HTTP/3 on the top websites situated in EU countries

3.2 HTTP/3

The adoption rates of HTTP/3 in the EU and a selection of non-EU countries are presented in detail in Table 3; the
same data were used for the graphs in Figures 7 and 8 for EU and non-EU countries respectively. In total, the
average adoption rate increased in the EU countries by 1.71 percentage points reaching 11.31%, even though in
eight countries a slight decrease was observed. What is interesting is that Cyprus saw a major rise from 6.8% in
Q1 2022 to 23.3% in Q3 2022. Following a similar trend, the world average increased by 1.9 percentage points.

Looking at the non-EU countries, the vast majority had the same rate or an increase in HTTP/3 adoption,
whereas only three of them showed a decrease. Out of the countries that had an increase, the highest differences
were in Indonesia with an increase of 22.1 percentage points and in Israel with 72.3 percentage points.

The global adoption rate of HTTP/3 in the top 10M websites increased from 23.3% in Q1 2022 to 25.2% in
Q3 2022, as shown in Figure 9. Compared to one year ago, there was an increase of more than 5 percentage
points, which is in line with what was observed in Q1 2022.

3.3 HTTP security response headers

The updated adoption rates for HSTS in EU and a selection of non-EU countries are presented in Table 4. The
same data are also graphically depicted in Figures 10 and 11. Generally, the average HSTS uptake in the EU is
around 17%, which is lower by 1.1 percentage points compared to Q1 2022, whereas globally it is higher by 2.2
percentage points, reaching 24.4%. In more detail, about half of the EU countries, precisely 14, have slightly
lower adoption rates compared to the previous data; in non-EU countries the vast majority has an increased
adoption rate with only three of them showing a decrease. It is interesting to note that Israel shows a remarkable
increase in the adoption rate of HSTS of 82.3 percentage points. Given that significant increases for Israel were
also observed in the uptake of HTTPS and HTTP/3, this might imply a change or a correction in the way these
data were collected for Israel.

The global adoption rate of the HSTS security header in the top 10M websites was 24.5% in Q3 2022, as
presented in Figure 12. This is an increase of 2.3 percentage points compared to Q1 2022. Overall, the HSTS
support is still low globally but with a slow, increasing trend.

Table 5 provides an historical overview of the adoption rate of the six most common HTTP security headers
in the top 1M websites since 2014; it is an updated version of the relevant table from Q1 2022 with the addition
of data for all HTTP security headers from Crawler.Ninja for 2022. In most headers there is a slight increase in
the adoption rate from Q1 to Q3 2022, ranging from 0.03 to 1.29 percentage points. The exceptions are XCTO
with a rather insignificant decrease of 0.21 percentage points and XXP with 0.37 percentage points. It should

11



Table 3: HTTP/3 adoption rate in the EU-27 MS and worldwide (%)

EU-27 MS % | Country %
Austria 1 | Argentina 1.3
Belgium 3.8 | Australia 26.7
Bulgaria 37 | Bangladesh 38.3
Croatia 4.7 | Belarus 3.4
Cyprus 23.3 | Brazil 9.1
Czech Republic 5.2 | Canada 15.9
Denmark 5.9 | China 2.3
Estonia 1.4 | India 10.6
Finland 18.5 | Indonesia 36.4
France 8.3 | Iran 26.6
Germany 8.2 | lsrael 85.7
Greece 8.9 | Japan 2.3
Hungary 2.3 | Kazakhstan 0.2
Ireland 3.3 | Malaysia 25.1
Italy 4.7 | Norway 7.8
Latvia 6.4 | Russian Federation 1.4
Lithuania 27.6 | Singapore 21.4
Luxembourg 17.6 \ Saudi Arabia 1.2
Malta 8.8 | South Korea 0.4
Netherlands 12.8 | South Africa 7.1
Poland 20.3 | Switzerland 9

Portugal 1.6 | Taiwan 5.1
Romania 35.5 | Thailand 1.6
Slovakia 2.3 | Turkey 35

Slovenia 18 | Ukraine 3.9
Spain 6.5 | United Kingdom 15.3
Sweden 11.6 | United States 11.7
Average EU-27 11.31 |

StDev EU-27 10.17 |

World (Q-Success, nde) 252 |

12
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Table 4: HSTS adoption rate in the EU-27 MS and worldwide (%)

EU-27 MS % | Country %
Austria 30.9 | Argentina 5

Belgium 24.1 | Australia 15.9
Bulgaria 11.9 | Bangladesh 7.4
Croatia 8.9 | Belarus 17.3
Cyprus 10.1 | Brazil 14.1
Czech Republic 18.9 | Canada 16.7
Denmark 9.6 | China 14.4
Estonia 15 | India 8.6
Finland 16 | Indonesia 15.5
France 15.1 | Iran 5.3
Germany 25.5 | Israel 88.3
Greece 11.2 | Japan 9.9
Hungary 17.9 | Kazakhstan 19.4
Ireland 28.3 | Malaysia 7.5
Italy 8.3 | Norway 34.3
Latvia 17.5 \ Russian Federation 15

Lithuania 8 | Singapore 20

Luxembourg 15.6 \ Saudi Arabia 22.9
Malta 38.5 | South Korea 11.5
Netherlands 20.8 | South Africa 7.9
Poland 13.7 | Switzerland 37.3
Portugal 16.8 | Taiwan 19.3
Romania 8.9 | Thailand 15.7
Slovakia 15.9 | Turkey 4.6
Slovenia 12.9 | Ukraine 24.5
Spain 15 | United Kingdom 16.2
Sweden 19.3 | United States 29.6
Average EU-27 16.84 |

StDev EU-27 74 |

World (Q-Success, ndd) 244 |
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Figure 11: Usage of HSTS in the top websites situated in selected countries
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Figure 12: Usage statistics (%) of HSTS for the top 10M websites (Q-Success, n.d.d)

be noted here that the XXP header has been deprecated in favor of CSP; more precisely, Edge abandoned the
XSS Filter in July 2018(1), Google retired XXP since Chrome 78 in 2019 (?), and Firefox does not support this
header(®). This indicates that XXP support is expected to further decrease in the coming years. Overall, these
results suggest that in the last months the adoption of HTTP security headers is relatively stable.

(1) https://blogs.windows.com/windows-insider/2018/07/25/announcing-windows-10-insider-preview-build-17723-and-build-18204/
(2) https://developers.google.com/web/updates/2019/09/chrome-78-deps-rems
() https://developermozilla.org/en-US/docs/Web/HTTP/Headers/X-XSS-Protection
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HTTP security headers support (%)

Year Work XFO XCTO HSTS XXP CSP RP

2014 Weissbacher et. al 25 44 0.2 45 008 -
(Weissbacher et al., 2014)

2015 Kranch et. al (Kranch and Bonneau, - - 0.51 - - -
2015)

2017 Buchanan et. al 93 8 4 - 13 -
(Buchanan et al,, 2017)

2018 Lavrenovs et. al (Lavrenovs and Meldn, 1144 11.2 7 84 16 016
2018)8

2018 Petrov et. al - - 412 - - -
(Petrov et al,, 2017)

2019 King (April King, 2019) 1642 1627 868 11.74 003" -

2020 Helme (Helme, 2020) 1349 1271 1128 998 454 39

2021 Karopoulos et. al 155 1495 1336 1171 55 437
(Karopoulos et al., 2021)

2021 CrawlerNinja (Helme, n.d.) 19 1884 1786 14.15 798 6.52

2022 CrawlerNinja (Helme, n.d.) 20.29 1863 1899 13.78 801 7.20

Table 5: Related work on the usage of HTTP security headers in the top 1M websites (Alexa list used up to 2019 and Tranco
list afterwards, §approximate results calculated from data in (Lavrenovs and Melén, 2018), ‘A site is counted only if the
respective header is implemented correctly)
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4 Conclusions

The following concluding remarks are drawn from the analysis of the adoption rates of the different web
technologies covered in this report. Please note that, mainly due to the minor differences in the results of the
present and the previous measurement periods, the observations described in the previous report (Karopoulos
et al, 2022) still apply.

1.

Overall, the adoption rates of HTTPS in both the EU countries and globally are still very high with a small
increase since Q1 2022. This shows that HTTPS is a well-supported and mature technology, and is already
considered the default for web services. Note that in the current version of the report no distinction is
made among the different versions of SSL/TLS used by websites that would allow us to contemplate on
the security protection provided, considering that all SSL and earlier than TLS 1.2 versions are outdated
and insecure. A rough indication is provided in (Qualys, n.d.), where in 150K SSL/TLS enabled websites
from the Alexa list, 90% of them support at least TLS v1.2. On the end-user side, HTTPS is also a mature
technology given that all major web browsers (including desktop and mobile ones) support the latest
HTTPS version (Can | use, n.d.c).

On the other hand, HTTP/3 shows a low adoption rate in the EU, which is less than half of the global one.
On the browser side, HTTP/3 is well supported (Can | use, n.d.a), although in some cases is not enabled
by default. Similarly, HSTS adoption in EU remained low in Q3 2022, which is again much lower than the
global HSTS adoption rate. This low adoption, however, is not associated to browser support; in fact the
vast majority of web browsers (including desktop and mobile ones) supports HSTS nowadays (Can | use,
n.d.b).

In general, it is observed that there are no countries consistently scoring better than others in all HTTP
technologies adoption rates. For example, in HTTPS the top three scoring countries are Ireland, Austria
(instead of Belgium in Q1 2022) and Malta, in HSTS Malta, Austria and Belgium, while in HTTP/3 Bulgaria,
Romania and Lithuania. This possibly means that there is no country-wide policy to encourage the uptake
of emerging HTTP technologies.

Country-wise, there were no major differences in individual country adoption rates between Q1 and
Q3 2022 and the vast majority of countries saw minor increases or decreases in all standards. The
exceptions in the EU are Lithuania and Luxembourg with around 7 and 5 percentage points increases in
HTTPS respectively, and Cyprus with 16.5 percentage points increase in HTTP/3. Globally, Israel has major
increases in all standards, and Indonesia has an increase of 22 percentage points in HTTP/3.

Comparing HTTPS and HSTS adoption rates it is observed that although HTTPS is really widely supported
(79.5% globally) the HSTS header is not used as widely (24.4% globally). In plain words, this means that
while most websites globally support HTTPS, less than a third of the relevant web servers request from
the web browsers to use secure connections instead of plain unsecured HTTP; this naturally renders the
relevant websites prone to man-in-the-middle attacks.

Regarding HTTP/3, there is a close association between the adoption of HTTP/3 by large providers and
the rate of HTTP/3-enabled websites. As an example, until Jan. 2020 the rate of websites announcing
support to HTTP/3 was very low (below 19%), but when CloudFlare enabled HTTP/3 on most of the websites
it hosts in Feb. 2020, this rate climbed above 3.5% (Trevisan et al., 2021). Then in Nov. 2020, CloudFlare
suspended support to HTTP/3 due to performance issues, leading the support rate to drop suddenly from
4.8% to 0.1%. Note that these numbers stem from a different dataset and are not based on the Q-Success
data used in this report.

From the security point of view, QUIC was recently (June 2021) standardised by IETF and still has a
low adoption rate, whereas security tools (such as Snort, and Suricata) and firewalls do not support it
yet (Decker, 2020) (note that in the meantime Wireshark was updated and currently supports QUIC (Wire-
shark, 2021)). This has security implications that need to be addressed, although not attributed to the
technology itself. A web application firewall (WAF) is a special firewall category that inspects the ex-
changed data and protects web applications by filtering, monitoring, and blocking any malicious HTTP and
HTTPS traffic. When HTTP or HTTPS traffic is detected by the WAF, it is passed to a module that performs
among others web filtering, deep packet inspection, and malware scanning. Although QUIC uses the same
ports (80 and 443) as HTTP, WAFs cannot determine the application layer protocol and this traffic is not
passed to the web protection module, but inspected only as generic UDP traffic. Thus, at least at the
moment, QUIC transported traffic may not be as elaborately filtered as it should. It is possible, though,
that eventually WAFs will support QUIC once it is deployed more widely; actually, QUIC support is already
implemented but as an experimental feature (F5, 2020).
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8. A security-related remark from the Q1 2022 report was that, even though gQUIC is insecure due to QUIC
Crypto (Langley and Chang, 2016), it was still adopted in some of the top 10M websites (~7%). According
to Q-Success data (Q-Success, n.d.f), this support rate actually increased in Q3 2022 to ~8%, exposing
more websites and end-users to known vulnerabilities. No matter how low this percentage might seems, it
means that approximately 800K websites cannot be considered secure since gQUIC uses the deprecated
QUIC Crypto (Langley and Chang, 2016) instead of TLS v1.3.
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