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Mapping the landscape of data intermediaries
Emerging models for more inclusive data governance

This report provides a landscape analysis of 
key emerging types of data intermediaries. 
It reviews and syntheses current literature 
in this area, with the goal of identifying 
shared elements and definitions. Its main 
objective is to contribute to the establish-
ment of a common vocabulary concerning 
data intermediaries among EU policy mak-
ers, experts, and practitioners. Six types of 
data intermediaries are presented in detail: 
Personal Information Management Sys-
tems (PIMS), data cooperatives, data trusts, 
data unions, data marketplaces, and data 
sharing pools. For each type, the report 
provides information about how the inter-
mediary works, its main features, selected 
examples, and business model consider-
ations. The report is grounded in multiple 
perspectives spanning sociological, legal, 
and economic disciplines. In particular, the 
analysis is informed by the concept of inclu-
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Data intermediaries are nascent organi-
sations and knowledge about them is still 
developing. This report aims at increasing 
understanding about data intermediaries 
by providing a landscape analysis of key 
emerging types. It reviews and synthesis 
current academic and policy literature on 
this topic with the goal of identifying com-
mon elements and definitions for data in-
termediaries. One of its main objectives 
is to contribute to the establishment of a 
common vocabulary in this area among EU 
policy makers, experts, and practitioners. 

The report is the first outcome from a series 
of science for policy activities that the JRC 
is conducting to support the implementa-
tion of the Data Governance Act. It is the 
result of a desk review of the main scholar-
ly and policy literature, and it is enriched by 
feedback from the European Commission 
officials working on data policy, as well as 
from academics and experts external to the 
Commission, who were involved through a 
dedicated online workshop.

Perspectives

The review of data intermediaries featured 
in this report is grounded in multiple per-
spectives spanning sociological, legal, and 
economic disciplines. More precisely, the 
analysis is: 1) informed by the concept of 
inclusive data governance; 2) contextual-
ized in the recent Data Governance Act; and 
3) problematised according to the econom-
ic and management literature on business 
models. We briefly introduce the perspec-
tives here: 

1. The notion of inclusive data gov-
ernance constitutes the conceptu-
al underpinning of the report and is 

Executive summary
adopted to articulate a widespread 
concern around the unbalanced data 
practices that characterise the current 
digital ecosystem, as well as to em-
phasise the urgency of exploring al-
ternative data practices to overcome 
these. Section 2 defines the concept 
and explains how data intermediar-
ies might contribute, at least to some 
degree, to address the power asym-
metries of the current data society 
and economy. Data intermediaries in 
fact, might allow broader stakehold-
er participation in decision-making 
concerning data access, control, shar-
ing and use, allowing both economic 
entities and individual data subjects 
to have greater agency. Furthermore, 
as enablers of data sharing, data in-
termediaries might also foster the 
production of greater economic and 
social value from data. Both aspects 
— stakeholder participation and val-
ue production and distribution — are 
important steps for building a fairer 
data ecosystem. 

2. The Data Governance Act (DGA) 
is the first major legislative initiative 
implementing the European Strat-
egy for Data. It entered into force in 
June 2022 and will be applicable 
from September 2023. The DGA is a 
cross-sectoral instrument that aims 
at increasing trust in voluntary data 
sharing for purposes of both econom-
ic growth and public interest, by cre-
ating an enabling framework for dif-
ferent data use and reuse situations. 
Notably, it aims to boost trustworthy 
data sharing by regulating data inter-
mediation services providers (DISPs), 
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a specific type of data intermediary. 
This report aims to clarify which kind 
of data intermediaries are covered 
by the DGA (Section 2.3) and eluci-
dates how such services relate to the 
broader landscape of data interme-
diaries for inclusive data governance 
presented in Section 4. 

3. The report examines the concept of 
business models in relation to 
data intermediaries, in order to 
analyse the strategies and condi-
tions that could make such entities 
economically sustainable. Reaching 
economic sustainability is one of the 
main challenges currently faced by 
data intermediaries to become rel-
evant actors in the data economy 
and to deliver the expected positive 
impacts anticipated both by the aca-
demic literature and by policy makers. 
Therefore, Section 3 of the report in-
troduces key issues at stake for eco-
nomic sustainability, while business 
model considerations for each type 
of data intermediary are included in 
Section 4.

Types of data intermediaries

The report describes six types of data 
intermediaries: Personal Information 
Management Systems (PIMS), data coop-
eratives, data trusts, data unions, data mar-
ketplaces and data sharing pools (Section 
4). These differ according to various param-
eters, yet they are also not completely dis-
tinct from one another and might overlap 
in certain aspects. For each type of data 
intermediary that is presented, the report 
provides information about how it works, 
its main features, selected examples, and 
business model considerations. Finally, it 
summarises the main characteristics in a 
comprehensive table (Table 2). The table 

provides a concise summary of the key fea-
tures of these six types of data intermedi-
aries what are commonly mentioned in this 
field, and which can potentially foster more 
inclusive data governance in Europe and 
beyond. 

This analysis presented in this report draws 
connections between the wider landscape 
of data intermediaries for inclusive data 
governance and the data intermediation 
services providers (DISPs) covered by the 
current EU regulatory framework. Besides 
describing six popular types of data inter-
mediaries, it elucidates what DISPs are (i.e., 
the specific types of data intermediaries 
that will have to notify national competent 
authorities under the DGA) for interested 
practitioners and stakeholders.  

Findings and conclusions

The findings of the report highlight the 
fragmentation and heterogeneity of the 
field. Data intermediaries that are currently 
most often addressed by practitioners and 
experts range from individualistic and busi-
ness-oriented types to more collective and 
inclusive models that support greater en-
gagement in data governance by communi-
ties and individual data subjects. Some data 
intermediaries focus the intermediation on 
technical solutions and infrastructures (e.g., 
PIMSs and data marketplaces), while oth-
ers use legal constructs (e.g., data trusts), 
or other collective governance mechanisms 
(e.g., data cooperatives). Furthermore, while 
certain types aim at facilitating economic 
transactions between data holders and us-
ers, others mainly seek to produce collec-
tive benefits or public value. 

In the report conclusions (Section 5), a se-
ries of takeaways are presented regarding 
the main obstacles faced by data interme-
diaries, and possible directions are identified 
for future science for policy research in this 
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field. The challenges faced by the entities 
addressed in the report include: identifying 
suitable business models that can guar-
antee economic sustainability; extending 
the demand side considering the wide-
spread lack of awareness, interest, and ex-
pertise in data matters; and comprehend-
ing the neutrality requirement set by the 
DGA and how it could be implemented.

Finally, the report sets the stage for in-
depth empirical research about data inter-
mediaries, including collecting information 
from stakeholders potentially or directly in-
volved in their use and development. Such 
research could assess the needs of devel-
opers and entrepreneurs for guidance on 
economic, legal and technical matters that 
play a role in establishing data intermediar-
ies; the incentives for both the supply and 
demand side of data intermediaries; and 
the possible linkages of data intermediaries 
with other EU data policy instruments (such 
as the common European data spaces).
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This report examines emerging approach-
es to data governance based on different 
types of data intermediaries that, at least to 
some degree, may contribute to addressing 
the current imbalances of the data society 
and the economy. Data intermediaries can 
enhance access to data, improve control 
over how data is used, and therefore also 
increase both social and economic benefits 
generated by data, while assuming some 
of the costs and risks that come with such 
activities.

Data intermediaries are still relatively niche 
and embryonic initiatives, and therefore the 
knowledge and analysis about them is still 
evolving. On the one hand, in policy reports 
and academic literature, as well as among 
practitioners, various definitions and inter-
pretations coexist about the different types 
of data intermediaries and how they func-
tion in theory. On the other hand, the em-
pirical analysis of data intermediary case 
studies and the understanding of how they 
work in practice is still scarce. 

Acknowledging the current status of the 
field, the key objective of the report is to 
contribute to establishing a common vo-
cabulary, and to generate an understanding 
about the emerging landscape of data in-
termediaries among EU policy makers, ex-
perts, and practitioners. This work is part of 
the activities conducted by the JRC’s Digital 
Economy Unit to support the implementa-
tion of the Data Governance Act (DGA) 
(European Commission, 2022). The Data 
Governance Act is a legislative initiative 
that was foreseen by the European Strate-
gy for Data (European Commission, 2020b) 
and one of its main objectives is to increase 
trust in data sharing by fostering the es-
tablishment of ‘data intermediaries’ and 

‘recognised data altruism organisations’. It 
entered into force on 23 June 2022 and will 
be applicable from 24 September 2023. 
The timeline of this science for policy report 
is thus pivotal for informing the implemen-
tation of the DGA.

The report outlines the EU policy context 
and provides a landscape analysis of key 
types of data intermediaries, describing 
their main features and including relevant 
business model considerations. In order to 
inform future research activities, a series of 
thematic workshops and interviews will be 
conducted in the course of 2023 to gather 
further information and perspectives from 
data intermediary practitioners, e.g., to ex-
amine the impact of different business 
models on the sustainability of data inter-
mediaries. 

While recognising that multiple definitions 
and examples of data intermediaries ex-
ist, not all kinds of data intermediaries are 
addressed in this report. We have focused 
on those that are more widely discussed in 
the literature and that seem most closely 
aligned with the definition and objectives 
of the DGA. Six types of data intermedi-
aries are presented: Personal Information 
Management Systems (PIMS), data cooper-
atives, data trusts, data unions, data mar-
ketplaces, and data sharing pools. The par-
ticular perspective adopted to examine the 
landscape of data intermediaries lies in the 
notion of inclusive data governance, which 
is explained in Section 2 of the report. 

The content presented in this report is the 
result of a combination of desk research 
and expert engagement. We are conscious 
of previous efforts by academics, policy of-
ficers, civil society actors, think tanks and 
foundations to analyse and classify emerg-

1 Introduction
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ing models for data governance and data 
stewardship: the report has been informed 
by their research and also benefits from the 
perspectives and inputs shared during an 
online expert workshop hosted on this topic 
by the JRC in March 2023. 

This report wishes to position itself as a ref-
erence in this emerging field, not only by re-
viewing and condensing previous attempts 
to define data intermediaries, but also by 
adding key considerations about the busi-
ness models of data intermediaries’ and 
their overall economic sustainability, as well 
as by highlighting the relevance and contri-
bution of current EU policy and legislative 
initiatives, in particular the Data Govern-
ance Act, to the understanding and possible 
evolution of data intermediaries. 

Based on the literature reviewed for our 
mapping of data intermediaries, as well 
as the notion of inclusive data governance, 
in the report we adopt the following work-
ing definition of data intermediaries, which, 
although related, is broader than the defi-
nition contained in the Data Governance 
Act, acknowledging the variety of different 
models that currently exist in practice (see 
Section 2.3):

Data intermediaries for more inclusive data 
governance allow a broader range of stake-
holders to access, control and share data, 
and support data subjects and data holders 
in deciding the purposes for which data is 
managed, as well as facilitating the exer-
cise by data subjects of their rights over 
personal data, with the likely effect of pro-
ducing further benefits from the same data 
and thus redistributing data value (social, 
public or private) across more actors and/
or society.    

We hope that this document can be useful 
for a wide array of stakeholders by helping 
them to navigate the landscape of data 
intermediaries. It aims to inform and raise 

awareness about the potential and key 
features of data intermediaries, as well as 
about their challenges and limitations, and 
the ways in which the Data Governance Act 
could constitute a key step to support their 
development.

The report is structured as follows:

 ● Section 1 introduces the report, de-
scribes the process through which it 
was developed and provides the pol-
icy context.

 ● Section 2 clarifies the conceptual un-
derpinnings of the report, explaining 
the perspectives adopted to examine 
the landscape of data intermediaries, 
which are anchored in the notion of 
inclusive data governance and in the 
Data Governance Act. 

 ● Section 3 defines the concept of 
business model, which is useful to 
analyse the strategies and conditions 
that could make data intermediaries 
sustainable.

 ● Section 4 offers a review of current 
literature about data intermediaries, 
with the goal of identifying common 
elements and definitions agreed upon 
by scholars and policy makers. Six 
types of data intermediaries are pre-
sented: Personal Information Man-
agement Systems (PIMS); data co-
operatives; data trusts; data unions; 
data marketplaces; and data sharing 
pools. For each type, the report pro-
vides general information about how 
it works and its main features, as well 
as selected examples and business 
model considerations. 

 ● Section 5 provides some concluding 
remarks, focusing on key obstacles 
for data intermediaries, and policy 
considerations and research recom-
mendations for future work in this 
area. 
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1.1 EU policy context
Recognising data use as a key pillar for the 
European digital economy, the EU approach 
combines a push for the establishment of 
a single market for data (in which data can 
circulate freely and innovation can be fos-
tered through access and use of data by 
more actors) with fundamental rights and 
freedoms to ensure a trustworthy and hu-
man-centric digital transformation. 

One of the most influential regulations con-
cerning the governance of (personal) data 
has been the EU General Data Protection 
Regulation (GDPR) (European Commission, 
2016),1 which entered into force in 2016 
and has been applicable since 2018. The 
GDPR is designed to protect the data of EU 
citizens, creating a framework for enhanc-
ing trust by putting the interest of individual 
data subjects at the centre of the legisla-
tive text. In particular, Article 20 on the right 
to data portability has been a precursor to 
the establishment of data intermediaries 
for personal data within the EU context.

With regards to the topics addressed in 
this science for policy report, an important 
recent policy initiative is the European 
Strategy for Data (European Commission, 
2020b), which foresees a key regulation 
that has shaped the thinking and practice 
around data intermediaries: the Data Gov-
ernance Act. The European Strategy for 
Data was launched in 2020 with the aim of 
creating a single market for data that will 
ensure Europe’s global competitiveness and 
data sovereignty. A single market for data 
and innovation can also be facilitated by 
SMEs, start-ups and European companies 
that develop and offer data intermedia-
tion services. Data intermediaries, in fact, 
support data access and the ability to (re)

1. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-
%3A02016R0679-20160504

reuse data, which is key for innovation and 
growth, and they have a great potential to 
strengthen the EU digital economy.

The following initiatives originated in the 
context of the European Strategy for Data 
and will impact on data sharing in Europe 
across actors, sectors and member states:

 ● The Data Governance Act (DGA)2 
was the first legislative act of the EU 
Data Strategy. It is a cross-sectoral 
instrument that aims at increasing 
trust in voluntary data sharing, for 
both economic growth and public in-
terest purposes, by creating a frame-
work for different data use and reuse 
situations. In particular, the Act out-
lines the following four goals: 

 - making more data available by 
regulating the reuse of publicly 
held protected data; 

 - boosting data sharing through 
the regulation of data inter-
mediaries; 

 - encouraging the sharing of data 
for altruistic purposes through 
the establishment of recog-
nised data altruism organi-
sations; and 

 - facilitating data sharing across 
sectors and borders and ena-
bling suitable targeted applica-
tions. Furthermore, the DGA will 
establish a European Data Inno-
vation Board (EDIB) to facilitate 
the sharing of best practices (on 
topics covered by the DGA, like 
data intermediaries, data al-
truism and the re-use of public 
sector data) as well as on the 
prioritisation of cross-sectoral 
interoperability standards. 

2. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex-
%3A32022R0868

https://digital-strategy.ec.europa.eu/en/policies/strategy-data 
https://digital-strategy.ec.europa.eu/en/policies/strategy-data 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504
https://digital-strategy.ec.europa.eu/en/policies/data-governance-act
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R0868 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R0868 
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The Data Governance Act is the reg-
ulation that most explicitly address-
es data intermediaries and thus can 
have a key role in promoting and sus-
taining them. The DGA proposal was 
published in 2020, it entered into 
force in June 2022 and will be appli-
cable from September 2023. The 
DGA text has contributed to shaping 
the wider debate on the features that 
these new kinds of services for data 
intermediation should, or could, have. 
We will return to the regulation mul-
tiple times in this report, such as for 
the definition of data intermediaries 
(Section 2.3) and the understanding 
of the different types of data inter-
mediaries (Section 4).

 ● The European Strategy for Data also 
foresees the establishment of com-
mon European data spaces, in 
which data intermediaries may play a 
key role in facilitating access to data. 
The Strategy sets out a vision for a 
‘single European data space’, which 
it describes as ‘a genuine single mar-
ket for data — open to data from 
across the world — where person-
al and non-personal data, including 
sensitive business data, are secure, 
and businesses have easy access to 
high-quality industrial data, boosting 
growth and creating value’. It empha-
sises that horizontal actions towards 
a single European data space should 
be accompanied by the development 
of sectoral or domain-specific data 
spaces in strategic areas - these are 
referred to as ‘common European 
data spaces’ (for a comprehensive 
overview and scientific insights on the 
common European data spaces, see 
Farrell et al., 2023). As described by 
the European Data Spaces Support 
Centre (2022), a common European 

data space is a ‘decentralised, gov-
erned and standard-based structure 
to enable trustworthy data sharing 
between the data space participants 
on a voluntary basis’. 

 ●  Another key initiative within the Eu-
ropean Strategy for Data is the pro-
posal for the European Data Act.3 
While still under negotiation at the 
time of writing, it contains measures 
designed to make the data economy 
more fair and innovative — for exam-
ple, these measures include: allowing 
users to access data they have gen-
erated through the use of connected 
devices; rebalancing the negotiating 
power of SMEs by preventing the 
abuse of contractual imbalances in 
data sharing contracts entailing data 
access and use; allowing customers 
to switch between different cloud pro-
viders; and ensuring that the public 
sector can access privately held data 
in particular situations (for example, 
during public emergencies). The first 
of the above-mentioned four meas-
ures could be beneficial in the devel-
opment of data intermediaries, as an 
increased access to data could mean 
greater power to decide who will be 
able to access it and how. 

 ● Finally, another legal instrument aris-
ing from the EU Data Strategy is the 
recently published Implementing 
Act on High Value Datasets.4 The 
concept of high-value datasets was 
introduced by the Open Data Direc-
tive to describe datasets held by the 
public sector, the reuse of which holds 

3. https://eur-lex.europa.eu/legal-content/EN/TX-
T/?uri=COM%3A2022%3A68%3AFIN

4. European Commission, Commission Implementing Regula-
tion (EU) 2023/138 of 21 December 2022 laying down a list 
of specific high-value datasets and the arrangements for their 
publication and re-use, Official Journal of the European Union, L 
19, pp. 43–75 (https://eur-lex.europa.eu/eli/reg_impl/2023/138/
oj) (accessed 1 February 2023). 

https://eur-lex.europa.eu/eli/reg_impl/2023/138/oj
https://eur-lex.europa.eu/eli/reg_impl/2023/138/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A68%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A68%3AFIN
https://eur-lex.europa.eu/eli/reg_impl/2023/138/oj
https://eur-lex.europa.eu/eli/reg_impl/2023/138/oj
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the potential to generate important 
benefits for society, the economy 
and the environment. The availability 
of an increased number of datasets 
can represent an important resource 
for companies (in particular SMEs) to 
develop new digital products and ser-
vices (including data intermediation 
services) and therefore it can be an 
enabler helping this new market to 
flourish. 

 ● Two additional EU political agree-
ments reached in 2022, although 
with different aims, will also impact 
on data and platform governance, 
and therefore on the development 
of data intermediaries. These are the 
Digital Markets Act (DMA)5 and the 
Digital Services Act (DSA),6 regulat-
ing market power and illegal content 
online respectively. The main goals 
of these two regulations are the cre-
ation of a safer digital space where 
the fundamental rights of all users of 
digital services are protected, as well 
as the establishment of a level play-
ing field to foster innovation, growth, 
and competitiveness, both in the Eu-
ropean Single Market and globally. 

Beyond the specific legislative instruments 
briefly illustrated above, data intermediaries 
relate to and might play a role in achieving 
a diverse array of other digital policy goals:

 ● Firstly, the objectives and potential 
impacts of data intermediaries are 
related to the first priorities of the 
European Commission for the period 
2019-20247 A Europe fit for the 
digital age and A European Green 

5. https://ec.europa.eu/commission/presscorner/detail/en/
ip_22_1978

6. https://ec.europa.eu/commission/presscorner/detail/en/
ip_22_2545

7. https://commission.europa.eu/strategy-and-policy/priori-
ties-2019-2024_en

Deal. Fair and trustworthy data shar-
ing through a new range of data in-
termediaries can not only support the 
development of innovative data driv-
en products and services in Europe, 
but also unlock access to information 
and insights for addressing societal 
and environmental challenges. This 
can provide key benefits, ranging 
from personalised health care and 
improved mobility in urban settings, 
to better policy making. Data inter-
mediaries could therefore play a role 
in fostering key objectives of the twin 
green and digital transition.

 ● Secondly, the agency of people vis 
à vis their data is mentioned in the 
European declaration on digital 
rights and principles8 signed by the 
European Parliament, the Council of 
the European Union and the European 
Commission on 15 December 2022. 
The Declaration promotes a digital 
transition shaped by European values 
and covers key rights and principles 
for the digital transformation, such 
as: placing people and their rights at 
its centre; supporting solidarity and 
inclusion; ensuring the freedom of 
choice online; fostering participation 
in the digital public space; increasing 
safety, security and empowerment of 
individuals; and promoting the sus-
tainability of the digital future.9 With 
regards to data, the Declaration high-
lights the need to increase citizens’ 
control over their data and its value, 
including by enhancing the use of 
data for public interest purposes, and 
recognising this as a form of empow-
erment.

8. https://digital-strategy.ec.europa.eu/en/library/european-decla-
ration-digital-rights-and-principles

9. https://ec.europa.eu/commission/presscorner/detail/en/
IP_22_452

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1978
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1978
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_2545
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_2545
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024_en
https://digital-strategy.ec.europa.eu/en/library/european-declaration-digital-rights-and-principles
https://digital-strategy.ec.europa.eu/en/library/european-declaration-digital-rights-and-principles
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_452
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_452
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 ●  Thirdly, data sovereignty, intended 
as enhancing control over data by 
organisations and individuals that 
contribute to their generation (Smith, 
2016), implies addressing the asym-
metries of power in the digital econ-
omy. This can be done for example 
through the regulation of gatekeep-
ers10/Big Tech platforms; by allowing 
data subjects to have greater con-
trol over their personal data (GDPR); 
as well as by allowing data holders 
and users to engage in sovereign 
data sharing with others, through the 
promotion of data intermediaries and 
greater participation in data govern-
ance. The term, ‘data sovereignty’, 
is referred to in several EU policy in-
itiatives (Madiega, 2020), such as: 
the European Strategy for Data11, in 
its broader meaning of ‘digital sov-
ereignty’, intended as a ‘means of 
promoting the notion of European 
leadership and strategic autonomy 
in the digital field’; as well as in the 
recent European declaration on digi-
tal rights and principles cited above 
(where it refers to the ability of Eu-
rope ‘to act independently in the digi-
tal world and should be understood in 
terms of both protective mechanisms 
and offensive tools to foster digital 
innovation’); and in the vision for the 
EU Digital Decade (which sets out a 
broader vision for EU digital transfor-
mation and establishes targets and 
actions to strengthen digital sover-
eignty). Finally, the President of the 
European Commission, Ursula von 
der Leyen, has mentioned digital and 
technological sovereignty in multiple 

10. Gatekeepers are digital platforms with a systemic role in the 
internal market that function as bottlenecks between businesses 
and consumers for important digital services (see the definition 
for the purpose for the Digital Markets Act, Article 3)

11. https://digital-strategy.ec.europa.eu/en/policies/strategy-data

statements and contexts, describing 
it as ‘the capability that Europe must 
have to make its own choices, based 
on its own values, respecting its own 
rules’.12

It may be argued that the EU approach to 
data governance strives to find a balance 
between the protection of fundamental 
rights, e.g., privacy and data protection; se-
curity; safety, and ethical standards (Char-
ter of EU Fundamental Rights13) and the 
promotion of the value brought by a more 
dynamic free flow of data. Following the 
analysis by Bodó et al. (2021) of the EU ap-
proach to data law, the European way may 
be described as a ‘mixed approach’ to reg-
ulating data and the digital transformation, 
which combines strong fundamental rights 
safeguards with a push for an EU internal 
market where data can circulate freely: the 
European approach to data governance) 
‘envisions trustworthy data governance that 
reconciles responsible and human centric 
data governance, subject to full compliance 
with the EU’s strict data protection rules, 
while enabling data governance to foster 
innovation, and to drive economic growth 
(European Commission, 2020b)’ (Bodó et 
al. 2021, p. 2). 

Beyond EU policy measures, an increased 
number of initiatives worldwide are advo-
cating for the participation and empower-
ment of citizens in the governance of their 
data, both as individuals, and as members 
or representatives of groups and communi-
ties, and are raising awareness about how 
this might be achieved in different contexts 
and for different socio-demographics - this 
work can be supported by data intermediar-

12. Presentation of Commission’s strategies for data and Arti-
ficial Intelligence https://ec.europa.eu/commission/presscorner/
detail/en/AC_20_260 State of the Union, 2021 https://state-
of-the-union.ec.europa.eu/state-union-2021_en; State of the 
Union, 2020 https://state-of-the-union.ec.europa.eu/state-un-
ion-2020_en

13. https://www.europarl.europa.eu/charter/pdf/text_en.pdf

https://digital-strategy.ec.europa.eu/en/policies/strategy-data
https://state-of-the-union.ec.europa.eu/state-union-2021_en; State of the Union, 2020 https://state-of-the-union.ec.europa.eu/state-union-2020_en
https://state-of-the-union.ec.europa.eu/state-union-2021_en; State of the Union, 2020 https://state-of-the-union.ec.europa.eu/state-union-2020_en
https://state-of-the-union.ec.europa.eu/state-union-2021_en; State of the Union, 2020 https://state-of-the-union.ec.europa.eu/state-union-2020_en
https://state-of-the-union.ec.europa.eu/state-union-2021_en; State of the Union, 2020 https://state-of-the-union.ec.europa.eu/state-union-2020_en
https://www.europarl.europa.eu/charter/pdf/text_en.pdf
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ies. For instance, scholars have advocated 
for children and their carers (parents and 
teachers) to be encouraged and engaged 
in controlling how their personal data are 
exploited by AI technology (Charisi et al., 
2022), while civil society groups have ad-
vocated for local governments to adopt 
tools that ‘increase residents’ control over 
the personal data collected by the city and 
how it is shared’ (Cities Coalition for Digital 
Rights & UN HABITAT for a better urban fu-
ture, 2022, p. 18). 

1.2 What you will find in 
this report
The main goal of the report is to ‘set the 
scene’ and describe the main models and 
issues at stake in relation to the landscape 
of data intermediaries, in order to enhance 
a shared understanding and explore how 
they can promote more inclusive data gov-
ernance. While certain topics covered in 
this report are already established among 
experts in the literature, it is also true that 
for many of them ambiguities and a lack of 
consensus still remain. An agreed terminol-
ogy would ultimately be beneficial to peo-
ple operating in such a relatively new field, 
whether researchers, practitioners or policy 
makers. This science for policy report thus 
wishes to raise awareness and increase the 
knowledge on current important issues re-
lating to data governance.

The report includes a description of the 
main kinds of data intermediary models 
that, to a certain extent, can support more 
inclusive forms of data governance, such as 
those allowing increased control over data 
by a greater number of actors, and gener-
ating improved value production and dis-
tribution thanks to their re-use of data for 
different purposes. For each type of data 
intermediary, the report specifies the prin-
cipal characteristics and key features (in-

tended as governance mechanisms and de-
cision-making processes), while presenting 
selected examples and insights on business 
models and sustainability.

The process through which this report was 
created is the following:

 ● desk review and analysis of the main 
scholarly and policy literature by the 
JRC team;

 ● analysis of selected case studies 
from the information available online 
by the JRC team;

 ● feedback from EU policy officers 
working on data governance;

 ● feedback from experts, researchers 
and academics working on data gov-
ernance and related topics.

The report sets the stage for a more in-
depth empirical analysis of these data in-
termediaries, as well as of the stakeholders 
involved in their use and development. Fu-
ture activities for this project will be based 
on information directly collected from data 
intermediary practitioners, developers, 
managers and users about their first-hand 
experiences and perspectives, which will 
then also be analysed through the lens of 
the issues detailed in this document. 
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2 Towards more
inclusive data
governance
2.1 Data governance 
While there may be different definitions, we 
understand data governance as comprising 
the set of rules, policies, legal mechanisms, 
stakeholders relations, decision-making 
structures and processes established to 
collect, share and use data. It concerns how 
data can be managed by data subjects and 
holders, as well as how data may be made 
accessible to third parties. Data govern-
ance can be implemented through differ-
ent means, which range from contractual 
agreements to technical standards, from 
consent forms to goals and principles. Ul-
timately, data governance determines the 
value produced from data and how it is dis-
tributed between actors and across society. 

We understand data governance not only 
as the regulations at the macro-level (i.e., 
the set of rules of a legislative nature es-
tablished by policy makers), but also as the 
relations, frameworks, principles and so-
cio-technical arrangements established by 
multiple social actors in order to manage 
data. This understanding is informed by the 
notion of governance in political science, 
which acknowledges that a broad set of 
actors and institutions, beyond regulators, 
including the private sector, civil society 
and other non-governmental entities, are 
involved in managing societies (Kooiman, 
2003). 

Until a decade ago, data governance was 
mainly understood at the micro-organisa-

tional level (especially in the fields of in-
formation systems and privacy regimes) 
as decision rights and accountabilities for 
managing data as a strategic asset of a 
single enterprise (Abraham et al., 2019; Zy-
gmuntowski et al, 2021). Data governance 
was mainly seen as the internal task of a 
single company or organisation, which has 
to control and manage data in an efficient 
way (Data Administration Management As-
sociation, 2009). Lately, the concept has 
also been applied in a wider context at the 
meso-level, encompassing the social, eco-
nomic, political, and cultural factors that ex-
plain how data are accessed and controlled 
across organisations and by a multitude of 
actors, beyond the single enterprise (Liu, 
2022). In this report, we adopt this latter 
understanding, according to which data gov-
ernance concerns trans-organisational data 
flows at different levels examined through 
a holistic approach that also accounts for 
the influence of the micro and macro lev-
els (Zygmuntowski et al., 2021; Lähteenoja 
and Sepp, 2021). 

The notion of data governance recently 
gained popularity because of the growing 
recognition of the exploitative and monop-
olistic practices that characterise our digital 
ecosystem and the urgency to explore alter-
native ways of controlling data and creating 
value from them (Ada Lovelace Institute, 
2022; Micheli et al., 2020; Zygmuntowski et 
al, 2021). Various data governance models 
have been identified that allow stakehold-
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ers to establish more equitable and partic-
ipatory relations compared to those pro-
moted by Big Tech corporations, which tend 
to be highly asymmetric and monopolistic. 
These new data governance approaches 
range from horizontal collaborations be-
tween businesses and public entities, to 
data stewardship for the responsible man-
agement of data on behalf of data subjects, 
‘pioneering attempts at creating collabora-
tive governance regimes with public inter-
est in mind’ (Zygmuntowski et al., 2021, p. 
7). Data intermediaries are expected to play 
a role in this field and a heterogenous land-
scape of data intermediation initiatives has 
already been launched with similar goals 
in mind. In this report we explore different 
types of data intermediaries that promote 
more horizontal stakeholder relationships 
and fairer ways to handle data, thus con-
tributing to advancing more inclusive forms 
of data governance. 

2.2 Inclusive data 
governance 

The review of data intermediaries present-
ed in this report is informed by the notion 
of inclusive data governance. With this con-
cept, we refer to initiatives for data sharing, 
control and use that promote alternatives 
to dominant monopolistic and exploitative 
data practices. Data governance approach-
es can be considered more inclusive for dif-
ferent reasons: because they support more 
horizontal relations between actors involved 
in data collection and use; because they of-
fer means to access and share data assets 
for smaller economic players in the data 
market; because they foster data sharing 
for public interest purposes; because they 
allow data subjects to decide about how to 
use their data; and because they support 
communal approaches to data manage-
ment and sharing based on transparency 
and accountability, etc. 

Data governance is more inclusive when 
there is a broader stakeholder participation 
in decisions concerning data access, control, 
sharing and use, as compared to the ‘take 
it or leave it’ approach to data typical of 
large technology platforms. This could im-
ply a more horizontal relationship between 
suppliers (data holders and data subjects), 
as well as increased opportunities and 
means to access and control data for data 
subjects and other actors. A more inclusive 
data governance approach allows multiple 
stakeholders to use data for various pur-
poses. Consequently, it might result in the 
generation of different kinds of economic 
and social value, which could be understood 
as a ‘redistribution’ of the benefits generat-
ed from data. This is an important step for 
a fairer data ecosystem in which data are 
managed for the benefit of all, not the few.

The notion of ‘inclusive data governance’ is 
used in this report as a conceptual lenses. It 
is intended to describe data handling prac-
tices, aligned with European principles and 
values, that promote a fairer data economy 
and society. We consider inclusive data gov-
ernance as a potential paradigm shift that 
could be achieved through different kinds of 
initiatives. Data intermediaries play a role in 
fostering inclusive data governance, but this 
shift can also be supported by wider legal 
and policy interventions, such as regulation 
of unfair data practices, online content reg-
ulation, or policies ensuring that the profit 
that data help to generate is redistributed 
more equitably. Data intermediaries cannot, 
by themselves, undermine the exploitative 
practices and power symmetries of the cur-
rent digital economy (Janssen et al., 2020). 
However, they support more inclusive ap-
proaches for handling data, which are alter-
native to the dominant ones. If data gov-
ernance in general implies issues of data 
control and value generation, inclusive data 
governance means configuring them ac-
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cording to specific ways and motivations. 
We elaborate more on two positive features 
of inclusive data governance below:

 ● Control and agency: 

 - Data governance approaches 
are inclusive when a broader 
range, and more diverse types, 
of actors can access data and 
decide how data are shared, ac-
cessed and used, compared to 
unilateral agreements typically 
set by Big Tech platforms.

 - Data governance is inclusive 
when the interests, needs and 
rights of those who current-
ly have less power in the data 
economy (such as citizens, civil 
society organisations, but also 
SMEs and local public authori-
ties) are protected and promot-
ed. 

 - Data governance is inclusive 
when data holders, data sub-
jects, and all individuals repre-
sented in data, or affected by 
how data are used, can rely on 
governance mechanisms and 
tools that allow them to have 
agency over their data. 

 - For individuals and communi-
ties, data governance is inclu-
sive when there is participation 
around data. Participation takes 
place in different forms, -from 
public dialogues and ethics 
committees to clear terms of 
services and privacy- enhancing 
technologies, and from individ-
uals controlling their personal 
data to collective forms of bar-
gaining over data rights and col-
laborative decision-making on 
data commons.

 - In the economic context, data 
governance is inclusive when 
SMEs and start-ups have great-
er control over their data, and 
when they can access relevant 
data sources and use them to 
build functional (and socially 
relevant) data-driven services 
instead of being subjected to 
the information asymmetries of 
data monopolies. 

 - Greater agency and control over 
data by both individuals and 
(smaller) economic actors could 
enhance the establishment of a 
healthier data ecosystem that 
is ‘fundamental rights compli-
ant’, in which innovation is fos-
tered and in which some of the 
inequities in how data are used, 
collected and shared are ad-
dressed.

 ● Value and benefit sharing: 

 - Data governance approach-
es are inclusive when different 
kinds of value are generated 
from data across multiple val-
ue chains and sectors of socie-
ty. The different types of value 
range from economic and social 
to moral, including the ability to 
negotiate privacy.

 - Data governance is inclusive 
when the value generated from 
data is spread across a wide 
range of actors and collective 
claims can be made about val-
ue creation and distribution. 

 - Data governance is inclusive 
when the outcomes of data 
use are distributed fairly, for in-
stance when some of the profits 
that emerge from commercial 
data are returned to the public 
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domain or to other actors that 
enabled the production of these 
data in the first place (e.g., from 
public infrastructures to citizens’ 
digital footprints). This reso-
nates with notions such as ‘data 
solidarity’ and ‘data as utility’.

 - Data governance is inclusive 
when economic value gener-
ated from data use is created 
through partnerships estab-
lished to optimise data value 
chains in a sector or logistics. 

 - In the context of this report, in-
clusive data governance refers 
both to ‘economic inclusion’ (i.e., 
increased participation in value 
creation by data subjects and 
data holders thanks to greater 
opportunities to obtain value 
from data), as well as to pub-
lic value creation. Data sharing 
for the benefit of citizens and 
society encompasses harness-
ing data for the common good, 
beyond solely economic bene-
fits, through altruistic forms of 
data sharing to address societal 
challenges (in sectors such as 
health and environment). 

Both features described above (Control 
and agency, as well as Value and benefit 
sharing) align with current EU data policies, 
which are based on a human-centric ap-
proach to the digital transformation and an-
chored in European values and fundamen-
tal rights. Putting individuals at the centre 
of (data) governance resonates with this 
broad EU vision for a digital economy and 
society, and the empowerment of both indi-
viduals and businesses regarding the data 
they contribute to producing is an important 

theme in the European Strategy for Data.14

In this context, the rights attributed to data 
subjects for the control over their personal 
data by the GDPR have been an important 
key step. In particular, the rights to data 
access and to data portability have been 
established with the goal of empowering 
data subjects to control their data by ena-
bling them to access -and then move, copy 
or transmit personal data easily from one 
digital environment to another (Giannopou-
lou et al., 2022). The Data Governance Act 
promotes those principles and governance 
features described above via the concept of 
trustworthy data intermediaries. The DGA 
aims to push forward data intermediation 
services that are ‘fundamental rights com-
pliant’ as they respect human dignity and 
personal autonomy- values that lie at the 
heart of the EU Charter of Fundamental 
Rights.

Data intermediaries offer technical and le-
gal means to control and decide about data, 
opening up new channels for data sharing 
and for distributing the benefits generated 
by data more widely across the economy 
and society. One of the intentions of the 
DGA is to provide the means to enhance 
trust in these new data services by legal-
ly separating (neutral) data intermediaries 
from other data governance models that 
are based on power or information asym-
metries. The DGA could thus potentially 
contribute to supporting the uptake of more 
inclusive data governance approaches in 
the data economy and society.

14. Both features are ‘positive’ aspects of data governance (who 
has the power and who gets the benefits). Although we do not 
delve into this aspect, we recognise that it might be valuable 
to also examine the topic from the perspective of ‘negative’ 
features, namely who carries the obligations and who bears the 
risks and the costs. These ‘negative’ features shall also be more 
equitably distributed in an inclusive model of data governance.
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In addition to regulatory measures, techni-
cal means may also foster inclusive data 
governance. Although technical aspects will 
not be addressed in detail in this report, we 
should stress that the adoption of appli-
cation programming interfaces (APIs) and 
interoperability standards could play a fun-
damental role in promoting inclusive data 
governance, preventing lock-in effects and 
supporting fairer competition, and enabling 
data sharing among different data holders 
and data users (Borgogno and Colangelo, 
2019). 

2.3 Data intermediaries 
Data intermediaries are a relatively new 
kind of entity in the data economy for which 
multiple definitions exist. In this section, we 
first outline how data intermediaries are un-
derstood and regulated in recent EU legisla-
tion, then we draw from conceptualisations 
currently widespread in the academic and 
policy literature to highlight how this new 
kind of service might promote more inclu-
sive approaches to the governance of data, 
and finally we conclude by proposing an op-
erational definition of intermediaries based 
on the above. 

In the first section (2.3.1) we tackle data 
intermediaries from the perspective of the 
Data Governance Act. In addition to sum-
marising the objectives of the regulation, 
the section describes the requirements that 
data intermediaries must abide by accord-
ing to this legislation. Only data intermedi-
aries that meet certain criteria are covered 
by the DGA. We refer to this subset of inter-
mediaries as data intermediation servic-
es providers (DISPs), as this is the termi-
nology used in the DGA text.

The second section (2.3.2) reviews data 
intermediaries as defined in the academic 
and policy literature, using the lens of what 

we call ‘inclusive data governance’ (see 
previous section for a definition). It pro-
vides an overview of the different roles that 
data intermediaries could play in relation 
to redressing the information and power 
asymmetries that characterise today’s po-
litical economy of data. This section iden-
tifies four objectives that can be pursued 
by data intermediaries that foster more 
inclusive approaches to data governance. 
It then closes by providing an operational 
definition of data intermediaries adopted in 
the current report. Importantly, intermediar-
ies covered by the DGA regulation can also 
be intermediaries promoting inclusive data 
governance; the distinction is analytical, but 
the two concepts could apply to the same 
initiative in practice (see Figure 1).

2.3.1 Data intermediaries and 
data altruism organisations in 
the Data Governance Act

The Data Governance Act (DGA) aims to 
stimulate the availability of data for (re)use 
and to strengthen data governance mecha-
nisms in the EU. It is designed to facilitate 
data sharing by/between different actors 
(businesses, individuals, public sector enti-
ties, NGOs) by enabling more trustworthy 
data exchanges for different purposes. The 
legislation is part of the European Strate-
gy for Data, thus it is based on the premise 
that data could lead to beneficial societal 
impacts — such as improvements in health 
and well-being, strengthened climate ac-
tion and more efficient public services, as 
well as fostering innovation and economic 
growth, with data being a critical resource 
for start-ups and SMEs. Yet, as stated in the 
impact assessment of the DGA, the poten-
tial of data is not fully released in the EU 
due to several obstacles to data sharing 
(European Commission, 2020a).
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Low trust in data sharing has been iden-
tified as one of the main reasons behind 
limited data availability and use in Europe 
(European Commission, 2020a). The DGA 
puts forward a variety of measures with the 
explicit intention of promoting increased 
trust in data sharing among businesses, 
organisations and individuals. Concerning 
data intermediaries, it defines specific rules 
for ‘data intermediation services providers’ 
(DISPs) in Chapter III (see Box 1). Chapter 
IV of the regulation addresses instead enti-
ties that enable data altruism, which will be 
able to register as ‘data altruism organisa-
tions recognised in the Union’ (RDAOs) (see 
Box 2). The regulation makes a clear dis-
tinction between DISPs and RDAOs accord-
ing to their objectives and functionalities. It 
defines a ‘data intermediation service’ as a 
service which aims to establish ‘commercial 
relationships’ for the purposes of data shar-
ing between data subjects/holders and data 
users, while ‘data altruism’ is defined as the 
sharing of data without seeking a reward, 
‘for objectives of general interest’. 

DISPs and RDAOs are legally binding defi-
nitions (for services that are covered by the 
regulation in the first case, or wish to reg-
ister as such in the latter) and apply to a 
specific set of data services, belonging to 
— but not fully overlapping with — the wid-
er landscape of data intermediaries that is 
reviewed in this report, which focuses on 
inclusive data governance. In this section, 
we clarify which entities are recognised un-
der the DGA, how they relate to each other, 
and how they relate to a wider landscape of 
data intermediaries.

2.3.1.1 Data Intermediation Service 
Providers (DISPs) regulated by the 
DGA

The DGA advances a governance frame-
work that ‘offers an alternative model to 

the data-handling practices of the Big Tech 
platforms’15 through the promotion of neu-
tral and trustworthy data intermediation 
services providers that put individuals and 
companies in control of their data. One of 
the main objectives of the DGA is to iden-
tify a new category of neutral data inter-
mediaries that comply with a specific set 
of rules and are thus recognised by the EU 
(for a summary see Box 1). Companies, or-
ganisations and individuals will thus have 
the possibility to rely on such neutral and 
trustworthy intermediation services for 
the sharing or pooling of data as well as 
for exercising their rights as data subjects. 
This new framework is developed to reas-
sure data subjects/holders about how their 
data will be treated — i.e., they will know 
that they interact with an intermediary that 
is managing their data according to high se-
curity standards, does not have any conflict 
of interests, and that fully complies with the 
applicable EU regulations. 

In practice, the DGA requires that data in-
termediaries operating in the EU which 
aim to establish commercial relation-
ships for the purposes of data sharing be-
tween data subjects/holders and data users 
must undergo a mandatory notification 
procedure to the competent authority. The 
provider of the data intermediation servic-
es must submit a notification containing a 
specific set of information about those ser-
vices, such as legal status, address of main 
establishment in the Union, a designated 
contact person, and a description of the 
type of services provided. Once the author-
ity confirms that the service complies with 
Articles 11 and 12 of the DGA, the DISP will 
be able use the label ‘data intermediation 
services provider recognised in the Union’ 
and to display the related logo. The Com-

15. https://digital-strategy.ec.europa.eu/en/policies/data-govern-
ance-act-explained

https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained
https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained
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mission will keep a regularly updated public 
register of recognised DISPs, which will al-
low data holders and subjects to find trust-
worthy operators of data intermediation 
services. 

Registered DISPs should belong to one of 
the three types of data intermediaries de-
scribed in Article 10 of the DGA (see Table 
1) and should also comply with the condi-
tions listed in Article 12 of the DGA, which 
are set out to ensure that there are no con-
flicts of interest.

A key condition for DISPs is that they shall be 
‘neutral third parties’, which means they 
are only operating as intermediaries, with-
out processing any of the data themselves 
to obtain data-driven services or products 
from the information provided. DISPs can-
not monetise data by selling it to another 
company or by using it to develop their own 
data-driven products or additional services 
based on this data. DISPs shall not inter-
vene in the data value chain unless these 
additional data-driven services are operat-
ed through separate legal entities: i.e., there 
must be a structural separation between 
the data intermediation services and any 
other data services provided. For compa-
nies that already offer data intermedia-
tion services in addition to their other data 
services, ‘the data intermediation activity 
must be strictly separated, both legally and 
economically, from other data services’.16 A 
key objective of these DGA requirements is 

16. https://digital-strategy.ec.europa.eu/en/policies/data-govern-
ance-act-explained. Additional conditions summarised at this 
link include that the commercial terms (such as pricing) for the 
provision of intermediation services should not be dependent 
on whether a potential data holder or data user is using other 
services, and that any data and metadata acquired by DISPs can 
be used only to improve the data intermediation service itself. 

for data holders/subjects to know that the 
business model of a DISP does not depend 
on making a direct profit from the informa-
tion it is sharing. The only beneficiaries of 
the data value shall be the data suppliers 
and selected/known data users, not the in-
termediation services providers that enable 
the data sharing. 

This set of conditions clearly distinguishes 
DISPs from those large online platforms 
that qualify as gatekeepers according to 
the Digital Markets Act, as well as from oth-
er kinds of data intermediaries that do not 
meet the DGA criteria. For instance, data 
brokers, which are widely acknowledged as 
data intermediaries in the academic litera-
ture (Janssen & Singh, 2022a; von Ditfurth 
and Lienemann, 2022), might fall outside 
the DGA mandate in case their goal is not 
to establish a commercial relationship be-
tween data subjects/holders and data us-
ers, or whether they aggregate, enrich or 
transform data with aim of adding value 
and licencing its use to data users (see Art 
2(11)a). The types of data intermediaries 
falling under Chapter III of the DGA repre-
sent only a segment of the wide spectrum 
of data intermediaries operating in the data 
economy. It is important to highlight that, 
although DISPs cannot implement the busi-
ness model of the data brokers mentioned 
above (or generate a profit from other data 
services), they still need to find a revenue 
stream to be economically sustainable as 
private companies (for a general overview 
of business models of different types of 
data intermediaries and the challenges for 
reaching economic sustainability see Sec-
tion 3).

https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained
https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained
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Box 1. The Data Governance Act’s provisions on data intermediation 
services providers (DISPs) in brief

Article 2 of the DGA defines a data intermediation service as 
a service which aims to establish commercial relationships for the purposes 
of data sharing between an undetermined number of data subjects and data 
holders on the one hand and data users on the other, through technical, legal or 
other means, including for the purpose of exercising the rights of data subjects 
in relation to personal data (Art. 2(11)). 

From this provision it follows that an essential criterion for an entity to be defined as 
a data intermediary according to the DGA is the establishment of commercial rela-
tionships between data subjects/holders on one side and data users on the other for 
the purpose of intermediation. 

In Article 10, the DGA foresees three broad types of data intermediation services, 
which can be conceptualised as ‘enablers of data spaces’ following the reasoning 
described in the Recitals of the DGA, these are:

 ● Intermediation services between data holders and potential data users; this 
concerns entities that allow bilateral or multilateral exchanges of data, the 
creation of platforms or databases enabling the exchange or joint use of data, 
as well as the establishment of other specific infrastructure for the intercon-
nection of data holders with data users.

 ● Intermediation services between data subjects or individuals that seek to 
make their personal or non-personal data available, and potential data users. 

 ● Data cooperatives, which are organisational structures constituted by data 
subjects, one-person undertakings or SMEs. These entities will help members 
of the cooperative to exercise their rights over their data.

While the first type can be enablers for industrial data sharing, the second mainly 
focuses on personal data sharing, and the third covers collective data sharing and 
governance schemes. 

The Recitals of the DGA also mention specific types of data intermediaries, such as: 
data marketplaces, orchestrators of data sharing ecosystems (data spaces) and data 
pools (Recital 28), which could be examples of the first type, and personal data spac-
es (Recital 30), which could be an example of the second type. 

Article 12 of the DGA specifies that data intermediaries can only be mediators (neu-
tral third parties) and cannot aggregate, enrich or transform the data for the purpose 
of adding substantial value to it and license the use of the resulting data to data 
users.17 

If an entity complies with definitions in Art. 2(11) and Art. 10 it is expected to follow 
conditions in Art. 12 to be able to register with the competent national authority 
for data intermediation services under the DGA. This requirement applies to entities 
providing data intermediation services in the EU, regardless of where they are 
established. 

17. https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained

https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained
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2.3.1.2 Data altruism organisations 
recognised in the EU (RDAOs) by the 
DGA

The DGA also advances a governance 
framework to create trusted tools for data 
altruism, intended as the voluntary sharing 
of data without reward for objectives of 
general interest. The notion of ‘general in-
terest objectives’ is left for national law 
to define, but, overall, such objectives can 
include healthcare, fighting climate change, 
augmenting official statistics, improving 
mobility and public services, as well as en-
hancing public policy making and research. 
Chapter IV is dedicated to organisations es-
tablishing data altruism initiatives of vari-
ous kinds, which will have the possibility to 
register as ‘data altruism organisations rec-
ognised in the Union’ (RDAOs) (for a sum-
mary see Box 2). 

Unlike DISPs, RDAOs must be run by a 
not-for-profit entity and their registration 
under the DGA is voluntary. Only organi-
sations that meet a set of transparency 
requirements (Art. 20), that offer specific 
safeguards to protect the rights and in-
terests of individuals and companies who 
share their data (Art. 21), and that comply 
with the Data Altruism Rulebook18 (Art. 22 
and delegated act) will be able to register 
as RDAOs. The Rulebook details technical, 
security and information requirements, to-
gether with communication roadmaps and 
interoperability standards. Once an entity 
is registered as an RDAO, it will be able to 
use a special logo and will be listed in both 
the Commission register and in the Mem-
ber State public national register for RDAOs. 
These registers support data holders/sub-
jects in finding trustworthy tools for data 
sharing for the public interest. A Europe-
an data altruism consent form (Art. 25) 
will also be adopted to allow the collection 

18. Compliance with the delegated act (Rulebook) referred to 
in Article 22 must take place at least 18 months after its entry 
into force.

of consent or permission across Member 
States in a uniform format. Overall, DGA 
Chapter IV measures are meant to increase 
trust among data subjects/holders towards 
data altruism through the identification of 
recognised data altruism organisations.

For the objectives of this report, it is useful 
to clarify how RDAOs relate to DISPs and 
data intermediaries more generally. One of 
the key requirements for qualification as 
a recognised data altruism organisation is 
that an entity must operate on a not-for-
profit basis and be legally independent 
of any entity that operates on a for-profit 
basis. This neatly demarcates RDAOs (data 
altruism organisations covered in Chapter 
IV) from DISPs (data intermediation servic-
es providers covered in Chapter III), but not 
from data intermediaries more generally. It 
is also a requirement that data altruism ac-
tivities are carried out through a structure 
that is separated from other activities, to 
avoid conflicts of interest and help increase 
trust. 

RDAOs can operate in different ways, with 
a broader range of roles than being a data 
intermediary. According to details in the 
legislation (see for instance Articles 20 and 
21), RDAOs can perform the following ac-
tivities (while ensuring they comply with the 
requirements outlined above):

 ● collect and store data from data hold-
ers/subjects for objectives of general 
interest; 

 ● process data collected from data 
holders/subjects for objectives of 
general interest; 

 ● allow third parties (natural or legal 
persons) to process data collected 
from data holders/subjects for objec-
tives of general interest.

Only the last of the activities listed above 
implies data intermediation. We thus con-
clude that a RDAO might, in certain cases, 
carry out general data intermediation activ-
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ities (broadly speaking, we are not referring 
here to data intermediation services regu-
lated by Chapter III of the DGA) in the pub-
lic interest, but it is not necessary to do so 
in order to qualify as RDAOs. Furthermore, 
RDAOs are clearly distinguished from data 
intermediation services providers (DISPs) 
that facilitate the establishment of com-

Box 2. The Data Governance Act’s provisions on data altruism organ-
isations (RDAOs)

Chapter IV of the DGA provides a framework for increasing trust in data altruism organ-
isations. The regulation establishes a voluntary labelling scheme to which entities that 
carry out data altruism initiatives can apply so that they can be registered as ‘Data al-
truism organisation recognised in the Union’. The objective of this labelling framework is 
to allow individuals and companies to share their data for the public good with increased 
transparency and trust. 

The key feature of data altruism is a focus on the common good as opposed to seeking 
economic benefits for the individual stakeholders engaged in data sharing. Data altruism 
is defined in Article 2 as the voluntary sharing of data on the basis of the consent of 
data subjects or permissions of data holders to allow the use of their non-personal 
data without seeking or receiving a reward and for objectives of general interest as 
provided for in national law, where applicable, such as healthcare, combating climate 
change, improving mobility, facilitating the development, production and dissemi-
nation of official statistics, improving the provision of public services, public policy 
making or scientific research purposes in the general interest. 

Entities that make data available through data altruism and that comply with the re-
quirements set out in the dedicated Rulebook (Article 22) will be able (but not obliged) 
to register as ‘Data altruism organisation recognised in the Union (RDAO)’ with the na-
tional competent authority for the registration of data altruism organisations. The regis-
tration is not a compulsory provision, and therefore being registered is not a requirement 
to conduct data altruism initiatives. The registered organisations, however, will ensure a 
higher level of trust for data subjects and data holders compared to non-registered ones. 

As defined in Article 25, data altruism organisations recognised in the EU will provide 
adequate means to data holders and data subjects to withdraw or modify their consent, 
including updates about the use of their data. The DGA foresees a European data altru-
ism consent form (which will be adopted by the European Commission through an imple-
menting act) to smooth the collection of consent (for personal data) and permission (for 
non-personal data). The consent form is also intended to facilitate the portability of data 
in order to allow data subjects to leverage Article 20 of the GDPR. With more control over 
their data, data holders and data subjects are expected to be more likely to trust other 
agents handling them, and thus to share their data for the public good, since they can 
reverse or amend their actions if expectations are not met. 

mercial relationships between data sup-
pliers and users. RDAOs can both process 
and use data, if they do so according to 
the requirements set out in the regulation, 
while DISPs can process data but, in princi-
ple, they cannot use it (or only to the limited 
extent to improve their services). 
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Table 1. DGA provisions for DISPs and RDAOs 

Providers Data 
suppliers Purposes for data sharing

DISPs
Data 
intermediation 
services 
providers 
recognised in 
the Union

 ● Providers of a service which 
aims to establish commercial 
relationships for the purposes 
of data sharing between data 
subjects/holders and data 
users through technical or 
legal means.

 ● Neutral third parties (structural 
separation between data 
intermediation services 
and any other data-driven 
services).

DISPs do not include:
 ● services that aggregate, enrich 

or transform data for adding 
value;

 ● services that focus on the 
intermediation of copyright-
protected content;

 ● services that are exclusively 
accessed by one data holder;

 ● data-sharing services offered 
by public sector bodies that 
do not aim to establish 
commercial relationships;

 ● data altruism organisations.

Data holders

 ● Bilateral or multilateral 
exchanges of data;

 ● creation of platforms or 
databases enabling the exchange 
or joint use of data; 

 ● establishment of other 
infrastructure for the 
interconnection of data holders 
with data users.

Data 
subjects and 
individuals

Make personal or non-personal data 
available for potential data users.

Groups of 
data holders 
or data 
subjects19

(Members 
of data 
cooperatives) 

Support members in the exercise 
of their rights over their data, with 
regard to: 

 ● making informed choices before 
they consent to data processing; 

 ● exchanging views on data 
processing purposes and 
conditions that best represent 
the interests of its members; 

 ● negotiating terms and conditions 
for data processing on behalf of 
its members.

RDAOs
Data altruism 
organisations 
recognised in 
the Union

 ● Entities operating on a not-
for-profit basis enabling the 
voluntary sharing of data for 
objectives of general interest 
(e.g., healthcare, fighting 
climate change, official 
statistics, improving mobility 
and public services, enhancing 
public policy making and 
research).

 ● Complying with Rulebook, 
meeting transparency 
requirements, and offering 
specific safeguards.

Data holders 
and data 
subjects

Consent or permission to collect, 
store, process or share data with 
third parties for objectives of general 
interest.

Source: JRC own elaboration with contribution of Viivi Lähteenoja

19. Data subjects, one-person undertakings or SMEs.
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2.3.2 Data intermediaries for 
more inclusive data governance 

This report provides an overview of data in-
termediaries that, to different extents, fos-
ter alternatives to the exploitative asym-
metric data practices of corporations and 
very large online platforms (Liu, 2022; Cra-
glia et al., 2021). In recent years, several 
authors and organisations made attempts 
at systematising knowledge on the topic of 
data intermediaries, elaborating their own 
definitions and perspectives on the role that 
these new types of services could play in 
fostering different and more inclusive ap-
proaches for the governance of data. This 
section reviews some of the most common 
conceptualisations of the notion of data 
intermediary informed by that perspective. 
At the end of the section, a short definition, 
based on the academic and grey literature 
previously reviewed, is proposed to sum-
marise how data intermediaries for more 
inclusive data governance are conceived 
in this report. Importantly, these data inter-
mediaries make up a different group than 
the services (DISPs) regulated by the Data 
Governance Act, but the two groups overlap 
(see Figure 1).

In a recent article titled ‘Data Intermediary’ 
published in the journal ‘Internet Policy Re-
view’, Janssen and Singh (2022a) provide 
the following definition of data intermedi-
aries, stressing the roles of the different ac-
tors involved in the data flows: 

A data intermediary serves as a medi-
ator between those who wish to make 
their data available, and those who seek 
to leverage that data. The intermedi-
ary works to govern the data in specif-
ic ways, and provides some degree of 
confidence regarding how the data will 
be used. (...) Data intermediaries form 
part of a data processing ecosystem. 
This includes the intermediary, often an 

organisation (of some form), as well as 
two other key categories of stakeholder: 
data suppliers who are those individu-
als, communities, or enterprises that 
make their data available, and third par-
ties referring to those interested in using 
(processing) supplier data. (Janssen & 
Singh, 2022a, p. 2). 

Data intermediaries might foster more in-
clusive data governance in different ways. 
While reviewing some of the key definitions, 
we identified the following objectives that 
also support inclusive data governance 
goals:

 ● A key objective of data intermediar-
ies is to enable data subjects and 
individuals to exercise greater con-
trol over their data. A data inter-
mediary is a trusted mediator that 
enables individuals to take decisions 
about their data, such as about how 
these are accessed, with whom they 
are shared, how they are used and for 
which purposes, facilitating consent 
and decision-making, while preserv-
ing the right to data privacy. The data 
portability right (enshrined within the 
European Union by the General Data 
Protection Regulation - GDPR20) sets 
the conditions for such data interme-
diaries to exist, as it provides data 
subjects with the right to access their 
data, aggregate them and use them 
for other purposes.21 This kind of data 
intermediary might include different 
types that operate at the individual 
or collective level, such as Personal 
Information Management Systems 

20. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX-
%3A02016R0679-20160504

21. Article 20 of the GDPR states that a data subject has 
the right to obtain personal data concerning him/her from a 
controller and to store or transmit them to another controller. In 
this way it allows individuals to obtain (in a machine-readable 
way) and reuse their personal data for their own purposes across 
different services.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504
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(PIMS) (and services labelled in a sim-
ilar way, such as personal data wal-
lets or clouds), data unions and data 
cooperatives.

 ● Other definitions highlight the im-
pact that this new type of actor 
might have on the political econo-
my of the current data ecosystem by 
addressing information and power 
asymmetries: data intermediaries 
can ‘help rebalance relationships be-
tween those producing or with rights 
over data, and those seeking to use 
that data by offering an alternative 
approach to the data processing’ 
(Janssen and Singh, 2022a; see also 
Mozilla Insights, van Geuns and Bran-
dusescu, 2020). To promote a more 
balanced ecosystem, data interme-
diaries should not have conflicts of 
interests over the data they inter-
mediate. A recent report by the Ada 
Lovelace Institute (2022, p. 58) stat-
ed that data intermediaries have to 
be neutral, i.e., ‘discouraged and pre-
vented from monetising data’. If in-
termediaries do not derive profit from 
data aggregation, transformation and 
use, they will be clearly distinct from 
the gatekeeper platforms that domi-
nate the market.

 ● Data intermediaries, by facilitating 
sharing, also enable the potential for 
data re-use and for the generation 
of additional (kinds of) value from 
data for both the economy and soci-
ety. A typical example of data inter-
mediation services that facilitate the 
creation of more economic benefits 
are those in the business-to-business 
context, such as data marketplaces 
or data pools, which allow the estab-
lishment of relationships between 
multiple data holders and data users, 
including smaller economic players. A 
definition of data intermediaries that 

places more emphasis on value crea-
tion is proposed in the OECD (2019) 
report entitled Enhancing Access to 
and Sharing of Data: Reconciling 
Risks and Benefits for Data Re-use 
across Societies:

Data intermediaries enable data 
holders to share their data, so it 
can be re-used by potential data 
users. They may also provide ad-
ditional added-value services such 
as data processing services, pay-
ment and clearing services and 
legal services, including the provi-
sion of standard license schemes 
(OECD, 2019, P. 36). 

Besides generating economic bene-
fits to companies, data intermediar-
ies might also produce societal ben-
efits. By facilitating data access and 
sharing, they create opportunities for 
better data analysis in different ar-
eas, including research, policy deci-
sion-making and technology audit. A 
definition provided by the Centre for 
Data Ethics and Innovation of the UK 
Government (2021), for instance, ac-
knowledges how data intermediaries 
offer technical, legal and economic 
means for improved data analysis as 
value creation.

Intermediaries can provide techni-
cal infrastructure and expertise to 
support interoperability between 
datasets, or act as a mediator ne-
gotiating sharing arrangements 
between parties looking to share, 
access, or pool data. They can 
also provide rights-preserving ser-
vices — for example, by acting as 
a data custodian allowing remote 
analysis through privacy-enhanc-
ing technologies, or providing in-
dependent analytical services in 
a siloed environment (Centre for 
Data Ethics and Innovation, 2021)
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 ● Data intermediaries support the re-
sponsible management of informa-
tion resources and are also referred 
to as data stewardship institutions 
or collectives (Hardinges, & Keller, 
2021). Given the role they can play 
in protecting the (data) rights of indi-
viduals and communities and in un-
locking the benefits produced by data, 
they are expected to foster more 
trustworthy, responsible, fair and eq-
uitable data use. Data stewardship 
‘denotes an approach to the manage-
ment of data [...] intended to convey 
a fiduciary (or trust) level of respon-
sibility toward the data’ (Rosenbaum, 
2010 cited in UK AI Council & Ada 
Lovelace Institute, 2021, p. 19). Data 
stewardship, however, is not just as 
an institution, but also a practice that 
facilitates establishing a responsible 
culture for data access and re-use. It 
is also referred to as a professional 
practice with certain roles, skills and 
responsibilities (Verhulst, 2021). 

It is worth noticing that pursuing one of the 
above objectives does not rule out the oth-
ers. On the contrary, several types of data 
intermediaries are designed to address 
most, if not all, the above-mentioned goals. 
For example, Giannopoulou et al. (2022) 
explain how data trusts (Delacroix and Law-
rence, 2019) may support the ‘greater con-
trol over their data’ objective through rights 
mandates while also ‘addressing power 
asymmetries’ and supporting the ‘responsi-
ble management’ of information. 

Drawing from the strand of literature brief-
ly summarised above, this report refers to 
data intermediaries for more inclusive data 
according to the following definition: 

Data intermediaries allow the estab-
lishment of a relationship (commercial 
or non-commercial) between data sub-
jects and/or data holders, on the one 
hand, and data users on the other hand. 
Data intermediaries for more inclusive 
data governance allow a broader range 
of stakeholders to access, control and 
share data, and support data subjects 
and data holders in deciding the purpos-
es for which data is managed, as well 
as facilitating the exercise by data sub-
jects of their rights over personal data, 
with the likely effect of producing further 
benefits from the same data and thus 
redistributing data value (social, public 
or private) across more actors and/or 
society.    

Data intermediaries are a wide category of 
services. This report maps the broader land-
scape of these services that support more 
inclusive forms of data governance and 
thus promote a human-centred and ‘fun-
damental rights compliant’ data society, in 
which data is controlled and leveraged by 
individuals, communities, SMEs and other 
actors for the generation of social benefits, 
while also innovating in the digital econo-
my. These might overlap with DISPs cov-
ered by the DGA, depending on the extent 
to which they comply with its requirements. 
The relationship between the two groups is 
depicted in Figure 1.
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3 The economic 
sustainability of 
data intermediaries
In this section we study the challenges and 
opportunities that data intermediaries face 
to reach economic sustainability. Our focus 
is on data intermediaries in general, which 
includes but is not limited to the data inter-
mediaries considered in Chapter III of the 
DGA, as shown in Figure 1.

Reaching economic sustainability is one of 
the main challenges that data intermediar-
ies currently face in order to become rele-
vant actors and hence deliver the expected 
positive impacts referred to above. In this 
section we build on the concept of business 
model in order to analyse the strategies and 
conditions that could make data intermedi-
aries economically sustainable. We begin 
by defining a business model and its com-
ponents, which we exemplify for the case of 
a data intermediary. We then describe each 
of the core components of a business mod-
el in detail with a particular focus on the 
challenges that data intermediaries have to 
face in order to develop sustainable busi-
ness models.

Regardless of what the main objective of a 
data intermediary is, it needs to design an 
economically-sustainable business model 
if it wants to survive. This has important 
implications for their business model de-
sign when they aim at being enablers for 
inclusive data governance. First, because 
several of these types of data intermedi-
aries have a major non-economic value fo-
cus. Second, given that data intermediaries 

aim at giving control to several stakehold-
ers through a neutral organisation, business 
practices that benefit a single or a few ac-
tors to the detriment of other stakeholders 
are not compatible with the notion of in-
clusive data governance. Third, as detailed 
in Section 3.2.1, the nature of data inter-
mediary activities structures their possible 
value proposition. This, in turn, affects the 
way in which business models ensure their 
sustainability. Therefore, this presents an 
additional challenge for data intermediar-
ies for more inclusive data governance, as 
their business models not only have to be 
sustainable over time, but also need to be 
compatible with their main activities, pur-
pose and governance structure. 

In this section we analyse how data inter-
mediaries can build sustainable business 
models in the light of the different compo-
nents that make up a business model.

3.1 Defining a business 
model
We define a business model as ‘the princi-
ples and mechanisms according to which an 
organisation creates and delivers value to 
stakeholders while ensuring the conditions 
of its own long-term reproduction’ (Coriat, 
2022).22 Note that the use of the term ‘val-
ue’ is deliberately wide in this definition. It 
refers to anything that a physical or legal 

22. The translation is ours.



33

Mapping the landscape of data intermediaries
Emerging models for more inclusive data governance

person considers valuable because it satis-
fies a need, be it economic (e.g., a monetary 
return, an increase in productivity, etc.) or 
not (e.g., enhanced privacy, the satisfactory 
feeling of contributing to a cause that mat-
ters, etc.). For example, a data union can 
create value by giving its members the ca-
pacity to negotiate the terms on which their 
personal data is governed by a platform. 
Note that, as we will explain in further de-
tail below, a service might be perceived to 
be valuable by individuals or organisations 
even if they are not willing to pay (much) for 
it. Consequently, as it will be shown below, 
while creating value to stakeholders (creat-
ing ‘a value proposition’, cf. Section 3.2.1) is 
a necessary condition for a business model 
to exist, it is not a sufficient one. In order 
to ensure the conditions of its own long-
term reproduction, the organization needs, 
among other things, to generate revenue 
streams (cf. Section 3.2.4) that transform 
its value proposition into income. Moreover, 
despite the use of the word ‘business’, the 
concept of ‘business model’ can be applied 
to any type of organisation, be it for-profit 
or not. In the case of the latter, even if the 
goal of the organisation is not making prof-
it, its activities require engaging resources 
to carry on key activities in a sustained way 
over time, and probably engaging in mone-
tary expenses vis-à-vis third parties. Hence, 
the organisation needs to devise a (not-for-
profit) business model in order to ensure its 
economic sustainability.

A business model comprises several com-
ponents. For the purposes of this report, we 
will focus on the four that are the most rel-
evant to understanding the economic sus-
tainability of data intermediaries:

 ● Value proposition and key activ-
ities: the customer’s need(s) met by 
the organisation and what the organ-
isation does in order to satisfy such 
needs.

 ● Key resources: the physical, intellec-
tual, human and financial resources 
used to carry on the key activities.

 ● Costs: the monetary costs which the 
organisation incurs to carry on the key 
activities.

 ● Revenue streams: the monetary in-
flux that the organisation receives.

Let us exemplify with the case of a data 
intermediary that does nothing but to in-
termediate between data users on the one 
side, and companies and individuals on the 
other side. The key value proposition of-
fered to both parties is intermediation: the 
intermediary facilitates both parties to find 
each other and ease the transmission and 
management of data access and use for 
them. Its key activities are technical and 
business oriented: generating a software 
solution to manage and send data, find-
ing interested companies and individuals, 
engaging them, etc. To do so, the data in-
termediary has some key resources such 
as its specialised employees, headquarters, 
its own software, etc. These resources im-
ply incurring costs such as wages, rents, li-
cences, equipment etc. In exchange for the 
service provided, the intermediary gener-
ates revenues. Revenues can come from 
different sources.23 The intermediary can 
charge one or both parties24 for the inter-
mediation service provided under different 
pricing schemes (e.g., fixed fee, commission 
on the sale of a dataset, etc.). Furthermore, 
the organisation could be funded by dona-
tions from public and/or private organisa-

23. This illustrative example only considers the case of a data 
intermediary that only does intermediation. If we consider inter-
mediaries outside the meaning of the DGA, so we also account 
for services that do more than pure intermediation (e.g., provid-
ing a data driven service such as data analysis), they can charge 
any of the two parties or even a third party for that service.

24. Note that a party refers to a type of agent (e.g., a company), 
and not to a specific agent (e.g. company A). For example, it is 
common for marketplaces to charge a commission to sellers but 
not to buyers. In this case, we would say that the party charged 
are all the sellers present in the marketplace.
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tions (as, for example, Wikipedia and Signal) 
that, even if they are not (always) data us-
ers themselves, benefit from the increased 
sharing of data that the intermediary brings 
about. 

The business model will be sustainable if 
the data intermediary manages to design 
it in such a way that certain conditions are 
met. First, it needs to design an attractive 
value proposition for at least one party. Sec-
ond, it needs to devise revenue streams to 
monetise that value proposition. Third, the 
revenue streams have to be at least equal 
to the costs that the data intermediary in-
curs in order to deliver its value proposition. 
Fourth, the key resources needed to deliver 
the value proposition need to be harnessed 
over time. 

In the following subsections, we describe 
each of the key elements of a business 
model as described above with a focus on 
how they materialise in the particular case 
of data intermediaries. 

3.2 Conditions of sustaina-
bility of data intermediaries
In this subsection we describe the most im-
portant conditions that have to be met for 
data intermediaries to find a sustainable 
business model. Although we tackle each 
of the four factors, we delve deeper into 
two conditions: building an attractive value 
proposition and harnessing key resources 
in the long run. We argue that these are 
the two major factors that explain the dif-
ficulties data intermediaries currently face 
when scaling-up.

3.2.1 Value proposition: build-
ing an attractive value propo-
sition on key activities

From a business model perspective, we can 
see that data intermediaries are defined by 

one of their key activities: they ‘connect in-
dividuals and companies on one side with 
data users on the other’.25 In the next lines 
we detail what are the types of value prop-
osition a data intermediary might have. 
These are not mutually exclusive. On the 
contrary, a data intermediary can combine 
multiple value propositions, which should 
raise its probability of finding a business 
model that ensures its economic sustaina-
bility. 

Given that data intermediaries necessarily 
intermediate between at least two parties 
(i.e., data subjects and data users), they 
need to create a value proposition for both 
of them. In other words, they need to pro-
vide them with incentives to engage in data 
sharing through a data intermediary: 

 ● Data subjects need to be given an in-
centive (e.g., a payment, a data-driv-
en service, personal satisfaction on 
how their data is being re-used, etc.) 
that compensates them for their 
monetary and/or non-monetary (e.g. 
time and effort) costs of making their 
data available to re-users through an 
intermediary. 

 ● Data users, in turn, also need to be 
given an incentive to use data inter-
mediation services rather than not 
using data or obtaining it by other 
means. These incentives can some-
times be of the same nature (e.g. both 
parties can benefit from a data-driv-
en service when data is shared) or not 
(e.g. the data subject enjoys the mor-
al satisfaction of being able to share 
its data for a good cause, while the 
data user solves a practical problem 
with the data).

25. https://digital-strategy.ec.europa.eu/en/policies/data-govern-
ance-act-explained

https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained
https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained
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3.2.1.1 Intermediation: reducing 
transaction costs 

The mere matchmaking between individu-
als and companies with data on one side, 
and data users on the other side, can only 
constitute a value proposition if the trans-
action costs are sufficiently high. In other 
words, if it was easy and costless for a data 
holder and a data user to meet, agree on the 
terms of data sharing, and carry on with the 
exchange (for example, because they know 
and trust each other and they both use the 
same standardized technical protocols and 
data sharing licence), they would not need a 
third party for data sharing to happen. Data 
intermediaries can reduce different types 
of transaction costs. 

 ● First, they can reduce search costs. 
By bringing data holders and data 
users together, and by adding certain 
features (e.g., tags, search bars, de-
scription of the datasets, sample da-
tasets, etc.), data intermediaries can 
facilitate the matchmaking process, 
and hence reducing the costs, time 
and efforts, that would have been 
used for finding the data.

 ● In the same vein, they can reduce in-
formation costs. Each data holder/
user needs to provide information to 
facilitate the exchange to the data in-
termediary once. Then, the latter acts 
as a one-stop-shop where data users/
holders can find all the potential par-
ties with whom they could share data 
and the relevant information to do so. 
This saves them time and resources 
that they would have otherwise spent 
in finding possible mutual gains in ex-
change with other data holders/users. 

 ● Another way in which a data inter-
mediary can reduce transaction costs 
is by reducing bargaining-related 
costs. Features such as standard 

clauses for data licencing and stand-
ardised pricing structures reduce the 
possible options that data holders 
and data users face before reaching 
an agreement. They also increase 
legal certainty, as the parties reduce 
the time spent devising and protect-
ing against possible legal issues gen-
erated by data sharing when seeking 
an agreement.

 ● Finally, a data intermediary could re-
duce monitoring and enforcement 
costs if it has a way to undersee how 
data is used and, in that way, detect 
potential breaches of the agreement. 
Importantly, by increasing legal cer-
tainty and providing monitoring and 
enforcement of the data sharing con-
tracts, data intermediaries can also 
increase the level of trust between 
data users and data holders, which 
favours data sharing.

For example, suppose that company A is 
willing to make its data available to any 
potential user, and that company B, in turn 
is willing to use it and provide an economic 
compensation for it. Suppose that there is 
a price that both companies are willing to 
accept. In this case, the sale would not hap-
pen if, in the absence of an intermediary, 
search or transaction costs were too high. 
An example of search costs could be that 
company B does not know that company A 
has the data it needs. It would be simply 
too costly for company B to contact every 
company that might have the data it is 
looking for (provided that company B knows 
which companies these are and can obtain 
their contact information) until it finds com-
pany A. The same is true for company A, 
who wants to monetise its data. If, on the 
contrary, companies A and B know there is 
an intermediary that knows all the compa-
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nies interested in ‘selling’26 or ‘buying’ data, 
recourse to it would be much simpler. In this 
case, the data intermediary’s value proposi-
tion would be to reduce search costs. Hence, 
at least one of the two companies would be 
willing to pay the data intermediary.

The intermediary could also have a value 
proposition based on reducing bargain-
ing-related costs. If companies A and B 
knew each other (e.g., because A is a sup-
plier of B) and had an idea of the datasets 
each has and needs, they could still refrain 
from the data sale because transaction 
costs could be too high. For example, they 
could lack standard contracts fit for the type 
of data to be sold and the purpose of their 
re-use. In that case, an intermediary that 
proposes standardised ‘selling’ procedures 
and conditions could reduce both compa-
nies’ transaction costs, which would consti-
tute a value proposition for which at least 
one of the two companies is willing to pay.

Note that reducing transaction costs con-
stitutes a value proposition for both the 
data subject and the data user. Whatever 
the benefit (be it economic or not) the data 
subject obtains from sharing its data with a 
data user, it will only do so ‘through a data 
intermediary’ if the latter facilitates this 
process sufficiently that it prefers to use its 
services rather than bypassing the inter-
mediary or desisting from sharing the data 
altogether. Conversely, whatever the data 
user’s reason for wanting to use the data, it 
will only choose to do it through a data in-
termediary if the latter reduces transaction 
costs sufficiently. Otherwise, it would simply 
desist from using the data, or obtain it in 
some other way. 

26. Hereafter, we use the term ‘sell’ in inverted commas to signal 
that we are not using it in a legal sense. In the case of personal 
data, the GDPR excludes the possibility of considering it as 
property. Hence, individuals cannot give away all their rights over 
their personal data. In the case of non-personal data, what is 
‘sold’ is, in most cases, a licence to use data, not the data itself.

3.2.1.2 Aggregating data

When data intermediaries connect data 
holders with data users, the latter are usu-
ally interested in an aggregated dataset 
made of data from several data holders. 
This is because datasets with more obser-
vations are subject to economies of scale 
in data aggregation (Floridi, 2014; Batini 
& Scannapieco, 2006; Olson, 2003; Wang, 
1998), and datasets with more variables 
about the same observations are subject 
to economies of scope in data aggregation 
(Carballa-Smichowski et al., 2022). 

For example, suppose a pharmaceutical 
company wants to access data about ge-
netic information in order to develop a new 
drug. Having data about only a few individ-
uals would not be enough to make statisti-
cally-robust inferences that could lead to a 
successful new drug. Moreover, even if the 
company had information about millions of 
individuals, if that information was limited 
to a few characteristics (e.g., sex and age), 
the number of variables about the obser-
vations (i.e., the individuals) would be too 
low to develop the drug. The pharmaceu-
tical company might also need data about 
the physical activity, the eating patterns 
and some key symptoms of these people 
in order to successfully develop a drug to 
treat a genetic condition. If a data interme-
diary was able to obtain the consent from 
all those individuals and interphase with 
the different data holders that control ac-
cess to the different variables of interest 
(e.g., a medical wearable company, a hospi-
tal, etc.), it could constitute an aggregated 
dataset of interest to the pharmaceutical 
company. In that case, the data intermedi-
ary’s value proposition would consist in ag-
gregating data.
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3.2.1.3 Increasing data quality

An intermediary could also provide an ad-
ditional service consisting in increasing the 
(aggregated) dataset’s quality. Data quali-
ty can be defined in multiple ways (Floridi, 
2014; Batini & Scannapieco, 2006; Olson, 
2003; Wang, 1998). For the purposes of 
this report, let us simply state that data 
quality comprises the following properties: 
accuracy, objectivity, accessibility, security, 
relevancy, timeliness, interpretability and 
understandability (Floridi, 2014). Examples 
of other dimensions of data quality are in-
teroperability (how easy it is to use the data 
with other data or a software), discoverabil-
ity (how easy it is to find the data), and its 
ethical quality (e.g., in the case of personal 
data, knowing that individuals are aware 
and have agreed to share it). Regarding 
interoperability, it is worth noting that the 
Data Governance Act encourages data in-
termediaries to transform data into a dif-
ferent format to enhance interoperability.27

The relevance of each of these properties 
depends on the intended use of the data. 
Once the data intermediary obtains the 
data from the data holders, it can increase 
their quality in multiple ways, for example, 
by homogenising categories, cleaning the 
dataset of mistakes, etc. This adds value 
to the dataset around which sharing the 
data holder and the data could establish a 
commercial relationship, especially if only 
few enterprises are able to clean the data. 
Therefore, it makes data sharing (the com-
mercial relationship) more interesting to the 
data user. This increases its willingness to 
pay for a data intermediation service. In-
creasing the quality of data can therefore 

27. In particular, Article 12(d) of the DGA states that digital inter-
mediaries ‘shall convert the data into specific formats only to en-
hance interoperability within and across sectors or if requested 
by the data user or where mandated by Union law or to ensure 
harmonisation with international or European data standards’.

contribute a value proposition for which the 
data user is willing to pay.

3.2.1.4 Providing a data-driven 
service

Another way that (non-DGA-compliant) 
data intermediaries can provide a value 
proposition consists in providing data-driv-
en services to the data subject/holder, the 
data user or both. 

For example, many Personal Information 
Management Systems (PIMS) not only pro-
vide an intermediation service between in-
dividuals and third parties, but also provide 
individuals with technical tools to ensure 
their privacy is respected. To some individ-
uals, a service that provides privacy protec-
tion constitutes a value proposition they 
would be willing to pay for. Other examples 
of data-driven services could be data an-
alytics. A data intermediary could process 
and analyse the data to be able to supply 
them to clients in a more summarised form, 
rather than transmitting a raw dataset. 

However, to the extent that the Data Gov-
ernance Act’s definition of data intermediar-
ies as ‘neutral’ third parties implies that they 
cannot engage in the provision of additional 
services that overlap with that of interme-
diation, the capacity of data intermediaries 
to provide a data-driven service (and hence 
to provide an attractive value proposition) 
is constrained (see Box 3 below). If an enti-
ty wishes to also offer data-driven services 
and aims to make economic benefits from 
that activity, two separate legal entities 
must be constituted under common owner-
ship: a pure data intermediation legal entity 
(the data intermediary) and (a) data-driven 
service provider(s).
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Box 3. The concept of neutrality in the Data Governance Act

The Data Governance Act only concerns ‘neutral’ data intermediation services provid-
ers. The term ‘neutral’ refers to two cumulative criteria data intermediaries have to 
meet in order to have to register according to the DGA: 

 ● Structural separation. A legal entity considered to be a data intermediary 
can only provide data intermediation services. Hence, if it provides data-driven 
services beyond intermediation such as data analytics, it should do so through 
a separate legal entity.

 ● Non-exclusivity. The data intermediation service provided by a data interme-
diary should be open to any third party that respects the terms and conditions 
of the intermediary and the legal framework.

If these criteria do not apply, the entity will not have to register and thus will not be 
recognised as a neutral data intermediation services provider in the EU and able to 
register under the DGA.

3.2.1.5 Data governance as a value 
proposition

In some cases, the mere capacity a data 
intermediary gives data subjects to govern 
their data constitutes a value proposition. 
Some individuals care sufficiently about pri-
vacy or agency over their data, but lack the 
capacity or time to protect or exert them. If 
a data intermediary gives them the technical 
capacity to easily protect the privacy of their 
data and choose who to share it with and 
under what conditions, this constitutes a val-
ue proposition to these data subjects.

3.2.2 Key resources: harnessing 
key resources in the long run

In order to carry on with its key activities, 
an organisation needs resources. These can 
be physical (e.g., land), intellectual (e.g., a 
patent, a brand, etc.), human (e.g., a team’s 
expertise on a matter) and financial (e.g., 
venture capital or a bank willing to finance 
the production process) resources used to 
carry on its key activities. This is the case 
both for for-profit and not-for-profit organ-
isations. For example, a data union without 
a commercial goal needs a legal team and 
individuals (typically volunteers) to carry on 

advocacy, negotiation and technical tasks 
such as auditing automated data govern-
ance practices. In this case, these individu-
als constitute the key resources of the data 
intermediary. 

For data intermediaries such as data coop-
eratives or data unions, in which data sub-
jects are also key resources, harnessing the 
latter in the long run can also be very chal-
lenging (see Section 3.1).

3.2.3 Costs: controlling costs

Carrying on key activities implies costs. 
Even in cases in which a data intermediary 
is a not-for-profit organisation relying on 
voluntary labour, it still has to buy inputs, 
capital goods and services from third par-
ties to operate. Although minimizing costs 
is important in any business model, a busi-
ness model can be cost- or value-driven. In 
the first case, minimizing costs in order to 
be able to offer a low-price service is the 
driver of the organisation’s competitive ad-
vantage. Low-cost airlines are an example 
of this case. In value-driven business mod-
els, the organisation focuses on value cre-
ation and is less concerned about the cost 
implications of offering a unique service. 
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Data intermediaries, at least in their cur-
rent starting stage, fall into this category. 
Currently, there is no established market on 
which data intermediaries compete fierce-
ly. Moreover, users are not familiar with 
‘standard’ data intermediation services. 
Hence, data intermediaries’ cost structures 
are value-driven. Data intermediaries’ focus 
is on first developing an attractive service 
that stands out (e.g., a marketplace spe-
cialised in transportation data, a data trust 
to manage private-public data from differ-
ent stakeholders in a city, etc.), and then on 
minimizing the costs, rather than on prior-
itising low costs.

When having to minimise costs, the exist-
ence of economies of scale is a particularly 
relevant feature of data intermediaries to 
be considered. Economies of scale stem 
from a high proportion of fixed costs over 
total costs. Like many digital services, data 
intermediation services require the invest-
ment of considerable resources in capital 
goods such as servers and software devel-
opment. Importantly, these expenses are 
needed irrespectively of the number of us-
ers. With digital goods, providing the service 
to an additional user has a small additional 
cost.28 Therefore, in order to succeed in min-
imizing costs, it is key for data intermediar-
ies to obtain a critical mass of users that 
allows them to recoup their high fixed costs, 
thus harnessing economies of scale. 

3.2.4 Revenue streams: 
designing revenue streams

Once a value proposition materialises, data 
intermediaries need to determine which 
stakeholders could pay for it, how much and 
how. For the business model to be sustain-
able, revenue streams have to be at least 
equal to costs. 

28. The fact that digital goods have a small marginal cost of 
production has been widely established in the economics liter-
ature. See for example Belleflamme (2016), Pénin, J. (2015) or 
Wunsch-Vincent, S. (2013)

Although users of the services, at the core of 
the value proposition, are typically the stake-
holders that pay, it is possible for other par-
ties to pay, too. If data exchanged through an 
intermediation service or produced through a 
data-driven service, like analytics, has value 
for a third party not directly engaged in the 
intermediation (e.g., a company interested 
in re-using the data to develop a product, 
a government that uses the data to imple-
ment or design a regulation), the information 
it provides can constitute a revenue stream. 
For example, a non-DGA-compliant data in-
termediary could aggregate data of its us-
ers, such as data subjects, and sell access to 
data analytics on different aspects such as 
mobility (e.g., to local governments trying to 
redesign the routing of a bus network), health 
(e.g., to researchers) or energy consumption 
(e.g., to companies providing customised en-
ergy contracts to households so as to reduce 
their energy bills). If this revenue stream is 
sufficiently important, individual users could 
be not charged to use the service. This cre-
ates incentives for them to use the service, 
and therefore to provide their personal data 
that ultimately create a revenue stream. 
The most widespread form of this practice is 
through targeted advertising, however, both 
for data intermediaries for inclusive data 
governance and for DGA compliant DISPs, a 
revenue stream through targeted advertising 
is not desirable and should not be pursued. 

Once the stakeholders paying for the val-
ue proposition have been determined, the 
pricing mechanisms can be designed. These 
include, but are not limited to, subscriptions 
with the possibility of including freemium 
subscriptions, where users pay only if they 
want additional features), pay-per-use, 
progressive pricing based on the type of 
services or amount of data handled, inter-
mediation fees (especially for marketplac-
es), donations, etc. The pricing mechanism 
is ultimately a data-intermediary-specific 
choice for which there is no best practice to 
implement.
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4 The landscape of 
data intermediaries
Although initial discussions about data in-
termediaries date back to the early stages 
of the Internet (in particular the conversa-
tion around Personal Information Manage-
ment Systems), data intermediaries are still 
a rather new concept and the terminology is 
in flux. Conscious of the different definitions 
adopted by academics, practitioners and 
policy makers, in this report we describe six 
types of data intermediaries that, to dif-
ferent extents, promote a more inclusive 
data governance, with the goal of providing 
greater clarity about their main features, 
governance mechanisms and business 
models. 

In drafting this section, we would like to ac-
knowledge previous attempts at the clas-
sification of (emerging) data intermediaries 
(e.g., EPRS, 2022; UK AI Council & Ada Love-
lace Institute, 2021). Building on previous 
work, the goal of the report is to identify 
a common understanding of different 
types of data intermediaries, which can 
foster more inclusive approaches to data 
governance, and to contextualise these 
within the regulatory (DGA) and econom-
ic context. Not all types of data intermedi-
aries mentioned in this report equally foster 
inclusive approaches to data governance. 
They do so in different ways and degrees, 
ranging from the promotion of greater con-
trol over data through more horizontal rela-
tions between actors, and value production 
from data reuse for the benefit of more ac-
tors and society.

The following six types of data intermedi-
aries are described in this section: Personal 

Information Management Systems (PIMS); 
data cooperatives; data trusts; data un-
ions; data marketplaces; and data sharing 
pools. They differ according to various pa-
rameters such as objectives, governance 
structures, value propositions and the types 
of organisations involved. Yet they are not 
completely distinct from one another and 
might overlap in certain aspects (see Table 
2). At the current time the landscape is still 
dynamic and governance practices have not 
yet crystallised - definitions should there-
fore still be flexible and, to a certain extent, 
open. The labels and descriptions provided 
below may be subject to further changes, 
depending on the developments that might 
occur in the field. 

The value of this review lies in its attempt 
to provide a concise and multidisciplinary 
distillation of the key features of a wide 
range of data intermediaries that are com-
monly mentioned in this field and which 
can potentially foster more inclusive data 
governance in Europe and beyond. Fur-
thermore, the section provides background 
knowledge about the overall landscape of 
data intermediaries for the stakeholders 
concerned with DISPs, i.e., data intermediar-
ies complying with the requirements of the 
DGA that will have to register starting from 
September 2023. To better understand how 
the six types of intermediaries described in 
this section could be associated with DISPs 
covered by the DGA, see below (Box 4). 

The choice of these six types has been 
made so as to consider intermediaries that 
are frequently mentioned in the literature 
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(while also being relevant in the context of 
the DGA), and that can contribute to promot-
ing a fairer data ecosystem, by strengthen-
ing the power of data holders and data sub-
jects and by fostering data sharing for both 
economic growth and societal wellbeing. 
This explains why intermediaries like data 
brokers are not included: data brokers are 
established with the main goal of aggre-
gating and analysing data in order to mon-
etise it by a single private company, and 
this has nothing to do with promoting inclu-

Box 4. Correspondence between types of data intermediaries in 
Chapter III of the DGA and types described in this report

The Recitals of the DGA also mention specific types of data intermediaries, such as 
data marketplaces; orchestrators of data sharing ecosystems (data spaces) and data 
pools (Recital 28), which could be examples of type a, as in the table above; and 
personal data spaces (Recital 30), which could be an example of the type b above. 

Data Governance Act - Article 10 In this report

a Intermediation services between data holders and 
potential data users; this concerns entities that 
allow bilateral or multilateral exchanges of data, 
the creation of platforms or databases enabling 
the exchange or joint use of data, as well as the 
establishment of other specific infrastructure for the 
interconnection of data holders with data users.

 ● Data sharing pools 
(4.6)

 ● Data marketplaces 
(4.5)

b Intermediation services between data subjects 
or individuals that seek to make their personal or 
non-personal data available, and potential data 
users.

 ● Personal Information 
Management Sys-
tems (PIMS) (4.1)

c Data cooperatives, which are organisational 
structures constituted by data subjects, one-person 
undertakings or SMEs. These entities will help 
members of the cooperative to exercise their rights 
over their data.

 ● Data cooperatives 
(4.2)

 ● Data trusts (4.3)
 ● Data unions (4.4)

siveness in the realm of data governance.29 
Moreover, we did not include in this report 
data collaboratives or data commons, as 
they are different concepts, encompassing 
a wide range of data relations (the former), 
or assigning different kinds of rights over 
data (the latter), and neither specifically fits 
the category of data intermediaries.

29. Regarding data brokers: One important distinguishing factor 
between data brokers and data market providers is that data 
brokers are actively engaged in the collection of additional data 
and their aggregation, while data market providers are passive 
intermediaries through which data controllers, including brokers, 
can offer their data sets. (OECD, 2019)
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Each of the sections that is dedicated to 
a particular type of data intermediary is 
structured as follows:

 ● Introduction: a brief description of 
the specific type of data intermediary, 
its main objectives and the key stake-
holders involved in its use.

 ● How they work: the main features 
and governance mechanisms that 
characterise the particular type of in-
termediary.

 ● Examples: selected pioneering, 
well-known or established examples 
of the type of data intermediary. The 
examples do not claim to be repre-
sentative. They have been selected 
by the authors and verified by experts 
who read an earlier draft of this re-
port to provide an overview of pos-
sible use cases. Although validated 
reviews or institutional databases of 
data intermediaries do not exist yet, 
we were able to draw from significant 
work carried out by MyData Global 
(Langford et al, 2022) and by other 
organisations (Mozilla Foundation,30 
The GovLab,31 Nesta,32 the Open Data 
Institute (ODI)33 and the Ada Lovelace 
Institute34), which have organised into 
categories existing operators, new 
data governance models and data 
partnerships.

30. Database of initiatives. Alternative Data Governance in 
Practice https://foundation.mozilla.org/en/data-futures-lab/da-
ta-for-empowerment/who-is-innovating-database-of-initiatives/

31. Data collaboratives explorer https://datacollaboratives.org/
explorer.html

32. The New Ecosystem of Trust https://www.nesta.org.uk/blog/
new-ecosystem-trust/

33. The Data Institutions Register https://theodi.org/article/
the-data-institutions-register/

34. Exploring legal mechanism for data stewardship and Explor-
ing principles for data stewardship https://www.adalovelaceinsti-
tute.org/project/exploring-principles-for-data-stewardship/

 ● Business model considerations: 
The key issue(s) specific to the par-
ticular type of data intermediary, 
which need to be addressed in order 
to be able to design an economical-
ly-sustainable business model.

https://foundation.mozilla.org/en/data-futures-lab/data-for-empowerment/who-is-innovating-database-of-initiatives/
https://foundation.mozilla.org/en/data-futures-lab/data-for-empowerment/who-is-innovating-database-of-initiatives/
https://datacollaboratives.org/explorer.html
https://datacollaboratives.org/explorer.html
https://www.nesta.org.uk/blog/new-ecosystem-trust/
https://www.nesta.org.uk/blog/new-ecosystem-trust/
https://theodi.org/article/the-data-institutions-register/
https://theodi.org/article/the-data-institutions-register/
https://www.adalovelaceinstitute.org/project/exploring-principles-for-data-stewardship/
https://www.adalovelaceinstitute.org/project/exploring-principles-for-data-stewardship/
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4.1 Personal Information 
Management Systems 
(PIMS)

4.1.1 Introduction

Personal Information Management Sys-
tems (PIMS) (Janssen & Singh, 2022b) are 
a kind of intermediary for the management 
of personal data that appeared in scientif-
ic literature nearly 30 years ago (Barreau, 
1995). They have been named in different, 
though similar, ways over the years to dis-
tinguish some nuances; these labels include: 
personal information management services 
(Ctrl-Shift, 2014); personal data spaces (Le-
htiniemi, 2017; Lähteenoja, 2023); personal 
data management systems (PDMS) (Abite-
boul et al., 2015); personal data stores 
(PDS) (deMontojoye et al., 2014); personal 
data servers (Allard et al. 2010); personal 
data wallets (Tengberg, 2013); and person-
al data clouds (Anciaux et al., 2019). 

PIMS refer to a series of technologies de-
veloped to offer data subjects a means to 
leverage control of the processing of their 
data. Their aim is to provide an alternative 
approach to data processing by increasing 
the possibility for individuals to control and 
steer the processing of their data. They can 
be categorised under the umbrella of the 
so-called privacy-enhancing technologies 
(PETs), defined by Janssen et al. (2020) as 
‘technical tools and measures that can as-
sist in addressing privacy concerns’.

PIMS have traditionally been understood as 
a new type of intermediary developed to 
provide technical means to leverage data 
portability for individuals, a right protected 
under Art. 20 of the GDPR.35 The objectives 
of PIMSs are to capture, aggregate, store, 
and manage personal data originating from 

35. https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CEL-
EX:32016R0679

different sources. They are tools for man-
aging personal data (often including the 
possibility to conduct analytics and compu-
tation) and for monitoring or controlling the 
transfer of data to third parties (Janssen et 
al., 2020). 

This type of intermediary is targeted at in-
dividuals (data subjects), unlike other data 
intermediary initiatives whose main objec-
tive is to foster business-to-business (B2B) 
data sharing or public interest purposes. 
In detail, as Urquhart, Sailaja and Mcauley 
(2017) highlight, ‘PIMS/PDS [Personal Data 
Spaces] are emerging as promising plat-
forms to give data subjects (consumers) 
more control over their personal data and 
thus to restore user agency, including in the 
context of the Internet of Things’. Moreover, 
PIMS/PDS can enhance trust in data reuse, 
and function as an ‘information trust bank’, 
as they are able to assess and confirm the 
reliability and trustworthiness of data users 
(OECD, 2019, p. 39).

Before going deeper into the details of the 
model, it is worth mentioning that some 
specific initiatives that fit the category of 
PIMS are being developed. Their aim is to 
incentivise the flourishing of PIMS ecosys-
tems, and they include the following:

 ● MyData Global36: a movement set up 
‘to empower individuals by improv-
ing their right to self-determination 
regarding their personal data’. A way 
of achieving this is through the so-
called MyData Operators, personal 
data companies that have been rec-
ognised for their efforts to provide hu-
man-centric solutions to individuals 
for the management of their personal 
data. In 2022, 33 initiatives had been 
acknowledged.37 

36. https://www.mydata.org/

37. The complete list of awarded initiatives is available here: 
https://apply.mydata.org/gallery/mPLRwJzJ

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
https://www.mydata.org/
https://apply.mydata.org/gallery/mPLRwJzJ
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 ● ANewGovernance38: an international 
association of public bodies, asso-
ciations, academics, start-ups, and 
corporations, that helps build a gov-
ernance framework for sectoral Data 
Spaces with a focus on their person-
al data dimension. The association 
defines as ‘a global human-centric 
personal data network in which all or-
ganisations take part and where data 
can easily flow from one organisation 
to the other under the person’s com-
plete control and transparency’.

4.1.2 How they work

In general, the technology behind a PIMS 
consists in ‘equipping an individual (a PIMS 
user) with a device dedicated to managing 
their data’ (Janssen et al., 2020). The de-
vice is intended as a technical environment 
where the user’s personal data are located, 
providing mechanisms for the user to con-
trol both the data that flow in and out of 
the device, as well as the computation that 
occurs with them, generally through appli-
cations. 

When data users need to perform com-
putations with a data subject’s data, they 
require permission to carry out the activity, 
and can only do this with respect to a spe-
cific set of data, through an agreement with 
the data subject. Computation with data 
may be performed inside the PIMS, without 
any data flowing from the user’s premises 
to the developer’s premises. In some cases 
there could be computation on the user’s 
device with only the results transmitted to 
the developer, while other cases could in-
volve the physical movement of data from 
the user to the developer. Whatever the sit-
uation, in a PIMS the user will always have 
a complete view of what happens to his/
her data, with the possibility of restricting 
some (or all) the consents given at any time 
(Janssen et al., 2020). 

38. https://www.anewgovernance.org/manifesto/

Key features of PIMSs according to the 
OECD (2019) are the following: 

 ● they provide user-friendly technical 
means to allow a user to gather and 
access their personal data, usually 
through a virtual space/cloud; 

 ● they allow a user to specify which 
data may be shared and which not, 
and to which third party data user/
platform;

 ● they vouch for the reliability and 
trustworthiness of the platforms that 
act as data users;

 ● they have a direct value to beneficiar-
ies: the value proposition is targeted 
for the data subject (not for the com-
mon good, nor for businesses).

4.1.3 Examples

 ● CozyCloud39 through its CozyCollect 
application provides users with a cat-
alogue of data holders from which to 
retrieve their personal data, including 
financial data (e.g., Paypal or bank 
transactions); administrative data 
(e.g., electricity data or consumption 
history, insurance contracts); music  
data (e.g., Spotify and YouTube); fit-
ness data (e.g., Fitbit, Garmin, Google 
Fit); social media data (e.g., Facebook, 
Instagram, Twitter); and medical re-
cords. It offers to its users a decen-
tralised storage space in which they 
can manage, retrieve and organise 
their personal data. 

 ● JoinData40 is a Dutch PIMS dedicated 
to farmers. It allows them — through 
the payment of an annual fee — to 
manage all the permissions about 
their company data in one single 
platform, as well as to share those 
data with different parties (govern-
ment, suppliers, customers, etc.). In 

39. https://cozy.io/en/

40. https://join-data.nl/en/

https://www.anewgovernance.org/manifesto/
https://cozy.io/en/
https://join-data.nl/en/
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this case data subjects are not indi-
viduals managing their personal data, 
but farmers that want to manage 
their companies’ data (data holders).

 ● Mydex41 is a data infrastructure for 
businesses and developers, which al-
lows individuals to use their own per-
sonal data stores to collect, use and 
share personal data (Mydex, 2021). 
Mydex is organised as a Community 
Interest Company (CIC) in Scotland 
and its platform services are availa-
ble to app developers (upon payment 
of a fee) on the UK Government Digi-
tal Marketplace, the ‘G-Cloud’.

 ● Bitsaboutme42 is a tool that allows 
data subjects to regain control over 
their personal data with respect to 
their purchasing habits through loy-
alty cards. BitsaboutMe developed a 
secure platform for the fair exchange 
of personal data between consumers 
and organisations. The app allows 
consumers to collect and share an-
onymised information about them-
selves, and to receive in return reports 
about their purchasing behaviour and 
lifestyle. They can also share their 
data, earning real money or reinvest-
ing earnings into offsetting their car-
bon footprint. From the organisations’ 
side, the app allows them to benefit 
from high-quality, anonymous data 
from multiple sources that comply 
with privacy laws. 

 ● Citizen-me43 self-defines as ‘the only 
Zero Data app in the world’, mean-
ing that users remain in full control 
of their data, which is stored in their 
device and not in the app. Users can 
decide to share data (defined as Me-
Data) with consent; after having an-
onymised the data and removed any 

41. https://mydex.org/

42. https://bitsabout.me/en/

43. https://www.citizenme.com/

personal identification, Citizen-me 
provides users with a fair reward for 
their data. This reward is composed 
of free personality tests aimed at 
improving health and life choices, as 
well as payments through PayPal af-
ter completion of a data exchange. 
The app also allows data to be do-
nated to climate change research, 
charities, or medical research.

4.1.4 Business model 
considerations

Regarding business model design, one of 
the key challenges of Personal Information 
Management Systems (PIMS) that are tar-
geted at individuals is to generate a reve-
nue stream. The value proposition of Per-
sonal Information Management Systems 
that target individuals consists at least in 
offering them a one-stop shop to gather 
and manage their personal data. Although 
this certainly constitutes a value proposi-
tion, some individuals may not be willing to 
pay much money for it. Data users, in turn, 
have low willingness to pay for data about 
single individuals, as opposed to an ag-
gregated and curated dataset about many 
individuals. Hence, as the aforementioned 
Bitsaboutme and Citizen-me examples il-
lustrate, some Personal Information Man-
agement Systems are starting to integrate 
additional services to enhance their value 
proposition and, in that way, generate new 
revenue streams. In the case of Bitsabout 
me, the value proposition is enhanced by 
offering users the possibility of receiving re-
ports about their purchasing behaviour and 
lifestyle, sharing their data, earning money 
or reinvesting earnings into offsetting their 
carbon footprint. In the case of Citizen-me, 
the value proposition is enhanced by offer-
ing users free personality tests aimed at 
improving health and life choices as well 
as payments in exchange for sharing their 
data.

https://mydex.org/
 https://bitsabout.me/en/
 https://www.citizenme.com/
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4.2 Data cooperatives

4.2.1 Introduction

Data cooperatives allow data subjects/
holders to have greater control over their 
own information, exercising their rights with 
respect to data, making informed choices 
about their processing and steering their 
use according to their motivations, pref-
erences and concerns. What distinguishes 
data cooperatives from other types of data 
intermediaries is that they foster a more 
democratic governance approach because 
the purposes and conditions according to 
which data are shared, processed and used 
are based on agreements between mem-
bers (Blasimme et al., 2018). 

Data cooperatives are a ‘collective type’ of 
intermediary: individuals manage their data 
for the benefit of the whole community, to 
make their voices heard and to support so-
cietal or civic causes that matter to them. 
Members can both manage already exist-
ing data and collect or generate new data; 
[see for instance initiatives based on citi-
zen-generated data for policymaking (Mei-
jer & Potjer, 2018; Ponti & Craglia, 2020)]. 
Besides pooling data in the cooperative, 
members negotiate the ways in which data 
are processed, being themselves responsi-
ble for stewarding the data (Ada Lovelace 
Institute, 2021). 

Data cooperatives support bottom-up gov-
ernance often with the aim of reducing 
asymmetries of power and monopolies for 
data collection and use. The data cooper-
ative model is inspired by the cooperative 
movement established in the UK and France 
in the 19th century and still playing a piv-
otal role in many industrial sectors across 
Europe. Recently this long-standing model 
has also become increasingly popular in the 
digital economy, following the advent and 
development of platform cooperatives and 
data cooperatives (Scholtz, 2016; Borkin, 

2019; Craglia et al., 2021). Like platform 
cooperatives, data cooperatives offer a 
positive alternative to Big Tech monopolies 
(Sutton, 2016) by attempting to rebalance 
the relationship between data subjects, 
data platforms and third-party data us-
ers, addressing the information and power 
asymmetries of the data economy.

The stakeholders leading a data coopera-
tive can vary, and may be individuals, com-
munities, civil society organisations, SMEs, 
research institutions and NGOs. Although 
many data cooperatives are ad hoc initia-
tives, centred around the new flows of data 
they enable, data cooperatives can also be 
built on existing cooperatives, for instance 
in the agricultural sector. Even if this is not 
often acknowledged when addressing data 
intermediaries, cooperatives are a distinct 
type of enterprise, different from private 
companies, NGOs and public bodies — and 
they can have either a for-profit, or a not-
for-profit business model, depending on 
how they are implemented (Mannan et al., 
2022). Leaning on existing (offline) cooper-
atives, helping them to add ‘a data layer’ 
could be a promising strategy to support the 
diffusion of this type of data intermediary. 
As proposed by recent work from the Aapti 
Institute, implementing data cooperatives 
on top of offline cooperatives can be more 
effective and socially relevant than building 
new data services, especially among un-
privileged communities hit by digital divides 
and inequalities.44

Data cooperatives have been flourishing 
in particular in the health sector, with the 
goal of enabling individuals to donate their 
personal health information for scientif-
ic research. The fact that many coopera-
tives concern health-related data is due 
to the tensions and disputes surrounding 
the governance of sensible personal infor-
mation and the great potential it holds for 

44. https://aapti.medium.com/exploring-the-value-of-add-
ing-a-data-layer-to-cooperatives-megha-farmer-coopera-
tive-case-study-1c4fcfd08635

https://aapti.medium.com/exploring-the-value-of-adding-a-data-layer-to-cooperatives-megha-farmer-cooperative-case-study-1c4fcfd08635
https://aapti.medium.com/exploring-the-value-of-adding-a-data-layer-to-cooperatives-megha-farmer-cooperative-case-study-1c4fcfd08635
https://aapti.medium.com/exploring-the-value-of-adding-a-data-layer-to-cooperatives-megha-farmer-cooperative-case-study-1c4fcfd08635
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Box 5. The Data Governance Act provisions on data cooperatives

In the DGA, data cooperatives are regulated as one type of ‘data intermediation 
service’. Data cooperatives are defined under Art. 2(15) as data intermediation 
services offered by an organisational structure constituted by data subjects, one-per-
son undertakings or SMEs who are members of that structure, having as its main 
objectives to support its members in the exercise of their rights with respect to cer-
tain data, including with regard to making informed choices before they consent to 
data processing, to exchange views on data processing purposes and conditions that 
would best represent the interests of its members in relation to their data, and to 
negotiate terms and conditions for data processing on behalf of its members before 
giving permission to the processing of non-personal data or before they consent to 
the processing of personal data.

4.2.2 How they work

Data cooperatives offer tools for exerting 
direct control over (personal or non-per-
sonal) data, participating in the governance 
of the cooperative and pursuing collective 
benefits. In principle, cooperatives foster a 
‘communal approach to data sharing’, in-
tended as a ‘decentralised model’ in which 
the whole community participates in 
decision-making, such as when data is 
managed as commons (Ho & Chuangt, 
2019). The community of a data cooper-
ative should be able to decide on several 
matters, such as the rules, norms and prin-
ciples for data use; how data are collected; 
for what purposes the data are used; and 
who can access the data, etc. Data subjects 
can preserve greater control over their data 
compared to what happens in most other 
data governance regimes and might also 
receive an equitable share in the benefits 
produced from the use of the data (Borkin, 
2019; Delacroix & Lawrence, 2019). 

Data cooperatives often aim to create pub-
lic value, for instance by addressing societal 
issues like environmental causes or medical 

research, from gene sequencing informa-
tion to self-tracking data and administra-
tive medical records (Beaulieu & Leonelli, 
2022). In the section outlining examples 

below (4.2.3), we report two data coopera-
tives from the health sector and three from 
other sectors.

research. For such a reason, they can also 
be ‘commons-based’ and open (‘open co-
operativism’), when data are shared with 
an open licence and made public (Carbal-
la-Smichowski, 2019; Sandoval, 2019). 

Key features of a data cooperative include 
the following:

 ●  Data cooperatives are free associa-
tions and communities of individuals 
or data holders that steward data in 
the interests of their members, allow-
ing them to have greater control over 
the data they generate.

 ●  Data cooperatives are democratically 
and collectively managed. Members 
of a data cooperative take part in the 
governance of the data, either direct-
ly or indirectly, by developing govern-
ance policies or electing members of 
oversight committees. Participatory 
governance methods might be adopt-
ed to define the conditions for data 
reuse so that members can have a 
role in designing licences and terms 
and conditions for data access and 
use by third parties. 
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 ●  Data cooperatives are based on the 
collaborative collection or retrieval of 
data owned by their members. They 
often draw on existing data, which 
is gathered as a new cooperatively 
governed data asset. Often, but not 
necessarily, they explicitly define data 
as commons managed by and for the 
community in terms of who owns the 
data and how it is governed. They 
are not based on promoting individu-
al ownership and control, but, on the 
contrary, on the collective ownership 
of data (also intended as common-
ing). 

 ●  Data from cooperatives generate 
benefits for the members of the 
community that have shared inter-
ests. Members of data cooperatives 
have an equal share in the benefits 
and might be able to decide how rev-
enues will be reinvested. Members 
seek to satisfy their collective inter-
ests (e.g., increased knowledge about 
rare diseases) that cannot be pursued 
individually.

 ●  Data cooperatives steer data towards 
desirable data usage — they often 
purse a public interest purpose, pro-
ducing benefits for the wider society 
with members motivated by philan-
thropic purposes. 

 ●  Data cooperatives have an ambi-
tious objective: their main goal goes 
beyond leveraging individual rights 
over data, in line with data protection 
law — they are established to set up 
a governance infrastructure to allow 
people to collectively decide about 
how data is used and what rules ap-
ply. They aim to enable members to 
act as collective choice makers and 
take meaningful decisions about their 
data so as to release their relational 
value.

4.2.3 Examples 

 ●  Salus.Coop45 is a not-for-profit cit-
izens-led data cooperative to pro-
mote health care innovation and 
research, founded in Barcelona in 
September 2017. Salus.Coop creates 
a collaborative governance model for 
the management of health data, that 
allows members to decide what re-
search they want to support and to be 
the managers of their own data. This 
data can be of different kinds (e.g., lo-
cation data, information from devices 
and apps, official national health re-
ports data, surveys, etc.). It ‘legitimis-
es citizens’ rights to control their own 
health records while facilitating data 
sharing to accelerate public research 
innovation in healthcare’ (UK AI Coun-
cil & Ada Lovelace Institute, 2021, p. 
55). The licence through which data 
is shared was determined through a 
participatory process in which it was 
decided that it had only should be 
used for not-for-profit research with 
an open-source approach. 

 ●  The MIDATA cooperative46 was creat-
ed in 2015 by ETH Zurich (Computer 
Science Department and Institute of 
Molecular Systems Biology) and the 
Bern University of Applied Sciences 
(Institute for Medical Informatics). It 
is an example of a not-for-profit data 
cooperative enabling access to data 
for public interest purposes, specifi-
cally to support medical research pro-
jects. (Blasimme et al., 2018). Mem-
bers can share their specific medical 
causes and projects according to their 
interests and those of the communi-
ty. Decision-making is by means of 
democratic voting mechanisms in the 
context of a general assembly of co-
operative members.

45. www.saluscoop.org

46. www.midata.coop

http://www.saluscoop.org
http://www.midata.coop
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 ●  The Grower’s Information Service 
Cooperative (GISC)47 is an Ameri-
can cooperative allowing farmers, on 
payment of a monthly fee, to collect, 
store and manage their data. Farm-
ers can profit from the cooperative’s 
partnerships with experienced tech-
nology companies to gain business 
insights about their activity. In 2019, 
this initiative was awarded the ‘Ag 
Data Transparent’ seal that provides 
farmers with transparency, simplicity 
and trust in their agricultural technol-
ogy contracts.

 ●  SAOS48 is a Scottish cooperative 
working on farming and food produc-
tion (operating since 1905), that also 
provides data cooperative services. 
It has implemented ScotEID, a data 

47. www.gisc.coop

48. saos.coop/what-we-do/data/

Box 6. The Data Governance Act provisions on data cooperatives and 
data altruism organisations

Depending on how they are implemented in practice, specific use cases of data cooper-
atives might fall either under the label of ‘data altruism organisations recognised in the 
Union’ (RDAOs), or neither of the two. 

The definition of data cooperatives in Chapter III of the DGA (as one type of DISP) mainly 
highlights how they can support the realisation of individual objectives for the participat-
ing members. On the other hand, from the literature and engagement with the external 
experts during a workshop, we have found a greater emphasis on their facilitation of 
collective data management and on public interest goals. 

Since data cooperatives are often established to support data sharing for public-interest 
outcomes, and not for the purpose of establishing commercial relationships, they might 
also fall under the label of data altruism organisations recognised by the Union. If income 
is earned by sharing data with third parties, it is often used to ensure the sustainability of 
the initiative, so they would still qualify as data altruism organisations according to the 
DGA. However, data cooperatives also imply that members remain in control of the data, 
according to modalities defined by members of the community — which might not fully 
comply with the European data altruism consent form that is to be established by the 
DGA (to be seen case by case).

system that allows farmers to regis-
ter, track and share data on their live-
stock. ScotEID is a cooperative data-
base that offers real-time information 
on livestock across Scotland, which is 
vital to prevent disease outbreaks 
and to enhance the traceability of the 
food supply chain. Being managed 
as a cooperative, all the data in Sco-
tEID are owned and controlled by the 
member farmers who generate this 
data.

 ●  POSMO coop49 is a data cooperative 
for mobility data, based in Switzer-
land. Posmo was launched in 2020 
with the goal of building a data mar-
ket that allows interested purchas-
ers to access a pool of mobility data 
which is created and administered by 
the data subjects.

49. https://posmo.coop/

http://www.gisc.coop
http://saos.coop/what-we-do/data/
https://posmo.coop/
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4.2.4 Business model 
considerations

Those data intermediaries in which stake-
holders are directly involved in the govern-
ance of data, and where personal data are 
more relevant — such as data cooperatives 
or data unions — may find a challenge in 
terms of harnessing a key resource: data 
subjects. In these types of data interme-
diaries, data subjects need to devote time 
and effort for the key activities to be carried 
out. They have to take part in regular meet-
ings and discussions to define and enforce 
the collective governance of the datasets; 
they have to handle authorisations and con-
ditions of use of their personal data; and, in 
some cases, they need to collect data on 
a regular basis themselves. Therefore, in 
these types of data intermediaries, data 
subjects are both users and key resources 
of the organisation.

In order to maintain these key resources in 
the long run, a data intermediary has to pro-
vide incentives for individuals to devote 
time to the different tasks they carry 
out and that are vital for the functioning of 
the data intermediary. These incentives can 
be of different types, as outlined below. 

On the economic side, a possible incentive 
could be a payment by reusers of an indi-
vidual’s data in return for the monetisation 
of data. However, the effectiveness of this 
incentive depends on the sector in which 
the cooperative operates. For instance, the 
possibility of paying individuals for sharing 
their health data has been widely criticised 
— experts in the field have warned about 
the risk of widening inequalities and of re-
ducing altruism by luring people to sell their 
privacy, and have suggested instead that 
health data should be considered as collec-
tive property (Prainsack and Forgó, 2022). 

A different possible economic incentive 
would be receiving a data-driven service 

from data users. This incentive exists if the 
only way for data subjects to receive the 
service, or for its quality to be improved, is 
if they share the data through an interme-
diary, rather than directly with the data user 
providing the service. 

Members of a data cooperative can also 
have non-economic incentives. This is typ-
ically the case in the health sector, where 
individuals spend time and effort in collect-
ing and governing health data to advance 
research about a rare disease or for improv-
ing their own health. 

It should be noted that these incentives are 
usually specific to a narrow community of 
engaged individuals. When trying to scale 
up and reach the general public, a data 
cooperative might face the challenge that 
many individuals are not as engaged as the 
core community around which it was orig-
inally created. This poses a challenge, as 
the cooperative might lack key resources 
to operate once it starts to scale up. More-
over, even if the data cooperative has a 
sufficiently large user base of engaged in-
dividuals, the incentives that drive their en-
gagement need to be sustained over time. 
If, for example, the non-economic reward 
that individuals obtain is a one-off, but their 
dedication is needed continuously, there is 
a risk of disengagement by data subjects. 

Data cooperatives face another challenge: 
like most data intermediaries, they lack a 
clear revenue stream. However, in the case 
of those data cooperatives whose main 
stakeholders are individuals, this challenge 
becomes more acute. Because their main 
goal is usually to contribute to a societal 
cause through the gathering and sharing 
of data, they refrain from selling services 
to the main users of the data. Moreover, al-
though individuals may be interested in the 
project, they are not likely to pay a sufficient 
amount (e.g., in the form of an annual con-
tribution). To achieve financial sustainabili-
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ty, data cooperatives might share data for a 
fee with third parties — under non-exclusive 
licence agreements — and use a portion of 
the value generated to sustain themselves 
(Blasimme et al., 2018; UK AI Council & Ada 
Lovelace Institute, 2021). However, if the 
project is niche and lacks continuous input 
by data subjects, the income earned would 
be very limited and not sufficient to guaran-
tee sustainability.

4.3 Data trusts

4.3.1 Introduction

The prevalent definition of a data trust is 
based on a legalistic approach and consists 
in setting up specific legal mechanisms to 
ensure the responsible and independent 
stewardship of data. In a data trust a rela-
tionship is established between two types 
of entities: an intermediary (the trustee), 
which takes on the responsibility to steward 
the other entity’s data/data rights for their 
benefit (the beneficiary). A data trust, which 
is based on trust law, allows data rights 
holders to delegate control of their data to 
a trustee (World Economic Forum, 2022). It 
represents a legal mechanism that permits 
the rights of data subjects/holders to be 
pooled and the terms of use for the data 
determined in the suppliers’ interests (Sad-
owski et al., 2021). The notion of data trusts 
leverages existing legal governance struc-
tures, such as trustees’ fiduciary duty, to 
provide the public with stronger protection 
against privacy violations and the unethi-
cal collection and use of their personal data 
(Element AI & NESTA, 2019, p. 28). Under 
certain definitions, data trusts can also be 
based on contractual or statutory legal ob-
ligations [(Open Data Institute, 2018; Reed 
et al., 2019; Ada Lovelace Institute, 2021; 
Global Partnership on Artificial Intelligence 

(GPAI), Aapti Institute, & Open Data Insti-
tute, 2021) cited in Janssen and Singh, 
2022a)]. 

In jurisdictions without trust law, or an equiv-
alent, certain institutions set up a board of 
trustees to obtain the same goal. Overall, 
a data trust is expected to be independent 
and not to have conflicts of interests. It up-
holds its duty of care by doing no harm to 
its clients and uphold its duty of loyalty by 
not having any conflicts of interest. Under 
a more expansive definition, a (data) fidu-
ciary upholds its duty of care by protecting 
and enhancing the individual’s digital expe-
riences and upholds its duty of loyalty by 
actively promoting the individual’s interest. 
The digital fiduciary can be an individual or 
an entity, a private or public (governmental) 
body and, if private, a for-profit or not-for-
profit enterprise (World Economic Forum, 
2022, P. 14). 

4.3.2 How they work

The implementation of data trusts is lim-
ited, and knowledge about concrete cases 
of the use of this type of data intermedi-
ary is scarce. The notion of a data trust is 
adopted to describe a legal mechanism 
and data governance model, but very rare-
ly does it refer to actually implemented in-
itiatives. Yet it is only if a variety of data 
trusts — each instantiating a particular way 
of balancing risks and responsibilities with 
opportunities for data reuse — were to be 
established, that individuals would be able 
to select and switch between trusts based 
on their needs and preferences (Delacroix 
and Lawrence, 2019). If an ecosystem of 
data trusts were established, the public 
would be able to choose a data governance 
regime that reflects their privacy preferenc-
es and supports their values. 
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Key features of data trusts include:

 ● Data trusts are often based on trus-
tees’ fiduciary duty, a specific legal 
mechanism according to which a 
trustee should do no harm and pro-
mote the benefits of its beneficiaries 
with undivided loyalty. In jurisdictions 
where trust law is not available, an 
option is to set up a board of trustees.

 ● The data trust must be fully inde-
pendent and without conflict of inter-
ests in its role. 

 ● Data trusts increase individuals’ abil-
ity to exercise their rights, expanding 
their choices about data use, enhanc-
ing possibilities to save data reuse 
for public benefit and strengthening 
bargaining power to negotiate about 
data (for an analysis of the conditions 
under which those joining a data trust 
may mandate the exercise of their 
rights, see Giannopoulou et al., 2022).

 ● In a data trust, beneficiaries (data 
subjects/holders) mandate or dele-
gate decision-making power to the 
trustee through trust law legal mech-
anisms or via a board of trustees. 
Compared to PIMS and especially to 
data cooperatives, they put less bur-
den on the members. Decisions are 
taken by the trust, and no lengthy ne-
gotiations are needed. 

 ● Experimentations exist around de-
veloping civic data trusts, which are 
independent and qualified data trusts 
implemented at the civic level, often 
to address citizens’, companies’ and 
utilities’ lack of trust in giving their 
data to local governments.

 ● Specific mechanisms for delibera-
tion and consultation with benefi-
ciaries could be built into a trust (UK 
AI Council & Ada Lovelace Institute, 
2021). Especially for civic data trusts, 

implemented by a city’s local admin-
istration, data trusts should be sub-
ject to public dialogue, scientific over-
sight, and democratic accountability 
to recognise the plurality of interests 
beyond data, for instance by provid-
ing representation on their board of 
trustees (Element AI & NESTA, 2019).

4.3.3 Examples

 ● Three data trusts pilots50 have been 
launched in 2022 by the Data Trusts 
Initiative (www.datatrusts.uk). The 
first is a place-based data trust in the 
small fishing town of Brixham, UK, 
and is concerned with environmen-
tal stewardship for the benefit of the 
community. The second pilot provides 
an alternative to traditional consent 
routes for women taking part in an 
NHS longitudinal study of women who 
have given birth in Scotland (https://
datatrusts.uk/pilot-projects-3). The 
third pilot focuses on one million per-
sons who opted out of sharing their 
NHS primary care data in 2022 to 
examine the potential inherent in of-
fering the option of sharing data via a 
data trust instead (https://datatrusts.
uk/pilot-projects-2).

 ● PLACE Trust is a legal data trust 
that collects mapping data in col-
laboration with local governments 
across the globe and stores it in a 
trust in UK. It is based on a mem-
bership fee; it aggregates data and 
uses it for public interest purposes. 
In accordance to its website: All data 
produced in partnership with PLACE 
belongs to the government of each 
country. PLACE receives from each 
government an irrevocable, perpetu-
al, royalty free licence to a copy of all 

50. https://datatrusts.uk/pilot-projects-1

http://www.datatrusts.uk
https://datatrusts.uk/pilot-projects-3
https://datatrusts.uk/pilot-projects-3
https://datatrusts.uk/pilot-projects-2
https://datatrusts.uk/pilot-projects-2
https://datatrusts.uk/pilot-projects-1
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data and its use by PLACE members 
through the PLACE Trust. That Trust 
will issue licences for use of this data 
by our members. It preserves neutral-
ity through the separation between 
the body that oversees the manage-
ment of data and the one that con-
trols economic operations. It has a 
‘board of trustees’, registered in the 
UK which focuses on data use, and a 
‘boards of directors’, which is based in 
the US and focuses on how to sustain 
the operations of the trust (https://
www.thisisplace.org). 

 ● A report by the UK AI Council and 
the Ada Lovelace Institute (2021) 
presents an interesting mock case 
study of a possible data trust for 
educational technologies. In such 
a context, a data trust pulls togeth-
er the data rights from students and 
parents, whose personal data is col-
lected by an educational platform 
provider. Then, the data trust nego-
tiates the ‘terms of service to the 
benefit and limits established by the 
school, parents and pupils’ (UK AI 
Council and Ada Lovelace Institute, 
2021, 47); it can maximise the abil-
ity to derive useful information from 
such data and leverage its members 
rights to data portability and access, 
while also minimising any risks of 
data sharing.

4.3.4 Business model 
considerations

As already stated, it is challenging to identi-
fy implementations and use cases for data 
trusts. The notion of data trusts adopted in 
this section mainly refers to a proposed le-
gal mechanism, or to prototypes in urban 
settings. These characteristics (legal mech-
anism, lack of use cases, prototype stage) 
make it challenging to identify key business 
model considerations. 

Among the challenges for establishing data 
trusts is the complexity of the skills required 
for data trustees, as they must ensure the 
privacy and security of the beneficiaries’ 
(personal) information, as well as managing 
data in their interests and maximising the 
benefits they can derive from data. 

To function well, and provide benefits for its 
beneficiaries, a data trust needs the partici-
pation of a large number of people. So, sim-
ilarly to other intermediaries for personal 
data (data cooperatives and PIMS), uptake 
is a key challenge for success and scalabil-
ity, but individuals might not be aware of 
the existence of data trusts, or they may 
be unable, or disinterested in joining a data 
trust. 

Nonetheless, as listed in a report by the UK 
AI Council and the Ada Lovelace Institute 
(2021: 44), there are several possible fund-
ing models for data trusts, which range from 
privately and publicly funded, to charging a 
fee or subscription from data trust benefi-
ciaries (the individuals or data subjects) in 
return for streamlining and/or safeguarding 
their data interactions, charging a fee or 
subscription from those who use the data 
(organisations), charging individuals for re-
lated services, a combination of the above. 
Furthermore, incentives for organisations 
in engaging with data trusts might include 
‘reputational benefits, legal compliance and 
future-proofing data governance practices’ 
(ibid: 45).

4.4 Data unions

4.4.1 Introduction

Data unions are driven by democratic prin-
ciples and their main objective revolves 
around protecting and bargaining on rights 
over personal data generated through plat-
forms, both by users and workers. Data 
unions are mainly targeted at individuals 

https://www.thisisplace.org
https://www.thisisplace.org
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engaging in digital practices and produc-
ing data as a by-product such as users of 
Big Tech platforms or platform workers 
(e.g., food delivery riders). Zingales (2022) 
defined data unions as ‘a coordination by 
individuals to improve the conditions un-
der which they make their clickstream data 
(which could be considered as the output of 
their labour) accessible to third parties’.

The value of this kind of data (that are ‘so-
cially produced’) lies in their relational na-
ture, so ‘there are mechanisms inspired by 
those of social welfare that would allow 
people to collectively bargain over the rights 
to their personal data that could be justifi-
able and virtuous’. (Carballa Smichowski, 
2019, p. 224). 

It can be argued that data unions overlap 
with data cooperatives or data trusts, de-
pending on the governance scheme adopt-
ed when implemented. Data cooperatives 
are often established to empower people 
and create value from pooling data of their 
members, while data unions also empow-
er people (data subjects), but mostly in 
respect of a specific data holder/platform 
that has collected their data. In practice, 
data unions seem to ‘only apply by defini-
tion to relational personal data massively 
collected by platforms such as Facebook, 
Yelp, Uber or Airbnb’. (Carballa Smichowski, 
2019). Zingales (2022) offers a distinction 
between the two types of intermediaries, 
arguing that in a data union, ‘individuals 
get together to represent the interests of a 
community, and coordinate the use of their 
data in order to improve their socio-eco-
nomic conditions’, while a data cooperative 
is ‘an autonomous association of persons 
uniting voluntarily to meet their common 
economic, social and cultural needs and as-
pirations through a jointly owned and dem-
ocratically run enterprise’. Data unions also 
share some analogies with consumer asso-
ciations, as their core mission is to protect 

the rights of members and negotiate better 
conditions for them. Cooperatives, on the 
other hand, are directly involved in the pro-
duction of goods and services in the interest 
of their members. 

The main activity of data unions is to col-
lectively negotiate the terms of the govern-
ance of data on behalf of a collective of 
data subjects; this feature reveals the anal-
ogy with (labour) unions that collectively 
negotiate working conditions on behalf of 
workers. Here the concept of ‘data dignity’ 
can be introduced as an evolution of that 
of labour dignity (Savona, 2020). This con-
cept arises as we experience the lack of a 
labour market for data generators (Posner 
and Weyl, 2018). This is where data unions 
can play their role: a revisit to the traditional 
method of collective bargaining and worker 
representation adapted to the digital eco-
system (Savona, 2020). 

4.4.2 How they work

Data unions or similar organisations posi-
tion themselves between their members 
and platforms according to a simple mech-
anism, that is: 

 ● Data subjects grant the intermediary 
(the data union in this case) the ex-
clusive right to use the data. 

 ● The data holders’ platforms offering 
services (e.g., Facebook, Airbnb and 
similar entities), on the other hand, 
must negotiate with the data inter-
mediary in order to be able to col-
lect, use and commercially exploit 
the data of data subjects (Radicalx-
Change Foundation Ltd, 2020). 

This represents a break in the direct rela-
tionship between individuals and platforms 
that underlies the ‘free service for free data’ 
model and in which individuals do not have 
enough bargaining power to defend their 
interests. 
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Two types of data unions may exist: sec-
tor specific or territorially based (Carballa 
Smichowski, 2019). Examples of the first 
type are social networks, crowdsourced 
review websites, ride-hailing apps, etc. — 
while for the second type the coverage of 
the data union could be a city, a region or an 
entire country. In terms of the activities that 
they carry out, data unions can bargain over 
measures with the aim of collectively pro-
tecting their members’ privacy, as well as 
of sharing data with third parties (Carballa 
Smichowski, 2019, p. 224).

RadicalxChange Foundation Ltd (2020) pro-
poses that data unions (or coalitions) should 
be governed according to democratic rules. 

Some of the key requirements to which this 
kind of data intermediary conform accord-
ing to Lanier & Weyl (2018) are:

 ● Fiduciary duties: data unions should 
serve the best interests of their mem-
bers.

 ● Quality standards: they should com-
mit to high quality standards for eval-
uating and tracking the quality of 
data and incentivise users to provide 
high quality data.

 ● Inalienable provenance: data un-
ions should not allow users’ data to 
be used beyond users’ control and 
should grant access to third parties 
only for a defined use (in other words, 
permanent data sales should be pro-
hibited).

 ● Benefit sharing: they should return a 
fair share of the value of the data to 
its producers (data subjects).

4.4.3 Examples

 ● Swash51 is a browser extension that 
claims to allow data subjects to ‘get 
power’ over their data while they re-

51. https://swashapp.io/

ceive a share of the profits they gen-
erate. It gives data subjects the pos-
sibility to aggregate their web surfing 
data and then ‘sell’ it to interested 
parties. As declared on its website, it 
‘enables individuals to practice their 
data rights while celebrating their role 
as essential value providers in the 
ecosystem’. 

 ● TheDataUnion52 aims at creating a 
collective representation of Internet 
users, helping them with tools for 
claiming or deleting their data, as 
well as exerting political pressure on 
governments (to get stronger laws) 
and on tech giants, especially Goog-
le and Facebook, to get better terms 
and conditions. 

 ● Worker Info Exchange53 is a data 
union specifically targeted at plat-
form workers (like Uber drivers or 
Deliveroo riders). It is a not-for-profit 
organisation that aims at helping dig-
ital workers in accessing and gaining 
insights from the data that are col-
lected about them at work.

 ● Unbanx54 is a reward app that allows 
data subjects to benefit from the 
value of their bank transaction data. 
This initiative builds on the fact that 
on their own, a person’s data do not 
hold much value, but when combined 
with other people’s data they can be-
come an attractive product for buyers 
to extract insights. Moreover, it builds 
on the principle that banks are ‘sell-
ing’ their users’ data, and therefore 
the profits from this activity should 
be credited to those who created the 
data. 

52. https://thedataunion.eu/

53. https://www.workerinfoexchange.org/

54. https://www.unbanx.me/

https://swashapp.io/
https://thedataunion.eu/
https://www.workerinfoexchange.org/
https://www.unbanx.me/
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 ● DIMO55 is a data union that focus-
es on vehicle data with the aim of 
helping drivers to get more from the 
data they produce while driving and 
contributing to a future where driving 
apps work for vehicle owners, not for 
the companies that build them. More-
over, DIMO allows developers to use 
its open-source platform and unlock 
the value of real-world data from the 
tens of thousands of cars that con-
tribute to the network.

4.4.4 Business model 
considerations

The economic reflections on data unions are 
similar to those on data cooperatives that 
can be found in Section 4.3.4. 

4.5 Data marketplaces

4.5.1 Introduction

Data marketplaces are platforms that ena-
ble the matching of the supply and demand 
of data or data products/services. These 
platforms act as ‘neutral intermediaries’ in 
data flows as (i) they do not actively inter-
vene in data value chains but solely facil-
itate the matching of supply and demand 
(Spiekermann, 2019), and (ii) the data inter-
mediation service is open to any third party 
that respects the terms and conditions of 
the intermediary and the legal framework 
(see Box 3 above). Hence, data marketplac-
es fall under the scope of Chapter III of the 
DGA and are considered a prime example of 
data intermediaries in that legal text. 

Data marketplaces typically establish 
standardised licensing models and rules 
regarding access to and use of data prod-
ucts within their scope. These characteris-

55. https://dimo.zone/

tics can lower entry barriers to engaging in 
data trading to a broader set of data pro-
viders, provided that the conditions for join-
ing these environments allow for it, e.g., the 
costs to join are affordable.

As in any other multilateral marketplace 
environment, the marketplace owner should 
safeguard the needs and requirements of 
both supply and demand actors. Thus, the 
conditions for joining and participating in 
marketplaces should be designed to pro-
vide incentives for all participants. Failing 
to keep the incentives on any of the mar-
ket sides may cause the collapse of even 
the most well-performing platforms, due 
to network dynamics. Examples of known 
strategic failures in these multi-sided en-
vironments include the failure to share the 
surplus, a focus on profit rather than on 
achieving a critical mass of providers, and 
the failure to optimise ‘openness’ to attract 
a larger number of actors (Van Alstyne et 
al., 2016). Integrating inclusive data prac-
tices, such as engaging in more participa-
tory decision-making processes, could help 
achieve a successful uptake of data mar-
ketplaces.

Data marketplaces play a role in lowering 
the barriers to finding and accessing data 
assets for a broader set of actors. Specif-
ically, the improvement of data findability 
and the standardisation of licensing models 
and access rules can enhance the conditions 
for data-driven innovation. Additionally, this 
type of intermediation can potentially add 
a layer of transparency to the bargaining 
conditions between data suppliers and data 
users. 

According to the literature, no data market-
place has yet become a significant player 
in the data trading market (Koutroumpis 
et al., 2017). However, there are several 
ventures of these multilateral data trading 

https://dimo.zone/
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environments (e.g., xData, Kasabi or Pool56) 
and there are also examples of active sec-
tor-specific data marketplaces, such as API-
AGRO57 in agriculture and Nxtport58 in logis-
tics (see Section 4.5.3).

4.5.2 How they work

Data marketplaces can take rather different 
governance structures. For instance, accord-
ing to Spiekermann (2019) they differ in re-
lation to:

 ● their value proposition: either trans-
action-based or data centric; 

 ●  their access mode: closed, hybrid or 
open;

 ●  whether they are domain specific;

 ●  their architecture: centralised, hybrid 
or decentralised;

 ●  their pricing model: free, subscription, 
package, pay-per-use, progressive 
pricing;

 ●  their revenue model: free, freemium, 
flat rate, fee, listing fee, transaction 
fee/commission, service fee, storage 
fee.

As with any other type of digital platform, 
the success of data marketplaces depends 
first on reaching a critical mass of both pro-
viders and users, and then on the replication 
of desired interactions — matching data 
suppliers with data consumers — to ulti-
mately thrive through achieving economies 
of scale and scope.

Data marketplaces can also include plat-
form orchestrators and third-party service 
providers, such as those providing services 
for facilitating the dissemination of data 
offers, and offering enhanced matching al-
gorithms. 

56. https://www.pooldata.io/our-platform

57. https://agdatahub.eu/en/api-agro/

58. https://www.nxtport.com/en/market/our-marketplace/mar-
ketplace

4.5.3 Examples

 ● API-AGRO: is an agricultural data 
marketplace that coordinates the 
flow of data between operators from 
the private and public sector to im-
prove the performance of agricultur-
al producers and their value chains. 
In 2014, the French Ministry of Ag-
riculture funded a research project 
that later turned into a company that 
manages the API-AGRO platform. API-
AGRO acts as a neutral intermediary, 
i.e., it does not monetise data but me-
diates the connection between data 
holders and data users.

 ●  Nxtport marketplace: provides infra-
structure (technical and legal) which 
enables: (i) the sharing of informa-
tion in a secure environment, keeping 
full control over data to supply chain 
partners of ports worldwide, and (ii) 
access to relevant information by all 
stakeholders — including shipping 
operators, service providers, port au-
thorities, government agencies.

 ●  CARUSO is a platform offering har-
monized multi-brand in-vehicle data 
from different vehicle manufactur-
ers. CARUSO is co-owned by multiple 
companies in the automotive indus-
try. It positions its offering as a neutral 
intermediary that obtains data from 
original equipment manufacturers, 
harmonises it and makes it available 
to all players in the mobility sector. 
Some examples of the latter include 
insurance companies, car sharing 
platforms and apps allowing drivers 
to find and book electric charging sta-
tions.

https://www.pooldata.io/our-platform
https://agdatahub.eu/en/api-agro/
https://www.nxtport.com/en/market/our-marketplace/marketplace
https://www.nxtport.com/en/market/our-marketplace/marketplace
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4.5.4 Business model 
considerations

The main challenge faced by data mar-
ketplaces in terms of business model de-
sign consists in building an attractive value 
proposition. By definition, a data market-
place does not offer data analytics services 
(i.e., services based on the analysis of the 
data), instead it facilitates data exchanges. 
This implies that its value proposition relies 
on reducing search and transaction costs 
(e.g., by providing services such as tooling 
for facilitating data exchanges or stand-
ardised technical solutions and contracts); 
otherwise, transactions would take place 
outside the marketplace. In some cases, the 
value proposition can include two addition-
al pillars: aggregating data and/or increas-
ing data quality. 

In some industries, search and transaction 
costs are not high enough, or the number of 
potential transactions is not large enough 
to justify the need for a data marketplace. 
For example, in the aviation industry, the 
duopoly between the two main producers 
makes them the natural brokers of hub-and-
spoke data exchanges with their suppliers 
and airlines. As a result, Airbus launched its 
data-sharing platform, Skywise, for airlines 
to share operational and flight data with 
Airbus in exchange for operational and rev-
enue efficiencies (i.e., in exchange for a da-
ta-driven service). 

In contrast, for a pure data marketplace 
to succeed in building an attractive value 
proposition, the organisations seeking to 
exchange data have to (a) be atomised; (b) 
require a sufficiently high volume of trans-
actions; and (c) face high search and trans-
action costs (e.g., lack of awareness about 
other actors and their data, and lack of 
standardisation, high liability risks involved 
in the exchange of data, etc.). In such a 
case, a data marketplace can emerge as an 

attractive value proposition. An example of 
such a case is the connected vehicles eco-
system, where third party (i.e., not linked to 
manufacturers) data marketplaces such as 
CARUSO59 or Otonomo60 have successfully 
emerged in the early stage of the evolution 
of this ecosystem.

Consequently, as noted by the OECD (2019), 
despite the growth of data intermediaries, 
there is no single data marketplace where 
organisations and individuals can sell or ex-
change data directly with each other and 
many fail to scale. Microsoft’s DataMarket 
and Data Services solutions, for instance, 
were integrated in Microsoft’s cloud com-
puting platform (Microsoft Azure). The up-
take of both services has been, however, 
not as expected, forcing Microsoft to dis-
continue both services as of March 2017 
(OECD, 2019, p. 39).

4.6 Data sharing pools

4.6.1 Introduction

Data sharing pools are alliances among 
data holders that share data with the aim 
of improving their assets (data products, 
processes and services) by exploiting the 
complementarities of the pooled data. 
These alliances develop around a shared 
purpose, context or application, and are in-
tended to benefit all of their participants. In 
the context of this report, the data sharing 
pool concept does not link to any technical 
architecture style but focuses on the efforts 
needed for cooperation and coordination — 
at technical, legal and organisational levels 
— among the different actors. The nature 
of this coordination will depend on the type 
of stakeholders, their relationships, and the 
overall purpose of the pool. Data interme-

59. https://www.caruso-dataplace.com/

60. https://otonomo.io

https://www.caruso-dataplace.com/
https://otonomo.io
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diation mechanisms in data sharing pools 
should ensure a fair distribution of value 
within the pool without disrupting fair com-
petition rules of the market.

Stimulating data sharing to foster innova-
tion is a priority for European policymakers, 
as recognised in several communications 
(Data strategy,61 Industrial strategy,62 SME 
strategy63). Promoting data sharing pools is 
one strategy contributing to achieving this 
policy goal through enhanced cooperation 
among stakeholders. Cooperation, among 
data holders, data subjects and/or data ser-
vice providers, is in fact an important pre-
condition for innovation (Mattioli, 2017).

4.6.2 How they work

Data sharing pools aim to attract actors 
to cooperate through sharing data with a 
shared purpose (e.g., advance research on a 
specific disease), context (e.g., improve effi-
ciency of the energy supply) or application 
(e.g., mobility as a service in a city). 

The data intermediation role within data 
sharing pools can exist at two levels, as a 
centralised pool orchestrator or as a service 
provider partner within the association. A 
pool orchestrator can manage the access 
and uses of data held in the pool by defining 
specific governance mechanisms through 
contractual means. The overall objective of 
these mechanisms is to instil trust among 
the pool participants and reduce contextu-
al barriers (technical or co-ordinational). For 
this, the pool manager must oversee data 
access and their use by participants and en-
sure the compliance with agreed terms. 

Data sharing pools complying with inclusive 
data governance principles would function 

61. https://digital-strategy.ec.europa.eu/en/policies/strategy-data

62. https://commission.europa.eu/strategy-and-policy/prior-
ities-2019-2024/europe-fit-digital-age/european-industri-
al-strategy_en

63. https://digital-skills-jobs.europa.eu/en/actions/european-initi-
atives/sme-strategy-sustainable-and-digital-europe

in a way to reduce power asymmetries 
among participants and to fairly distribute 
value generated from data among them. 
Moreover, the products and services cre-
ated thanks to the pool would not impact 
negatively on competition forces on related 
markets. An example of a data sharing pool 
with an inclusive data governance approach 
would be an alliance of actors with com-
plementary data to improve research on a 
‘rare disease’ and the development of ef-
fective drugs, The pool would ensure that 
(i) the governance of access to these data 
and the policies for their use are defined in 
a participatory manner, ii) the pool is acces-
sible to a broad set of actors (e.g., research-
ers and SMEs), (ii) the pool allows for a fair 
share of value distribution within the pool 
(power asymmetries are mitigated), and (iii) 
the pool does not abuse market power by 
setting unaffordable prices for the products 
developed.

4.6.3 Examples

 ● UK Biobank64 is a large-scale bio-
medical database that aims at en-
abling new scientific discoveries to 
improve public health. It provides ac-
credited researchers access to medi-
cal and genetic data from half a mil-
lion volunteer participants to improve 
understanding of the prevention, 
diagnosis and treatment of a wide 
range of serious and life-threatening 
illnesses. 

 ●  INSIGHT, The Health Data Research 
Hub for Eye Health,65 aims at making 
routinely collected eye data available 
for research. All data related to pa-
tients receiving routine care at two 
UK National Health Service (NHS) 
foundation trusts — Moorfields Eye 
Hospital and University Hospitals Bir-

64. https://www.ukbiobank.ac.uk/

65. https://www.insight.hdrhub.org/

https://digital-strategy.ec.europa.eu/en/policies/strategy-data
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-industrial-strategy_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-industrial-strategy_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-industrial-strategy_en
https://digital-skills-jobs.europa.eu/en/actions/european-initiatives/sme-strategy-sustainable-and-digital-europe
https://digital-skills-jobs.europa.eu/en/actions/european-initiatives/sme-strategy-sustainable-and-digital-europe
https://www.ukbiobank.ac.uk/
https://www.insight.hdrhub.org/
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mingham — are collected in INSIGHT, 
and patients can decide at any time 
to opt-out. Interested researchers 
can apply for access to INSIGHT da-
tasets by submitting a request and a 
proposal. The business model applied 
by this initiative is a cost-recovery 
one, meaning that researchers will be 
charged only the cost of administer-
ing and processing the data request.

 ●  The Pistoia Alliance66 is a not-for-
profit organisation created in 2009 
by a group of pharmaceutical compa-
nies (AstraZeneca, GSK, Novartis and 
Pfizer) with the aim of overcoming 
common obstacles to innovation and 
of transforming R&D. It is currently 
composed of more than 100 member 
companies of different sizes (large, 
medium or individuals and start-ups) 
as well as government, academia 
and not-for-profit entities. The Pistoia 
Alliance is structured under various 
projects to which researchers and 
funders may decide to contribute. 

 ●  BRUcloud67 is an open data sharing 
platform for the cargo community of 
Brussels airport, allowing the different 
stakeholders in the air cargo supply 
chain to work in an integrated way. 
Data are stored only once, central-
ly, and single cargo companies can 
use existing applications and start 
exchanging information with other 
stakeholders. BRUcloud is based on 
the data-sharing technology devel-
oped by Nallian,68 and allows the data 
holders to remain in control of their 
data and to define which data-field is 
shared with whom and for which pur-
pose. 

66. https://www.pistoiaalliance.org/

67. https://brucloud.com/

68. https://nallian.com/

4.6.4 Business model 
considerations

As the examples above illustrate, data shar-
ing pools are typically constituted by organ-
isations that have complementary data-
sets. By pooling their data, they all benefit 
from economies of scale and/or scope in 
data aggregation. The value proposition of 
data sharing pools therefore consists pre-
cisely in exploiting these economies so that 
all the members can grasp them by using 
the pooled data. 

Operating a data pool entails a series of 
fixed (e.g., administrative costs) and varia-
ble (e.g., cloud services, legal costs to sign 
in new members, etc.) costs. Because data 
pools’ value proposition consists in provid-
ing access to a shared resource, the reve-
nue streams necessary to cover the costs 
usually take the form of subscription fees 
by the members. These fees can differ be-
tween members based on several criteria 
that are specific to the objectives of the 
data pool. For example, some pools might 
simply have a fixed fee that is the same 
for all members. Other pools might decide 
to charge a variable fee that depends on 
the level of use of the pooled data. Others 
might reduce the fees to the members that 
contribute the most or the highest-quality 
data to the pool.

In some cases, some types of members 
(e.g., not-for-profit organisations, academic 
institutions) might pay less or nothing, and 
the other members subsidise them. This can 
be the case if the data pool has non-eco-
nomic objectives that can exist alongside 
economic ones, or if the use of the data by 
certain organisations is economically ben-
eficial to other members of the data pool. 
Alternatively, some organisations can be 
subsidised to create incentives for them 
to contribute data to the pool (Carbal-
la-Smichowski et al., 2021). 

https://www.pistoiaalliance.org/
https://brucloud.com/
https://nallian.com/
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5 Concluding 
remarks
This report is the first outcome from a se-
ries of science for policy activities that the 
JRC is conducting to support the European 
Strategy for Data (European Commission, 
2020b), and in particular the implementa-
tion of the Data Governance Act (European 
Commission, 2022). It presents the results 
of a desk research study, strengthened by 
the feedback collected during an online ex-
pert workshop with academics and special-
ists affiliated to other institutions. 

The goal of the report is to provide both 
a description and an analysis of the land-
scape of data intermediaries, especially 
those which may have the potential to fos-
ter more inclusive forms of data govern-
ance. The report strives to create a bridge 
between the wider landscape of data in-
termediaries and the concept of inclusive 
data governance, as well as the current EU 
regulatory framework, in particular the Data 
Governance Act (which entered into force on 
23 June 2022 and will be applicable from 
24 September 2023). The concept of inclu-
sive data governance indicates a (possible) 
direction for the governance of data in Eu-
rope and beyond: its principles and under-
pinnings are based on current debates in 
the policy and academic literature, as well 
as on the founding values of the EU, which 
stand at the centre of the EU Charter of 
Fundamental Rights and the European ap-
proach to the digital transformation. 

The report is intended to serve as an inform-
ative resource for stakeholders involved in 
different roles and activities relating to data 
intermediaries. It aims to provide concep-
tual clarity on the broad and multifaceted 

landscape of data intermediaries that may 
promote alternative and fairer approach-
es to data governance and use, especially 
compared to the practices of large online 
platforms. It also examines the relationship 
of such intermediaries to the DGA. Further-
more, it provides an overview of their busi-
ness models and addresses the key issue 
of the economic sustainability of data inter-
mediaries, which is a prerequisite for their 
successful diffusion in Europe, among oth-
ers. In particular, the success of a data in-
termediary requires building trust and pro-
moting the willingness of both data holders 
and data subjects to adopt its services.

The review of data intermediaries in this re-
port draws from current policy and academ-
ic literature. The overview of the six types 
of data intermediaries that, at least to a 
certain extent, can be said to promote more 
inclusive forms of data governance, high-
lights the fragmentation and heterogenei-
ty of the field. Data intermediaries that are 
currently most often addressed by practi-
tioners and experts range from individual-
istic and business-oriented types to more 
collective and inclusive models that support 
greater engagement in data governance by 
communities and individual data subjects. 
Some data intermediaries focus the inter-
mediation on technical solutions and infra-
structures (e.g., PIMSs and data marketplac-
es), while others use legal constructs (e.g., 
data trusts), or other collective governance 
mechanisms (e.g., data cooperatives). Fur-
thermore, while certain types aim at facili-
tating economic transactions between data 
holders and users, others mainly seek to 
produce collective benefits or public value. 
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Not all the data intermediaries examined 
in the report can be said to equally foster 
inclusive data governance. As raised by sev-
eral experts during a feedback workshop on 
this report, market-oriented or highly indi-
vidualistic approaches, aimed at increasing 
access or control over data by economic en-
tities or by data subjects, may only address 
in a limited manner the structural power 
asymmetries of the current data landscape. 
For instance, as claimed by Janssen et al. in 
relation to data intermediaries for personal 
data, ‘consent-based grounds for process-
ing data’ — without other policy interven-
tions and governance mechanisms — risk 
having a limited impact ‘in [their] capacity 
to protect users in digital ecosystems be-
cause [they] put more responsibility on sin-
gle individuals to address issues which for a 
large part are beyond their control’ (2020: 
18-19). 

Furthermore, as already explained in previ-
ous sections of the report, not all six types 
of data intermediaries that are presented 
here will necessarily encompass initiatives 
that fulfil the requirements of the DGA 
for data intermediation services providers 
(DISPs). The DGA regulates DISPs with the 
specific goal to increase trust in neutral 
third parties that enable economic (data) 
transactions between data subjects/hold-
ers and data users, thus addressing only to 
a certain extent the aims of inclusive data 
governance, but not completely or compre-
hensively overlapping with this definition.  

Drawing on the review of the landscape of 
data intermediaries that is presented in the 
report, the following main take-aways can 
be derived regarding the obstacles faced 
by data intermediaries:

 ● From the current scenario, it is not 
clear which business models can 
guarantee the economic sustainabili-
ty of the different types of data inter-
mediaries. Data intermediaries that 

comply with the requirements set out 
in Chapter III of the DGA must adopt a 
business model that does not depend 
on developing data-driven services 
from the data that are shared through 
them. If a data intermediary aims to 
conduct data analytics and derive in-
sights and data-driven services from 
such data, this activity should take 
place through a separate legal en-
tity. Business models that abide by 
the DGA requirements might pres-
ent challenges in terms of economic 
sustainability and outcomes. For in-
stance, if certain data intermediaries 
need to maintain high membership 
fees to sustain themselves, this could 
relegate them to a niche service, ac-
cessible only to well-resourced indi-
viduals or larger companies. 

 ● To stimulate the demand for data 
intermediation services, the ad-
vantages must be apparent and ap-
preciated. Potential users of data 
intermediaries need a sufficient level 
of awareness, knowledge and ex-
pertise in data and digital mat-
ters to understand the implications 
of data processing and transfer, and 
the benefits that may be offered in 
this regard by trustworthy DISPs. The 
demand for data intermediaries could 
thus potentially grow in the future 
through greater awareness about 
data asymmetries and the existence 
of trustworthy DISPs that comply 
with DGA requirements. However, 
other aspects of the demand should 
also be considered for a successful 
uptake of these new services. These 
include, on the one hand, recognising 
that digital divides and an absence of 
technological literacy persist among 
certain segments of the EU popula-
tion, and on the other hand, recog-
nising that certain issues relating to 
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data governance are complex to un-
derstand even for expert users, due 
to a certain level of technological or 
legal sophistication. Current adoption 
of data intermediaries by individuals 
seems limited and participation in 
this space often tends to be ‘biased’ 
towards the more privileged actors. 
Several questions remain open, such 
as: how do we deal with the fact that 
there will be a significant number of 
people that may not be aware of the 
existence of data intermediaries built 
to empower them and the communi-
ties they are part of? On a more struc-
tural and societal level, it is also im-
portant to consider how people could 
be more meaningfully involved in 
decision-making and control of their 
data, including in the context of data 
intermediaries.

 ● Uncertainty about the neutrality re-
quirement for DISPs in the DGA reg-
ulation. The reference to neutrality in 
the DGA does not imply that providers 
of data intermediation services can-
not derive any economic value from 
their intermediation activities. They 
are allowed to make revenues, but 
these should not originate from an 
analysis of the data they intermedi-
ate, otherwise a conflict of interests 
might arise. A related issue concerns 
whether DISPs (regulated by the DGA) 
are allowed to aggregate and analyse 
data. This activity is not forbidden by 
the DGA requirements, but DISPs are 
not allowed to draw from such data 
aggregation and analysis in order to 
build services that will provide them 
with a revenue stream, unless this is 
carried out through a separate legal 
entity — hence, building data-driven 
services upon intermediated data 
cannot be their main business model.

This report is intended to provide only an 
overview of the landscape of data interme-
diaries, and it inevitably leaves some areas 
unexplored. Arising from some of the gaps 
in this report, we identify possible directions 
for future science for policy research in 
this field. We suggest that the following as-
pects could be investigated further:

 ● The novelty of data intermediation 
services providers and their impact 
on data governance calls for a deeper 
understanding of the links and con-
nections with other EU data policy 
instruments. Future research in this 
field could explore: the potential role 
of data intermediaries in cross-bor-
der data flows and digital trade; the 
potential role of data intermediaries 
as neutral facilitators in the imple-
mentation of data access rights es-
tablished by the Data Act; and the 
potential role of data intermediaries 
in common European data spaces. On 
the latter, future research can explore 
how data intermediaries can be en-
ablers and facilitators of data reuse 
in a common European data space, 
serving as matchmakers between 
the demand and supply of data, and 
could also investigate how European 
data spaces might serve as controlled 
environments in which to develop and 
adopt interoperability standards for 
data intermediaries, eventually sup-
porting their wider uptake.

 ● It is also important to consider the 
needs of developers and entre-
preneurs that are active in the field 
of data intermediaries and related 
entities, such as data altruism or-
ganisations. Empirical research could 
inform policy makers on how to pro-
vide accessible and user-friendly in-
formation about the issues at stake 
in setting up data intermediaries, as 
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well as guidance concerning the re-
quirements of current regulations 
(especially the DGA). Such guidance 
could cover business models and le-
gal aspects, as well as the purpos-
es and governance features of data 
intermediaries that promote more 
inclusive forms of data governance. 
Additionally, this line of work could 
address technical and infrastructural 
needs of data intermediaries, which 
have not been dealt with in this report 
but nevertheless play an important 
role in the establishment and opera-
tion of data intermediaries.

 ● The supply and demand side of 
data intermediaries. 

 - Research could explore the incen-
tives for setting up data inter-
mediaries, conditions for ensuring 
sustainability, the expected mar-
ket size, the minimum scale for 
their effectiveness and efficiency, 
and the maximum scale to avoid 
market and power concentration. 
This would also include identifying 
and exploring the various factors 
that could support the building of 
trust among the different actors 
involved in data intermediation: 
data subjects, data holders and 
data users. 

 - Research could explore the opera-
tional aspects of data intermedi-
aries, moving beyond the current 
focus on the legal infrastructures 
and governance frameworks (es-
pecially for certain types, such as 
data trusts). More attention could 
be placed on human resources, 
skillsets, professional practices 
and roles that are needed for the 
establishment and operation of 
data intermediaries. For example, 
researching ‘data stewardship’ as 

a profession, as already pointed to 
by the emerging literature about 
data stewards. 

 - Research could explore to what 
extent users are ready for data 
intermediaries. A future important 
area of research on the demand 
side concerns how to meaning-
fully communicate and manage 
the risks and benefits involved 
in sharing data (Janssen et al., 
2020). Such communication and 
protection/risk management 
mechanisms concern both data 
intermediaries directly and other 
initiatives. The latter ranges from 
data literacy interventions to how 
platforms adopt tools to improve 
transparency and communicate 
with their users about their data 
handling practices.

 - Data intermediary incentives can 
be controversial (e.g., financial in-
centives for sharing health data), 
as they might put those who al-
ready experience vulnerability in 
an even more vulnerable position. 
Research could explore what mit-
igation measures can be put 
in place and how a trustworthy 
design can be supported so that 
data intermediaries do not be-
come subject to the same moti-
vations, incentives and ills of the 
current main players in the digital 
economy. 

 ● Once the DGA has been applicable 
for a sufficient period, the JRC could 
investigate through empirical analy-
sis the trend of emerging data in-
termediaries, engaging again with 
the experts that were involved in the 
workshop for consolidating this report.
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