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Abstract

Ensuring the interoperability and security of email communications is one of the cornerstones of a resilient and30

open Internet. In this context, the wide adoption of key Internet security standards, such as StartTLS, SPF, DKIM,
DMARC, DANE and DNSSEC, is essential for a safe cyberspace for everyone. This report assesses the level of
uptake of the above set of standards in Q3 2023 across EU Member States, comparing it to the global status. The
analysis uses data from publicly available data sources and assessment tools, as well as from measurements
conducted by the European Commission’s Joint Research Centre. Our findings show that the average level of35

adoption of all standards is similar to the previous measurement period (Q1 2023), with StartTLS, SPF and DKIM
having high adoption rates in the EU (ranging from around 84 to 97%), DMARC following with medium adoption
(around 66%), and DANE with DNSSEC showing very low uptake, between 1 and 5% respectively.
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Executive summary

In the joint Communication ‘The EU’s Cybersecurity Strategy for the Digital Decade’ published on 16/12/2020, the40

European Commission (EC) announced a set of actions to maintain an open, secure, and resilient global Internet.
One of these actions focuses on identifying, monitoring and fostering the uptake of key Internet communication
and security standards, as well as best practices for Domain Name System (DNS), routing, browsing and e-mail
security. Following up on this, the Commission is exploring ways to systematically monitor the deployment
evolution of email communications security standards to identify gaps and barriers for their adoption, and45

evaluate the need for regulatory measures to promote their uptake.

Email communications need to be protected because of the vast number of email messages exchanged daily
and also the sensitivity of the information frequently contained in them. Moreover, the email system often plays
a central role in the processes linked to the online identity of users (e.g., email addresses used as usernames,
email-based password resets or second factor authentication via email). The adoption of Internet standards50

designed to secure email communications is therefore an important step to protect Internet users and contribute
to ensure the scalability, stability, and security of the Internet.

The aim of this report is to assess the level of uptake of the set of Internet standards relevant for the
protection of email communications, analysing their level of adoption across EU Member States (MSs) as well
as globally. This analysis is based both on publicly available data and a set of measurements carried out with a55

variety of tools, namely, the My Email Communications Security Assessment (MECSA) and its standalone, open
source version ‘mecsa-st’ both developed by the Joint Research Centre. The analysis is complemented by an
additional third-party, open-source measurement tool, namely the ‘internet.nl’ platform.

Figure 1 provides an overview of the adoption of email security standards in the EU using mecsa-st and
internet.nl in Q3 2023, showing similar trends to Q1 2023, with a small increase in the case of StartTLS, DMARC,60

and DKIM. This figure presents a selection of the indicators that can be found in the report, where further analysis
is provided.

The results show a very high adoption for Sender Policy Framework (SPF), as presented in Figure 1b, where
almost all EU MSs have a rate of above 85%. In addition, almost all of them implement a strict SPF policy.
These figures are slightly higher than that of non-EU countries; also they are slightly higher compared to Q165

and Q3 2023.

DomainKeys Identified Mail (DKIM) is also well supported both in the EU and globally with support rates of
above 87% and 81% for all countries in EU and non-EU countries, respectively, showing a +14 percentage point
increase in the EU average since Q1 2023. Figure 1c depicts the DKIM support rates per EU MS. Even though
there are slight differences from one measurement tool to the other, the trend is increasing and similar to Q170

2023.

Regarding Domain-based Message Authentication, Reporting and Conformance (DMARC), its adoption is
medium with an average of around 63% in the EU and 59% in non-EU countries. Compared to Q1 2023 there
is a noteworthy increase of 14 percentage points in the EU average and an increase of 5 percentage points in
the non-EU average. It is also evident that the support of DMARC strict policies is very far from the support of75

the DMARC protocol itself. The support rates for each EU MS are presented in Figure 1d.

The support of DNS-based Authentication of Named Entities (DANE) is almost 0% most of the EU Member
States. Similarly, low support rates are also observed in non-EU countries. These results follow the low adoption
rates of Domain Name System Security Extensions (DNSSEC), since the latter is a prerequisite for implementing
DANE. Figure 1e depicts the adoption rates of both DANE and DNSSEC in the EU MSs. These results are similar80

to those reported in Q1 2023.

A summary of the average adoption rates of the reviewed email communication standards in EU and non-EU
countries is presented in Figure 2. Here all three measurement tools were used as follows: MECSA for measuring
global standards adoption, mecsa-st for EU and non-EU average adoption, and internet.nl for EU and non-EU
average adoption.85
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(a) StartTLS support (b) SPF support using the mecsa-st tool

(c) DKIM support (d) DMARC support using the mecsa-st tool

(e) DANE and DNSSEC support using the mecsa-st tools

Figure 1: Email security standards adoption in the EU in Q3 2023 using mecsa-st and internet.nl measurement tools
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Figure 2: Email security standards adoption rates in Q3 2023 using a variety of measurement tools

1 Introduction

As described in the Joint Communication ‘The EU’s Cybersecurity Strategy for the Digital Decade’ published on
Dec. 2020 (European Commission, 2020), the European Commission (EC) announced a set of actions to maintain
an open, secure, and resilient Internet. One of the actions of this strategy concentrates on identifying, monitor-
ing and promoting the adoption of key Internet standards and best practices for Domain Name System (DNS),90

routing, browsing, and e-mail security. Moreover, the recent EU Strategy on Standardisation states (European
Commission, 2022): “The Commission will monitor the deployment of internationally agreed key internet stan-
dards and make this data and related good practices available on an EU internet standards monitoring website.
[...] The Commission will: [...] Foster the development and deployment of international standards for a free, open,
accessible and secure global internet and establish an EU internet standards monitoring website.”95

To that end, this report concentrates on email communication security standards used for protecting the
exchange of email messages between email providers and measuring their level of adoption in European
Union (EU) Member States (MSs). Email protocols were initially designed under the assumption that email
servers and communication channels could be trusted and, thus, no security mechanisms were implemented. In
order to mitigate the security issues caused by the lack of such mechanisms, a series of email security protocols100

have been proposed over the years: StartTLS, Sender Policy Framework (SPF), Domain Keys Identified Mail (DKIM),
Domain-based Message Authentication, Reporting and Conformance (DMARC) and DNS-Based Authentication of
Named Entities (DANE). The current level of adoption of email security standards by email providers is far from
ideal. The results of a survey campaign that the Joint Research Centre (JRC) conducted in 2018 (Sanchez Martin
and Draper Gil, 2019) and 2019 (Kambourakis et al., 2020), and more recently by other researchers (Lange et al.,105

2023) revealed serious gaps in the adoption of modern email security standards in the global email ecosystem.

This report is part of the Internet Standards series of reports aiming at monitoring the adoption of key
Internet standards in the EU Member States. This periodic review of key Internet standards is performed every
six months and the first round of reports was launched in March 2022. An overview of the results is also
available in the associated EU Internet Standards Deployment Monitoring Website (European Commission, n.d.).110

The present report focuses on the adoption of email communication security standards used in the EU and
globally. The previous report concerned Q1 2023 (Karopoulos et al., 2023), whereas this one presents results
for Q3 2023. Similarly as the previous version, this report is based on open data and own measurements,
performed at the JRC, and presents results and analysis of the adoption rates of StartTLS, SPF, DKIM, DMARC
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and DANE. The key observations from Q1 2023 were that there is mixed support among these protocols in the115

EU: StartTLS, SPF and DKIM show high adoption rates (above 70%), DMARC has a medium adoption of around
50% in average, whereas the support of DANE is almost 0%. In most cases the global adoption rate tends
to be lower than the EU average. Current measurements for Q3 2023 report similar figures in all cases, with
increased adoption rates in the cases of StartTLS, DMARC, and DKIM.

The report is organised as follows. Section 2 describes the data sources and methodology used to collect120

the measurements. Section 3 presents the data analysis divided into subsections for the different standards,
i.e., StartTLS, SPF, DKIM, DMARC and DANE. Finally, Section 4 concludes the report.
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2 Data sources and methodology

2.1 Data sources

The set of external data sources used in the analysis of the uptake of email security standards in Q3 2023 is125

described in Table 1; these are the same sources used in the previous version of this report for Q1 2023.

Firstly, our analysis uses for reference purposes the detailed anonymised results of the analysis carried
out in the email assessment requests received by the My Email Communications Security Assessment (MECSA)
platform during a period covering roughly Q1 2023, and more specifically from 02/02/2023 and 16/06/2023.
MECSA is an online tool designed and maintained by the JRC to assess the protection of email communications130

between email providers. It evaluates the capacity of email providers to secure email communications by
analysing their usage of modern email security standards. MECSA analyses the support for StartTLS with X.509
certificates, SPF, DKIM, DMARC, DANE and DNSSEC, for the inbound and outbound services.

Secondly, we use a sub-list of domains contained in the “Email Encryption in Transit” part of the last edition
of the Google Transparency Report to analyse the uptake of the target standards by country, dividing them into135

two groups: domains with country code Top-Level Domain (ccTLD) of a MS, EU domains, and a set of chosen
non-EU ccTLD domains. The Google Transparency Report is a public site where Google publishes data statistics
of different Google services, like email or HTTP. Google issued the first transparency report in 2010 and has
been updating it regularly with “[...] data that sheds light on how the policies and actions of governments and
corporations affect privacy, security, and access to information online” (Google, n.d.).140

In addition, the Google Transparency Report provides statistics for StartTLS support in email in transit.
According to Google(1), these statistics consider only the cases where Google is only one of the providers
involved in the email delivery; moreover, message recipients instead of Simple Mail Transfer Protocol (SMTP)
connections are counted. Also, emails that are flagged as spam or inbound messages from hosts whose forward
or reverse DNS is missing or inconsistent are not counted.145

Table 1: Data sources used in the context of this report

Source Short description
MECSA data (European Commission, Joint Re-
search Centre, n.d.b, Kambourakis et al., 2020)

Database containing the results of the analysis carried
out by the MECSA platform in the last 6 months

Google Transparency Report (Google, n.d.) Selected (EU and non-EU) ccTLD domains from the
Google Transparency report analysed with the mecsa-st
and internet.nl tools; StartTLS statistics

2.2 Methodology

We carry out three separate and complementary analyses in our assessment. For reference purposes, we utilise
the detailed results obtained by the MECSA platform following the analysis of the total number of domains over
the last 6 months. The average of the results for the assessment of each of the target standards (StartTLS,
SPF, DMARC, DKIM, DAN, and DNSSEC) are used to compare against those obtained in our analysis of the Google150

Transparency Report domains. The methodology followed here is the same as in the previous versions of this
report for Q1 2023 and is repeated here for the sake of completeness.

Our more in-depth analysis on the uptake of the standards is based on JRC’s open source mecsa-st tool(2)
and the internet.nl(3) service. Using each tool, we analyse the list of email domains obtained from the Google
Transparency Report, classifying them based on their ccTLD into two groups EU domains (including .eu) and155

non-EU domains, for which we selected a groups of non-EU countries.

Internet.nl is an initiative of the Dutch Internet Standards Platform. It checks the implementation of modern
Internet Standards for email, web and Internet connection and provides a score, according to howmany standards
are supported correctly. The internet.nl tests are based on the Internet Standards on the “comply-or-explain” list
of the Dutch Standardisation Forum, on the security advice of the Dutch National Cyber Security Centre (NCSC)160

and on the relevant Request For Comments (RFC) of the Internet Engineering Task Force (IETF).

(1) https://support.google.com/transparencyreport/answer/7381230?hl=en&ref_topic=7380433
(2) https://github.com/mecsa/mecsa-st
(3) https://internet.nl
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Mecsa-st is the command line version of the MECSA online tool. It features a reduced version of the MECSA
analysis engine limited to inbound tests(4). Our analysis assesses the email domains under the ccTLDs of the EU
MSs, including the ‘.eu’ ccTLD, and a set of selected countries outside EU. In the following, a detailed description
on how mecsa-st carries out the relevant tests is provided; the rest of the measurement tools, i.e., MECSA and165

internet.nl, perform similar tests:

StartTLS. For each Mail Exchanger (MX), an SMTP connection is established and a Transport Layer Security (TLS)
communication channel is negotiated. If successful, the provided server certificate and the intermediate certifi-
cates are downloaded. During the establishment of the SMTP connection it is checked whether the REQUIRETLS170

SMTP service extension is announced (in the form of the EHLO keyword value “REQUIRETL”). This extension
specifies that a message must be sent over a TLS communication channel. The X.509 certificate is validated
checking signatures across the full certificate chain of trust, validating that the root Certification Authority (CA)
is trusted and ensuring that the certificate is valid checking the CN and SAN attributes, expiration dates and
Certificate Revocation Lists (CRLs).175

SPF. Validation that a DNS SPF record exists, checking that the syntax is correct and assessing the default policy
value (parameter “all”). A major difference between mecsa-st and internet.nl here is that mecsa-st validates
a DNS SPF record only if it is compliant with RFC 7208 (Kitterman, 2014). For example, if an SPF record
contains more than 10 include terms, mecsa-st flags it as invalid because it violates the limits set by RFC 7208;180

internet.nl, on the other hand, considers the SPF record as existing and is, thus, calculated in the final results.
For this reason, the SPF adoption results reported by mecsa-st tend to be lower than those of internet.nl.

DKIM. Validation that a DKIM DNS record exists by sending a DNS request to the authoritative DNS servers for
the domain tested (NS records), requesting the entry domainkey. If the answer NXDOMAIN is received (instead185

of NOERROR), the validation fails.

DMARC. Validation that a DNS DMARC record exists, checking that the syntax is correct and assessing the policy
value (parameter p=).

190

DANE. Validation of DANE records for each MX. This test is independent from the DNSSEC test.

DNSSEC. The assessment of DNSSEC is composed of the following checks: (a) Verification that the domain is
protected by DNSSEC; (b) Check that both SPF and DMARC records - if present - are protected by DNSSEC; (c)
Check that MX records - if present - are protected by DNSSEC and validate their respective domain names and195

TLS Authentication (TLSA) records.

(4) Outbound tests are not supported by mecsa-st. These types of tests require the reception of emails from the email domain to be
evaluated in order to generate an inbound connection. As a result of this, mecsa-st analysis can only provide a limited analysis
of DKIM (without checking the presence of a valid signature) and only assesses StartTLS for inbound communications. More
information is available at (European Commission, Joint Research Centre, n.d.a).
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3 Current state of adoption of email security protocols

Figure 3 present the penetration rates for each email security protocol grouped by origin. Compared to the
previous measurement period, i.e., Q1 2023 (Karopoulos et al., 2023), there is a notable increase of about200

14 percentage points in StartTLS adoption in the EU and a similar increase in non-EU countries. Similarly,
there is an increase of 14 percentage points in DMARC adoption in the EU and a 5 percentage point increase
in non-EU countries. Finally, the same increase, i.e., 14 percentage points, was also observed for DKIM. The
rest of the results follow the trends observed in the previous measurement periods. Overall, the remarks and
recommendations of the previous reports (Draper-Gill et al., 2022a,Draper-Gill et al., 2022b, Karopoulos et al.,205

2023) still apply here given the similarities in the deployment results.

Figure 3: Modern Email Security Standards adoption rates

3.1 StartTLS

Figures 4a and 4b illustrate the StartTLS results by ccTLD, grouped by (a) EU and (b) non-EU ccTLDs, for both
mecsa-st and internet.nl tests.

These results are in most cases inline with the previous measurement period, i.e., Q1 2023 (Karopoulos et al.,210

2023), with some exceptions as follows. There is a significant increase in the EU average of 14 percentage
points in the mecsa-st data and 15 percentage points in the internet.nl data. Comparing EU countries, Germany
(de) which had an average of 30% in both datasets and a major drop of 14 percentage points in Q1 2023, now
shows a 32% increase. Another significant difference in this round of measurements is observed in the case of
Malta, which had a decrease of around 17%. These differences are due to that Malta has a very low number of215

domains of 12 domains. In the vast majority of all other EU MSs the differences were in the order of less than
10 percentage points.

Regarding non-EU countries, the average StartTLS adoption rate has an increase of about 5 and 10 percent-
age points, in mecsa-st and internet.nl data, respectively. In contrast to the previous measurement periods, the
results for the non-EU ccTLD domains show a high support for StartTLS (above 80%) for most of the countries,220

while the others present a lower support (between 47% and 80%) with United Kingdom (uk), Korea (ca) and
Iran (ir) having a low support for StartTLS (<60%). One major difference between the two measurement tools
is observed in the case of Saudi Arabia (sa), which scores 73% with mecsa-st and 52% with internet.nl. With
respect to the last measurement period, a significant increase (> 20 percentage points) was noted in the fol-
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(a) EU ccTLD domains (b) Non-EU ccTLD domains

Figure 4: StartTLS adoption

lowing countries: Canada (40.72 percentage points), whereas a drop of 37 percentage points was noted in the225

previous report, i.e., Q1 2023, United Kingdom (27.47 percentage points), China (25 percentage points), and the
United States (23.53 percentage points). The rest of the results are comparable with the previous measurement
periods with small differences.

In general, the EU ccTLDs domains have a support rate greater than the one related to non-EU ccTLDs
of about 7 percentage points; this gap, however, is bridged given the fact that in Q3 2022 this difference230

was around 20 percentage points. The MECSA web platform shows a bit higher adoption rates of about 13
percentage points but these results are not directly comparable, as MECSA uses a much limited set of domains.

3.2 SPF

Figures 5a and 5b depict the adoption rate of the SPF protocol and strict SPF policy for EU domains obtained
with mecsa-st and internet.nl, respectively. As in the last measurement period, most EU ccTLD domains continue235

to have values of SPF adoption around 90% with almost all of them implementing a strict SPF policy. With
reference to the mecsa-st dataset, there is a slight decrease in the EU average for SPF adoption and for the
implementation of strict SPF policy (-3 percentage points in both cases), reaching 87% and 82%, respectively.
The internet.nl dataset also shows a slight decrease of 1 percentage point in the EU average for SPF adoption
and 1 percentage point for the implementation of strict SPF policy, reaching 96 and 86% respectively. Overall,240

the results for SPF support obtained in mecsa-st are in general slightly lower that the ones obtained with the
internet.nl tool. This situation is depicted in Figure 5c, whereas the results for SPF policy support are quite
similar (Figure 5d). Regarding the single countries, it is worth mentioning that again in this measurement period
Malta experienced a significant difference in its SPF policy support rate: in mecsa-st the rate increased to 83%
(+16 percentage points), while an increase was also observed in the result of internet.nl (+8 percentage points245

compared to the previous measurement period). A similar situation is observed in Luxembourg (lu) in SPF policy,
where in both tools support rates decreased to 90% (+23 percentage points). Such differences can be explained
considering that the number of domains tested for Malta and Luxembourg is quite low, i.e., 6 and 3, respectively;
moreover, the 3 Luxembourgian domains of Q1 2023 are different from the 3 domains checked in Q3 2023.
It could therefore be the case that a change in a single or a small number of domains could result in major250

differences in support rate percentages.

The average adoption rate of SPF and strict SPF policy for non-EU domains is around 70 and 76% respectively,
with a small increase in the order of 10 and 7 percentage points, respectively compared to Q1 2023. Figures 6a
and 6b present the adoption rate of the SPF protocol and strict SPF policy for non-EU domains obtained with
mecsa-st and internet.nl, respectively. The results are similar to the ones obtained in the last measurement255

period, with the exception of China (cn) and Canada (ca), with an increase of 25 and 40 percentage points in
SPF according to mecsa-st, respectively. Also, as shown in Figure 6c, SPF support is in general higher in the
internet.nl results, whereas with reference to Figure 6d, the results for SPF policy support are identical.
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(a) mecsa-st EU ccTLD domains (b) internet-nl EU ccTLD domains

(c) SPF EU ccTLD domains (d) SPF Policy EU ccTLD domains

Figure 5: SPF and SPF strict policy adoption in EU
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(a) mecsa-st non-EU ccTLD domains (b) internet-nl non-EU ccTLD domains

(c) SPF non-EU ccTLD domains (d) SPF Policy non-EU ccTLD domains

Figure 6: SPF and SPF strict policy adoption in non-EU ccTLD domains
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(a) EU ccTLD domains (b) non-EU ccTLD domains

Figure 7: DKIM adoption

3.3 DKIM

Figures 7a and 7b present the adoption rate results for DKIM, grouped by ccTLD (both for EU and non-EU260

domains). The results from mecsa-st and internet.nl are almost identical for both EU and non-EU ccTLD
domains.

The average calculated for EU from both tools differs (97% in mecsa-st and 79% in internet.nl), with an
increase of 14 percentage points for mecsa-st and a decrease of 4 percentage points for internet.nl, respectively
compared to the previous measurement period. Regarding individual EU countries, most of them experienced a265

small increase in support rate and show a DKIM support rate between 87% and 100%.

Similarly, for non-EU countries, the results of each tool differs (95% in mecsa-st and 73% in internet.nl),
with an increase of about 18 percentage point for mecsa-st and a decrease of 2% for internet.nl, compared
to Q1 2023. When looking at the results of mecsa-st, there are no major outliers. In contrast, in the results
obdained by internet.nl, major outliers are South Korea (kr) with 38%, China (cn) with 46%, and Japan (jp) with270

47% support rate. It is important to note that, regarding the differences between the MECSA web platform data
and the data obtained with mecsa-st, mecsa-st tests cannot fully evaluate the support of DKIM. Precisely, the
results of the MECSA web platform are similar to those of internet.nl.

3.4 DMARC

Figures 8a and 8b, illustrate the adoption rate results for DMARC and DMARC strict policy adoption for EU ccTLDs275

as obtained with the mecsa-st and internet.nl tools, respectively. Similarly, Figures 9a and 9b show the relevant
adoption rate results for non-EU ccTLDs. The results from mecsa-st and internet.nl are almost identical for both
EU and non-EU ccTLD domains.

It is observed that the DMARC support among EU MSs remains low, but with a notable increase of around
14 percentage points in the adoption rate since Q1 2023. More specifically, the EU average from the mecsa-st280

dataset increased to 63% (+14 percentage points) and the DMARC policy rate increased to 28% (+7 percentage
points). The EU average for DMARC from the internet.nl dataset increased to 62% (+12 percentage points) and
the DMARC policy rate increased to 30% (+6 percentage point). Luxemburg (lu), Malta (mt), and the Netherlands
(nl) lead with adoption rates over 80%, although there is quite a difference between their DMARC support rates
and their DMARC policy rates (around 40 to 50%). On the opposite side of the ranking, Germany (de) continues285

to lag behind with an adoption rate of 44%, increased from 19% in Q1 2023. Compared to the previous
measurement period, and without considering MSs with a very low number (< 50) of domains such as Cyprus,
Malta, and Luxembourg, Germany (de) had an increase of 25 percentage points and Estonia (ee) an increase
of 13 percentage points in DMARC support, whereas Slovenia (fi) had the biggest drop of around -6 percentage
points in DMARC support; Similar results are observed in both tools. As seen from the EU MSs, the support for290

strict policies (between 19 and 50%) are still quite far from that of the DMARC support. Figures 8c and 8d
present the DMARC and DMARC policy support rates for EU MSs, where a few deviations are observed between
the results collected with the two tools.
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(a) mecsa-st EU ccTLD domains (b) internet-nl EU ccTLD domains

(c) DMARC EU ccTLD domains (d) DMARC Policy EU ccTLD domains

Figure 8: DMARC and DMARC strict policy adoption in EU
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(a) mecsa-st non-EU ccTLD domains (b) internet-nl non-EU ccTLD domains

(c) DMARC non-EU ccTLD domains (d) DMARC Policy non-EU ccTLD domains

Figure 9: DMARC and DMARC strict policy adoption in non-EU ccTLD domains

The average adoption rate for DMARC for non-EU ccTLDs is around 59% and for DMARC strict policy 28%;
both figures increased from Q3 2022 by 5 and 3 percentage points respectively. DMARC and DMARC policy295

support for non-EU domains is quite similar in the two datasets. The non-EU countries with the lowest DMARC
support are Japan (27%), South Korea (25%), and Taiwan (42%). The lowest strict DMARC policy adoption
is observed in Japan (7%), South Korea (6%), Taiwan (13%) and Israel (15%). Moreover, with reference to
Figures 9c and 9d, the support for DMARC strict policies remains far behind from that of DMARC.

Overall, the averages for both EU and non-EU ccTLDs are lower than the results obtained from the MECSA300

web platform.

3.5 DANE

Figures 10a and 10b depict the adoption rate results for DANE and DNSSEC for EU ccTLDs as obtained with
mecsa-st and internet.nl, respectively. The DNSSEC values are included for information purposes, since DANE
requires DNSSEC.305

As in the previous measurement period, the average support for DANE is around 2% in the MSs. In the
vast majority of countries the support rates range between 0 and 3% with a few of outliers, i.e., Denmark (dk),
Netherlands (nl), Czech Republic (cz), and Sweden (se) having from 3% to 10% depending on the tool used.
Recall that this outcome is rooted in the lack of DNSSEC support, since DANE cannot exist without DNSSEC.
In line with the previous measurement periods, in those countries that have an increased support for DNSSEC,310

like the Netherlands (nl) and Czech Republic (cz), the support for DANE lags behind. The results obtained with
mecsa-st and internet.nl are highly correlated, as shown in Figures 10c and 10d.

With reference to Figures 11a and 11b, regarding the non-EU countries, DANE and DNSSEC support demon-
strates the same behaviour as with EU ccTLD domains, having a very low average adoption rate of around

15



(a) mecsa-st EU ccTLD domains (b) internet-nl EU ccTLD domains

(c) DANE EU ccTLD domains (d) DNSSEC EU ccTLD domains

Figure 10: DANE and DNSSEC adoption in EU
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(a) mecsa-st non-EU ccTLD domains (b) internet-nl non-EU ccTLD domains

(c) DANE non-EU ccTLD domains (d) DNSSEC Policy non-EU ccTLD domains

Figure 11: DANE and DNSSEC adoption in non-EU ccTLD domains

0 and 2%, respectively. The results from the two measurement tools are almost identical, with insignificant315

differences in the order of 0.5%, as shown in Figures 11c and 11d, the two datasets show similar data.

No less important, the MECSA web platform results show around 37% and 30% support for DANE and
DNSSEC, respectively, which is much higher than the results stemming from mecsa-st and internet.nl.
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4 Conclusions

The level of adoption of the set of Internet standards related to email communications in the EU (EU ccTLDs)320

follows a slightly higher trend to the one observed for the selected non-EU countries (non-EU ccTLDs), i.e., the
average StartTLS support rate in the EU is about 10 percentage points higher than the non-EU average in
both tools, while the SPF support rate in the EU is around 3-8% higher than the selection of non-EU countries,
depending on the tool. The MECSA platform presents higher adoption rates than the other two tools, between 10
and 30 percentage points, with the exception of SPF and DKIM where the MECSA platform results are about the325

same. It should be noted that, mainly due to the minor differences in the results of the present and the previous
measurement periods, the conclusions described in the previous reports (Draper-Gill et al., 2022a, Draper-Gill
et al., 2022b,Karopoulos et al., 2023) still apply here and are repeated for convenience.

— StartTLS results are similar with both measurement tools. MECSA results reached 97% of adoption,
considering 2044 unique email domains tested. EU ccTLDs show a uniform distribution across MSs with330

few outliers, close to 13 percentage points below the value recorded by the MECSA tool. The results
for non-EU ccTLDs have a higher variance with several outliers, dragging the overall adoption rate close
to 77%. Compared to the results of the previous measurement period, i.e., Q1 2023, the MECSA web
platform reports a small increase of 4 percentage points, whereas mecsa-st and internet.nl report an
increase of about 14 percentage points in EU and an increase of 15 and 20 percentage points in non-EU335

domains, respectively.

— SPF is also a widely used standard reaching similar levels to StartTLS, in the range of 87-95% in the EU,
according to all tools used. A slightly lower adoption of around 79-92% is observed in non-EU domains.
Broad usage of strict SPF policies is also observed across both the EU and non-EU domains.

— DKIM support for both EU and non-EU ccTLDs is high, ranging from 73 to 97%, just below SPF, although340

the results reported by the mecsa-st and internet.nl tools cannot be considered fully representative,
considering their limitations, as described in Section 2.2. The results from MECSA, which are considered
more accurate, show an adoption value of 79%. The results reported here are similar to the ones of Q1
2023 with the exception of the MECSA web platform which has an increase of 3 percentage points.

— DMARC shows a much lower rate of adoption than SPF and DKIM, the main protocols related to it, in the345

range of 62-63%, according to mecsa-st and internet.nl; the respective rate from MECSA web platform is
higher at 73%. Moreover, the support for strict policies is also very low, much lower than in the SPF case,
ranging from 26 to 28%.

— DANE (DNSSEC) is the less supported protocol, with almost no support at all, even in the cases where the
domain tested has DNSSEC support. The results obtained analysing the ccTLD domains extracted from the350

Google Transparency Report differ from the ones obtained with the MECSA online tool, where we observe
a rate of adoption of around 30%.

— mecsa-st results are generally aligned with those obtained with internet.nl results. There are some
differences in individual country adoption rates in StartTLS and in the average adoption of SPF for both
EU and non-EU domains but they are not significant and can be attributed to implementation differences355

of these two tools. Despite this discrepancy, mecsa-st and internet.nl are two reliable tools that can be
used to make a systematic analysis of the level of adoption of email security standards, with periodical
tests. Both tools allow the automatization of the tests and the generation of results.

The results presented in this report are consistent among the different sources analysed, providing us with an
overview of the state of email security protocols in EU MSs. The results also present opportunities for improving360

the security and adoption of email security standards, in particular in the cases of DMARC and DANE. DMARC
results present a gap between the adoption of DMARC and the implementation of strict policies. Without a strict
policy, DMARC has no effect in the security of email services. Reducing this gap would have a positive impact
in the overall security of these domains. Regarding DANE, its adoption rate is much lower than DNSSEC, a
mandatory protocol to deploy DANE. Those domains with DNSSEC support should be able to easily adopt DANE365

to protect the confidentiality of their email communications.

To increase the level of adoption of the different standards there is the need to develop additional strategies
specific to each protocol. For instance, to improve the adoption of SPF and DKIM it might be needed to first
improve the adoption of DMARC and the implementation of strict policy and reporting features. DMARC reporting
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is needed to measure the performance of SPF and DKIM implementations. The promotion of DANE requires,370

first, the increase in adoption of DNSSEC, as it is a requirement in the standard.
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In person 
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— by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these calls), 

— at the following standard number: +32 22999696, 

— via the following form: european-union.europa.eu/contact-eu/write-us_en. 

FINDING INFORMATION ABOUT THE EU 

Online 

Information about the European Union in all the official languages of the EU is available on the Europa website (european-
union.europa.eu). 

EU publications 

You can view or order EU publications at op.europa.eu/en/publications. Multiple copies of free publications can be obtained by 
contacting Europe Direct or your local documentation centre (european-union.europa.eu/contact-eu/meet-us_en). 

EU law and related documents 

For access to legal information from the EU, including all EU law since 1951 in all the official language versions, go to EUR-Lex 
(eur-lex.europa.eu). 

Open data from the EU 

The portal data.europa.eu provides access to open datasets from the EU institutions, bodies and agencies. These can be 
downloaded and reused for free, for both commercial and non-commercial purposes. The portal also provides access to a wealth 
of datasets from European countries. 




