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TRUSTWORTHY PUBLIC
COMMUNICATION:

HOW PUBLIC COMMUNICATORS CAN
STRENGTHEN OUR DEMOCRACIES

Authors: Laura Smillie & Mario Scharfbillig

Abstract

This report provides evidence-based insights and recommendations on how public communicators can strengthen
democracies by navigating (new) information ecosystems in ways that earn the trust of citizens. At a time when
trust in government is increasingly important to democracy, the report aims to support public administrations in
tackling the societal challenges in communication faced around the globe. The report combines state-of-the-art scientific
knowledge and insights from experts, new empirical research on the moralisation of policies and values-targeted
communication strategies, and input from citizens on this topic to provide practical guidance to policymakers and
public administration communications professionals.
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. What is Public Communication?

WHAT 1S PUBLIC
COMMUNICATION?

This report has been written for all the public communicators tasked with explaining the role and outputs
of public administrations. These people illuminate and explain content that is often the product of technical,
prolonged or sometimes hastily put together compromises between different worlds which would - without
their work of translation, adaptation and integration - be difficult to understand. In this, they are often tasked
with complex topics, roles and processes on behalf of their institution, that can be challenging to navigate with

limited resources in an ever-noisier information ecosystem.

Public Communication in practice means...

Press Releases:
Websites:

Social Media Content:
Public Speeches:
Email Newsletters:
Public Consultations:

Public Advertisements:

Text Alerts:

Publications:

Op-Eds & Articles:
Ceremonies & Public Events:

But also...

Hotlines & Help Desks:
Mobile Apps:

Direct Mail Exchanges:
Legal Notices:

Fines and tickets:
Forms and applications:
Surveys & Polls:

Information shared with media outlets,

Official governmental websites, Official Journals,
Platforms like Twitter, Facebook, Instagram, LinkedIn,
Delivered by government officials,

Regular updates sent via email,

Inviting public input on proposed policies, such as in town halls,
public forums, and community meetings,

Messages broadcasted on TV, radio, print or online,
SMS notifications for emergencies or updates,

Reports, booklets, guides produced by the government,
Published in newspapers or online platforms,

Official ceremonies, parades, public events, Public Art & Installations:
Messages conveyed through public art, Educational Programs:
Initiatives to educate the public on specific issues.

Providing direct assistance or information,

Governmental apps providing services or information,

Information sent via traditional mail,

Required communications about legal proceedings or changes in law,
Penalty notifications to citizens,

Citizens need to fill out paperwork to receive funding or information,
Collecting public opinions ...
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. Executive summary

EXECUTIVE SUMMARY

10 Recommendations for “Trustworthy

Public Communication”

Recommendation 1: Building and retaining public
trust in their public administration, through being
trustworthy at all times, should be a public com-
municator’s primary goal

People are influenced by those they trust the most
and judge the quality of information depending on
the extent to which they trust the source. Building and
retaining trust as a source of information will there-
fore help achieve the mission of the public admin-
istration. Greater trust in public administrations will
also help reduce the demand for and impact of mis-
and disinformation.

Trustworthiness is essential to the development and
retention of trust. The more people perceive informa-
tion and the source as trustworthy, the more likely it is
that they will consider it. In the impending avalanche
of A.l. generated content, where information sources
will reqularly be brought into question, trusted public
communicators have a key advantage.

Recommendation 2: Public communicators should
invest more in effective ways of listening to citi-
zens to increase trust in their public administration
and democracy

Citizens increasingly do not want to be broadcast
at, but to be engaged with. Pluralistic, democratic
societies, in which beliefs and values are diverse,
have potential for polarisation and conflict. They also
have potential for generating a wealth of innovative
ideas that are not represented by partisan voices on
social media. This means actively listening to better
understand the values and behaviours of citizens,

which allows policies and communications to be tai-
lored or explained in a meaningful way when this
cannot be done. When managed transparently, such
engagement supports democracy by complementing
elections as the only way for citizens to contribute to
the democratic process.

Recommendation 3: Public communication goals
- ranging from informing to behavioural change
- should be decided up front and communicated
transparently

The objectives of the public communicator can legit-
imately differ considerably from trying to support
each individual to make an informed and autonomous
decision, to aiming to change their behaviour in line
with the goal of a policy or the institution overall.
This means that the end goal of all communications
needs to be declared up-front and matched with the
appropriate mode of communication.

Recommendation 4: If behaviour change is the
communication goal, behavioural sciences should
guide the selection of the most appropriate tools

Behavioural science provides a range of tools to
change behaviour, many of which involve communi-
cation. The effectiveness of each of these tools often
depends on the specific context and citizens’ existing
abilities, knowledge and attitudes. The commonly
used approach of ‘nudges’ has been criticised for
being manipulative or overly focused only on auto-
matic behavioural change without building capacity to
make good decisions. Therefore, it may be advisable
to use ‘nudges plus’ or ‘boosts’, which aim to build

7



. Executive summary

citizens’ competencies and empower them to make
better decisions themselves. The behaviour change
goals of any public communication should always be
explicit and transparent.

Recommendation 5: Public Communication should
not be “one size fits all”, instead be formal, layered
and acknowledge emotions and uncertainty

Public Communication should be user-centric, mean-
ing that there should be something for everyone in
Public Communication (summaries, quotes, FAQs,
in-depth analysis, chatbots...), while public adminis-
trations should not hide behind simplistic messages,
omit uncertainties or obfuscate through complex-
ity. The balance can be achieved by multi-layered
or progressive disclosure. Statements that do not
acknowledge uncertainty that are later contradicted
by events undermine trust in public administrations.
Similarly, there is a false perception of a dichot-
omy between emotional and factual messaging, as
effective communication needs both. Additionally,
formality is an important heuristic for legitimacy
that affects trust. Regardless of audience segment,
citizens expect a more formal tone from public com-
municators as a means of demonstrating respect
and enabling agency.

Recommendation 6: Public communicators should
tailor audience research techniques to different
public communication goals

Effective public communication requires understand-
ing the audience to create messages that resonate but
there are different ways to understand citizens, each
appropriate to different goals. Audience research can
take many different forms that should be employed
depending on the complexity and behavioural or belief
component being targeted. Deliberative exercises
are essential to capture lived experience, adding a
grounded reality and thereby unpacking the “why”
of statistics and surveys. It is important to under-
stand the right method of citizen opinion, attitude
and behaviour elicitation.

Recommendation 7: Individual profiles should not
be used to target Public Communication; one alter-
native is values segmentation, providing messages
that resonate with all parts of society

Targeted personalisation in Public Communication can
harm democracy through a reduction of accountability
due to a decrease in commonly shared knowledge and
a potential for increased polarisation. However, given
the amount of noise in the information ecosystem, it
is legitimate and useful for public communicators to
use some targeting techniques to ensure their mes-
sages are received by intended audiences. For exam-
ple, rather than targeting messages using individual
profiles, grouping segments of the population e.g. by
values preferences is a tested, accepted and trust-
worthy approach to reach diverse audience segments.
All versions of targeted communications should be
publicly available to be transparent and accountable.

Recommendation 8: Public communicators should
acknowledge public concerns pre-emptively, before
policy solutions have been developed, this includes
strategies to combat mis- and disinformation

Authentic communication means listening more and
addressing specific issues raised, honestly. When con-
cerns are known, public communicators can engage
in powerful pre-emptive communications. Providing
information on legitimate concerns, values trade-
offs, and uncertainties will help establish the public
communicator as a trustworthy information source.
Consequently, anticipating misunderstandings, infor-
mation gaps, pre-emptively debunking mis- and dis-
information will be more impactful when there is a
track-record in place.

Recommendation 9: Public communicators should
invest in evaluation to increase the impact of their
communications

Investing in analytical capacity for the evaluation of
communication impact should take precedence over
short-term communication demands. If the public
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administration does not have a strategic method for
evaluation and learning, it will fail repeatedly, often
at the expense of the taxpayer and in accountabil-
ity measures that affect overall trust. Pre-testing
messages and sharing successes and failures trans-
parently to support the profession of Public Commu-
nication will help increase trust in the overall system.

Recommendation 10: New challenges require new
skills, competences and centres of expertise to
support public communication professionals

With the rapid development of Al, in an online ‘click-
bait’ media environment, the public communicator

will be under pressure. Adopting new techniques
in support of a healthy information ecosystem will
require professional and ethical trade-offs. Master-
ing the imminent challenges will require new job
profiles, skills, and competences. In support of the
profession, the creation of centres of excellence in
e.g. understanding the online world, risk communica-
tions, science communication, etc. need to be cham-
pioned. The role of public communicators should be
recognised and resourced accordingly. Through citizen
listening initiatives, public communicators will have
unparalleled insights into grassroots’ concerns. Rec-
ognising their potential as key knowledge brokers to
evidence-informed policymaking will benefit all.

9



. Introduction

INTRODUCTION

£ Mastering
the imminent
challenges will
reguire new
job profiles,
skills, ana

competences.

This report is part of the European Commission’s Joint Research Centre (JRC)
research programme “Enlightenment 2.0”. Previous work has examined
the drivers of political decision-making, the relationship between online
technologies and political behaviour and the role of values and identi-
ties in the political process. This fourth report studies trustworthy Public
Communication, providing evidence-based insights and recommendations
on how public communicators can strengthen democracies by navigating
information ecosystems in ways that earn the trust of citizens at a time
when trust in public administrations is increasingly important to democracy
and tackling the many societal challenges governments face.

Combining state-of-the-art scientific knowledge with new empirical
research on values-targeted communication strategies and moralisation,
the JRC team has also listened to citizens’ perspectives on this topic to
provide the best practical guidance to policymakers and Public Commu-
nication professionals in today’s complex information ecosystem.

The information environment is the space in which humans and, increas-
ingly, machines, process and produce information to make sense of the
world. This space consists on the one hand of the infrastructure for the
processing and distribution of information, enabling communications,
including radio, television, social media, artificial intelligence, and gaming
platforms. On the other hand, it consists of the content itself - information
in all its forms, from the spoken and written word to images and videos.
Importantly, just as distribution of information has not been automatic in
the past, it is not in our new digital infrastructure via programmes, apps,
algorithms which are human engineered, with the goal of maximizing the
profit of the companies behind them, rather than the goal of information
exchange optimisation. The information environment is therefore a com-
plex and changing domain whose integrity is vital to the functioning and
legitimacy of democracies as citizens and decision-makers are influenced
by their surroundings.

One justification of democracy as a system of governance derives from
the idea that it can deliver “better” decisions and outcomes than e.q.
autocracy because the “wisdom of crowds” is known to outperform any
one individual. A fundamental pre-requisite of democracy is that people
have agency. This agency can be compromised in various ways. This is the
case if people are pervasively disinformed when information exchange
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platforms are optimised for moral grandstanding
rather than information exchange.?

Mis- and disinformation are inextricably linked to
distrust and can be both cause and symptom within
a complex web of variables. People who mistrust
public administrations more readily believe misin-
formation about its actions and intentions. Belief in
misinformation can cause people to take anti-dem-
ocratic actions or further lose trust.®> Consequently,
this report focuses on the funda-
mentals of establishing trust in

public administrations, primarily ‘ ‘
through demonstrating trustwor-
thy behaviour. Strategies for com-
batting mis- and disinformation
are addressed in context but are
not central to this work. pUb“C
At the root of many of our cur-
rent societal opportunities and
challenges are deep questions
about how humans receive,
produce and process informa-
tion. Many of these questions,
although using new words and
referring to new contexts, share
foundations with longstanding
fundamental questions that have
motivated research for many dec-
ades. Questions such as, “Which

claims should we believe?” “Who
can we trust?”. The answers to
these questions are critical to the wellbeing of every
citizen. How individuals, groups and public admin-
istrations filter the information that they use from
the information that they decide to ignore or reject,
impacts their daily decisions and democratic societies
over the medium and long-term.

Consequently, trustworthy public communicators have
never been more important as they deliver on the
promise of liberal democracy. Importantly however,
this report does not cover political communications

Consequently,
trustworthy

communicators
nave never been
more iImportant
as they deliver
on the promise
of liberal
democracy.

i.e. not party political or election-related communica-
tions but thematically policy-specific communications,
undertaken on behalf of public administrations. For
the purposes of this report, the OECD definition of
public communication is used which recognises this as
“a government function to deliver information, listen
and respond to citizens in the service of the common
good. It is distinct from political communication, which
is linked to partisan debate, elections, or individual
political figures and parties.”* While this distinction
is often not clear-cut in practice
due to “the specificity of politics
relative to other human activities,
which lies in the importance of
the normative nature of the deci-
sions taken”, it necessarily affects
the nature of Public Communica-
tion.> Furthermore, in light of the
importance of evidence-informed
policies underpinning democra-
cies, communicating scientific
knowledge to policymakers is
included under this umbrella.t

In order to communicate and
inform citizens in ways that are
consistent with upholding dem-
ocratic values, a public commu-
nicator needs an information
environment that is conducive
to do so. Policies are needed to
encourage the creation of envi-
ronments designed explicitly in
support of these values. This report seeks both to sup-
port public communicators and inspire policymakers.

To do this, the report is practical in nature. It draws
from science, philosophy and practical experience,
ensuring that the recommendations are evidence-
informed, ethical and easily implementable. To facili-
tate user-friendliness, the report is structured around
10 recommendations. The science and ethical reason-
ing are combined in each recommendation. Central
to the recommendations is the concept of different

11



. Introduction

modes of communication and how these can be
matched with public communication goals.

Finally, a brief word on methodology. While the pre-
vious “Enlightenment 2.0” reports were predomi-
nantly based upon state-of-the-art scientific reviews,
this report required a different approach to generate
practical recommendations that could be immedi-
ately implementable across public administrations.
Here, a state-of-the-art scientific review provided
the fundamental basis, but this was insufficient as

Table 1 Research methodology overview

Type of research

Quantitative online
survey

Values-based
messaging & ethics
research

Number of participants

1,548 participants
(representative sample)

the read-across from US values-related research is
increasingly irrelevant in the European context. It was
therefore necessary to engage in new primary research
and to set-up a citizen engagement exercise across
different Member States to listen to and understand
citizens’ expectations of Public Communication. This
engagement exercise made use of the knowledge
accrued during the previous phases of the project.
An overview is provided below in Table 1, while the
details of the different research phases are provided
in Annex 1.

Countries

CZ, EL, FR, SE

Quantitative online
survey

Political moralisation
of policy issues

2,324 participants
(representative sample)

DE, DK, FR, PL, PT, RO, US

cocoMmi Quantitative online

survey

5,228 participants
(representative sample)

DE, EL, IRL, PL

Citizen engagement Qualitative in-person

focus groups

98 participants

BE, DE, EL, IT, LT, MT, PL,
RO, SK

Multidisciplinary state-
of-the-art scientific
reviews

Expert elicitation

40 experts (see
Acknowledgements)

Worldwide

NORMATIVE STATEMENT

Where normative judgements were required, the
authors used the values of respect for human dig-
nity, freedom, democracy, equality, the rule of law
and respect for human rights, including the rights

of persons belonging to minorities, as laid down in
Article 2 of the Treaty on European Union, to guide
all recommendations.

Rather than following the traditional structure of
a scientific publication by the European Commis-
sion’s Joint Research Centre, this report is structured

around 10 key recommendations to allow public
communication practitioners easy access to the
latest science, in an accessible way. The recommen-
dations are formulated in “should” form to encourage
their uptake by readers. While the authors’ recognise
that the scientific evidence cannot lead to normative
recommendations in their own right, they consider
the additional combination of expert elicitation,
citizen perspectives and practical communications
experience as legitimate reasons to substantiate
this approach.




. Recommendations to communicators on “Trustworthy Public Communication

RECOMMENDATIONS TO
COMMUNICATORS ON
TRUSTWORTHY PUBLIC
COMMUNICATION’

Based upon state-of-the-art scientific
knowledge, insights from experts, new
empirical research on the moralisation

of policies and values-targeted
communication strategies as well as input
from citizens, this is what we know..
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Recommendation 1: Building and retaining public trust in their public administration, through being trustworthy at all times, should be a public communicator’s primary goal
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. Recommendation 1: Building and retaining public trust in their public administration, through being trustworthy at all times, should be a public communicator’s primary goal

RECOMMENDATION 1:

BUILDING AND RETAINING PUBLIC TRUST
IN THEIR PUBLIC ADMINISTRATION,
THROUGH BEING TRUSTWORTHY AT

ALL TIMES, SHOULD BE A PUBLIC
COMMUNICATOR’S PRIMARY GOAL

€€ Greater
trust in public
administrations
will also help
reduce the
demand for
and impact

of mis- and
disinformation.

People are influenced by those they trust the most and judge the
quality of information depending on the extent to which they trust
the source. Building and retaining trust as a source of information
will therefore help achieve the mission of the public administration.
Greater trust in public administrations will also help reduce the
demand for and impact of mis- and disinformation.

Trustworthiness is essential to the development and retention of trust.
The more people perceive information and the source as trustwor-
thy, the more likely it is that they will consider it. In the impending
avalanche of A.l. generated content, where information sources will
regularly be brought into question, trusted public communicators
have a key advantage.

Trust: Why is it important?

There are signs indicating that some Western societies could be on the
brink of a tipping point when a majority of people no longer trust gov-
ernments or official communications by default.” This may be legitimate
as governments have not always provided trustworthy communications,
coupled with the fact that the information environment is increasingly
flooded with untrustworthy information from nefarious and naive actors,
making it difficult for citizens to discern trusted information.? 8 Trust is
not always the solution but distrust is a problem. Democracy does not
depend entirely on trust, but too much distrust undermines democracy.’
In an age of complex problems that require coordinated responses on a
global scale, trust facilitates the emergence of cooperation and collective
intelligence, thanks to which arguments can be built stronger, attentive-
ness to reasoning errors can be greater, collection of evidence can be

15



. Recommendation 1: Building and retaining public trust in their public administration, through being trustworthy at all times, should be a public communicator’s primary goal

more rigorous and outcomes are more robust.? 19-12
In short, in democracies where people trust an organ-
isation or person, they are more likely to align their
behaviour or beliefs to what that organisation or
person advises.

Losing trust can make public administrations less capa-
ble of collective action, like motivating people to get
vaccinated in the public interest or follow emergency
rules. As a consequence of lack of trust, people turn
towards alternative sources. For example, a report by
the Council of Canadian Academies estimated that
science and health misinformation cost the Canadian
healthcare system at least $300 million during the
COVID-19 pandemic.t* If large groups of people are
affected, being less trusting of institutions also makes
people more vulnerable individually.** 1> For example,
research on Turkey and Italy addressing populism
highlighted possible links between trust and attitudes
that are incompatible with democratic values such
as the Rule of Law. Using representative population
samples, research findings suggest that when trust in
national public administrations is higher, populist atti-
tudes such as “the people” and anti-elitism discourses
are lower. Trust in national public administrations may
help avoid dividing society into antagonistic groups and
contribute to a positive assessment of those in power.
Consequently, trust in the political system correlates
with lower citizens’ attachment to populist attitudes.*6-18
Further research has demonstrated that trust in public
administrations is linked to an individual’s lower likeli-
hood of voting for a political far-right party.*

A recent meta-analysis of 61 studies on political trust
reported 329 coefficients derived from over three
and a half million observations globally. The results
suggest that there is a correlation between trust and
what people want from their political systems and
how they interact with it.?°

Trust, however, needs to be earned and this cannot
be taken lightly. Just as trust in sources of disinfor-
mation is harmful, so is trust in governments that
are not responsive to its citizens. Figure 1 shows the

relationship between governance quality measured
by the World Bank (WBI) and trust in government.!
This illustrates the principle “trust but verify”, where
citizens should be trusting a government only in the
case it performs up to the standards and expectations
of citizens. The figure is separated into four quadrants:

1. “sceptical trust” where citizens trust their govern-
ments mostly but the system is also responsive to
citizens’ needs as measured by the WBI,

2. “cynical mistrust” where citizens do not trust
their government (any longer) despite it still being
relatively responsive to their demands,

3. “sceptical mistrust” where citizens don'’t trust their
government but where they are probably right to
do so and finally,

4. “credulous trust”, where citizens seem to trust
their government while the government seems
to relatively ignore what its citizens want, thus it
seems that the trust may be potentially misplaced.

The figure shows that in most countries (democracies
in green) in which governance is better, citizens usually
tend to trust their governments more. However, there
is also the well-known paradox that some authoritar-
ian regimes - not known for listening to citizen con-
cerns - are also highly trusted, thus for authoritarian
regimes (red dots), there is no relationship between
governance quality and trust in the government. For
the results in these authoritarian countries, the reader
should note that surveys can be less reliable through
self-censorship.?

The nature of trust

Building trust is a slow and progressive process, which
can be more quickly compromised and destroyed by
negative events and actions than it can be built upon
positive events. This is the ‘Asymmetry principle’
meaning that trust is much easier to destroy than to
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Figure 1 Governance quality (WBI) and trust in governance relationships in selected countries
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be earned because only one instance of untrustwor-
thiness is needed to illustrate that a person or public
administration ‘cannot always be trusted’.?>24

Trust can be understood as a marker of predictability
and reliability of outcomes or of good will and benev-
olence in relation to character or intent.?® It applies
to individual relationships as well as to groups and
public administrations. It contributes to the stability
of these relationships and underpins effective coop-
eration in society. Conversely, the absence or decline
of trust can lead to adverse consequences such as
less support for law compliance.?®

Establishing and maintaining trust needs to incorpo-
rate ethical considerations. Trust can be falsely built
or maintained through deceptive practices and propa-
ganda, showing that trusting is not always indicative
of trustworthiness. Conversely, lack of trust does
not necessarily indicate unethical conduct. Trust can
vary due to various factors unrelated to ethics or the
way a public administration communicates, such as
familiarity, competence or propaganda campaigns.?”-2®

Trust among citizens for public administrations has a
moral component. It implies a belief that the trusted
party has aligned values, or at least transparently
communicates to the citizens and is motivated to act
in a way that is worthy of trust.?® This is an asymmet-
rical relationship because citizens - as the trusting
party — who are encouraged to place trust in a public
administration, rely on its honesty and good will,
making them vulnerable in this respect. Consequently,
granting trust to public administrations entails the
assumption that they act according to their stated
values and perform their duties reliably with compe-
tence, integrity and accountability. This means that
all people in public office are responsible for behaving
in a trustworthy manner and hence upholding trust,
not just the communicators.

Trust predominantly declines when governmental and
public administrations fail to perform their tasks prop-
erly or engage with actions beyond their expected lim-
its.*° It is fundamental to understand the importance
of this as trust is a primary determinant of citizens
supporting governments and the implementation of
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their policies.>! For example, higher trust causally influ-
ences compliance with tax obligations and therefore
reduces enforcement costs.?

Confidence in government means a belief that the
political system relied upon is qualified, possesses
expertise, is competent and capable of doing cer-
tain things to the satisfaction of the voting public.
However, citizens could believe that policymakers
and government officials are competent but fail to
trust them because they believe they are dishonest,
corrupt, self-serving, or in the pockets of interest
groups. Communication with citizens, therefore, needs
to provide the type of evidence that justifies belief
in public administrations. Such evidence is not just
about competence and expertise, or information on
the policy itself, but evidence of policy objectives
and how policies are designed to achieve them. This
allows the audience to assess whether or not they
feel the policymaker has motivations that they can
share or at least accept.

Trust and mis- & disinformation

According to the World Economic Forum’s (WEF) Global
Risks Report 2024, mis- and disinformation - the
persistent presence of false information (deliberate
or otherwise) — is identified as the biggest short-term
risk facing the world today. The WEF suggests mis- and
disinformation may radically disrupt electoral pro-
cesses in several economies over the next two years.
This is attributed to a growing distrust of information,
as well as media and governments as sources that
are likely to deepen polarised views. The report also
highlights the possible risk of repression and erosion
of rights as some authorities may seek to crack down
on the proliferation of false information.3®

By contrast, in academia there are different per-
spectives on mis- and disinformation and the extent
to which it is a concern. In terms of its impact on
democracy, there are some arguments that interven-
tions could undermine democratic principles including

freedom of expression as people generally do not
believe just anything.**’” However, there is a substan-
tial body of work around misinformation and disin-
formation that demonstrates that belief formation is
not always a rational process, and that individuals can
be susceptible to accepting false information when it
aligns with their existing knowledge or core beliefs, or
when there is information overload and people rely
on fast, heuristic processing.*® For example, both true
and false claims are believed more, the more often
they are repeated because they feel more familiar
and thus truer>® Importantly, measurable misinfor-
mation impacts have been noted not only on beliefs
but also on behaviours, as was the case during the
COVID-19 pandemic where mask wearing, social
distancing and vaccination uptake were negatively
affected.*®-*> When addressing mis- and disinforma-
tion, it is important for the public communicator to
know that research shows corrections and fact-checks
are only partially effective.®® So given the evidence
that mis- and disinformation can effect behavioural
change, it is important that mis- and disinformation
is addressed by the public communicator but this
should not be seen as an alternative to establishing
long-term trust-building strategies. Details of how
to specifically address mis- and disinformation are
outlined under Recommendation 8.

Trustworthiness

Credulous trust, as mentioned above, is not desirable,
as it can result in citizens being deceived and public
administrations not being rightfully held to account?*.
Trust should therefore be calibrated, and mistrust in
public administrations that do not fulfil their mandate
is entirely legitimate“®. This has led some experts to
argue that the best for society would be for everyone
- to some degree - be untrusting by default to force
those who are genuinely trustworthy to demonstrate
their trustworthiness in a way that cannot easily be
emulated by the untrustworthy.

Trustworthy behaviour and communication is therefore
key to the legitimate establishment of long-term trust.
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The more people perceive information as trustworthy,
the more likely it is that they will take it into account.?”
For public communicators, this can be translated into
a quest for ‘intelligent openness’ where information
is intelligible, usable and assessable - that is, that
others can assess its quality, reliability and honesty
for themselves is as important as access to the infor-
mation itself.*

There are institutions that help citizens make informed
inferences on the trustworthiness of political actors,
such as public prosecution offices, ombudspersons,
and courts of auditors, as well as many civil society
organisations. New research suggests that making
the existence of the institutions with the mandate for
accountability more salient increases trust, yet these
institutions are often unknown to citizens.*

CITIZENS TOLD US...

Points on trustworthiness from 98 citizens in
17 focus groups from 9 EU Member States

(Methodological details in Annex)

Most participants had not previously considered
what public communication means prior to the
focus groups. Participants did not have distinct or
established ideas about what Public Communication
should entail. Citizens have difficulties distinguish-
ing between communications from political figures
and those of the public administration in which the
politicians hold office.

e Transparency is high on the list, but expectations
are far beyond simply “telling the truth”; and the
concept extends to the idea that public adminis-
trations should ensure that information is clear
and understandable, even on the most complex
of topics - the “truth well told”.

The concept of transparency is linked to the idea
of providing citizens with complete information,
and offering them the opportunity to find out
more about a given topic if they wish to do so.

The desire for transparency was also reflected
in attitudes towards the tone of Public Commu-
nication expressed by numerous participants,

namely that such communications should tell
citizens the truth in a matter-of-fact manner,
not making light of serious situations but also
resisting the urge to catastrophize and frighten.

Public administrations should not seek to “hide”
information, present it selectively or spin its
presentation to distort citizens’ perceptions.

Some citizens suggested that governments
needed to “get down from their pedestal” and
communicate with people in everyday language.

The clear signature on communication materials
from the public administration was considered an
essential marker for participants to understand
that the source of the message was a public
administration.

Across focus groups, a common idea was that
while public administration communications
should uphold a level of formality, these com-
munications should still be creative.
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Many of the findings in the academic literature were
also volunteered by citizens in the focus groups con-
ducted for this report. Participants were asked to
outline what they want from public administrations
and what public communicators can do to help ensure
their work is perceived as trustworthy.

Trusted sources in a new
communication environment

Given the importance of trust in
the communicator for believing
their messages, it is important to
understand which factors influ-
ence that trust. Generally, people
tend to trust sources that are per-
ceived to share their values and
worldviews.*® 47 Closely related
to this is the fact that people
believe in-group members more
than out-group members.4"4®
How to dive deeper into values
and identities is explained further
in Recommendation 6.

In contrast, generalised distrust
in mainstream media, experts,
and political elites is increasing
and can be of substantial concern
because it makes public commu-
nication significantly harder.# In
today’s world, such “epistemic mistrust” has been pro-
posed as a major driver of belief in misinformation and
conspiracy theories; epistemic mistrust “manifests as
the rejection of authoritative information” and creates
an “epistemic vacuum” that makes people vulnerable
to misinformation and biased cognition.>® Accordingly,
greater trust in scientists and health professionals, as
well as lower trust in digital media, have been found
to be associated with lower levels of false COVID-19
beliefs.>52 On the flipside, given that many citizens
still trust scientific experts and political elites, if these
trusted figures make false claims, the impacts can be

€€ Generally,
people tend
to trust
sources that

are perceived

to share their
values and
worldviews.

particularly detrimental, decreasing future trust and
negatively affecting policy impact.>* >

Despite the importance of source trust, it should also
be kept in mind that people sometimes ignore source
information. For example, the plausibility of a headline
can be more important than its media source (and
the source’s credibility) for people’s belief formation.>®
People also often forget or misremember sources;
as such, people may inadvertently trust misinfor-
mation from sources that have
provided quality information in
the past.®® This is another rea-
son — beyond distrust in “elite”
sources — why credible sources
can find themselves in competi-
tion with low-credibility sources.

Consequently, people often con-
tinue to rely on misinformation
in their reasoning even if the
information has been retracted.®
Indeed, it has been shown that
inferences persist in part because
people do not believe correc-
tions.>” However, receiving a
correction from a source high in
trustworthiness reduces the use
of erroneous information and
therefore maintaining trustwor-
thiness of public communicators
is particularly important to fight
mis- and disinformation.®® >°

Trustworthiness is also vital as in the wake of the
exponential growth of Artificial Intelligence (Al) tech-
nologies, fears of negative societal and individual
impacts due to disinformation generation are a very
real concern.®%6* A 2023 report from the European law
enforcement group Europol, estimated that “as much
as 90 percent of online content may be synthetically
generated by 2026”52 Deepfake technology is of
particular concern and the report recognised that it
is difficult for online users to remain vigilant. Thus, it
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cannot be entirely the responsibility of individuals to
sort through information to distinguish fake from real.

In the focus group discussions, citizens voiced strong
opinions when the topic of online influencers was
raised in the context of Public Communication and
trustworthy sources. Most participants were familiar
with the term “Influencers” but did not associate
it with communications by public administrations.
Many participants suggested that influencers are
not perceived as being authoritative figures or hav-
ing expert knowledge. The concerns raised about
influencers included legitimacy to speak on behalf
of public administrations, (in)coherence between the
topics on which influencers post routinely and what
they would be communicating about on behalf of
public administrations. There were also concerns that
citizens who do not follow influencers could miss out
on important information, and the legitimacy of using
public funds to work with influencers.

In line with citizens’ reservations, a 2024 European
Commission report ! found that four out of five influ-
encers on social media fail to disclose commercial
content they post as advertising as required under
EU law. The screening of 576 influencers showed
that nearly all (97%) of them posted commercial
content, but only 20% systematically indicated that
it was advertising.

Assuming trustworthy sources can continue to be
identified accurately — in an ever-changing online
environment - the source will become more important
than ever, meaning that the influence of the trusted
public communicator will only grow.

Given the importance of trustworthiness, public com-
municators need a way to check their messages for
all dimensions of trustworthiness. The TARES test
described below identifies several dimensions that can
contribute to building trust in the long-run through
communication:

1 https://ec.europa.eu/commission/presscorner/detail/en/ip_24_708

Putting science into practice:
The TARES Test - Five Principles
for Communication

The 2020 European Communication Monitor surveyed
2,324 professional communicators in 44 countries
across Europe and found that almost every second
professional communication practitioner in Europe
(46.5%) had experienced several ethical challenges
in their day-to-day work during the 12 months prior
to the survey. However, 40% cent of the respondents
had never participated in ethics training. Many of the
ethical challenges were related to the use of digital
technologies: using social bots, big data analytics,
sponsored content, and social media influencers.®

Communication in general, independent of the goal,
should follow ethical principles.

Given the lack of training on dealing with these dif-
ficult ethical issues, a check-list based upon work
by researchers is set out below.®* The five-part test
establishes ethical boundaries that can guide commu-
nication design, in particular when the intent is to per-
suade an audience. The checklist was supplemented
by questions from work by other researchers.®-72
Originally developed for for-profit communicators,
discussions with academics suggest that the checklist
can be legitimately adapted and used as a tool for
reflection for public communicators.

The TARES Test consists of five principles: Truthfulness
(of the message), Authenticity (of the persuader),
Respect (for the persuadee), Equity (of the persuasive
appeal) and Social Responsibility (for the common
good). Adapted self-reflection questions are provided
to guide the practitioner in applying the TARES Test
principles.

Truthfulness of the Message
Public communicators are encouraged to ask them-

selves the following questions when crafting messages
in relation to truthfulness:
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1. Has the message de-emphasized information that
audiences might consider important?

2. Does the message represent the whole, complete
truth?

a. Was information or uncertainty left out in order
to make it more persuasive, or even manipulate
the audience?

3. Would I feel the information was complete if given
to me in the provided context?

a. Would people with strong negative opinions on
the topic think important information had been
left out?

b. Would | want more information?

4. Is any withheld information important in allowing
the audience to make an informed decision?

5. Does the message deceive people either explicitly
or implicitly?

Authenticity of the Communicator

The TARES test focuses on the responsibility a public
communicator carries in developing messaging. As
such, the authenticity of the persuader can legiti-
mately be called into question, therefore exploring
the following questions has merit.

To explore your own authenticity on a matter, ask
yourself the following questions:

1. Do | think the goal of this communication is what
the audience would expect and want it to be?

2. Do | personally believe the audience will benefit?

3. In participating in this action is my integrity being
called into question?

4. Am | happy to take responsibility for this message?

A public communicator may not be able to respond
to all the questions above, as knowledge of the sub-
ject may be insufficient. However, it is important that
the ethics of a communicator require them to be
informed on the most important elements of a policy
as reflected by the questions above. Additionally, a
discussion with the policymaker on the questions
above is highly encouraged.

Respect for the Audience

Respecting the audience means that the public com-
municator does not see the audience simply as a
means to an end for the benefit of their public adminis-
tration, but rather that the communicator considers the
ramifications of any messaging on different subgroups
of the audience. The wellbeing and autonomy of the
audience should be respected and considered in any
form of messaging so that well-informed decisions
can be made. This goes back to the idea that the
results of the action are as important as the action
itself. The following questions should assist with these
reflections:

1. Does this message allow the audience to act auton-
omously and with consent?

2. Does this message pander to or exploit its audi-
ence?

3. Have | taken the rights and wellbeing of others
into account with the creation of this message?

4. Will the audience benefit if they engage in the
action the message conveys?

a. What might the downsides be?

b. Is that trade-off explicit?

c. How might different people consider that trade-
off?

5. Does the information give the audience all the
information they might consider important when
making this decision?

6. Is the message unfair or to the detriment of any
subgroup of the audience in any way?

Equity of the Persuasive Appeal

Equity refers to the balance of treating each mem-
ber of the potential audience with the adequately
enabling respect and concern, meaning that more
support is provided to vulnerable groups. The TARES
test specifically tasks communicators to examine their
messaging, not only from their own perspective, but
also to consider the intended audience to determine
if the message is equitable. The following questions
should assist with these reflections:
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1. Will all potential audience members understand
that they are being persuaded and not informed,
and the degree to which they are being persuaded?

2. Have | targeted a specific subgroup of the audience
or vulnerable population?

a. Why have | chosen them?

b. How would I justify this if asked by that audi-
ence?

¢. Could additional support be given to this par-
ticular group?

3. Would | feel this message was equitable if pre-
sented to me or someone | love?

4. Does the message take into account the special
needs or interests of the target population?

5. How can | make this message more equitable?

6. Am | using an appeal to emotions responsibly?

Social Responsibility and
Ethical Decision Making

As fundamental to upholding democratic values, the
public communicator should consider the responsibility
they have when creating messages. Researchers argue
that public communicators have a privileged voice
in society and thus share a responsibility to improve
the overall information environment. Communicators
should consider social responsibility on both the macro
and micro levels looking at effects on individuals and
groups. The following questions should assist with
these reflections:

1. Does this message help or hinder public trust?

2. Am | a trustworthy source to be communicating
this message?

3. Does this message allow for consideration of
legitimate opposing views?

4. Does this message create the opportunity for public
engagement and dialogue?

5. Will having or not having this information harm
individuals or groups?

6. Have the potential negative impacts of the mes-
sage been taken into account?

7. Does this message unfairly depict groups, individ-
uals, ideas or behaviours?

8. Am | communicating this message for the benefit
of the audience, to be useful to them, or for my
own benefit - to be useful to me or to my public
administration?

These questions are intended to serve as a reflection
tool for public communicators, but can also be used
as a checklist. To cross-check the potential sensitiv-
ity of the topic, the JRC has developed a number of
useful tools that that can assist with a heightening
understanding, these are available online at: https://
op.europa.eu/webpub/jrc/jrc-values-identities/tools.
html
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RECOMMENDATION 2:

PUBLIC COMMUNICATORS SHOULD INVEST
MORE IN EFFECTIVE WAYS OF LISTENING
TO CITIZENS TO INCREASE TRUST IN THEIR
PUBLIC ADMINISTRATION AND DEMOCRACY

L€ Inall

socleties,
beliefs and
values are
diverse, which
means people
due to their
different life
experiences,
see and value
the world in

different ways.

Citizens increasingly do not want to be broadcast at, but to be
engaged with. Pluralistic, democratic societies, in which beliefs and
values are diverse, have potential for polarisation and conflict. They
also have potential for generating a wealth of innovative ideas that
are not represented by partisan voices on social media. This means
actively listening to better understand the values and behaviours of
citizens, which allows policies and communications to be matched
or explained in a meaningful way when this is not the case. When
managed transparently, such engagement supports democracy by
complementing elections as the only way for citizens to contribute
to the democratic process.

Public reasoning and deliberation

In all societies, beliefs and values are diverse, which means people due to
their different life experiences, see and value the world in different ways.”
The strength of pluralistic societies is that they try to offer individual
freedom to allow this diversity to be expressed, offering the potential
to generate novel and innovative ideas that would not otherwise be
present.”* This diversity can also lead to policies being more contested
in the public space, which may raise concerns or lead to dissatisfaction
among some groups. Nevertheless, argument does not mean outright
conflict but can be exchange and debate, a collective, inclusive, collabo-
rative enterprise distinct from debating contests which have a winner.”®

This form of collective reasoning is a societal strength rather than
weakness. Recent advances in psychology emphasise that individual
reasoning is not primarily intended to solve issues or to find the best
solutions, instead reasoning serves to get what we, as individuals want.”®
Importantly, collective reasoning and deliberation can overcome limited
individual reasoning. It serves many purposes including, but not limited
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to, individual and collective sense-making, improving
communications with each other, predicting possible
future outcomes, and imagining and evaluating ideas.
For democracies, reasoning is also a means to improve
knowledge and take better decisions®.

Research has shown that policymakers can believe
that citizens do not know enough about policies to
ask them their opinion. This is in line with the con-
cept of “rational inattention” meaning that citizens
can perceive the costs of being better informed are
too high compared to the benefit of having a voice
on political matters.”” 78 It is therefore “rational” for
citizens not be informed and devolve responsibility
to representative democracy.”® 8° However, rational
inattention also includes the idea that if people are
given the incentive, means and time to be informed,
they have the potential to provide better input to the
political process than a policymaker lacking in personal
experience of the issues under consideration.®*82This
is particularly true when involving individual citizens
directly affected by policies, and where policymakers
are providing opportunities for citizens’ voices to be
listened to. For initiatives such as the Irish referenda
on abortion and same sex marriage, the incentive to
citizens to be involved helps tip the balance of costs
and benefits, making engagement the rational option.®®

To better understand individual preferences and public
deliberation, researchers have conducted experiments
and reviews to examine the effects of deliberation
on citizens’ preferences.® 8 The results found that
deliberation led to more informed and more cohesive
preferences. Deliberation also had a positive effect on
participants’ understanding of the issue being discussed
and their ability to articulate their positions. Addition-
ally, experts argue that such reflective deliberation
processes encourage citizens to think critically about
issues, rather than partisan attachments. This, in turn,
promotes more informed decision-making and better
outcomes for the public at large. These findings suggest
important implications for the functioning of democratic
systems, the need for increasing citizen engagement
and the role that public communicators can play in

these processes. It also highlights the need for ongoing
citizen listening initiatives to understand and contex-
tualise the outcomes from deliberative processes, to
better inform policymakers in their decision-making.

Today, many public arena debates take place on social
media platforms? which have not been designed for
collective sense-making, but rather attention cap-
ture to maximise profit> As part of this attention
capture, content that increases moral outrage and
out-group stereotyping is promoted®, rather than
moderated.?® & Additionally, social media seems to
facilitate information sorting, leading to increased
polarisation over time, for example around the topic
of vaccines.®® In fact, the increase in mobile internet
enabled this type of platform interaction and with it
the spread of more in-group orientation and out-group
hate.® A recent study suggests that people would
even be willing to pay money, if they had the ability
to turn off social media such as Tiktok or Instagram
for everyone, including themselves. However, because
they cannot do this, they are reluctant to make the
personal switch as they might miss out on important
individual interactions.®® Consequently, there is a need
to consciously design the environment in which public
policy debates take place, with measures to ensure
effective, open, and transparent deliberation.

Crucially, with such infrastructure in place, public
communicators will have the means to listen to what
citizens are prepared to endure/support to make things
better and provide these insights to policymakers.3"
%2 Such insights will also enable subsequent commu-
nications to be framed ethically in terms of values.
This approach can increase message resonance, in a
way that is both meaningful and ethical as outlined
in Recommendation 7.

2 As of January 2024, Northern and Western Europe were the regions
with the highest social network penetration rates globally, reaching
81.7 and 80.2 percent, respectively. Southern Europe ranked third
with a penetration rate of 74.8 percent, while Eastern Europe ranked
sixth with 70.4% penetration rate, just behind Northern America.
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Putting science into practice:
A primer on principles for
implementing citizen
engagement to inform policies

The following principles are based on the recent Rec-

ommendation to Member States, corporate guidance of

the European Commission and the OECD good practice

principles on how to incorporate citizen engagement in

the context of policymaking and public communication:®

Accountable: There should be an assumption that
inputs from citizens are an added value to the
policy-making process through citizens’ situated
knowledge, values, and framings. In other words,
citizen engagement should not be viewed as a
“rubber stamp.”

Upstream: A good engagement process requires
anticipating the time needed to conduct it. Engage-
ment of citizens should come at design, implemen-
tation, and evaluation phase of policies.

Clarity of mandate and of scope: The topic of
deliberation, the framing of the issue, the commis-
sioning public authority, and the process of citizen
engagement should be clearly defined from the
outset and the ambition and scope should be in
line with the context, time, and resources available.

Inclusiveness and representativeness: In most
cases, citizens should be recruited randomly in a
manner that is representative of diversity. Citizen
engagement helps “ordinary” citizens that do not
have means to channel their matters of concern into
the policymaking process voice their view.

Expectations: Citizens must know up front why they
were selected for the process, and how their input
will be used, as well as the envisaged follow-up

3

https://data.consilium.europa.eu/doc/document/ST-7260-2024-INIT/en/
pdf&ved=2ahUKEwjZ8Ym_hKuFAXWB7rsIHTwFAKsQFnoECBoQAQ&us-
g=A0vVaw2J4Wucl2jydFdS408vC0i6 and https://www.oecd-ilibrary.
org/governance/innovative-citizen-participation-and-new-democrat-
ic-institutions_339306da-en

process on the outcomes and the next steps beyond
the specific ‘event’ in which they have participated.
Not everything coming out of an engagement needs
to be acted upon, but it needs to be transparent how
follow-up action are about to be taken.

Integrity: The whole process needs to be carried
out professionally to ensure quality of the planning,
implementation and evaluation phases. Experts of
co-design and deliberative processes and expe-
rienced facilitators should be involved to get the
most out of the initiative.

Respectful Dialogue: Participants should be able
to safely engage in respectful conversations, while
examining where they dissent and where they find
common. Professional facilitation needs to ensure
that every participant has opportunity to speak,
and that co-creation and deliberation are ensured.

Multilingualism (where applicable): Especially in
multilingual contexts, all participants should be able
to speak and be listened to in their own language.
Technological progress allows today to simultane-
ously have citizens express themselves in their own
language and ensure open debate.

Transparency: Information on the process and
results need to be made available online and regular
communication with the participants need to take
place in their native language.

Evaluation: Evaluation is a key element in citi-
zen engagement; assessing the quality and the
effectiveness of the chosen approach helps with
accountability and public administrations learning.

Follow-up: Engagement of citizens needs to be
accompanied from the outset with mechanisms to
listen, make sense and channel the engagements’
outputs into the policymaking activities to preclude
frustration. It is better not to carry out any process
of citizen engagement than a bad citizen engage-
ment process.
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RECOMMENDATION 3:

PUBLIC COMMUNICATION GOALS
- RANGING FROM INFORMING TO
BEHAVIOURAL CHANGE - SHOULD
BE DECIDED UP FRONT AND
COMMUNICATED TRANSPARENTLY

L Public
communication
can for
example help
update beliefs,
build trust

or influence
behaviour
directly

The objectives of the public communicator fall along a spectrum from
trying to support each individual citizen to make an autonomous
decision, to aiming to change citizens’ behaviour. This means that
the end goal of all communications needs to be declared up-front
together with the appropriate mode of communicating.

Understanding influence

The previous section has shown that citizens, with the right mode of
engagement, can be trusted to not only make well-reasoned decisions
on public policies, but also to give valuable inputs into policymaking. In
general however, behavioural and cognitive sciences show that while
well-reasoned beliefs can precede citizens’ actions, behaviour changes
tend to change beliefs. For example when someone decides - based on
some important beliefs - to vote for a certain political party, subsequently
they will often support the position of that party in other areas on which
they previously had not had an opinion.®* %

Communication can broadcast what a government or public institution
decides as policy, it can also listen and feed back into the policymaking
process what citizens think and say, but it can even itself be a policy
lever to achieve the goals of a policymaker. Public communication can
for example help update beliefs, build trust or influence behaviour
directly. However, when the communication itself is serving to provide the
intended policy change rather than providing public accountability, the
ethical requirements for it should increase. Thus, public communicators
thinking about communicating information need to recognise that the
goal the communicator pursues will then influence the methods that
can legitimately and effectively be employed to achieve that goal and
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should, in as far as possible, mirror the type of pol-
icy being communicated.®* The more demanding the
need for change, the greater the potential need for
persuasiveness via different modes of communication.

The aims of trustworthy communicators can then be
divided into distinct categories:

e Supporting individuals to make an informed auton-
omous decision based on available evidence and
their own preferences and values;

e (Changing the current beliefs or attitudes of cit-
izens; or

e Aiming to guide as many individuals to the same
decision as possible by changing behaviour

Figure 2 Four modes of communication

Each of these aims can be a legitimate communi-
cation goals and should be aligned with policy goals
as much as possible ex-ante. Figure 2 shows how
these different goals then translate into the modes of
communication, with the following sections addressing
each one in turn.

Having the different communication goals in mind,
moving from left to right on the figure, the different
“modes” of communication increase in their likely
effectiveness but also impact on personal autonomy
and therefore ethical implications. While Evidence
Communication is most likely to be effective in support
of autonomous decision-making, argumentation and
persuasion are more suitable to change beliefs and

Modes of communication

—

Helping citizens making
Communication better decision as judged
Goal < by themselves

Belief change: Change
factual understandings, make
topics or actions more salient,

increase recall...

Change citizens actions

Informedness/decision support

—

Belief change Behaviour change

—
EVIDENCE COMMUNICATION

Most Effective ARGUMENTATION

Communication

Mode

PERSUASION

g

Ethical
Relevance <

In general,
> effective method, with also low ethical implications.

COERCION

Impact on autonomy

Increased need to listen to citizens and incorporate feedback back info policymaking

for the goal of informedness, evidence communication is the most

In contrast, for behavioural change, coercion is likely the most effective method,

but was the most ethical issues and therefore should carefully considered.
Evidence communication can also achieve behavioural change, with less
ethical implications but likely also with less overall effectiveness.
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attitudes. As law-making bodies, public administrations
need to acknowledge that they also have coercive
power, a fact that cannot be overlooked by the trust-
worthy public communicator as in such cases there
is an asymmetry of power towards target audiences.

The possibility that Evidence Communication will also
change behaviour exists, but the communication is
more appropriate for targeting informed decision-mak-
ing and is less likely to be successful in changing
behaviour in the intended direction compared to per-
suasion. Importantly, the success of the communica-
tion should not be measured by
the degree of behavioural change,
rather it is much more important
to determine whether citizens are
satisfied with their choice when
the goal is informedness. A better
measure here would be satisfac-
tion and confidence in the choice,
and trust in the institution offer-
ing the services.

Public communicators will likely
not consider their communication
as coercive. However communica-
tion that accompanies coercive

policy measures will increase the
psychological pressure on citizens
to follow a specified behaviour, or
avoid them, and thus could be considered as “volitional”
coercion, i.e. citizen would feel compelled to act in a
certain way by being made aware of the measure. To
illustrate, the communication about vaccine passports
during the COVID pandemic intentionally increased the
pressure on citizens to act in a specific way.

Following this line of argument, when moving from
left to right on this table, the ethical consequences
are more significant and autonomous decision-making
by citizens is more affected. Therefore, for trustwor-
thy public communicators whose aims are belief or
behaviour change to be perceived as legitimate, the
following should be considered:

€L when moving
from left to

rignt, the ethical
consequences are
more significant
and autonomous
decision-making
Dy citizens is
more affected.

e Ensure alignment between the goals of the com-
municator, the policy and the goals of the audience
(possibly even overtly through public debate);

e Consider carefully the moral justification for the
communication (e.qg., greater harm averted);

e Transparency on the part of the communicator
about the goal and the moral justification;

e Ensure there is strong (democratic) legitimacy of
the communicator;

¢ Increase learning about audience reactions and
feedback.

Communication goal
selection

Figure 2 serves as the basis to
identify, in collaboration with pol-
icymakers, the communication
goal. Policymakers receive the
democratic mandate to imple-
ment change in society according
to current needs. In that, they
need to choose the level of inter-
vention, matching the ambition
of change desired. Public com-
munication in this context can
be seen as a companion to flank
and inform on interventions such
as taxation, subsidies, or regula-
tion. It can also be used in its own right as a tool to
achieve behavioural change.* Consequently, the goal
should be set in advance based on its effectiveness
in achieving the desired change.

If policymakers are considering the need for behav-
ioural change through communication, they should
check the public support for this goal and the ethics
of such an approach, as changing behaviour can clash
with citizens’ autonomy.®® %7 See also TARES in the
previous section.

4 https://lwww.nuffieldbioethics.org/publications/public-health/guide-to-
the-report/policy-process-and-practice
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One important additional consideration is whether
the responsibility for behavioural change lies with
the individual or the system. Research suggests that
behaviour is often not driven by individual capacities
to think through a situation and to choose what is
best, but rather by what the decision environment
allows.®® %° For example, in the case of food choices,
there is a whole system of demand and supply fac-
tors that shape what is on offer, largely determining
the options individuals can choose.’® Focusing on
the issue of obesity, most of the differences in obe-
sity rates between countries are
explained by systemic factors,
rather than by differences in
e.g. “self-control” where people
choose healthier food options.!°?

Therefore, thinking only about
how to achieve individual change
by telling people to behave more
in line with certain ideal practices
may well overlook the more sys-
temic factors that could achieve
behavioural change more easily,
effectively and without angering
citizens.!%? Finally, behavioural
change interventions that place
onus of responsibility on individ-
uals have also been criticised for
their limited effectiveness.!03-1%
Still, some interventions are more
effective than others and a com-
bination of policy changes and individual behavioural
approaches may increase the overall outcome.!07. 108
In that sense, individual-level interventions such as
communication inciting behavioural change may even
support system-level changes. To illustrate, studies
have shown that increasing individual level sustainable
behaviours (recycling) can lead to increased support
for the aligned system level intervention (political
activism for sustainability).10% 110

Choosing the public communication goals in advance
is important, as the choice of how to communicate

acknowledgement

of uncertainty,
confidence and

trust were not

undermined.

has consequences for trust in the public administra-
tion.!*! Goal alignment is usually seen as very impor-
tant when it comes to interventions and is generally
easy to achieve on topics such as reducing obesity,
stopping smoking, reducing waste, higher uptake of
funding programmes etc.}'2 113 However, some goals
where policymakers may want to influence behaviour
may face more backlash, such as decreasing time
showering, using the car less, reduced pesticide use,
etc.14-11® Therefore, in the following sections, this
report details different categories of communication
that can be employed to support
different goals that should be
established up front.

EVIDENCE
COMMUNICATION

Scientists have empirically

€ If the original
statement was

made with some

tested whether or not the clear
and transparent communication
of risks, benefits, and
uncertainties increase or
undermine public trust in the
information that people use to
guide their decision-making.
Experimental participants with
a positive prior view on each
topic (COVID-19 vaccination or
nuclear power) rated persuasive
and balanced messages as
equally high in trustworthiness. Those who had

a negative prior view found messages designed

to persuade (i.e., unbalanced messages in favour
of the topic), which contained less information
about uncertainties and quality of evidence, to be
significantly less trustworthy.'*’

When communicating uncertainty, research generally
suggests that the communication of numerical uncer-
tainty does not affect the perceived trustworthiness of
the communicator or the information.!'® Importantly,
some research has shown that such communica-
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COMMUNICATING EVIDENCE TO POLICYMAKERS

A public communicator may need to communicate
on the evidence underpinning a policy or a preferred
policy option. Unlike an individuals’ decisions, policy
decisions often affect many people, other species,
impact different groups in different ways, and cause
multi-generational outcomes. Because weighing up
options for an informed policy decision is especially
difficult, it is particularly important to assist poli-
cymakers with concise, clear, and comprehensive
descriptions of the potential outcomes of policy
options, best achieved through listening initiatives.
There can be profound costs when communications
fail to inform decision-making.*?*

Providing such summaries requires:
1. Learning what impacts to consider and identi-

This is difficult. Compared with communicating evi-
dence for an individual decision, where the message
can be tailored to an individual’s personal circum-
stances, evidence for a policymaker has a much
broader scope and will often be published in the
public domain as a means of demonstrating how
final decisions were made. This may in turn influence
a broader public.

In practice, many policymakers and communicators
tend to persuade the audience that they made the
right choice. However, the scientific literature on
persuasion shows that this is not always easy to
achieve, such that other goals as informing and
building trust may be more achievable and beneficial
over the medium to long-term.

fying the most important effects;

Gathering the evidence; and

Communicating that evidence so that it is under-
stood.

tions increase message confidence.!*>2° Furthermore,
researchers testing communications from a fictional
government showed that confidence and trust were
significantly undermined if statements were made
with no uncertainty but were later contradicted by
a change of events.’?! If the original statement was
made with some acknowledgement of uncertainty,
confidence and trust were not undermined.

These results suggest that the perceived balance or
lack of persuasive intent is potentially an important
factor in an audience’s judgement of trustworthiness
when communicating about evidence. It is the most
likely “honest signal” of trustworthiness a communi-
cator can convey. It is imperative therefore, for the
public communicator to be questioning of potential
“false balance” when an issue is presented as being
more balanced between opposing viewpoints than the

evidence supports. This fits with qualitative research
that suggests that the perceived motivations of a
communicator are a key trustworthiness indicator
for an audience.!'”-122
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Putting science into practice:
Demonstrating trustworthiness
through Evidence Communication

Good ways of building trust and enabling public com-
municators to demonstrate trustworthiness when
communicating evidence are as follows:'?

1. Setting out to inform, rather than persuade;

2. Giving the pros and cons in an honestly balanced
way (not giving false balance);

3. Being open about uncertainties and unknowns, as
well as disagreements;

4. Giving an idea of the quality of the underlying
evidence; and

5. Pre-empting misunderstandings as well as mis-
and disinformation.

To implement these recommendations in practice,
Blastland et al. recommend the following:

Table 2 Three levels of argumentation

Address all the questions and concerns of the
target audience.

Anticipate misunderstandings; pre-emptively
debunk or explain them.

Don't selectively choose the evidence that fits your
argument (cherry-picking).

Present potential benefits and possible harms in
the same way so that they can be compared fairly.
Avoid the biases inherent in any presentation for-
mat e.qg. optimal Evidence Communication through
visuals in Recommendation 5.

Demonstrate ‘unapologetic uncertainty’: be open
about a range of possible outcomes.

When you don’t know, say so; say what you are
going to do to find out, and by when.

Highlight the quality and relevance of the underly-
ing evidence (for example, describe the data set).
Use a carefully designed layout in a clear order
and include sources.

Types of associated

Aim Characteristics s
communications
Level One Giving reasons or premises to  Anyone can give reasons ¢ Informing
support a claim or position. for just about anything, ¢ One-way communications
particularly if it involves ¢ One-to-many
convincing oneself of ¢ Messages not tailored
something that one already
wants to be believe.!?
Level Two Explaining to oneself and This involves seeking ¢ Consulting
others why these reasons counter-considerations, e Limited two-way

are the best ones.

presenting potential

communications

counterarguments,
and requiring stronger
justifications and more

sophisticated evaluations.'**
134

Message tailoring for key
stakeholders

Level Three

Making those reasons
accessible, meaningful and
persuasive to other people.

This is about sharing reasons
and reasoning. Watch-

point if one’s reasons are
not meaningful to others,
then presenting them as
sufficient is simply a form of
assertion.”*

Engaging

Dynamic community
communications
Listening, explaining,
adapting
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CEPrOVIANG e effecivencss has showr

that quality deliberations do not

The word “argument” often carries balanCEd move people’s values positions,

a negative connotation in every-

but rather align participants’

day life. However, the focus on argumEHtS more concrete policy attitudes

argumentation here is on what is PR with each other.!?®
S Important

called “critical discussion” which

is all about rational debate 125126 for DUb“C In the same way, providing bal-

Consequently, argumentation in

anced arguments is important

the context of shared informa- dell be ra’[l On for public deliberation even when

tion and sense-making is cen-

it comes to changing minds.

tral to public reasoning. This can even When Research has long shown that

lead to a reasonable outcome

providing one-sided arguments

of mutual disagreement: while |J[ comes J[O only convinces those who: i) are

people may not always accept

not exposed to the other side of

each other’s reasons, they can Chaﬂg|ﬂg m|ﬂd5 the argument (N.B. increasingly

develop an “argument” about

what is meaningful for them, what they care about,
or what they consider to be just, agreeing to disagree
while rationally and peacefully coexisting.!?”-128

In line with Recommendation 2, deliberation can help
align citizens’ policy perceptions closer with their
underlying preferences without unduly pressuring
or persuading them. For example, a review of the
effects of deliberation and the factors increasing

Figure 3 The Elaboration likelihood model framework

Audience

Central Route Motivated,
analytical

Persuasive

message

Not motivated,
Peripheral Route not analytical

Source: Petty & Cacioppo 1986.1%

unlikely in online environments);
ii) are generally uninformed about the subject; or iii)
tend to trust the source. By contrast, using arguments
from multiple perspectives persuades more broadly,
should persuasion techniques be an appropriate mode
of communication.’*° Critically, the effect still depends
on how the message is crafted, e.q. the strength
of arguments, how many counter-arguments are
provided, etc., highlighting the need for professional
communicator skills.*3!

Processing Persuasion

High effort;
evaluate
message

Lasting change
in attitude

Low effort;
persuaded by
cues outside
of message

Temporary
change
in attitude
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In practice, this means that two-sided communications
can be a powerful tool. Sharing the counter-argument
to explain the thought process and the rationale for
the decision can be perceived as respectful by the
audience. This can be translated into three levels
of ‘giving and taking’ that are actionable for public
argumentation and deliberation; these reflect different
levels of argumentation, see Table 2.

It is in engagement at all three levels that public
deliberation becomes most effec-
tive, where citizens and public
communicators collectively and
collaboratively engage in care-
ful, deliberate, considerate and
rational thinking. This does not
mean that consensus is always
the ultimate goal, nor that a plu-
rality of views is a bad outcome,
as outlined in Recommendation
2. This is the heart of a thriv-
ing democracy and here public
communicators have a critical
role to play. It means that skills,
priorities, and budgets should be
realigned in support of the most
meaningful societal impact. It
also means that public commu-
nicators should not be considered
as a means to sell a media story,
but rather as sources of valuable
insights, in touch with citizens
and reality on the ground.

PERSUASION

Social psychological research on persuasion has
largely focused on how variables related to the com-
municator, the message, the recipient, and the context
impact a person’s receptivity to a message. The most
influential model of persuasion is the Elaboration
Likelihood Model, see Figure 3.13°

€€ Social
psychological
research on
persuasion bhas
largely focused
on how variables
related to the
communicator,

the message, the
recipient, and the
context impact a
person’s receptivity
Lo a message.

This model is a theory of persuasion which suggests
that there are two different ways individuals can be
persuaded of something depending on how invested
they are in a topic. When they are strongly motivated
and have time to think about a decision, persuasion
occurs through the central cognitive processing route.
In this case, the pros and cons of a decision are
carefully weighed and reflected upon. In comparison,
when they are rushed, inattentive or the decision is
less important to them, they tend to be more eas-
ily persuaded by the peripheral
processing route, and are more
easily influenced by tangential
aspects of the decision at hand.

The peripheral route considers
how people might agree with a
message because the commu-
nicator appears trustworthy and
how recipients might be influ-
enced by simple affective cues
that are present in the message,
such as the use of an appealing
image. Factors such as the length
of the message and the number
of its arguments, repetition, can
determine message acceptance
via this peripheral process, e.qg.
people tend to agree more with
longer messages that contain
more arguments!®®. It should be
noted that some academics have
challenged the inclusion of source credibility infor-
mation as pertaining to the peripheral route 137-14°

In the central route, by comparison, persuasion
occurs through its impact on a recipient’s cognitive
responses to the message (i.e. their thoughts about
the message content). Here, strong arguments should
elicit favourable cognitive responses, whereas weak
arguments in the message should elicit unfavourable
cognitive responses to the message. These cognitive
responses help shape subsequent attitudes. Research
has demonstrated that attitude change via the central
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route is more long-lasting than attitude change via
the peripheral route. Other factors that increase the
likelihood of using the central route include: relevance
of the message, nature of the source (trusted/expert
or not), nature of the message (attractive or not),
number of communicators (one or multiple), and
motivation (high or low enjoyment associated with
thinking.ISS, 141, 142

This means that attitude change can occur at any
level of motivation on a topic:

“Central route” persuasion may occur on the basis of
the following cues:

o Careful scrutiny of a persuasive message;

e The generation of positive or negative cognitive
responses to the message; and

e The basis of the positive or negative cognitive
responses.

“Peripheral route” persuasion may occur on the basis
of the following cues:

¢ No careful scrutiny of persuasive messages;

e Minimal generation of cognitive responses;

e Looking for “cues” in the persuasion context that
enable simple, low-effort inferences or associa-
tions:

o something about the source of the message -
trustworthy/expert

o something about the message itself — user-
friendly, number of previous exposure to similar
messages

o something in the context — level of formality

This means that when trying to persuade an
unconvinced majority, a small number of strong argu-
ments should be used. By comparison, when seeking
to align with majority opinion, as many arguments
as possible should be used, including weaker ones.

Significantly stronger than persuasion, manipulation
is often considered a type of social influence that is

intended to induce a mistake in the beliefs, desires,
or emotions of the target audience.’*® Manipula-
tive techniques bypass or subvert peoples’ rational
capacities and lead to beliefs, desires, or actions that
are insufficiently connected to reason.}** 4> Such
manipulations are typically intended to be effective in
reaching the goal of the influencer but not designed
to educate or reveal reasons to the target audience.
Such messaging may be effective in the short-term
but it is clearly detrimental to the long-term strat-
egy of building trust in public administrations, thus
inappropriate for Public Communication.

COERCION

Coercion is getting someone to perform an action by
using some form of force. There is an important caveat
for trustworthy public communicators working in gov-
ernment or regulatory agencies. Through the nature
of the legally binding work performed by the public
administrations, they can be perceived as a coercive
power. Examples are vaccine mandates, which had
significant polarising consequences!*® 147 but worked
to increase vaccination uptake during the global COVID
19 pandemic.**® Therefore, public communicators need
to communicate on coercive policy measures, making
them in themselves coercive. However, this does not
mean that coercive tactics are an appropriate mode
of communication.

€€ \When trying

to persuade an
unconvinced
majority, a small
number of strong
arguments should
De used.
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RECOMMENDATION 4:

IF BEHAVIOUR CHANGE IS THE
COMMUNICATION GOAL, BEHAVIOURAL
SCIENCES SHOULD GUIDE THE SELECTION
OF THE MOST APPROPRIATE TOOLS

1!

Behavioural
science provides
a range of

tools to change
behaviour,
many of

which involve
communication.

Behavioural science provides a range of tools to change behaviour,
many of which involve communication. The effectiveness of each of
these tools often depends on the specific context and citizens’ existing
abilities, knowledge and attitudes. The commonly used approach of
‘nudges’ has been criticised for being manipulative or overly focused
only on automatic behavioural change without building capacity to
make good decisions. Therefore, it may be advisable to use ‘nudg-
esplus’ or ‘boosts’, which aim to build citizens’ competencies and
empower them to make better decisions themselves. The behaviour
change goals of any public communication should always be explicit
and transparent.

Behavioural science provides a range of tools to change behaviour, many
of which involve communication. If behavioural change has been set
as the goal for communication, interventions can be oriented to create
the communication itself or accompany other policy interventions.
However, the effectiveness of each of these tools often depends on the
specific context and citizens’ existing abilities, knowledge and attitudes.
The commonly used approach of ‘nudges’ has been criticised for being
manipulative or overly focused on automatic behavioural change without
building civic capacity, that is, the capacity to make good decisions.***
150 Therefore, it may be advisable to use ‘nudges plus’ or ‘boosts’, which
aim to build citizens’ competencies and empower them to make better
decisions themselves. The behaviour change goals of the communication
should always be explicit and transparent.
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How to achieve Behavioural
Change - Nudge, Nudge Plus and
Boost (vs. Sludge)

If behavioural change is identified as the main objec-
tive of communication, behavioural science has devel-
oped a broad array of tools to achieve this change,
many of which relate directly or indirectly to commu-
nication. Even if behavioural change is not the main
goal, the underlying principles are still relevant for
communicators.

There are by now many books and guides available for
designing behavioural interventions, many of which
are particularly focused on communication between
public administrations and citizens.*>'-'>* There are
also guides for checking explicitly the ethics of the
interventions themselves beyond the above mentioned
TARES approach.t>> 156

Figure 4 Behavioural Change Wheel

One of the most widely cited approaches is the behav-
ioural change wheel.’>” Other approaches are availa-
ble, such as EAST, BASIC, or the JRC's own approach,
MINDSPACE. 153 158. 159

The behavioural change wheel is an interesting start-
ing point, as it combines behaviours, interventions
and policy options into one approach, see Figure 4. It
relies on three fundamental avenues for influence: i)
Capabilities: The individual’s physical and psycholog-
ical capabilities to engage in an action. ii) Motivation:
The individual’s interest in engaging in the behaviour
and iii) Opportunity: The factors that lie outside the
individual that make the behaviour possible/prompt
it, together often shortened into COM-B model.

Each of the three fundamental dimensions can be
related to a type of intervention. Several of the inter-
ventions are not in themselves communications, but

a’\\»o’)

pun\
Juoryedu®

Service provisio®

B sources of behaviour
Source: Michie et al., 20117

B intervention functions

Policy categories
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need to be supported by communication. Each of the
interventions has its own benefits and limitations with
respect to the main dimension, for example persuasion
can increase the motivation of people to engage in
some behaviour, but it is not addressing the physical
capability to do so.

Communication approaches can then relate to each
of the general intervention ideas as outlined in the
COM-B model:

¢ Education: Providing information that is potentially
lacking in the population that might induce them
to change behaviour. For example, public health
campaigns that spell out the benefits of certain
behaviours.

» Training: More extensive than just providing edu-
cating information by providing instruction and
practice to develop skills and abilities to support
behaviour change independent of the specific sit-
uation (e.g. media literacy, digital literacy, financial
literacy etc.).

e Enabling: Providing resources or reducing barri-
ers to facilitate behaviour change. For example,
establishing hotlines or helplines by trained pro-
fessionals to provide support, information, and
guidance related to behaviour change for smoking
cessation or mental health.

* Modelling: Providing an example for people to
aspire to or imitate. Examples are endorsements by
prominent figures in society, climate ambassadors
on local levels or testimonials from individuals
who successfully engage in the desired behaviour
to inspire others to do the same (sometimes also
called social norms).

¢ Incentivisation: Monetary or other rewards can be
communicated to create increased effectiveness.
Examples are subsidies to renovate houses for
more energy efficiency. Communication in this case
needs to inform about the opportunity and help

to achieve the steps to receive the support if the
renovation is carried out, which is often forgotten
in public communication?®°.

¢ Environmental restructuring: Changing the physi-
cal, digital or social environment to support behav-
iour change. This is particularly important for the
way digital information and choices are designed,
as digital interventions can be more effective than
physical ones.’®* For example, all the ways web-
sites are structured and information and choices
on these websites are displayed.

e Persuasion: Using communication to induce pos-
itive or negative feelings to encourage behaviour
change. Persuasion in this context is seen as nar-
rower than in our general modes of communication
presented before. Examples would be the shocking
images mandated on cigarette boxes.

e Restriction: Communicate rules or regulations to
limit or control behaviour. For example, communi-
cating the ban on advertising for unhealthy foods
to restrict their consumption. As mentioned before,
the communication itself may not be restricting,
but it helps get the point of the restriction across.

o Coercion: Creating expectations for punishment or
any other kind of cost that people might incur if
behaviour is not changed or forbidden behaviour
engaged in. Examples would be the communication
of expected fines for fare evasion, or the above
mentioned example of vaccine mandates where
the communication adds to volitional coercion.

The interventions above are ordered in line with the
idea of the different modes of communication. For
example, education is mostly in line with the idea
of providing more information to achieve behaviour
change, while communicating coercion is flanking
the enforcement. Thus, each communication mode
can still be used for behaviour change, but modes
like Evidence Communication will be more effective
if the lack of information is the reason for a certain
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behaviour or lack thereof. Too often communicators
fall into the trap of the deficit model, believing that
people act in a certain way only because they lack
information. In contrast, if people have (their own)
good reason for a certain behaviour, education or even
stronger interventions will not work and may result in
a pushback by citizens against the attempt by a public
administration to change behaviour.’®? Additionally,
combinations of several of the elements are also
possible, e.g. to have communication and monetary
incentives flanking each other, which seem to have
an add-on effect.’®®> Behavioural interventions that
are particularly focused on not changing the options
people have available, but making it easier for them
to make the “right” choice by: visually highlighting
them; making them the default; adding statements
on supporting norms (“the majority of people do this”)
have been dubbed “nudges”. The nudging approach has
been criticised because these interventions may not
be transparent and educational interventions can be
seen as manipulative.’®*1% Targeting the automatic
route of change mentioned in the persuasion model
above, rather than the conscious route limits any
cost-benefit analysis.’®” Receivers of nudges generally
dislike them when they go against their interests or
values, although there is general support for nudges
from citizens, if they trust the implementing govern-
mentllS, 168

Against this criticism, “boosts” have been suggested
as an alternative, with the proximal goal of increasing
citizens’ competencies.**-"t A boost could provide
training for people to make better decisions for them-
selves. Examples are easy to remember heuristics
that work, but still let citizens decide, such as “hands,
face, space” as a shorthand to remember COVID
measures at the beginning of the pandemic (see
also the “Infobox” on the concepts in this chapter).
The ultimate goal of a boost is to empower people
to make better decisions themselves, e.g. helping to
better detect disinformation or develop statistical
literacy or increase self-regulation.!’?-174 A middle
ground between nudges and boosts are so-called
“nudges plus”, which attempt to accompany nudges

INFOBOX

Common behavioural
intervention concepts:

Nudge: A tool to steer people
towards welfare-promoting out-
comes without limiting their free-
dom of choice, usually by changing
the context of those choices, or
their “choice architecture” !

Boost: Provision of additional
resources, incentives, or support
to encourage the adoption of
desired behaviours with the aim
to enhance individuals’ capabil-
ity, motivation, or opportunity to
engage in the target behaviour.!”®

Nudge Plus: Intervention com-
bining the principles of nudging
with additional support, incentives,
or education to further promote
behaviour change. The strategy is
more comprehensive to address
various aspects of behaviour
change, such as capability, oppor-
tunity, and motivation.}”>

Sludge: In contrast to nudges and
boosts, sludge refers to barri-
ers, obstacles, or complexities
intentionally or unintentionally
introduced into decision-making
processes, which hinder or delay
individuals from engaging in
desired behaviours. Sludge audits
may identify these to get rid of
unwanted barriers.!76 177
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with transparency on the purpose and educational
components.t7>

Recent research has shown that nudges are no less
effective if their goal is made transparent.!”® 7° Addi-
tionally, the authors of this report surveyed people
in four European countries asking them about the
acceptability of various kinds of interventions, see
Figure 5. Unsurprisingly, people find it highly accept-
able that governments should inform their citizens,
while persuasion is not as acceptable. Importantly,
most nudges are seen as equivalent to persuasion,
while providing shocking images on packs of cigarettes
seems to be regarded more as informing. Therefore, it
seems advisable to always go one step further when
thinking about behavioural interventions and to try
to build citizens’ competences on top of changing
behaviour, thus adopting nudges plus or boosts, rather
than only nudges.

Putting science into practice:
Some tips for implementing
behavioural communication
interventions

o Check thoroughly if a behavioural intervention is the
right policy intervention. If the need for change is
systematic, communication approaches for behav-
ioural change may be best thought of as accom-
panying rather than the core of the intervention.

» Use behavioural science as a lens to structure the
decision problem to identify the best communica-
tions strategies. Several valuable approaches are
available, such as COM-B, EAST, MINDSPACE, etc.

e There is no downside to using transparency in
identified interventions if the interventions are in
the public interest, so be transparent.

e Using Boosts, or Nudge Plus approaches (or fighting
sludge through sludge audits) may serve citizens
better in the long-run than narrow nudges.

Figure 5 Acceptability of common nudges compared to informing and persuading citizens
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Notes: Random sample (N=2309) from Czechia, Greece, France and Sweden. Responses to the question: “How acceptable would you find it generally
if a governing institution tried to inform/persuade citizens on a certain topic?’, and “Below you find a list of examples how this can be done in the
area of environmental protection. Please rate for each example how acceptable you find it.“ The response scale was recoded into three categories:
unacceptable (response options 1 and 2, where option 1 was labelled “not at all [acceptable]’), indifferent (response options 3-5, all unlabelled),
acceptable (response options 6 and 7, where option 7 was labelled “very much [acceptable]’). ** significant at p < .01 level; *** significant at
p < .001 level. Comparisons of acceptability ratings between nudges and informing and persuading citizens on a certain, unspecified topic in terms.
All differences between “inform citizens” and nudges significant at p < .001. Significant differences are indicated by the 95% confidence intervals

and the brackets showing significance levels.
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RECOMMENDATION 5:

PUBLIC COMMUNICATION SHOULD NOT
BE “ONE SIZE FITS ALL, INSTEAD BE
FORMAL, LAYERED AND ACKNOWLEDGE
EMOTIONS AND UNCERTAINTY

L& Complexity
can be reduced
without over-
simplifying,

Dy presenting
evidence that
S accessible
and relatable to
the audience in
different levels
of detail.

Public Communication should be user-centric, meaning that there should
be something for everyone in Public Communication (summaries, quotes,
FAQs, in-depth analysis, chatbots...), while public administrations should
not hide behind simplistic messages, omit uncertainties or obfuscate
through complexity. The balance can be achieved by multi-layered or
progressive disclosure. Statements that do not acknowledge uncer-
tainty that are later contradicted by events undermine trust in public
administrations. Similarly, there is a false perception of a dichotomy
between emotional and factual messaging, as effective communica-
tion needs both. Additionally, formality is an important heuristic for
legitimacy that affects trust. Regardless of audience segment, citizens
expect a more formal tone from public communicators as a means of
demonstrating respect and enabling agency.

No “one size fits all” communication

A common struggle of public communicators is that they are required
to communicate to multiple audiences on complex policy issues. They
need to communicate the subject accurately while being easily under-
standable and interesting to everyone, something that often seems
impossible. Communicating information in different formats allows the
public communicator to share key messages without the need to create
micro-targeted or tailored campaigns that may be seen as unethical
and non-transparent. Different formats, such as brief summaries, Q&As,
videos, more in-depth reports etc. allow each recipient to find their own
preferred level of information.

Today, very few people find their information by navigating through
public websites or information brochures, as the information ecosystem
is more and more accessed through algorithmic curation, be it search
engines or newsfeeds. Public communicators can nevertheless marry the
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need to adapt and curate content while still remaining
transparent, by providing all information in different
formats and levels of detail to all audiences.

Complexity can be reduced without over-simplifying,
by presenting evidence that is accessible and relatable
to the audience in different levels of detail, so that all
content is available depending on the level of need and
interest. This can be done by breaking down information
into digestible parts and contextualising it with familiar
reference points. Another promising approach is to move
beyond the one-directional communication model to
develop interactive communication models, possibly
supported by Al-technologies. For example, research-
ers have shown that chatbots programmed to answer
questions that citizens have on vaccines or genetically
modified food have been more persuasive and trusted
than information sheets and can thus provide both more
targeted and transparent information.!®° Furthermore,
a 2024 study found that by using Al dialogue to tailor
evidence and arguments to a specific conspiracy the-
ory as articulated by participants, belief change was
possible. Participants reduced their conspiracy belief
by more than 20 percentage points.!8!

Citizen engagement can be used to explore how citizens’
experience or frame issues of concern, providing greater
understanding of complex issues. Such engagement
usually produces many detailed questions, e.g. over 200
in the EU’s citizens panels on the topic of virtual worlds.>
It is likely that many citizens who did not participate,
have similar questions, so a substantive societal benefit
from these exercises would be to disseminate questions
and answers in an attractive way, e.g. through an FAQ
or chatbot, so everybody can benefit from such a public
information exercise.

To further assist with this task, this chapter addresses
broader concepts that will likely be useful to the
public communicator and are illustrated through case
studies. Some more specific methods for providing

5 https://digital-strategy.ec.europa.eu/en/news/citizens-panel-pro-
poses-23-recommendations-fair-and-human-centric-virtu-
al-worlds-eu

messaging that can range from informing to behav-
ioural change revolve around how the information is
expressed, foremost among them framing, narratives,
visualisation and especially the use of emotions in
messaging. The following sections dive deeper into
those issues to give guidance on how to use them
most effectively and trustworthily.

Framing, narratives & metaphors

Framing is the central organising idea that gives
meaning to something, but requires understanding
of the context. Frames generally define problems,
explain causes and effects, and evaluate issues from a
moral standpoint. They can be generic, applied across
different contexts, or be issue-specific, relevant only
for particular topics.

By comparison, narratives are structured stories that
convey information situated in specific contexts, drawing
cognitive and emotional evaluations from the target
audience. They are used for comprehension, securing
personal and collective coherence, creating a cultural
sense of belonging and legitimising collective beliefs,
emotions and actions. Importantly, knowledge within
narratives is more easily recalled and resistant to change.

Narratives are entwined with the institutional, cultural,
moral, and material make up of society. In this sense,
narratives are consequential societal order. Through
narratives broader imaginations about how the world
is and ought to be are expressed and stabilised.'8
In light of their potentially strong persuasive power,
there are a number of key characteristics that the
public communicator should consider before deploying
narrative techniques:

¢ Narratives have a unique capacity to capture and
convey human experience — what it feels like
to be this particular person living through these
particular events.'®> 184 Narratives and storytelling
can therefore make human experiences relatable
and create empathy.
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e Using storytelling to challenge dominant soci-
etal narratives can instigate alternative ways of
making sense of complex social phenomena, cre-
ating opportunities for critical thinking. However,
narratives can also oversimplify or misrepresent
complex social issues.'®

o Narratives have the potential to empower or
oppress individuals and communities. This can
stem from the narrative form complicating the
distinction between factual and fictional rhetoric,
potentially leading to misunderstandings or mis-
interpretations.8®

e There is a risk of narratives being used for instru-
mental purposes, where they may be manipulated
to convey specific messages or agendas.'®’

While narratives and storytelling have the potential
to create understanding and empathy, they also have
limitations and risks that need to be critically examined
and addressed by the trustworthy public communicator.

Reinforcing these techniques, metaphors conceptual-
ise the ways in which ideas are articulated in specific
contexts. Consequently, cultural diversity impacts
how communications are framed and narratives are
constructed, often leading to different interpretations
across cultures. Despite some universal aspects of
person-to-person communication, cultural assump-
tions play a significant role in shaping narratives.

Putting science into practice:
Top framing & narrative tips

1. Understand the role of cultural context: Commu-
nicators must be aware of the cultural assump-
tions and perceptions that underlie the framing of
messages. Recognising the impact of culture on
communication can help in crafting narratives that
resonate with diverse audiences without reinforcing
negative stereotypes or biases.

2. Use clear and accessible explanatory narratives:
To combat belief perseverance, communicators

should provide alternative narratives that are
simple, coherent, and easy to understand. These
should offer a straightforward understanding with
minimal assumptions.

. Balance content in framing: When framing issues, it

is essential to avoid presenting imbalanced content
that might unintentionally persuade audiences.
Providing a balanced view, without creating “false
balance”, helps to maintain objectivity and allows
the audience to make informed decisions.

. Facilitate narrative reconstruction: Since changing

long-held beliefs is challenging, communicators
can facilitate the process by using techniques
that encourage critical thinking and provide new
information in a format that is easily accessible.

. Address inquiry aversion: To reach dogmatic indi-

viduals or those averse to seeking new information,
communicators should design messages that lower
the barriers to inquiry. This involves presenting
information in a way that feels less challenging to
existing beliefs while still providing new perspectives.

. Emphasise universal communication dynamics: While

acknowledging cultural differences, communicators
should also leverage the universal aspects of com-
munication, such as turn-taking and the use of icons,
to establish common ground with the audience.

. Monitor the framing effect: Communicators should

be mindful of the framing effect, where even
small changes in how information is presented
can significantly impact audience perceptions.
Test different frames to understand their effect
on audience understanding and belief systems.

. Promote engagement with alternative views: To

prevent narratives from reinforcing existing biases,
communicators should promote engagement with
alternative viewpoints. This can involve presenting
information from multiple perspectives or encour-
aging dialogue among diverse groups.
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By incorporating these recommendations, communi-
cators can effectively use framing and narratives to
convey messages in a way that is ethical, culturally
sensitive, and conducive to informed public discourse.

The role of emotions in messaging

Emotions function as a guide in decision-making
processes, helping identify and prioritise goals and
objectives. Most importantly, people’s emotions influ-
ence how they evaluate the infor-
mation source, the credibility of
that source, and the likelihood of
accepting the information.

When it comes to communication,
especially on topics that are intui-
tively more emotional e.g. migra-
tion, many institutions want to
have more objective, depolaris-
ing debates while recognising that
they may have to adopt a more
emotional tonality in their com-
munications to “reach people”. For
example, the Fundamental Rights
Agency (FRA) of the EU suggests to
use “real-life examples to trigger
emotions” since “triggering emo-
tions can have a lasting impact” 18

However despite the importance
of the use of emotions, rarely is
advice on communications precise in which emo-
tions should be used and how they can be triggered.
A recent review article on the use of emotion on
migration communication offers general guidance
on the mapping of emotions in communication with
regards to the intended behavioural outcomes.'®® As
with concepts like trust, emotions can be intuitively
understood but are often hard to define.!*® For the
purpose of this report they can be simply understood
as feelings that can both be positive and negative
(so-called sentiment). Emotions are relevant for cit-
izens’ views towards policies and politics, because

L€ Despite the
importance

of the use of
emotions, rarely
IS advice on
communications
precise in which
emotions should
De used and
how they can
De triggered.

attitudes — people’s evaluations of something as good
or bad - are argued to have three components:'!

1. a cognitive component (such as beliefs);

2. an affective component (feelings or emotions); and

3. a behavioural component (intentions to act).

Thus, emotions are an essential component in our
evaluation of policies and may
even dominate views towards
some policy issues.*®> 1% This holds
true for all of us to some degree,
underscoring the importance of
not relegating emotions as being
less important than cognitive deci-
sion-making. In fact, researchers
highlight that contrasting emo-
tional and cognitive appeals as
binary is a “false trade-off” as
both usually go together to some
extent.194

The specific emotions that are
most likely to influence persua-
sion, vary depending on the issue,
situation, or source of the informa-
tion. For example, fear has been
found to be a powerful emotion
to influence attitudes in situations
where there is high risk.!% Like-
wise, enthusiasm is often a successful emotion for
persuasion in situations where people are trying to
get others excited about a product or idea. Similarly,
there is robust research on the connection of persua-
sion and affective states. For instance, if someone is
happy, they will be persuaded equally by strong and
weak arguments, whereas if the same person is in a
negative state, they will be persuaded more by strong
rather than by weak arguments.#”- 14!

Persuasion research has long dealt with the distinction
between cognitive and affective appeals to attitudes.
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Most research has found that cognitive appeals are
more effective in changing attitudes that are based
on cognitive information (e.q. public health campaign
based upon latest epidemiological statistics), whereas
emotional appeals are more effective in changing
attitudes that are based on affective information
(e.g. personal testimonial of how someone’s life was
changed by ill health). One explanation for these
effects is that individuals devote greater attention to
information that matches the basis of their attitude.**®

Rather than looking at persua-
sion as a quick way to get citi-
zens to follow a certain direction,
used responsibly, it could be a
technique to get people to open
their minds and think critically
about their beliefs. A recent field
experiment during an election in
the Philippines showed that in
an election running against a
populist campaign, information
provision about policies was more
effective in winning votes than
using emotional content, through
increased knowledge retention.!?’
Additionally, there is evidence to
suggest that emotional frames,
especially on disgust and anger,
are those that lead to polarised
public opinion.?®® %% |t is also
important to note that the emo-
tions anger, surprise, and awe can influence a person’s
level of information processing and persuasion. To
illustrate, when someone focuses on the unpleasant-
ness (as opposed to pleasantness) that accompanies
anger, relatively higher levels of information process-
ing occur. By comparison, when someone focuses on
the confidence (opposed to doubt) associated with
anger, they process information to a lesser degree.?®°

Another study found that emotions can either facil-
itate compromise or increase polarisation across
the political spectrum depending on which emotion

€€ Enthusiasm is
often a successful
emotion for
persuasion in
situations where

people are trying

to get others
excited about
a product

or idea.

is triggered by the text. In their study, the scholars
used combinations of news articles talking about the
impact of climate change and actions taken against
it.2°! While the evocation of fear and hope increase
support of climate change mitigation policies on both
sides of the political spectrum in the US, anger seemed
to polarise liberals and conservatives more, thus
showing the need for nuanced consideration about
which emotions to evoke and how. A recent paper
provides the following practical guidance:*®

e Emotions can be used to
make a message resonate
more with the intended audi-
ence, impacting attitudes and
behaviours;

¢ Narratives, frames and sto-
ries can evoke emotions more
strongly;

e Emotions can be combined
to create an “emotional flow”,
e.g. raise fear about climate
change and then resolve it
with hopeful messaging that
leads to actions;

e Avoid thinking too much
in false contrasts between
emotional and non-emotional
communication;

¢ Select the emotions to evoke
with the intended effect, see
below;

e Test your communications, as emotions in many
areas are still not well understood.

Visual communications

Compared to words or audio, images provide people
with smaller, more compact, and easier to comprehend
units of information. Yet, little research has been
devoted to understand the persuasive power of visual
images compared to that of text. Images also offer
vantage points to access emotions and values, which
makes them more impactful and memorable than
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€€ Compared
to words or
audio, images
provide
people with
smaller, more
compact,

and easier 10
comprehend
uNits of
information.

textual information.2°? This is because of the multi-layered nature of
visuals that can more easily activate people’s prior knowledge, beliefs
and attitudes, making them an important component of framing.

Given that Evidence Communication is central to this report, it is impor-
tant to note that the science of visual data communication emphasises
the importance of designing effective visualisations that leverage the
human visual system’s ability to rapidly process patterns in data. Intuitive
visualisations that facilitate precise and unbiased data extraction should
be the aim, avoiding known illusions and distortions.

Visualisations should also effectively convey uncertainty and risk, help-
ing viewers grasp probabilities and variability in data. Using visual
representations based on frequency and the probability or chance of
an event happening, can help reduce biases and assist people with low
levels of numeracy.

This requires careful design choices to accommodate varying levels of
domain knowledge, numeracy, and cognitive capacity among audiences.

Specific relations between emotions and reactions evoked:

Emotion Reaction

Joy Connect (e.g. join, contact, meet, converse)
Sadness Withdraw (e.g. turn inwards, avoid, be passive)
Fear Feel small (e.g. retreat, submit, plead)

Anger Feel big (e.g. confront, assert, impose, dismiss)
Anticipation Examine (e.g. observe, consider, compare)
Surprise Jump back (e.g. hurry, defend, react)

Disgust Reject (e.g. remove, distance, separate)
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Putting science into practice:
Check-list for optimal Evidence
Communication through visuals
(derived from Franconeri et al., 2021)%%

e Prioritise position and length (e.g. in bar charts) to
depict data, as they are perceived more accurately
than colour intensity, area, or volume.

» Avoid misleading axis scales and ensure y-axes start
at a relevant value (which may or may not be zero) to
prevent exaggeration of effect
sizes and use the same range if
there are multiple, comparable

Communicate uncertainty intuitively, using visual
tools like samples from distributions or icon arrays
to represent probabilistic information.
Utilise histograms and scatterplots to give a quick,
accurate overview of the principal patterns in the
data before delving into detailed analysis.
Choose graph formats that respect common asso-
ciations, like using vertical position to represent
increase and intensity to represent quantity, as
these align with viewers’ expectations.
¢ When presenting uncertainty,
opt for frequency-based vis-
ualisations, which translate

graphs. “ ljse COlour probabilities into more intui-

o Use colour and shape fittingly

to distinguish between data dnd depe

groups, considering colour-vi-
sion impairments.
e (apitalise on the visual

tive, countable formats such
as density or violin plots.
¢ Communicate risks using

ﬁttl.ngl)/ Lo absolute numbers (actual

probability of occurrence)

system’s ability to rapidly diStinguiSl) instead of relative terms

compute statistics from a vis-

ualization, such as averages bEtween
data groups,

and extremes.

e Minimise the need for compar-
isons by incorporating design
elements like highlighting or

o Organise data to quide view-

considering

annotating key data points. Colour_vision arrangements to help view-

(comparison between exposed
and unexposed) to provide a
clearer and less biased under-
standing of potential impacts.
e Design visual aids, such as
icon arrays, with systematic

ers easily compare ratios and

ers to make the most rele- impdirments. assess part-to-whole relation-

vant comparisons, using visual
grouping cues like proximity
and connectivity.

e Use direct labels instead of legends to reduce
working memory load and facilitate faster data
interpretation.

e (Consider animation carefully, as it can overload
working memory and lead to misinterpretation;
provide user control for animations when possible.

o C(Create visualisations that respect familiar con-
ventions, such as mapping higher values to higher
positions and darker colours to larger values on
light backgrounds.

ships.
¢ Be mindful of the curse of

knowledge; do not assume
viewers see what you see. Use language and
gestures to guide them through the visualisation.
Consider the audience’s level of domain knowl-
edge and numeracy when designing visualisations,
ensuring that the complexity of the display matches
their ability to understand it.
Test visualisations with your target audience to
assess their effectiveness and make iterative
improvements based on feedback and compre-
hension levels.
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CASE STUDY

Communication strategies during
the COVID-19 pandemic

The COVID-19 pandemic was a global outbreak of
coronavirus — an infectious disease caused by the
severe acute respiratory syndrome coronavirus 2 (SARS-
CoV-2). Cases were first detected in China in Decem-
ber 2019, with the virus spreading rapidly to other
countries across the world. This led the World Health
Organization (WHO) to declare a Public Health Emer-
gency of International Concern on 30 January 2020
and to characterise the outbreak
as a pandemic on 11 March 2020.

Even though many governments
hurried to address the situation,
experts estimate that globally
there were an additional 15 million
deaths during 2020-2021 due to
COVID-19. Particularly alarming
is that the number of deaths due
to COVID-19 was higher in 2021
than in 202024 Many lives could
have been saved, for instance, by
mask-wearing mandates, which

were vital for
building trust.

significantly reduced death rates if
introduced early in the pandemic.2%

Consequently, the COVID-19
pandemic presented not only
an unprecedented challenge to
global health systems, but gov-
ernments were faced with managing the communi-
cation of information to the public. This case study
examines the various strategies and approaches
used during the pandemic to convey crucial health
messages, manage misinformation, and encourage
public compliance with health guidelines.

The role of evidence-based
communication during the pandemic:

Governments sought advice from experts in vari-
ous fields to inform their communication strategies.

€€ During a crisis like
COVID-19 the integration
of various data sources and
acknowledgment of

the public's consent

for data sharing

Including social and behavioural scientists in advisory
groups proved beneficial, as seen in Ireland, Scotland,
and Australia. These experts helped bridge the gap
between academic knowledge and public health com-
munication. Transparency was crucial, with advisory
group contributions regularly published, enhancing
public trust. However, the quality of evidence used
was debated due to the time-sensitive nature of the
pandemic, highlighting the need for honesty about
the level of uncertainty. A recent review found that
the behavioural science policy recommendations
made early in the pandemic were
largely correct. Of the 747 studies
reviewed (with an average sam-
ple size over 16,000) that have
been published since 2020, found
that evidence supported 16 of the
19 claims.2%®

Effective communication during a
crisis like COVID-19 relies heav-
ily on timely and accurate data.
Governments developed digital
tools for data collection to control
the virus. However, the integra-
tion of various data sources and
acknowledgment of the public’s
consent for data sharing were
vital for building trust. Portu-
gal’s success in managing the
pandemic was attributed to its
decision-making process, which
incorporated both scientific evidence and experiences
from other countries.

Countering Misinformation:

Misinformation spread quickly alongside the pan-
demic, leading the WHO to declare an infodemic.?%”
Studies showed that misinformation impacted beliefs
and behavioural intentions, such as vaccine hesi-
tancy, as well as relevant behaviours, such as social
distancing.4°-? 208 Governments employed various
strategies, including disseminating accurate infor-
mation, engaging community leaders, and partnering
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€€ Cective
Crisis
communication
S vital to
ensure the
public receives
accurate,
timely, and
reliable
information,
which is
necessary for
manading

the situation,
reducing harm,
maintaining
public trust,
and facilitating
recovery.

WHAT IS CRISIS COMMUNICATION?

Crisis communication in the public sector is a critical aspect of man-
aging and mitigating large-scale societal crises. Public administrations
are entrusted with the responsibility of preparing for, communicating
during, and managing crises. Effective crisis communication is vital to
ensure the public receives accurate, timely, and reliable information,
which is necessary for managing the situation, reducing harm, main-
taining public trust, and facilitating recovery. Public administrations
must balance operational and strategic communication with a focus
on both reputation and resilience. The use of social media and other
modern technologies in crisis communication is becoming increasingly
important in fostering participatory cultures and collective intelligence,
which are essential for community resilience.

Top ten tips for public communicators to communicate responsibly

during a crisis:

1. Prepare in advance: Have a crisis communication plan in place
before a crisis occurs, detailing communication strategies and
protocols.

2. Respond quickly: Time is critical in a crisis, and prompt commu-
nication can help control the narrative and reduce misinformation
spread.

3. Ensure accuracy: Double-check facts before disseminating infor-
mation to prevent the spread of false information.

4. Maintain transparency: Be open about what is known and
unknown, and communicate the steps being taken to address
the crisis.

5. Demonstrate empathy: Show genuine concern for those affected
by the crisis, which can help in maintaining public trust.

6. Use clear and concise: Communicate in a way that is easily
understandable to avoid confusion and panic.

7. Coordinate with public administrations: Work with other public
administrations and agencies to provide consistent and unified
messages.

8. Leverage social media: Utilise social media platforms effectively
to reach a wider audience and engage in real-time communication.

9. Monitor and address mis- and disinformation: Keep an eye on
what is being said about the crisis and correct any misinformation
swiftly or, if possible, pre-emptively.

10. Evaluate and adapt: Continuously assess the effectiveness of
the communication efforts and be ready to adapt strategies as
the situation evolves.

53



54

. Recommendation 5: Public Communication should not be “one size fits all”, instead be formal, layered and acknowledge emotions and uncertainty

with social media platforms to down rank or remove
misinformation. Ensuring the credibility of sources
and promoting media and information literacy were
also emphasised.

Language Choices and Metaphors

in Communication:

Language use during the pandemic involved new
lexical choices and consistent messaging. Messaging
around COVID-19 included self-efficacy, fear appeals,
and moralising messages. The effectiveness of these
messages varied based on external factors and audi-
ences. Metaphors played a significant role, with war
metaphors initially common but later criticized for
potential negative impacts. Alternative metaphors,
such as those related to fire, were suggested to convey
shared responsibility without the same taxing effects.

The Vaccine Narrative:

Communication around vaccines was crucial to
address suspicions and concerns. Metaphors were
used to explain how vaccines work and to recon-
cile the contradictions of vaccine safety and rapid
development. The seatbelt metaphor, for instance,
was effective in communicating the importance of
vaccines despite not being 100% effective and the
need for continued caution.

Lessons learned - the dos & don’ts from a commu-
nications perspective:

What worked

o C(Clear and concise messages/communication

e Engaging with academic experts (where this
occurred and advice was taken into account)

* Relying on trusted sources to convey messages

o Listening to people’s concerns and needs in order
to tailor communications

o Predictably reqular communications

» Communicating scientific consensus

e Use of empathy in communications

e Communications signalling mutual trust and
shared responsibility (“We’re all in this together”)

e Making relevant data available regularly/reliably
and in a useable format

e Acting against misinformation on online platforms

e Transparent communication of evidence behind
decisions and recommendations

» Use of interpersonal language which could help
in creating alignment with group/speaker

* Relying on metaphorical language

* Metaphors that conveyed seriousness and urgency
in the early stages of the pandemic

* Metaphors that conveyed shared responsibility
and vigilance in later stages of the pandemic

o (Carefully selecting frames that resonate with back-
ground knowledge and beliefs of different target
audiences, and/or that help provide a structure
that reconciles seemingly contradictory measures
(vaccines, lockdown, etc.)

e Pre-testing communication strategies

What didn’t work

o Complicated messages/rules

o Tentative communications and lack of transparency
due to fear of causing panic

* Mixed messages, e.g. “stay home if sick” vs. “stay
home unless going out is essential”

e Poor communication of vaccine risks and benefits,
and other important aspects such as the airborne
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nature of the pathogen, the low utility of surgical Conclusion:

masks

» Misleading narratives; these include the minimi- The COVID-19 pandemic highlighted the importance of
zation of risks (“new normal”, “living with COVID”, clear, transparent, and evidence-based communication.
etc.); premature narrative of the Omicron variant Involving experts across disciplines, countering mis-
as “mild”; continuous emphasis on outdated rec- information proactively, and making careful linguistic
ommendations (such as hand sanitisation) choices were key strategies. Communication specialists

» Too little inoculation against to-be-expected mis- can draw from these experiences to develop more
information (e.g., anti-vaxx rhetoric) resilient and effective communication approaches

* Not communicating social norms and public opin- for future public health crises. Tailoring messages
ions clearly, such that vocal minorities received to diverse audiences and ensuring the credibility of
too much airtime, leading to pluralistic ignorance sources will remain essential components of success-

e Focus in communication on the non-compliant ful public health campaigns.
minority (those who did not follow the suggestions,
disobeyed regulations or refused to vaccinate),
making false impression as if it was behaviour
of the majority

» Use of inappropriate metaphors (virus as a foreign ‘ ‘ |n\/o l\/' ng

threat, etc.)

» Using “personal responsibility” rhetoric despite experts acrOSS
public health by definition being a common good : TN
disciplines,

» Not considering the emotional cost triggered by the

sustained use of metaphorical frames that stress CO U nte |’| ng

risk and urgency (e.g., militaristic) and invoking

such frames to specific audiences that are not able m | S | I"HCO m a’[l on

to process the implications and/or may especially

suffer from its negative valence (children, elderly, D l’oaCU\/EIy’

disabled, etc.)

+ Use of moralising messages which could justify aﬂd mak”’]g

polarized positions

» Not considering the possible emotional effect on Ca FE]CUI “ngl_,”Sth

the audience of certain lexical choices (e.g., social

distancing vs. physical distancing) ChOlCes We re ke\/
e Framing communication in terms of binary choices

between public safety and a strong (future) Strategles

economy
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RECOMMENDATION 6:

PUBLIC COMMUNICATORS SHOULD

TAILOR AUDIENCE RESEARCH

TECHNIQUES TO DIFFERENT PUBLIC

COMMUNICATION GOALS

information

would be

thought about such techniques.

‘ ‘ FOF a pUb“C Effective public communication requires understanding the audience

. to create messages that resonate but there are different ways to

Communlcator understand citizens, each appropriate to different goals. Audience

Wh O W aﬂtS research can take many different forms that should be employed

depending on the complexity and behavioural or belief component

J[O S er\/E the”, being targeted. Deliberative exercises are essential to capture lived

experience, adding a grounded reality and thereby unpacking the

au dlences’ “why” of statistics and surveys. It is important to understand the
right method of citizen opinion, attitude and behaviour elicitation.

ﬂeedg Understanding your audience
Uﬂde rStaﬂd | ﬂg For a public communicator who wants to serve their audiences’ informa-

tion needs, understanding their audiences’ concerns and what information

th@|r aUC“enC@S’ would be helpful to them is crucial. This understanding is on the one

hand important to feed back into the policy process, while on the other,
Conce rnS this information can be used directly for designing and improving public

communication. Determining concerns that need to be addressed, the
aﬂd What appropriateness of tonality, and message testing are critical insights
. . for the public communicator. This is especially needed as expectation of
|n]co rm atl On citizens from public administrations change over time and vary between
groups, so monitoring should not be a one-off.2%%-21!

methods are available to understand standpoints, attitudes, behaviours

niques can be used. However, as undertaking such research could be

helpfu l Understanding citizens is however not a one-dimensional issue. Numerous
to them etc. This section provides a useful guide on how these different tech-
|S CrU(]al considered persuasive in and of itself, citizens were asked what they
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CITIZENS TOLD US...

Points on trustworthiness from 98 citizens in
17 focus groups from 9 EU Member States

(Methodological details in Annex)

e Taking an inclusive approach to communicat-
ing was an important theme that emerged in
terms of how participants view the duty of public
administrations to communicate.

Vulnerable individuals
and groups

There are many definitions of vulnerability and conse-
quently vulnerable groups, as these are context-spe-
CiﬁC.le’ 213

Importantly, vulnerability is not a characteristic of a
person, as it may change from situation to situation. For
example, some people may be vulnerable in a context
of financial decision-making, as they lack deep under-
standing of the issue, while others may be vulnerable
when it comes to visual communication, for example if
they are visually impaired. Of particular importance to
establishing trust with vulnerable groups is long-term
transparency and a culture of accountability.?** Public
communicators therefore need to be honest about
their failings and engage in continuous, transparent
dialogue to foster trust and understanding. In such a
context, the role of public communicators as cultural
intermediaries who facilitate understanding across
diverse groups is important.t®

When communicating with vulnerable groups, special-
ised, targeted tools that consider the socio-cultural
context, language, and literacy levels of the audience
are appropriate as the groups may not benefit from
conventional communication channels.?'® Regarding

e Vulnerable or marginal groups should not miss

out on important information — both in terms
of potential language barriers and in terms of
accessibility to groups which may be physically
or cognitively impaired.

messaging, the use of metaphorical language can help
articulate complex and sensitive experiences, being
a powerful tool in bridging gaps in understanding,
aid in healing processes, and challenge ideological
positions.?!”-2!® Transparency is of paramount impor-
tance, as persuasive communication techniques could
compound vulnerability.

Techniques to understand
audiences

As a starting point for understanding audiences for
the design of Public Communication, it is important
to realise that beliefs, attitudes, intentions, opinions
and behaviours are quite different in nature. Often
people may want to do something, but ultimately
do not because many factors influence behaviours
at any given time, which is why attitudes, intentions,
opinions and behaviours correlate only weakly in
many situations.?!®

For example, when the goal is to understand the reality
on the ground before deciding on the goal, a communi-
cator could start with an analysis of general attitudes
towards the issue (“survey”), listen in on the currently
hotly discussed related topics (“social listening”), then
analyse what the specific decision-making process
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is for behaviours (“behaviourally informed”), then
gather data on how prevalent these issues/behaviours
are (“behavioural data”), investigate already tested
communication interventions and if needed, design
new pre-tested ones (“behaviourally tested”) for the
specific context and then roll out the most appropriate
communications, depending on the communication
goal. The following elicitation methods have pros and
cons that need to be considered carefully in relation
to the overall goal.

Citizen opinion,
attitude and
behaviour elicitation
methods

€€ 1t is

Surveys: Either ad-hoc or estab-
lished longitudinal surveys of
populations, such as the Euroba-
rometer, World Value Survey and
others offer the ability not only
to obtain descriptive evidence
of large population opinions and
beliefs, but also to compare those
over time.?2°

Social Listening: The process of
identifying and analysing what is
being said about an issue, a pub-
lic administration, individual, or
any other given subject, without
intervening to guide the conversation. Together with
topic analysis, newer approaches such as sentiment
analysis, values and persuasion technique detection®
can lead to political intelligence. Such insights, can
assist with gaining citizen trust by understanding
and then addressing their concerns more directly and
effectively. Such tools can be used for the emergence
of new salient topics, opinions, events or figures, or
can be used to track misinformation and hate speech.
In comparison to social media platforms that can be

6 https://knowledge4policy.ec.europa.eu/projects-activities/valuesml-un-
ravelling-expressed-values-media-informed-policy-making_en

important
to realise
that beliefs,
attitudes,
intentions,

opinions and
bebaviours are
quite different

in nature.

highly biased due to non-human comments and the
fact that they provide non-representative samples of
the whole population, Large Language Models seem
to be a particularly promising way to understand
content more quickly and deeply.?!

Literature reviews: Reviewing the academic literature
on a subject is always recommended as a first step
to not replicate mistakes of the past. However, it is
usually quite time consuming and requires a cer-
tain level of expertise to be able to sift through and
synthesise vast amounts of spe-
cialist literature, especially with
the recent exponential growth of
publications. Potentially with the
arrival of Al, literature reviews
have become easier and faster
to do, although it remains to be
seen whether Al-driven summa-
ries are sufficiently trustworthy.
However, in comparison to online
searches, this can offer a valid
alternative.??

Administrative data: When
wanting to know the proportion
of people who actually change
their behaviour, it is wise not to
rely exclusively on self-reported
behaviours in surveys, but to
gather data that has been col-
lected measuring actual behav-
iour. This may come from public sources, such as
Eurostat or private databases.

Behaviourally tested: When it comes to wanting
to understand what drives behaviour, just having
behavioural data from secondary sources - that is
data not specifically measured for the current purpose
- is rarely enough, as people’s recollection of their
behaviour in surveys is often unreliable. Conducting
experiments that measure the targeted behaviour
precisely and in an incentivised way in the lab or the
field through randomized control trials (RCTs), where
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participants randomly receive either the intended
communication or a control, is indispensable.??* 224 |f
the target outcomes are not behaviour change but
ensuring people are informed, then surveys and RCTs
that probe the relevant information directly are the
only way to measure success.

Citizen engagement: Using a more qualitative
approach, citizen engagement comes in various forms
from one-on-one interviews, simple focus groups,
to panels and citizen assemblies. Engaging citizens
allows to overcome the fact that many people in
surveys respond to questions without reflecting on
them on a deeper level. This is a particular problem
for many policies that have not
yet been extensively discussed
in the public domain, such that
being informed is low. Engage-
ment in a structured way, as
explained in the previous chap-
ters, allows deeper reflections and
more truthful elicitations of what
citizens would want if they knew

£ vihen focusing
on issues where it
S more relevant

to leamn citizens’
attitudes or factual
beliefs, surveys,

they intentionally misreport or exaggerate their behav-
jour.22> However, when focusing on issues where it is
more relevant to learn citizens’ attitudes or factual
beliefs, e.g. in situations where it is more relevant to
ask about their approval of some regulation that only
indirectly affects them, then surveys, engagement or
social listening can be the preferable choice.

The second dimension that is relevant is the com-
plexity of the issue being reviewed. Many issues
that policymakers and public communicators spend
a lot of time on are still relatively unknown to citi-
zens, such that surveys are unlikely to yield useful
results. In these cases, citizen engagement prac-
tices are well designed to allow
citizens to get up to speed with
even very complex issues.??® They
also allow citizens to ask ques-
tions of experts so they can fill
their knowledge gaps and pro-
vide a richer picture of attitudes
based on their additional local
and personal knowledge. This is

the details. _ only really needed when the issue
eﬂgagemem or SOGal is complex, which can also be the
“Steﬂmg can be the case when the issue is relatively

How to choose ) new to the audience.

among the methods preferable choice.

Policy issues typically vary around several important
dimensions, two of which seem particularly relevant
for choosing the right elicitation method. First, the
communication goal should again be clearly defined as
either i) the core information support - which requires
the elicitation of beliefs and attitudes, or ii) behaviour
change - which requires measurement of behaviour
and its main drivers. For these kinds of goals, behav-
ioural data and tested interventions are best suited, as
they provide an accurate picture of the situation and
allow causal interpretations of what works. Literature
reviews can also work, if there is already something
addressing the specific problem at hand. In contrast,
using social listening or surveys may not work for
behavioural goals, as people’s recall may be poor or

Surveys are useful in getting a
representative picture of what people think. How-
ever, very often the language used in policymaking
is adapted to the circumstances and therefore very
difficult for laypeople to understand. Often people’s
understanding of the same words is influenced by their
experiences.??’, 228 |t is therefore understandable that
more complex issues, such as approval of democracy,
rule of law, or climate change, need to be put into
perspective. Here, qualitative research, open-ended
questions in surveys, and engagement with the audi-
ence to try and align people’s understandings before
questioning them are crucial.

To illustrate, the following two examples span the
continuum: citizens’ attitudes towards migrants in a
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country and attitudes towards new genomic technique
regulation. Citizens may not know the exact number
of migrants, but they typically know what migration
means for them personally, and therefore attitudes
can be explored in simple surveys.??°-231 On the other
hand, what a policymaker should do around new
genomic techniques for plant and animal alterations
is fairly complicated, as it involves understanding the
differences between new, old and traditional breed-
ing techniques, as well as unknown or incomplete
knowledge of consequences, which cannot be taken
for granted for all citizens. In such situations, doing
a survey is unlikely to yield useful information that
truly represents citizens’ attitudes, even if the survey
questions ask about very specific techniques such as
CRISPR.32

Using these two dimensions, which are usually easy
to differentiate for a policymaker, ideally in collabo-
ration with public communicators, allows answering
the question of which method is most appropriate

when wanting to elicit attitudes and behaviours of
citizens to develop successful communication (see
Figure 6). Additionally, many initiatives benefit from
using multiple methods in “method triangulation”.?**

Putting science into practice:
“At a glance” summary

Putting these considerations together, Table 3 pre-
sents an overview of various elicitation methods with
examples and the corresponding advantages and
disadvantages, which can be used to guide public
communicators. These methods are stereotypical
classifications of the different categories presented
above. Each category has multiple sub-classes, or
hybrid versions that can be used. Organisational sup-
port may be needed for several of them, such that
departments planning their communication strategies
should integrate them and the corresponding budg-
eting and trainings in advance.

Figure 6 Guidance on which type of citizen elicitation is best used

More Behaviourally

Administrative Data

How to decrease citizen
littering behaviour?

N

Behaviourally
Tested

How to improve migrant
integration?

Low Complexity ¢

Are citizens pro or against
more migration?

Social Listening

@ Surveys
o

~

4

Literature
Review
® . )
» High Complexity
Citizen
Engagement
o

What should be done on
new genomic technique
regulation?

More Attitudinally/Beliefs

Elicitation Method
Example questions
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Table 3 Overview of citizen opinion, attitude and behaviour elicitation methods and advantages
and disadvantages

Literature reviews

Social listening and

Method Surveys e ( BehaV|(1urally

informed”)

Key advantage Representative including Cost-effective, real-time Cheap, can include causal
diverse perspectives, insights, not subject relations, broad overview
analysis over time possible, to question bias unlike
cheap and quick surveys, large datasets

enabling measurement
of influence, specific

Disadvantages No deep reflection, social Not representative, can External validity issues,
desirability bias (especially be hijacked by extremes, requires scientific literacy,
for policy desired behaviour, bots, Al, requires time consuming, may
such as green and honest technical knowledge/tools, have gaps on new issues

behaviour), framing sensitive, behavioural and aspirational
no/limited causal identification  research questions can
be difficult to answer

Costs Low-Medium Low-Medium Low
Examples Eurobarometer, WVS, EVS, Political Intelligence Literature reviews
opinion polling, Have your say ~ Package’, sentiment from empirical studies,
analysis, stance detection meta-studies
Ideal Policy stage(s) Problem definition, policy Agenda setting, problem Problem definition,
formulation, agenda definition, monitoring policy formulation

setting, monitoring

HYb rid methods to the information itself, i.e. it allows causal test-

ing of the effects of communication designs and
While Table 3 represents several categorical distinc- content. These survey experiments can measure
tions in how to understand citizens, there are also the impact on trust, attitudes, feelings of being
hybrid techniques that try to combine the advantages informed etc., but generally not on behaviour, only
of several methods, the following are illustrative on stated intentions to behave in a certain way or
examples: on behavioural proxy measures (e.g. experimental

auction or donation measures).
e Survey experiments, such as vignette studies, or

62

information provision experiments: Survey exper-
iments can be used to randomise groups into
receiving certain information and any difference
found in response to this information is likely due

7 https://knowledge4policy.ec.europa.eu/text-mining_en

Open-ended survey questions: A major disad-
vantage of surveys is that they cannot provide
nuance or reasoning why someone chooses a
certain answer. This can be partially remedied by
adding open-ended questions. Traditionally, these
were avoided as it was very time consuming to
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Administrative data

Behaviourally tested

Citizen engagement

Cheap, broad overview Causal, tailored measurements
possible, provides high

fidelity behavioural data

Deeper reflection through moderated
conversation, ability to make sense
or judge complex information,

added legitimacy to policymaking

Limited availability, work required
to interpret, may oversimplify
an issue, privacy issues

External validity issues,
expensive, time-consuming,
potential researcher bias

Not always representative, social
desirability bias of group deliberations

Medium High High-Medium (online)

Various RCTs Deliberative methods: Citizen
assemblies, citizens’ juries
Co-creation approaches: co-design
workshops, scenario workshops and
other future oriented methods
Exploratory approaches: focus

groups and in-depth groups

Eurostat data, consumer data

Problem definition, policy
formulation, monitoring

Policy formulation, implementation Problem definition, policy formulation,

policy implementation, monitoring

analyse them. However, advances in natural lan- .

guage processing allow a fast way to process large
amounts of text in a meaningful way. This can
help develop messages, or prepare for potential
backlash that might occur.

Online Citizen Engagement Platforms: These
platforms, such as the EU’s new Citizens’ Platform
under ‘Have Your Say’, can combine elements of
surveys, social listening, and citizen engagement.
They allow citizens to share their concerns and
ideas, while also enabling policymakers to gather
data on public sentiment and explore potential
clustering and coalitions of opinions.

Ethnographic Surveys: These mix elements of sur-
veys with more qualitative methods like interviews
or direct observation. They often involve open-
ended survey questions and follow-up interviews
to gather more in-depth data. This data allow a
much more in-depth analysis of the issues at hand,
potentially different interpretations and alternative
motivations for behaviour and attitudes, and there-
fore for testing and co-designing communications.
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RECOMMENDATION 7:

INDIVIDUAL PROFILES SHOULD

NOT BE USED TO TARGET PUBLIC
COMMUNICATION; ONE ALTERNATIVE
1S VALUES SEGMENTATION PROVIDING
MESSAGES THAT RESONATE WITH

ALL PARTS OF SOCIETY

L€ An excessive
focus on the
‘moveable
middle” may
IMpoverish
dermocracy.

Targeted personalisation in Public Communication can harm democracy
through a reduction of accountability due to a decrease in commonly
shared knowledge and a potential for increased polarisation. However,
given the amount of noise in the information ecosystem, it is legitimate
and useful for public communicators to use some targeting techniques
to ensure their messages are received by intended audiences. For
example, rather than targeting messages using individual profiles,
grouping segments of the population e.g. by values preferences is a
tested, accepted and trustworthy approach to reach diverse audience
segments. All versions of targeted communications should be publicly
available to be transparent and accountable.

Targeted messaging and personalisation

Linked to the mode of communication is the extent to which messages
are targeted, as such techniques offer some opportunities to public
communicators. For more specific definitions, see below. However, using
targeting or personalisation carelessly carries risk of violating ethical
standards, runs counter to public attitudes of acceptability and decreases
trust in the source.?®** Additionally, in light of the EU legislation on the
Transparency of Political Advertising, public administrations will need
to adhere to stringent new rules that will ensure targeting and ampli-
fication techniques will only be possible for online political advertising
based on personal data collected from the subject once their explicit
and separate consent has been granted. Special categories of personal
data (e.g. ethnicity, religion, sexual orientation) or minors’ data cannot
be used. Thus, for public communicators it is important to understand
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the specifics of making messages more appealing to
specific groups or individuals.

In order to have impactful messaging, communicators
can try to target audience(s) in various ways. The
specific terminology varies a lot, but one can broadly
differentiate between the following categories:?*> 2%

Targeting: Communication identifying and
Q communicating with specific groups within
a larger population, by segmenting the
audience based on various categories, such
as socio-demographics or attitudes;

Tailoring: Crafting messages to fit the
characteristics of an individual or group;

3

Personalising: Crafting messages to fit only
individual characteristics; and

"

Matching: Aligning communication strate-
gies with the characteristics of the target
audience, channel or topic of communication.

M

Using these different types of targeting has been
shown to be effective, particularly in persuasion.?*®
Research has shown that matched messages in par-
ticular seem to be thought through more systemat-
ically by the receiver, thus potentially increasing the
uptake and understanding of their content.?*”2*8 This
may be because such messages are seen as more
relevant and hence worthy of closer inspection.?*®

A commonly used way by communicators and spe-
cifically advertisers today, is to use the categories
offered by various online platforms to segment citizens
based on socio-demographics and interests. These
approaches are useful, especially when a specific
service is offered or promoted by a public admin-
istration. Wanting to communicate the benefits of
ERASMUS+, for example, should be primarily directed
at those who are eligible, i.e. the young and maobile.

However, it is important to understand the limits of
such categorisations. They may offer a good over-
view of the current behaviour of people, at least as
performed on the platforms they frequent. But they
are less insightful on understanding the motivation
why people want to engage in a certain behaviour
and even less so when it comes to policy prefer-
ences.?*® There is often a lack of transparency about
how these categories are developed, such that it
is unclear whether they truly reflect what they are
marketed for.24 Finally, tailoring and matching can
backfire when weak arguments are provided. A poorly
substantiated matched message can be less convinc-
ing than a stronger generic message.?**-?*> As Bruns
& Nohlan state in a report on how to use tailoring
for food waste reduction: “In fact, tailoring is (still)
more of an art than a science” highlighting that the
use thereof should be well informed.?*

However, there is an additional concern for public
communicators with targeting. An excessive focus on
the “moveable middle” may impoverish democracy
and in the case of the EU, its image in the long run.
For example, people often do not know the details
about how the EU works - for many different rea-
sons — including the fact that media usually focus on
national matters.?* If then, the communication trying
to inform citizens about the EU is overly targeted, few
people will see what is being done. Consequently, the
common, shared knowledge and understanding of
what the EU is may therefore further erode.

Economic actors can use strategies that focus on very
specific target groups because the negative conse-
guences associated with large parts of a country not
knowing about their activities are limited. However, the
situation is very different for public administrations
that rely on the democratic support of all citizens.
Additionally, numerous studies have found that no
matter how strong one’s opinion about something is,
new information always leads people to update their
beliefs, at least to some degree.?* Therefore, in some
instances, it is useful to target the moveable middle,
but overall a more cautious approach is preferable
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when it comes to communication, especially about
broader, relevant and important policies.

One interesting approach for targeting is to focus on
values because they are motivational and express
what people want (in contrast to various socio-de-
mographics). Values determine what is important to
people and are therefore at the very core of democ-
racies. Values such as Freedom, Security, or Power are
motivations for citizens and influence their attitudes,
beliefs and behaviours.?46-248

The approach presented in this report is based on
the theory of ‘basic human values’, the most broadly
used values theory in cross-cultural and social psy-
chology.?* The theory has been tested and validated
in many countries and all continents of the world.
While these values are generally quite abstract, peo-
ple will try to act in accordance with the motivations

Figure 7 Personal values circle

Source: Schwartz et al. (2012)?°?

a)\,\ela\ol

1181005

underlying the values they prioritise.?*° For example,
people who prioritise the value Security (i.e., social
stability, family and personal safety) are likely to
evaluate certain domestic security or criminal law
policies positively if they believe these policies may
serve to promote the realisation of this value.

Specifically for public communicators, it is important
to understand that people differ in their understanding
of the policy-to-value link, depending on their per-
sonal background, knowledge and ways their social
circles think about it.%>* Pointing out the direct links in
communication through concrete examples will help
people make the connection more readily and align
intended values and policy intentions.

Additionally, citizens prioritise values differently, e.q.
someone endorsing the value ‘Self-direction’ (i.e.,
exploring, discovering, and being creative), does not

security
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usually place high importance on the value ‘Tradi-
tion’ (i.e., honouring traditional rules and customs)
or ‘Conformity’ (conforming to the expectations of
society), which others may find very important. Such
tension often holds true for policies as well. Some
policies may help increase security in society and at
the same time raise the possibilities for individual
freedoms, but many policies naturally require at least
some trade-offs between values. Importantly, citizens
in all countries differ in their values priorities, which
ultimately leads to the need for recognition of values
trade-offs within societies.”

Matching

Matching comprises several
dimensions, for example match-
ing the message to the charac-
teristics of the message object,
and matching this to the charac-
teristics of the message receiver.
To illustrate, when communicat-
ing about behaviours intended
to reduce the impact of climate
change, reducing meat consump-

tion can be matched to the val-
ues of Universalism (caring about
others and nature), as there is a natural correspond-
ence between the behaviour and the value. Alterna-
tively, one could match the message to the value
priorities of the receiving audience, which may include
Universalism, but also Power (money, wealth). In the
case for climate change, it may be useful to make
the aspect of saving money salient in the message,
e.g. car-sharing is cheaper than driving individually.

The evidence shows that there is a positive effect
for both types of matching even if there are some
conflicting findings. For example, “Self-transcendence
frames” that focus on caring for nature and welfare of
others have been found to reduce meat consumption,
shower frequency, and increase intentions to enrol in
energy-saving programmes.?>>-2*¢ The evidence on

“ Pointing out
the direct links in
communication
through concrete
examples will help
people make the
connection more
readily and align
intended values and
policy intentions.

COVID-19 related communication is, however, more
mixed.?>”-2°® Meanwhile, & meta-study found a small
average effect for tailored motivational matching
effects using values.?*®

In further support of this strategy, the current authors
carried out a comprehensive study investigating var-
ious values communication strategies relating to
different EU policies and found support at least for
the matching strategy relating to the object of the
message. The study found that messages using both
aligned and unrelated value frames had a positive
effect on a behavioural measure
(donations). This result was seen
across policies in general, while
a stronger effect was noted for
security-related policies (border
policy powers, safety inspections
of food, immigration limits, lan-
guage training for immigrants).

Additionally, when using several
values at the same time in a
message, the effects remained
the same. Thus, once messages
are designed, public communica-
tors can combine different values
frames to reach multiple parts of
the population. Therefore, the need for personalisa-
tion of the message is no longer required. Although
an understanding of different values perspectives is
needed to craft effective messages, this approach
does not require strong personalisation. Instead, this
approach is likely to be seen as more trustworthy as
a majority of citizens opposes the collection and use
of sensitive personal information, as demonstrated
in a study on representative samples from the US,
the UK and Germany.?**

To provide further guidance, the authors tested the
values relations to various policies to ascertain how
people see the link to policies. Figure 8 shows a map
of the relations between the four higher-order values
mentioned above and 19 different policies. The closer



. Recommendation 7: Individual profiles should not be used to target Public Communication; one alternative is values segmentation providing messages that resonate with all parts of society

a value and a policy are on the map, the more people
saw them as related to each other. For example, the
more people value “Openness to change”, the more
they agreed that same-sex couples should have the
same rights as other couples.

Figure 8 Mapping values and policy relations
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Notes: The multidimensional scaling graph visually expresses the relation between values (red) and policy attitudes (black). Axis are
simply statistical representations and have no direct interpretation. Survey participants were asked to evaluate how important the
values are to them and how much they agree with a given policy statement. The location on the map is determined by the similarity
between the answers, meaning the closer two items are, the more likely it is that people see them in the same way and the further
apart, the less they are seen as compatible.
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Values and identities-based
profiles in the EU

To better understand the prevalence of different values
priorities in Europe, the following section refers to
citizens’ profiles derived from their values and social
identities from a dedicated Eurobarometer. The anal-
ysis revealed five value- and identity-based profiles:

1. Pragmatists (12% of the EU population): Pragma-
tists are family-centred in values and identities.
They care about their close ones, about security
and are generally in favour of the EU.

2. Progressives (14%): Progressives tend to be young
and highly educated citizens who care about equal-
ity, nature, and politics and are strong supporters
of the EU.

3. Moderates (25%): Moderates are citizens with
balanced values profiles, who identify strongly
with their occupation, education but also political
beliefs and being European.

4. Individualists (23%): Individualists value wealth
and power but do not exhibit any strong social
identification. They are the most sceptical about
the EU but also of their national democracy.

5. Traditionalists (26%): Traditionalists endorse
conservation values of security, conformity and
tradition and identify strongly with their nation,
religion/beliefs, ethnicity/race, age and gender.

Overall, four out of five of the profiles declared explic-
itly positive attitudes towards the EU. Progressives
are the most positive about the EU and Individualist
are the most sceptical about the EU’s actions and
membership benefits.

Distribution of the five identity profiles varies across
the EU: Pragmatists and Progressives are primarily
found in the North and West of the EU, Moderates
are present mainly in the East and South, while Indi-

vidualists are most likely to be found in Central and
Eastern Europe. Traditionalists are the most dispersed
group of all and can be found both in the East and in
the West of the EU.

This knowledge about values priorities and social
identities of EU’s citizens can provide an innovative
framework for policy implementation and improve
trustworthy Public Communication. Thinking about
the values citizens hold and the groups they affiliate
with can inform which policy problems they perceive
as most important and help to prioritise and know
how to communicate with them.

For each of the profiles, Figure 9 shows the distri-
butions per country and Table 4 shows the most
important characteristics and takeaways for public
communicators, including views on optimal channels
of communications and preferred message content.

The clustering of populations has been done according
to values and identities, based on data from Euroba-
rometer wave 508.°
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Figure 9 Values and identities mapping in the EU
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5. TRADITIONALISTS

24%

33%
16%

0%

59%
29%

0%

71



. Recommendation 7: Individual profiles should not be used to target Public Communication; one alternative is values segmentation providing messages that resonate with all parts of society

Table 4 Values and Identities profiles in the EU

Pragmatists Progressives

Percentage 12% 14%
Values Highly value Self-transcendence, Openness Highest in Openness to change and
and Conservation, but are less traditional high in Self-transcendence, low in
Conservation and Self-Enhancement
Identities Identify strongest with family, other Strongly identify with political
dimensions less important orientation, least likely to identify

with local area/region or nationality

Geographical More present in Northern European More present in Northern European and
distribution states such as Sweden, Denmark, Western countries, such as Sweden,
the Netherlands, or Ireland the Netherlands, or Germany
Socio-demographics Close to EU average, somewhat better Young, highly educated, often in managing
educated and more white-collar jobs positions or students, lowest retiree

share, equal gender. A bit more urban
than rural, highest life satisfaction

National Democracy High satisfaction with nat. Highest satisfaction with nat.
Satisfaction democracy (Very/Fairly 65%) democracy (Very/Fairly 69%)
Agreement with 76% 83%

“Membership in the
EU is a good thing”

Main asset of EU The EU’s respect for democracy, human The EU’s respect for democracy, human

rights and the rule of law (37%) rights and the rule of law (45%)
Main challenges for  #1 Social inequalities (51%) #1 Environmental issues and
the EU #2 Migration issues (47%) climate change (61%)

#2 Social inequalities (60%)

Priorities to face #1 The environment and climate change (48%) #1 The environment and
major global #2 Social fairness and equality (38%) climate change (62%)
challenges #2 Social fairness and equality (46%)
Left/Centre/Right/ 20/51/23 (/5) 37/48/11 (/4)
(Refuse/Don’t know)
Future Vote #1 Renew (20%) #1 S&D (18%)

#2 EPP (18%) #2 Greens/EFA (18%)

#3 S&D (17%) #3 Renew (179%)
How to reach them ¢ Focus on Northern and Western countries e Focus on Northern and Western

of the EU countries

e Channel mix (online/offline) ¢ Mostly online communication
Content ¢ Focus on mitigation of risk (COVID, ¢ Climate change and green transition
Communication climate change, terrorism), but ¢ Social inequalities
priorities not on traditions and norms ¢ QOpenness/Discovery

e Protection of family and close ones e European joint action

¢ Uphold democracy and its values
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Moderates

25%

Individualists

23%

Traditionalists

26%

Moderate on all values positions,
second most likely to value
Self-enhancement values

Strongest focus on values
of Self-enhancement, low
on all other values

Strong focus on Conservation
values, lower on Openness
and Self-enhancement

Identify strongly with occupation,
education, political beliefs
and being European

No strong identity, relatively high
on religion/belief and political
orientation, low in family

Strongest identity in ethnicity/race,
religion/beliefs, area/region, gender,
sexual orientation, nationality and age

More present in Eastern
European states such as Bulgaria,
Estonia, or Slovakia; also high

in Finland and Portugal

More present in Southern or
Eastern European states such as
Romania, Poland, Hungary, or Italy

More present in Southern or Eastern
European states such as Bulgaria,
Lithuania, Cyprus, or Greece

Slightly more male, similar in
age to EU average, education
and occupation profile

A bit younger, highest share of

middle level education, and manual

workers. Highest difficulty paying
bills, lowest life satisfaction

Older, more female, slightly
less educated (but more
than individualists) and more
retirees. A bit more rural

Moderate satisfaction with nat.
democracy (Very/Fairly 60%)

Moderate satisfaction with nat.
democracy (Very/Fairly 57%)

Moderate satisfaction with nat.
democracy (Very/Fairly 57%)

66%

51%

65%

The economic, industrial and trading
power of the EU / The EU’s respect
for democracy, human rights and
the rule of law (both 32%)

The economic, industrial and
trading power of the EU (27%)

The EU’s respect for
democracy, human rights and
the rule of law (33%)

#1 Migration issues (45%)
#2 Social inequalities (44%)

#1 Unemployment (42%)
#2 Migration issues (319%)

#1 Unemployment/
Migration issues (519%)
#2 Social inequalities (50%)

#1 Health and safety (419%)

#2 Social fairness and equality (36%)

#1 Health and safety (34%)
#2 Social fairness and
equality (31%)

#1 Health and safety (48%)
#2 Social fairness and equality (39%)

16/49/29 (/6)

14/47/32 (/7)

16/51/24 (/8)

#1 EPP (209%)
#2 S&D (18%)
#3 Renew (16%)

#1 EPP (21%)
#2 S&D (20%)
#3 Renew (129%)

#1 EPP (24%)
#2 S&D (19%)
#3 Renew (149%)

o Distributed widely, some focus on
Eastern and Southern countries
e Channel mix (online/offline)

Focus on Eastern and Southern
countries
Channel mix (online/offline)

o Distributed widely, some focus on
Southern countries
e Mostly offline communication

e Balanced (values) communication
e Work/growth opportunities
e Economic focus

Focus on success in

fighting COVID

Fight against unemployment
Opportunities of participation
in social and economic life

e Focus on mitigation of risk (COVID,
climate change, terrorism)

e Economic recovery

¢ Avoid antagonistic language
towards nations or traditions
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Culture

Values are invariably related to culture. Understanding
cultural norms, values, and beliefs is crucial for effec-
tive communication. Public communicators working
in intercultural settings must be aware of cultural
differences and how they might influence perceptions
and responses to communication of various forms.
Not surprisingly, research has shown that culturally
appropriate messages, channels and senders of those
messages improve trust and persuasiveness of the
message.?®! For example, when
using framing as a technique,
the same frames have different
effectiveness in different cul-
tures.?5?

When relating cultural adaptation
to values, recent research shows
how citizens gravitate towards a
national core, see Figure 10.2%°
The figure shows the clustering
of the population in several coun-
tries based on different variables.
For most variables, the clusters
in a country are close together,
meaning there is little difference
between the values regarding
that variable. For example, on
average men and women in most

countries have similar values.
Among the biggest differences
on the values scale relates to citizens’ political lean-
ing and the region they live in. For these variables,
values clusters are further apart and could be used
as guidance to adapt messages.

Given the EU has 27 Member States with various cul-
tural and historical backgrounds, cultural competences
are vitally important for public communicators. The
previously mentioned need to listen to citizens there-
fore becomes paramount. A related challenge for the
EU is the multilingualism of messages. Fortunately,
recent advances in automatic translations have made

€€ Values

are invariably
related 1o
culture.
Understanding
cultural norms,
values, and
beliefs is crucial
for effective
communication.

strides in allowing the quick and low-cost translation
of content into all EU languages. Furthermore, inno-
vative online platforms, such as the one used for the
Conference on the Future of Europe (COFE)® and the
more recent Citizens’ Engagement Platform °, are able
to let citizens communicate and discuss with each
other in their native language, which is then translated
into the language of the receiver. Thus, today multi-
lingual debates are possible in real-time and should
be a prototype for the future to build a pan-European
polis. This could also be a model for initiatives under
UN or OECD leadership to bring
the global community of citizens
closer together and avoid narrow
national debates, particularly on
global challenges.

Moralisation and
policy support

An additional reason why values
matter is that they may influ-
ence the moralisation of policies.
Moralisation means the feeling
that people have that an issue is
about fundamental right or wrong
in society, resulting in the conver-
sion of normal preferences into
key battlegrounds for citizens.
Policymakers and public commu-
nicators need to tread carefully
on the issues that are moralised, especially when
there are large camps on opposite sides.

Citizens in many countries are perceived to be very
polarised, in some cases more than ever, and there is
some evidence to support this claim.?5# 265 Research in
social psychology shows that the level of moralisation
of opinions is the one key factor that activates people

8 For more information, see https://commission.europa.eu/strategy-and-

policy/priorities-2019-2024/new-push-european-democracy/confer-
ence-future-europe_en and research based on this https://aclanthology.
org/2022.aacl-short.52/.

https://citizens.ec.europa.eu/index_en
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Figure 10 Values diversity in selected countries by various clustering variables
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to get involved in politics and fight for their convictions.
This same factor also encourages people to be more
intolerant of opposing opinions.2%6 267

Unsurprisingly, moralisation is high for issues such
as immigration. However, we found evidence that on
top of various common policies that are regularly
covered by the media, others are also considered
highly moral, see Figure 11.

Figure 11 Share of Moralisers per Policy Area
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have a high share of moralised attitudes also have
a high level of opposition, such as the death penalty,
firearm ownership, immigrant welfare and unemploy-
ment benefits. For these areas, simple information
campaigns may be ill-advised. Public communica-
tors should look at the shared values profiles of the
groups involved, engage more with the underlying
concerns, and aim to understand the fundamental
stakes affecting different groups.

Putting science into
practice: Top tips for ethical
dissemination strategies

On culture:

¢ Communication strategies should be adapted to fit
the cultural context, involving the adjustment of
tone, style, content, or channel of communication
to fit the target context.

e Public communicators should reach out to local
representatives to offices, let them cross-check
communications for cultural sensitivities.

e Public communication departments should develop
capacities for political intelligence that enable
measurement and learning from social and news
media. This should focus on how policies are
debated, cultural specificities, and which values
conflicts are mentioned around policies, in order
to adapt communications accordingly.

On personalisation:

e Sensitive data, such as personality or sexual ori-
entation that is not provided by users but has
been inferred from behavioural data will not be
considered transparent or trustworthy.

Transparent, content-based targeting is not only
ethically more desirable, but also more trustworthy,
ideally not from inferred data, but targeting topics
of interest that recipients provide themselves.

On message design:

Identify the natural corresponding value dimension
for the policy (or test it empirically).

Design the appropriate values-framed messages
based on the values circle avoiding the opposing
values frame.

Test and evaluate message effectiveness to deter-
mine the most appropriate.

£ & Communication
Strategies should
De adapted to

fit the cultural
context, involving
the adjustment

of tone, style,
content, or channel
of communication
to fit the target
context.
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RECOMMENDATION 8:

PUBLIC COMMUNICATORS SHOULD
ACKNOWLEDGE PUBLIC CONCERNS
PRE-EMPTIVELY, BEFORE POLICY
SOLUTIONS HAVE BEEN DEVELOPED;
THIS INCLUDES STRATEGIES TO
COMBAT MIS- AND DISINFORMATION

L€ Providing
information

on legitimate
concems, values
trade-offs, and
uncertainties will
help establish
the public
communicator
as a trustworthy
information
source.

Authentic communication means listening more and addressing specific
issues raised, honestly. When concerns are known, public communica-
tors can engage in powerful pre-emptive communications. Providing
information on legitimate concerns, values trade-offs, and uncer-
tainties will help establish the public communicator as a trustworthy
information source. Consequently, anticipating misunderstandings,
information gaps, pre-emptively debunking mis- and disinformation
will be more impactful when there is a track-record in place.

Should the public communicator be
concerned about mis- and disinformation?

Most public communicators will be familiar with the terms misinfor-
mation and disinformation, however they may not be aware of how
to differentiate between them, identify, monitor or respond to these
phenomena. As a starting point, previous work by the JRC has defined
mis- and disinformation as follows:*

* Misinformation: false or misleading content created and initially
presented without malicious intent.

» Disinformation: False, fabricated, misleading, or manipulated content
shared with intent to mislead or cause harm.

It may appear that there is disagreement in the academic community
about the gravity of these topics. Despite a majority of studies suggesting
that mis- and disinformation are a fundamental threat to society, some
scholars argue that such information is not sufficiently identifiable or
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widespread to warrant much concern or action.?58-271
For the public communicator, this may bring into
question how best to respond.

Some disagreement stems from different schools
of thought about belief formation, and the extent to
which this can be influenced.?”? Importantly, studies
are increasingly demonstrating that belief formation
is not always a rational or vigilant process. Individuals
can be susceptible to accepting false information
when they have many other things on their mind or
when the information resonates
with existing knowledge, beliefs,
and attitudes.?’>-27>

In addition to understanding
belief change, the public commu-
nicator will want to understand
the potential for attitudinal and
behavioural changes from mis-
and disinformation. This is where
the science is seriously lacking.
A recent study reviewed 555
published academic papers and
concluded that very few directly
examined the effects of mis-
or disinformation on behaviour
(only 19%) or behavioural inten-
tions (10%).2’® Instead measur-
ing beliefs or attitudes was used
as a proxy while conclusions
stated impacts on “real-world
behaviour”.

Although some laboratory studies show that exposure
to mis- and disinformation affects the sentiment of
social media posts people write and increases their
propensity to share/like misleading content, public
communicators could infer from the state-of-the-
science that in the absence of fully understanding
the direct impact on behaviour change, ignoring the
phenomena, or dismissing them as noise, could be a
legitimate choice.?””- 278 Furthermore, by focusing on
trustworthiness, the public communicator is already

€€ In. addition to
understanding
belief change,

the public
communicator will
want to understand
the potential

for attitudinal

and behavioural
changes from

mis- and

disinformation.

contributing to a long-term strategy to combat
disinformation.

Nevertheless, there is causal evidence that demon-
strates a direct link between mis- and disinformation
and dangers to public health.#® 274 279 When
coupled with the fact that specific categories of the
population are particularly vulnerable to believing mis-
and disinformation, including those who identify as
strong conservatives and right-wing populists, there
are compelling arguments for the public communicator
to act for the public good.?®®
Furthermore, disinformation is
most effective when democracy
is at risk and public trust in public
administrations is low. At such
times, intentionally misleading
information that threatens civil
discourse can unravel a shared
sense of reality and harm
a democracy further.26 28!
In short, the public communicator
needs to know how to manage
mis- and disinformation.

Susceptibility
to believing
mis- and
disinformation

There are multiple factors that
make people susceptible to believing mis- and dis-
information:®

Cognitive factors play a significant role, as people tend
to rely on intuitive thinking and are frequently faced
with memory failures, which can lead to a bias towards
perceived validity of information. Secondly, people
tend to believe in the truth of information based on
peripheral cues such as familiarity, ease of processing,
and cohesion, which are often signals for truth. Unfor-
tunately, online these cues can be subject to being
gamed and algorithmically amplified. Furthermore,
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the strength of these cues increases with repetition,
meaning that the more a claim is repeated, the more
believable it becomes, regardless of its accuracy.

Social factors also contribute to false-belief forma-
tion. People often overlook, ignore, forget, or confuse
cues about the source of information, and they tend to
judge the accuracy of a headline based primarily on
the plausibility of the content rather than the quality
of the news outlet.>> The perceived credibility of a
source also varies across recipients, and individuals
tend to trust sources that are perceived to share
their values and worldviews. Therefore, corrections
that threaten a person’s worldview can be ineffective,
hindering information revision.

Affective factors, such as mood and emotions, also
influence the susceptibility to mis- and disinformation.
Emotional content of the information shared can affect
false-belief formation, as misleading content that
spreads widely on the internet often contains appeals
to emotion, which can increase persuasion. People
tend to use their feelings as information, and this
can leave them susceptible to deception, e.g. a happy
or angry mood can make people more vulnerable to
deception, while a sad mood might reduce gullibility.

Understanding these drivers of false beliefs is essen-
tial for countering mis- and disinformation effectively.

Engaging with mis- and
disinformation online

Experts have identified and developed a framework
comprising four key stages to classify how people
engage with mis -and disinformation: source selec-
tion, information selection, evaluation, and reaction.
The framework has been developed with the aim of
identifying entry points for effective targeted inter-
ventions.?&

Note that the stages of the framework are iterative,
not strictly chronological. For example, realising that

a piece of information is inaccurate may prompt a
person to unfollow the source of that information.

1. Source Selection: This stage involves a person’s
curation of sources within their online informa-
tion environment. People design their own online
information environment by selecting sources
such as online newspapers, channels, blogs, and
podcasts. The quality of information provided by
these sources can vary dramatically, and this self-
driven source selection is influenced by environ-
mental constraints such as platform restrictions
and network structure.

2. Information Selection: In this stage, individuals
choose what information to consume or ignore.
The digital realm, where platforms curate content,
adds complexity to this stage as it can impact
potential exposure to information from self-se-
lected sources.

3. Evaluation: At this stage, individuals evaluate the
accuracy of the information and/or the credibility
of the source. This entails distinguishing accu-
rate information from falsehood and separating
low-quality from high-quality sources. However,
research suggests that people often neglect to
engage in the process of evaluating information
for accuracy or source credibility, and may share
social media posts without reading beyond the
headline.

4. Reaction: The reaction stage involves judging
whether and how to react to the information,
such as liking, sharing, or commenting on a post.
Individuals may be influenced by factors such as
inattention to accuracy, social motives, reputation
management, and self-control. This stage is influ-
enced by decisions made at earlier stages and can
lead individuals to share mis- and disinformation
if they have been exposed to it.

The framework underscores the importance of tailor-
ing interventions to address the specific challenges and
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Table 5 Adapted Online Misinformation Engagement Framework from Geers et al., 20242%2

Stage Description Behavioural examples Target
Source selection Curating the sources of Visiting a news website, Platforms and information
the online information following an account suppliers (incl. other users)
environment on social media
Information Choosing what information Scrolling through a social Specific pieces of
selection to consume or ignore media news feed, reading a information
headline, clicking on an article
Evaluation Evaluating the accuracy Reviewing the information Specific sources or
of the information and/ for consistency with pieces of information

or credibility of sources

memory, leaving a website
to vet it and its information
(lateral reading)

Reaction Judging whether and how
to react to the information

Clicking a “share” button, Specific pieces of
commenting on a post information

opportunities presented by each stage of engagement
with online mis- and disinformation. For example:
interventions promoting the evaluation of specific
pieces of information may be beneficial for individuals
who regularly evaluate and select high-quality sources,
while interventions encouraging higher quality source
selection or discouraging sharing misinformation may
benefit individuals who browse through a mix of low-
and high-quality content.

£ € Interventions
promoting the
evaluation of specific
pieces of information
may be beneficial for
individuals who regularly
evaluate and select
high-quality sources.

82|

Proactive communications:
Information inoculation in
the anti-vaxx era

€€ Inoculation is a prebunking strategy

for countering misinformation that

aims to help people recognise and

resist subsequently encountered mis-
disinformation, even if it is novel. It is a
pre-emptive intervention that seeks to build
immunity against persuasive arguments

by engaging critical-thinking skills.
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Empirical measures

Followed pages and users,
network structures

Key psychological factors

Source cues, source like-
mindedness, mindless access

Typical interventions

Source credibility labels (“Verified”
badges), friction (Have you
checked the accuracy? message)

Clicks, dwell time, mouse cursor
movement, eye tracking

Novelty seeking, negativity bias

Labels and warning signs (“Fact-
checked”), critical ignoring
(digital media literacy tips)

Accuracy/credibility ratings,
confidence, self-reported or inferred
use of assessment strategies

Intuitive thinking, cognitive
failures, illusory truth, source

Debunking, lateral reading,
prebunking, media literacy tips

cues, emotion, worldview

Likes, shares, comments

Inattention to accuracy,

social motives, reputation
management, self-control

Accuracy prompts (“Fact-
checked”), friction (“Read before
sharing”), social norms (generic
“Think twice message)

Not every intervention outlined above is within the
control of the public communicator; however, fully in
line with the recommendations on Evidence Commu-
nication, public communicators can anticipate themes
that could be subject to mis- and disinformation and
ensure fact-based alternative accounts are availa-
ble for pre-emptive (prebunking) or quick reactive
(debunking) responses.

Prebunking interventions can take various forms, from
simple warnings to more involved literacy interventions
and psychological inoculation, the latter being more
in line with boosts while the simple warnings would
be considered nudges. Inoculation theory applies the
principle of vaccination to knowledge. One key element
of such as strategy is warning recipients of the threat
of misleading persuasion. For example, people could
be warned that many claims about climate change
are false and that there are vested interests that are
motivated to mislead them. The second, perhaps even
more crucial element is providing a “weakened” form
of the misinformation, for example by presenting a
false claim and concurrently explaining how it is based
on flawed logic. Such techniques equip individuals
with knowledge and skills to critically evaluate the

information they encounter and helps them build
immunity against subsequent misleading arguments.
The aim is to prepare individuals to recognise and resist
mis and disinformation before they are exposed to
it again, which can reduce its longer-term impact.®

Overall, prebunking is a proactive approach to address-
ing mis- and disinformation, aiming to empower indi-
viduals with the necessary tools to identify and resist
false information before it takes hold. By providing
early warnings and factual explanations, prebunk-
ing seeks to build cognitive resilience against such
information, ultimately reducing its impact on belief
formation and decision-making.

Prompting accuracy to reduce
misinformation

In terms of how to frame a response to mis- or dis-
information, the public communicator may be inter-
ested to note that an increasing trend is emerging
in the scientific literature: the importance of shifting
attention to accuracy can reduce mis- and disinfor-
mation online.
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TESTED BY THE JRC...

In an effort to support the European Commission
and public communicators more broadly, the
JRC conducted research to determine to what
extent the EU is perceived as a trusted source
when proactively and reactively fighting against
mis- and disinformation?°.

In an experiment with more than 5,000 people
from four EU countries (Germany, Greece, Ireland
and Poland), the effectiveness of debunking and
prebunking strategies were tested on climate
change and COVID-19 misinformation. Details
of the methodology are provided in Annex 1. The
study found that:

o To fight misinformation, communicators can
use debunking (e.g., a refutation exposing
misinformation and explaining why it is false)
and prebunking (e.qg., inoculation: training
people to recognise misleading argumen-
tation techniques and defend themselves
against misinformation) interventions. The
interventions tested were effective at com-
bating misinformation.

o |dentifying the European Commission as the
messenger of the debunking and prebunking
interventions did not affect their effectiveness
in combating misinformation.

e Importantly, the effectiveness of prebunks
from the European Commission did not
depend on the level of people’s trust in the
European Union (EU).

o The debunking interventions originating from
the European Commission were slightly more
effective for participants with high levels of
trust in the EU.

10 More information can be found here: https://publications.jrc.
ec.europa.eu/repository/handle/JRC133598

. Recommendation 8: Public communicators should acknowledge public concerns pre-emptively, before policy solutions have been developed; this includes strategies to combat mis- and disinformation

Subtly shifting attention to accuracy increases the
quality of news that people subsequently share, as
when they share misinformation, their attention is
often focused on factors other than accuracy (Pen-
nycook et. al,, 2021). A meta-analysis of this tech-
nique found accuracy prompts to be a replicable and
generalisable approach for reducing the spread of
misinformation.?®* Importantly, such prompts are
also effective in environments with relatively low
misinformation prevalence. However, it must be noted
that the effects of such prompts are small and not
long-lasting.

Putting science into practice

Recommendation 2 outlined the importance of lis-
tening more effectively to citizens to increase trust
in public administrations and support democracy.
Such activities are crucial in an increasingly com-
plex information ecosystem, polluted by mis- and
disinformation, as they pose serious challenges for
expert knowledge and the democratic legitimacy of
public policy that is informed by expertise. Emerging
empirical studies suggest that deliberative forums
could assist in addressing misperceptions about polit-
icised knowledge while contributing to the health of
democracies.?®> However, there are a number of other
tools at the disposal of the public communicator. The
following decision-tree is based upon the collective
inputs of 19 scholars who worked on the scientific
consensus about how to combat mis and disinforma-
tion through the publication of a practical handbook,
it addresses when and how to apply prebunking and
debunking interventions:
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Figure 12 Prebunking and debunking decision-tree from Lewandowsky et al., 202028

... already out here RVISIN{el{n-UCINEM ... expected

Myth is largely ‘f
Keep monitoring unknown
withhold debunking,

but be prepared

“Prebunk” or
inoculate

Visibility of

misinformation?

« Provide warning
- Explain misleading
technique

Myth has traction

e el el etting agenda

information. s possible Framing and
withhold debunking agenda fluid?
so you set agenda

Framing is fixed

Debunk often

and property

FACT
MYTH
FALLACY
FACT

FACT Simple, concrete, and plausible. It must “fit” with the story.
e Prominent, not a simple retraction, similar tonality and degree of complexity. If too
complex, lead with why the myth is wrong.

WARN ABOUT Warn beforehand that a myth is coming... mention it once only.
THE MYTH e State directly prior to the correction. One repetition of the myth is beneficial to belief
updating

e Corrections are most successful if people are suspicious, or made to be suspicious,
of the source of the false information and their intent.
e Given the ethical trade-offs the TARES framework should be used.

EXPLAIN Explain how the myth misleads.

FALLACY ¢ Why the mistaken information was thought to be correct in the first place and
¢ Why it is now clear it is wrong
e Why the alternative is correct

FACT Finish by reinforcing the fact-multiple times if possible. Make sure it provides an
alternative causal explanation.
e Repeat, repeat, repeat
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RECOMMENDATION 9:

PUBLIC COMMUNICATORS SHOULD
INVEST IN EVALUATION TO INCREASE
THE IMPACT OF THEIR COMMUNICATIONS

L If the public
administration
does not have
a strategic
method for
evaluation and
leaming, it will
fail repeatedly.

Investing in analytical capacity for the evaluation of communica-
tion impact should take precedence over short-term communication
demands. If the public administration does not have a strategic
method for evaluation and learning, it will fail repeatedly, often at the
expense of the taxpayer and in accountability measures that affect
overall trust. Pre-testing messages and sharing successes and failures
transparently to support the profession of Public Communication will
help increase trust in the overall system.

Communications is a two-way process and as much as it is important to
design and appropriately resource public communication activities, it is
imperative to listen. Listening in this sense comprises two dimensions:

1. Evaluation of the impact of communication
2. Feedback relevant to a policy process

Evaluating the impact of communications

Measuring the success of communication today appears easier than
ever before. Many platforms offer their own metrics of communication
success, such as reach, likes, shares, and impressions. However, these
easily available metrics can be misleading or even point in the wrong
direction altogether for public communicators. Motivated reasoning is
a major issue and pervasive in politics, namely the fact that people
believe in, like and share information that confirms what they want to
believe in the first place.?®” However, when policies are debated, using
shares and likes to promote a policy, this may be counterproductive, as
the more policies are polarised, the more a one-sided presentation will
drive likes and shares. In other words, likes and shares can be signals for
moral outrage and one-sided content rather than genuine engagement.
This report recommends that different modes of communication should
lead to different outcomes, from better understanding, memory or recall,
satisfaction with own decisions made, attitude and belief shift or even
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behavioural changes. None of these measures are
captured in likes and shares.

It is important to note that even behavioural experts
are bad at predicting which message will work best.
Therefore, one of the most important checks for com-
munication impact is to pre-test messages to prevent
content from being polarising or counter-productive.

Pretesting

It is still commonplace to pre-test messages with
focus groups, but this practice is very problematic.
They may be interesting to get potential positive and
negative feedback that may arise once the campaign
is out in the field. However, as mentioned in previous
chapters, people are very unreliable in their estimation
of how something influences them. They are often
unaware of the influence something has on them, but
nevertheless come up with reasons for their beliefs or
behaviours that may have nothing to do with their true
origin, thus producing evidence in focus groups that is
unreliable?®®. Additionally, it is very hard to quantify
the exact effect of the message as focus groups are
usually small and unrepresentative samples, where
participants are interacting with each other, potentially
leading to many confounding effects.

Today, quantifying the impact of planned communi-
cations is easier than ever. Doing small experiments
measuring the impact of communication ahead of time
using online panels is cheap and easy with numerous
online panel providers offering such services. Quan-
tification is important as very often communication,
such as some nudges, on average have a very small
impact on changing attitudes or behaviour. Behaviour
is especially hard to change and an average effect of
expert interventions can lead to as little as a 1.5-2.0 %
shift.’%> The average communication should not there-
fore, be expected to significantly change a situation.

The following methods are useful ways to successfully
pre-test messages:

1. Fine-Tuning:

a. Focus groups/Interviews: only for testing how
reactions might turn out, getting new ideas,
refining messages and ultimately developing
responses to common critical perspectives;

b. Cognitive interviewing: is a method used to
actively engage with someone looking at the
communication and leading them through the
process to get deeper insights from a small
sample;?®° and

c. Eye-tracking studies: can be used to analyse
how people engage with visual communication,
such as images or websites, providing insights
into their attention and comprehension.?9% 29!

2. Impact quantification:

a. Surveys with vignette studies: Very useful
for testing a large number of potential com-
binations of shorter messages/images/videos.
Vignettes allow the combination of different
elements without having to show all combi-
nations to all participants. Adding open-ended
guestions on a limited number of key elements,
together with modern methods for text analysis
enables the gathering of deeper insights;**?and

b. Randomised Control Trials!: The core method
for testing the impact of a small number of
selected messages, potentially in the envi-
ronment they are supposed to be fielded, and
quantifying the impact ex-ante. This step should
always be done on bigger communications
activities, e.g. campaigns, to be able to extrap-
olate the impact.

Knowing prior to launching a communication initiative
what will happen and what impact to expect is very
useful, not only for impactful message selection, but
also to be able to predict relatively precisely what to
expect when the communication is rolled out, e.g. to
prepare for likely reactions or backlash. Evaluating
the activities should be done as well; however, if
the pre-testing was able to quantify likely impacts,

11 https://www.economie.gouv.fr/ignde-editions-publications/thearticle_n1
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the need for rigorous post-testing, which may prove
difficult in practice, decreases.

Evaluation

In addition to having the necessary evidence for the
accountable use of public funds, testing communi-
cations activities also allows the public communica-
tor to learn from successes and failures. Some of
the pre-testing methods will help to get an idea of
measures such as knowledge retention, attitude or
behavioural change; ex-post many things can happen
that should additionally be measured.

Some important dimensions:

¢ Media monitoring: Tracking media metrics of per-
formance and listening to reactions to be able to
feed back into the policymaking process. Media reac-
tions are hard to predict and therefore tracking this,
e.g. using the political intelligence capabilities and
the European Media Monitor of the JRC, is useful®2.

¢ Interaction KPIs: Key Performance Indicators ori-
ented towards key behavioural measures, such
as web traffic, contacts, or downloads are useful,
particularly when specific goals are to be achieved.

e Measuring public opinion, trust and behaviour:
In line with the different modes of communica-
tion from decision support to behavioural change,
these outcomes should be measured. Ideally, this
could be done with a randomised treatment of the
target audience, but equity reasons may make
this impossible. In such cases, other options like
staggered roll-outs or before and after measures,
controlling for co-occurring events, is possible.

Table 5 provides an overview of the fit between com-
munication mode and methods that can be used to
develop the message and evaluation criteria that
could be used against them. It also provides some
examples for appropriate communication methods.

2 https://knowledge4policy.ec.europa.eu/text-mining/about_en

Putting science into practice:
Top Dos & Don’ts

e Build up easy and fast testing capacity for com-
munications, rather than having to organise it
every time ad-hoc.

e Clearly define the communication goal so that the
right measures can be pre-tested and evaluated
against it.

e Build in possibilities for automatic post-hoc meas-
urement of the communications impact, such as
automatic media monitoring, pre/post surveys or
staggered rollouts.

o Be careful with automatically generated measures
such as likes and shares as measures of success,
especially on morally divisive policy topics.

£ € Testing
communications
activities also
allows the public
communicator
to leam from
successes and
failures.
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Table 6 Overview communication modes and uses

Type

Primary Goal

Example

Primary Success Measure

Inform ¢ Increase ability of Decision about which Confidence of citizen in
people to make the cancer treatment to take their own decision;
right decision, as in light of pros & cons Trust in the public
judged by themselves administration delivering
information
Argue ¢ Update information Inform about actions taken Knowledge retention, recall;
currently top of by the EU on a certain topic; Salience of topic/issue;
mind for people Inform about risks/benefits Low knowledge decay
¢ Increase topic salience of a certain policy to
increase awareness
Persuade e Get people to change Align people’s preferences Attitudes;
either attitudes or behaviours with policy Behaviour
or behaviour in goal, e.g. nature protection
transparent ways
e Improve reputation
of communicator
Coerce ¢ Enforce a particular Force people to behave Behaviour
behaviour in line with policy
Listen e Learn responses, needs, Learn from citizens Breadth of information;

thoughts of citizens

about how policies
can be improved;
Build co-ownership

Breadth of participation
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Evaluation need based

Appropriate Methods Channels Message type el T e
Information interface At decision making One-way; Optimal Small

(e.g. chat bots, FAQ/Q&A); interaction, e.g. doctor when interactive

decision trees; diverse consultation

testimonials; fact sheets

Layered information; Various Layered, expansive Medium
Linking to personal

goals/values/needs;

Visual aids; repetition

Framing, narratives, Where people are most Focused Large
storytelling; Appeals open to change (e.q.
to values, social proof, places they spend time at)

reciprocity, (true)
scarcity; metaphors

Regulation Official Announcements Large
Feedback forms; Where policies are Inviting Small
Consultations, citizen discussed; Where

engagement people are naturally

(both needed)
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RECOMMENDATION 10:

NEW CHALLENGES REQUIRE NEW
SKILLS, COMPETENCES AND CENTRES
OF EXPERTISE TO SUPPORT PUBLIC
COMMUNICATION PROFESSIONALS

£ £ More than
three quarters
of respondents
[dentified
human
'esources as

a key factor
inhibiting

the effective
implementation
of core
communication
functions.

With the rapid development of Al, in an online ‘clickbait’ media envi-
ronment, the public communicator will be under pressure. Adopting
new techniques in support of a healthy information ecosystem will
require professional and ethical trade-offs. Mastering the imminent
challenges will require new job profiles, skills, and competences. In
support of the profession, the creation of centres of excellence in
e.g. understanding the online world, risk communications, science
communication, etc. need to be championed. The role of public
communicators should be recognised and resourced accordingly.
Through citizen listening initiatives, public communicators will have
unparalleled insights into grassroots’ concerns. Recognising their
potential as key knowledge brokers to evidence-informed policy-
making will benefit all.

New reality for public communication

As the previous chapters have shown, today’s information environment
has evolved radically from previous decades. Al, especially in the form
of large language models (LLM) and image and picture generation, will
lead to a rapid change in information supply, which is likely to become
unmanageable for many citizens in the near future even with efforts
by large online platforms.?®* At the same time, information demand is
brokered through non-transparent algorithms, whose deploying compa-
nies do not share the same democratic goals as public administrations,
and new regulations in the EU such as the Digital Markets Act, Digital
Services Act, Al Act, Code of Practice on Disinformation and others
still have to show their effectiveness. This all means that citizens’
passive information consumption is more challenging to predict and
more difficult to match with the needs of democracy than ever before.
Young people in particular are increasingly turning away from news,
and local news sources are increasingly under pressure, reducing the
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impact of traditional gatekeepers and curated infor-
mation.?%4 2% Additionally, active information search
online by citizens through search engines or on large
online platforms has been shown to lead to illusions
of understanding which can increase partisanship and
radicalisation.®8 2% 297 This was even before Al- tools
were able to produce large amounts of information
quickly and at very low cost, and which can be used by
nefarious agents to produce fake or dubious content
perceived to be real or valid.

Public communicators, whose task it is not only to
inform citizens but also to support democracy through
enabling public reasoning, have to be prepared to
face these new challenges, which are moving targets
such as Al which is developing at breakneck speed. In
contrast, citizens should be seen as “an active part of
a common solution to social problems, bringing expe-
riential expertise and local knowledge”.?%® Here, public
communication has the dual function of setting realistic
citizen expectations regarding what is being done and
then communicating about the delivery itself?!! Trust
and trustworthiness as key goals of this communication
are challenged by the new information environment
and need to be approached strategically and at the
organisational rather than at the individual level.

Resource reality

In 2017, the Organisation for Economic Co-opera-
tion and Development (OECD) published a report on
“Skills for a High Performing Civil Service” in which
it identified that skill sets commonly used within
the public sector are “no longer keeping up with the
pace of change in the societies”.*>* Further research
published in 2021, specifically looking at the function
of Public Communication, identified the sector as
“under-skilled” and “under-staffed”.* According to a
survey completed by OECD member countries, more
than three quarters of respondents identified human
resources as a key factor inhibiting the effective
implementation of core communication functions. The
report highlighted that equipping relevant teams with

the right resources and skills was a challenge and
that public administrations needed to be prepared,
given the constantly evolving and fragmenting media
and information ecosystem in which they operate.

In addition to human resource constraints, financial
restrictions were also highlighted as an obstacle to
fulfilling an optimal public communication mandate.
In some cases, OECD country members had difficulties
identifying budget lines, as they are not clearly recog-
nised as a profession. This situation has deteriorated
since the 2008 financial crisis, which saw an increase
in demands for transparency and accountability of
public sector expenditure.

Consequently, many public communicators need to
balance the tension between budgetary constraints,
upscaling delivery and ensuring taxpayer value-for-
money. As this report shows, however, such investment
in resources is not a “nice to have” when the goal is
to build long-term trust in public administrations,
which ultimately decreases enforcement costs at a
later stage. Instead, considering the role of the public
communication profession as a standard-bearer for
democracy should assist with future strategic prior-
itisation discussions, particularly when it comes to
resource allocation.

Skills and competences

Previous JRC work has highlighted the fact that beyond
new topic-specific competences (e.qg., Al and data
science), there is an urgent need for complementary
skills, knowledge, and attitudes to build and strengthen
the bridge between science, society and policy, and
it is in that nexus that the public communicator can
often be found.?*® In some cases, needs are evolving
from traditional communication skills to knowledge
brokerage in support of trusted and transparent gov-
ernment decision-making.3°

The JRC has developed competence frameworks for
‘Innovative Policymaking’ and ‘Science for Policy’
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that can deliver immediate benefit as they provide
comprehensive overviews of the cross-disciplinary
and cross-policy competences including extensive
modules on communication. Each competence is
described according to the skills, knowledge and
attitudes involved and features so-called learning
outcomes describing, across four levels of proficiency,
how a competence manifests. These elements can
be used to map gaps in learning catalogues, inspire
innovation in other competence frameworks or to
align them and conceptualise new learning solutions.

Public administrations can design self and team
assessment instruments (e.g. surveys) based on
the competence descriptors and learning outcomes
contained in the frameworks to support profes-
sional development efforts on cross-disciplinary and
cross-policy competences, e.g. by linking the frame-
work or assessment results to a learning catalogue
or providing tailored learning recommendations to
increase or refresh proficiency on competences.

Strengthening the public
communication profession

Public communication in democracies is not at all lim-
ited to pro-active communication campaigns, speeches
and press releases. It encompasses every interaction
citizens have with public administrations, such as
helpdesks, hotlines, every form citizens need to fill out,
every email citizens receive from authorities and much
more. Each of those communications is a chance for
a positive encounter with citizens, presenting public
services as amenities that can help them navigate a
complex life and that can uphold democratic values.
Unfortunately, communications are often perceived to
do the opposite, making citizens feel like supplicants.

In support of galvanising the profession, centres of
excellence could be established with the aim of build-
ing democracy supporting communication, enabling
best practices to be shared, topic-specific insights
to be gleaned and opportunities for the creation of

powerful networks to support these communities
at local, regional, national, and international lev-
els. New job profiles in public communication are
emerging and should be introduced strategically, such
as public deliberation managers and moderators.
Importantly, communication is increasingly handled
via algorithms by companies that are not prioritising
public deliberation or the need to inform citizens.
Individual communicators will not be able to stem the
tide but collaborative, collective action among peers
will reinforce the public communication profession
and consequently our democracies.
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CONCLUSIONS &
FUTURE RESEARCH AGENDA

In response to the increasingly complex issues facing
public communicators, the JRC is currently reflecting
upon new research in the following areas:

The future of democracy

The JRC project ‘Challenges and opportunities for
the Future of Democracy’ (COFD) explores key future
trends and critical challenges faced by European
democratic systems, so as to anticipate and respond
to them with the aim to increase trust in democracy
and public administrations. Specifically, the project is
seeking to provide a framework to explore potential
democratic innovations. The project includes contri-
butions from international experts and academics
from a range of disciplines as well as engagement
of citizens.

The future of truth

In a Europe fit for the digital age, we need to under-
stand the societal repercussions if seeing no longer
means believing. Al has many possible benefits but
also brings into question our fundamental under-
standing of trust, reality and authenticity, creating
paradigm shifts at the individual, organisational, soci-
etal and requlatory levels. Learning from our offline
behaviours, this report helps us understand how to
optimally design new information ecosystems.

Collaborative Policymaking

Collaboration between departments has always been
essential to delivering on priorities. However, both the
number and complexity of problems public adminis-
trations are asked to solve is growing. At the same

time, they need to operate in an increasingly polarised
political environment, which makes policymaking more
challenging and time-consuming. Hence the need for
even deeper collaboration is imperative.

The JRC has embarked on a strategic project aimed at
reinforcing a whole of government approach to collab-
orative policymaking. Its aim is to identify the most
prominent barriers and enablers of better collaboration
in policymaking and propose strategies and solutions
to tackle them. To this end, this project will inspect
the scientific literature in cognitive, behavioural, and
organisational sciences to draft evidence-informed,
actionable recommendations designed to enhance
the quality and efficiency of collaboration across the
organisation, thereby strengthening its capacity to
deliver on its priorities and serve the diverse needs
of citizens more effectively. Through this research, the
JRC is not only contributing to public administration
reform in the EU.

Public Civic Knowledge Project

Information today is more abundant as ever. No citizen
will be able to ever learn everything, and this has never
been needed. They specialise professionally and need
to stay up-to-date in their field, and otherwise learn
based on interest, their social networks, happenstance
and the general focusing effect of various media.
However, democratic societies rely on an informed
public. Newest research shows that at least in some
countries, realities no longer lead to accurate percep-
tions about the state of the economy, and it is easy
to believe that the same is true for other dimensions
of society. This project will intend to explore what
citizens think are the most important dimensions of
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knowledge to evaluate democratic performance of
governments, how information about those areas is
made available and disseminated in today’s society to
identify needs for improvement in the civic information
infrastructure of democratic societies.

Information ecosystem audits

There have been many studies looking at the individ-
ual psychological factors behind information seeking,
belief retention and information sharing. At the same
time, there is research on various media source effects
in information input and distribution, magnification of
certain types of information etc. However, in a time
of extremely rapid technological, environmental and
societal changes, where knowledge becomes obsolete
fast and societal learning becomes more important
than ever, there is no research into the aggregated
information ecosystem. In short, in times of informa-
tion overload, mis- and disinformation, will societies
be able to learn? Will scientific facts prevail, or will
facts, myths and fake information always be retained
concurrently? This project would embark on meas-
uring the complete ecosystem of information, from
the current knowledge of citizens, their information
seeking behaviour, auditing ways to get informed such
as search engines, online information, social media
information spread, expert information, education and
many others to estimate if, at least for secured facts,
societies will ever arrive at knowing.

£ In times of
information
overload,

mis- and
disinformation,
will societies be
able to leam?
Wil scientific
facts prevalil,

or will facts,
myths and fake
information
always be
retained
concurrently?
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ANNEX

While the previous projects in the Enlightenment 2.0
multi-annual research programme were entirely based
upon state-of-the-art scientific reviews, this project
required a different approach. Here, a state-of-the-
art scientific review also provided the fundamental
basis for the report, but this was insufficient. It was
necessary to engage in new primary research and
in setting up a citizen engagement exercise across
different Member States on what they consider to be
meaningful and ethical communications. This engage-
ment exercise made use of the knowledge accrued
during the previous phases of the project. Overall, the
following research phases were undertaken:

Phase 1: Multidisciplinary state-of-the-art sci-
entific reviews;
Phase 2:  New empirical research across multiple
Member States on:
i. Values-based messaging techniques;
ii. Moralisation of policy areas; and
iii. The role of trusted sources when

prebunking and debunking misin-
formation; and

In-depth focus groups with citizens in
nine Member States.

Phase 3:

Multidisciplinary state-of-the-art
scientific reviews

For the state-of-the-art scientific reviews to provide
the fundamental basis for the report, they were struc-
tured around a list of relevant themes to address
questions such as ‘How can scientists and govern-
ments ensure that their communication resonates
more deeply with citizens without resorting to the
manipulative tactics used by those who seek to under-
mine liberal democracy?’ or ‘How can scientific and
government actors ensure their communications are
equally meaningful and ethical?’

The thematic clusters for the scientific reviews focused
on deep dives into areas where improvements can
be made, rather than on how and why certain sys-
tems are broken, as many of these learnings have
been addressed in previous reports. The academics
were selected in response to an international call for
expertise (Behavioural Economics;; Cognitive Psy-
chology; Ethics; Linguistics; Philosophy; Policy Stud-
ies; Pedagogy; Political Behaviour; Political Science;
Risk Communications; Psychology; Social Psychology;
Sociology; and Theology); they were organised into 20
interdisciplinary clusters, with most participating in
several clusters. Each review was organised around
two overarching questions:

1. How does the multi-disciplinary science about the
topic of the cluster affect meaningful and ethical
communications?; and

2. Inlight of this knowledge, what recommendations
would you give to public administration commu-
nicators?

The 20 clusters addressed 15 themes, two case stud-
ies, two methodological perspectives as well as future
outlooks.

New empirical research across
multiple Member States

This study was subdivided into three research tasks,
the first one focused on values-based messaging
techniques. This work was performed by the JRC in
collaboration with the external provider Kantar, who
was awarded a procurement contract following a
public tender procedure. The research consortium used
a comprehensive set of values and relevant policies
to systematically examine the effectiveness of val-
ue-based messaging techniques. To that end, a large
online sample was recruited with 1,548 participants
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across four Member States: Czechia, France, Greece
and Sweden. The criteria used for the selection were
geographical scope, population size, attitudes towards
the policy issues of interest, and correlation of atti-
tudes across policy areas.

Then, three policies that pre-testing confirmed to be
relevant to different value types (Scharfbillig et al.,
2021) were selected: 1) environmental policies; 2)
security policies; and 3) economic policies. For each
policy, value-based messages covering all value types
were developed. These messages allowed the compar-
ison of aligned, opposed and unrelated value frames
with a control frame across policies. The effects on
attitudes and donations towards the policies were
also tested.

The study also considered other ways in which val-
ue-based messaging may affect policy supports®?
via spill-over effects or unintended consequences.
The research examined attitudes and donations on a
secondary policy within a similar area (e.g., renewable
energy and public transport within the environmental
policy area) to explore spill-over effects.

Finally, the research tested whether matching a val-
ue-framed message to the “naturally” related policy
(e.qg. security policies and the value of security) or the
recipients’ value priorities increased the persuasive-
ness of a message. Participants were then asked to
assess the ethical concerns of the use of multiple
values frames should they be used by public admin-
istrations. Previous research had not considered the
full range of personal values?*, making it important
to examine the effects of value matching more com-
prehensively.

Please refer to Figure 5: Values communication study.
Additionally see, Figure 9: Eurobarometer (Special
Eurobarometer 508 on Values and Identities of EU
citizens, wave 94.1, 2020, https://europa.eu/euroba-
rometer/surveys/detail/2230; doi:10.2760/206143).

Political moralisation survey

This study focused on surveying policy moralisation,
as no research to date has tried to map political issue
moralisation systematically and beyond the US. This
work used data from representative samples in Den-
mark, France, Germany, Poland, Portugal, Romania and
the US totalling more than 2,000 participants to map
19 political topics, including issues such as immigrant
welfare, privatisation, meat taxation, car bans, and
unemployment benefits, on their level or moralisation.
In a pre-registered study, the research tested for each
issue whether people’s personal values, the root to
people’s moral foundations?”:3%, lead them to moralise
issues, beyond the attitude they have towards the issue.

The survey was run online using Limesurvey as a
platform. Respondents were routed to the survey from
professional panel providers using quotas on country,
gender and age, and one attention check question. The
survey was not incentivised and ran in the first part of
2023. A companion scientific paper will be published
based on the same data, see Scharfbillig et al.3*4.

The role of trust in the source
of prebunks and debunks of
misinformation

This study was an online experiment involving a rep-
resentative sample of 5,228 individuals from four
Member States: Germany, Greece, Ireland and Poland.
Participants were presented a misleading article on
either COVID-19 or climate change. They were then
assigned to one of three groups: prebunking message
(before the article), debunking message (after the
article) or no message (with debriefing at the end).

The debunking message exposed the falsehoods in the
article and outlined the misleading strategies used. The
prebunking message did so without directly referring
to the specific false claim in the article. The messages
were either associated with the European Commission
or not associated with it. After being exposed to the
misinformation and the interventions, participants
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were asked about their beliefs in the false claim, their
intentions to share the article, their reasons for this,
and their rating of the article’s credibility. In addition,
participants indicated their level of trust in the EU.

The researchers assessed whether debunks and preb-
unks work, if they work differently when implemented
by the European Commission and if they perform
worse when implemented by the European Com-
mission for people with low levels of trust in the EU.

Citizen engagement on
meaningful and ethical
communications

For this study, the JRC worked with an external con-
sultant Kantar who was awarded a procurement
contract following a public tender procedure. The
engagement process adopted a qualitative and par-
ticipatory approach.

The research consortium agreed on the selection of
nine countries for the focus groups as well as on a
citizen recruitment strategy. During this phase, a dis-
cussion guide was developed in consultation with the
experts from the Citizen Engagement cluster (please
refer to Phase 1 above). The fieldwork began, including
a pilot in Malta and two groups in each of eight further
Member States. The final selection of countries was
Malta (pilot), Belgium, Germany, Greece, Italy, Latvia,
Poland, Romania and Slovakia. While clearly recog-
nising that qualitative insights are not representative,
these countries were nevertheless selected in order
to provide diversity in terms of:

e Geographic coverage of the EU (North, South, East
and West)

e Year of accession to the EU (pre- and post-2004
enlargement)

e Share of the EU population covered

e Levels of trust in different public administrations

The work in this phase of the study concluded with
the analysis of the data collected. While the pilot

group was run with ten participants, the subsequent
groups were with two focus groups comprising five
or six participants.

The citizens were recruited to achieve diversity in
terms of age, gender, education level, employment
status, interest in the news and politics and trust
in government. The participants kindly completed
a short homework exercise prior to the focus group
that lasted three hours. The discussions in the focus
groups were structured as follows:

e Prior to the session, all participants were asked to
find two pieces of public administration commu-
nications: one that they liked and one that they
did not like. This was used to understand what (if
anything) citizens imagine under the term “public
administration communication”.

¢ The focus group started with a short introduction
and ice-breaker exercise for participants to share
their ideas on what they liked and disliked in terms
of public administration communication based on
the examples they found.

¢ Then, the group focused on exploring the partic-
ipants’ expectations for communications from
public public administrationpublic administrations.

o The discussion then addressed a specific commu-
nication technique: value framing (mock-ups), with
the aim of testing how far a piece of communication
could go without making citizens feel uncomfortable.

* Then came a co-creation exercise to encourage
participants to explore their own views on what
makes for meaningful and ethical communications.

e Inthe wrap up, participants shared their thoughts
on ‘dos and don’ts’ for public administrationpublic
administrations communicators.

Where normative judgements were required, the
authors used the values of respect for human dig-
nity, freedom, democracy, equality, the rule of law
and respect for human rights, including the rights
of persons belonging to minorities, as laid down in
Article 2 of the Treaty on European Union, to guide
all recommendations.



Getting in touch with the EU

In person
All over the European Union there are hundreds of Europe Direct centres. You can find the address of
the centre nearest you online (european-union.europa.eu/contact-eu/meet-us_en).

On the phone or in writing
Europe Direct is a service that answers your questions about the European Union. You can contact this
service:

by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these calls),

at the following standard number: +32 22999696,

via the following form: european-union.europa.eu/contact-eu/write-us_en.

Finding information about the EU

Online
Information about the European Union in all the official languages of the EU is available on the Europa
website (european-union.europa.eu).

EU publications

You can view or order EU publications at op.europa.eu/en/publications. Multiple copies of free publica-
tions can be obtained by contacting Europe Direct or your local documentation centre (european-union.
europa.eu/contact-eu/meet-us_en).

EU law and related documents
For access to legal information from the EU, including all EU law since 1951 in all the official language
versions, go to EUR-Lex (eur-lex.europa.eu).

EU open data

The portal data.europa.eu provides access to open datasets from the EU institutions, bodies and agen-
cies. These can be downloaded and reused for free, for both commercial and non-commercial purposes.
The portal also provides access to a wealth of datasets from European countries.
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