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Abstract

In 2022, the European Commission proposed "an obligation for providers to detect, report, block and
remove child sexual abuse material from their services” in its proposal for a regulation laying down rules
to prevent and combat child sexual abuse (European Commission, 2022b). The European Parliament,
the European Data Protection Supervisor and the European Data Protection Board highlighted in their
comments related to the proposed Regulation the importance of preserving end-to-end encryption.
In a staff working document impact assessment report (European Commission, 2022a), the European
Commission suggested that using homomorphic encryption would allow for both end-to-end encryption
and content scanning.

In this work, we study the feasibility of using perceptual hash functions on images encrypted with
a homomorphic scheme, in the context of the detection of child sexual abuse material shared via
social media and messaging applications. We study both the encryption phase by the sender, and the
detection phase performed by the server. Our work shows that, on top of time and memory limitations,
the main issue is the effort needed to perform comparisons between ciphertexts. This last limitation
is independent from the perceptual hash function and homomorphic encryption scheme used.



1 Introduction

The European Union has been making relevant efforts towards more effectively preventing and fighting
child sexual abuse, exploitation and child pornography. These efforts include the detection of child
sexual abuse material shared via social media and messaging applications.

Context Several initiatives have supported the issue at policy, societal and technical level, such as
the Directive on combating the sexual abuse and sexual exploitation of children and child pornography
(European Parliament and the Council, 2011), its proposed recast (European Commission, 2024), the EU
Security Union Strategy (European Commission, 2020a), and the dedicated European Union Strategy for
a more effective fight against child sexual abuse (European Commission, 2020b). It is also considered
in the Horizon 2020 Research Project Starlight (Starlight, 2021).

In addition, the European Commission published in 2022 a proposal for a Requlation laying down
rules to prevent and combat child sexual abuse (European Commission, 2022b). This Regulation intro-
duces "an obligation for providers to detect, report, block and remove child sexual abuse material from
their services’.

The European Data Protection Supervisor (EDPS) and the European Data Protection Board (EDPB)
published a joint opinion on this proposal (European Data Protection Supervisor, European Data Protec-
tion Board, 2022) stating that "the structural incompatibility of some detection order with end-to-end
encryption becomes in effect a strong disincentive to use end-to-end encryption”, and that "the inabil-
ity to access and use services using end-to-end encryption could have a chilling effect on freedom of
expression and the legitimate private use of electronic communication services”. The Members of the
Committee on Civil Liberties, Justice and Home Affairs (LIBE) from the European Parliament adopted a
report on the proposed Regulation (Committee on Civil Liberties and Affairs, 2023), in which the rappor-
teur states that "end-to-end encryption is an important tool to guarantee the security and confidentiality
of the communications of users, including those of children. Consequently, nothing in this Regulation
should be interpreted as prohibiting or weakening end-to-end encryption, while the Regulation remains
open, where applicable, to existing and future technological developments”. Independently, the Euro-
pean Union Court of Justice ruled in the case of Podchasov v. Russia in February 2024 (European Court
of Human Rights, 2024) that "the Internet Communication Organiser’s statutory obligation to decrypt
end-to-end encrypted communications risks amounting to a requirement that providers of such services
weaken the encryption mechanism for all users; it is accordingly not proportionate to the legitimate
aims pursued”.

Technological landscape A perceptual hash function is a fingerprinting algorithm taking a picture
or avideo as input, and returning an output called hash. Perceptual hash functions, unlike cryptographic
hash functions, are designed to produce the same, or very close, output for similarimages. For example,
two versions of the same picture but with slightly different colors, resolution or frame, should have the
same hash.

This property of perceptual hash functions makes them particularly suitable to detect child sexual
abuse material online. When a media is exchanged online, its perceptual hash can be computed and
then compared to a databases of hashes from known problematic content. An example of such a
database is the one maintained by the American National Center for Missing and Exploited Children
(NCMEC), a non-profit organization established by the United-States’ Congress in 1984.

Since 2013, a sharp rise in the use of end-to-end encryption has been observed. This trend naturally
extended to instant messaging applications such as Signal, WhatsApp, Telegram or Messenger which
also started offering end-to-end encryption communication. In 2024, WhatsApp has more than two
billions users (WhatsApp, 2024), while Messenger has more than one billion users (Messenger, 2024).
Both are now end-to-end encrypted by default.

Problem The growing quantity of child sexual abuse material exchanged online is particularly
difficult to detect when shared via end-to-end encrypted messaging applications. The scanning process
using perceptual hashing described above is ineffective on data encrypted by standard algorithms.

Experiment A specific type of encryption schemes, called homomorphic encryption, allows to per-
form arithmetic operations on a set of encrypted content. Once deciphered, the result is the same as



the result that would have been obtained if the operations had been performed on a non-encrypted
set of data. Such schemes have been primarily designed to encrypt and analysis sensitive data, such
as health data, stored on third party clouds.

A staff working document impact assessment report from the European Commission (European
Commission, 2022a) explored and analysed several options suggesting as possible solution (not of
its top 3) "on-device homomorphic encryption with server-side hashing and matching”. The report
concluded on a medium effectiveness and low feasibility for this option acknowledging the need for
more study on the approach. The reasoning is that using end-to-end homomorphic encryption paired
with perceptual hash functions would preserve the confidentiality of communications while allowing
for some Child Sexual Abuse content detection.

JRC contribution The aim of this experiment is to evaluate the feasibility of using perceptual
hashing on data encrypted with a homomorphic scheme to detect when Child Sexual Abuse Material
is shared on messaging applications.



2 Perceptual hashing

2.1 Principle

Perceptual hashing refers to a fingerprinting algorithm applied on a multimedia such as pictures or
videos. When the features of two different inputs are similar, like the same pictures but with slightly
different colors, resolution or frame, the perceptual hash function produces the same, or very close,
output called the hash or the digest. This property make perceptual hashing useful for copyright
infringement, forensics, disinformation detection or censorship (McKeown and Buchanan, 2023). In
particular it is used to detect the distribution of child sexual abuse material online.

Perceptual hash functions should not be confused with cryptographic hash functions that are
specifically designed to be collision-resistant and detect the smallest change between two similar
inputs.

The most commonly used perceptual hash functions are summarized in Table 1. Most of the
perceptual hash functions are not open-source, though some of them have been reverse engineered.
Some companies let law enforcement and tool providers use their tools for free, such as Microsoft’s
PhotoDNA (Microsoft, 2009) for the NCMEC.

Table 1: Main perceptual hash functions

Name Provider Open source
PhotoDNA  Microsoft and Dartmouth college no
CSAl Match Youtube no
NeuralHash Apple no
PDQ Meta yes

Source: (Microsoft, 2009), (Youtube, 2014), (Apple, 2021) and (Meta, 2019)

The algorithm used by the PQD hash function, which is open-source, is detailed in Section 4.2.

2.2 Use against child sexual abuse material

The properties of perceptual hash functions makes them particularly suitable to detect child sexual
abuse material online. When a problematic media is first reported, the perceptual hash is used as an
identifier, which is stored in a database. This identifier can then be compared to other contents online
to scan for this media, even if the picture is rotated, cropped or slightly altered.

Let us explain this idea with an example, as illustrated on Table 1: when two people, say Alice and
Bob, want to exchange a media m via a non-encrypted messaging application, the perceptual hash of
the media H(m) is computed by the server of the messaging application. The server has a database
D of problematic content hashes, and checks if #(m) belongs to this database. If yes, it can report the
content to competent authorities. Note that this method only detects known content: newly created
content is not detected before being reported and integrated to the database.

Figure 1: Unencrypted message exchange between Alice and Bob

Alice Server Bob
m — m — m
H(m) € D?

Source: Own production

An example of such a database is the one maintained by the American National Center for Missing
and Exploited Children (NCMEC), a non-profit organization established by the United States’ Congress in
1984. The NCMEC started their database in 1998 and have become the main clearing house worldwide,
with over 10 million hashes inserted as of 2023 (National Center for Missing and Exploited Children,
2024). Their collection of hashes is notably used by Meta, among others, to detect Child Sexual Abuse



Material (CSAM) on their website. Meta is also the NCMEC main corporate contributor (National Center
for Missing and Exploited Children, 2023). Other organizations also maintain databases such as Thorn
(29 million hashes) (Thorn, 2023), or the Project Arachnid (Arachnid, 2023).

Note that this database matching process faces two main limitations, as developed in (Bursztein
et al, 2019).

— First, a human intervention is needed after a match is found between the hash of an image
exchanged and a hash in the database, to confirm the abuse, identify the victims and file a
report. With the exponential growth of the number of reports in the past years, this reviewing
task requires a large number of analysts. Hence there is an emerging need for automation of this
reviewing process, in particular de-duplicating and aggregating reports, identifying the material
most relevant for prosecution, and preventing the emotional toll for analysts. See (Bursztein
et al,, 2019) section 4.1.

— Second, 84% of images and 91% of videos reported to the NCMEC are reported only once. This
means that new CSAM is constantly created and the vast majority of it is short lived. For the
remaining 16% and 9%, the median lifetime is respectively 257 and 210 days for images and
videos, with a very limited subset resurfacing thousand of time. See (Bursztein et al., 2019) sec-
tion 4.5.

Other limitations arise from perceptual hash functions themselves, which can lack robustness.
Several papers identified weaknesses in such hash functions, in two directions:

— avoiding collisions, by applying minimal changes to the original image so that it produces a very
different hash, preventing it to be recognized (Hao et al., 2021) (Jain et al., 2022).

— creating collisions, by applying minimal changes to an image to create a hash collision with a
different second image (Struppek et al.,, 2022) (Dolhansky and Canton-Ferrer, 2020).
2.3 Inefficiency on encrypted data

Since 2013 a sharp rise in the use of encryption has been observed. According to Google statistics its
Chrome browser encrypted pages increase from 50% to 95% (Google, 2023), while Firefox amount of
pages loaded with https increased from 20% in 2013 to 80% (LetsEncrypt, 2023). See Figure 2.

Figure 2: Percentage of encrypted pages loaded through Chrome (left) and Firefox (right) browsers

aded by Firefox Using HTTPS

o (14-daymoving average, source: Firefox Telemetry)

Source: (Google, 2023) and (LetsEncrypt, 2023)

This trend is also verified for instant messaging with a number of applications starting to offer
end-to-end encrypted communications since 2013: Telegram in 2013, Signal in 2014, WhatsApp and
Messenger in 2016. These applications became quite successful and widely adopted around the globe
with the number of annual users and the number of downloads steadily growing, see Figure 3. In 2024,
Signal has more than 140 million user (Business of the App, 2024), WhatsApp more than 2 billion users
(WhatsApp, 2024), and Messenger more than 1 billion (Messenger, 2024).



Figure 3: Number of annual users and cumulated download for Whatsapp (left) and Signal (right)
Whatsapp's growth Signal's growth
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Source: (Business of Apps, 2024)

The scanning of images by perceptual hash functions described in Figure 1 is rendered obsolete
when communications are end-to-end encrypted, as described in Figure 4. When the message tran-
siting through the server is encrypted, the server cannot extract meaningful information from the
encrypted media ¢, and hence cannot know if the original image was in the database of known prob-
lematic content.

Figure 4: Encrypted message exchange between Alice and Bob

Alice Server Bob
(pkp, skp)
m
¢ = Encpgp(m)
c — c — c

Decgkp(c) =m

Source: Own production

The inefficiency of perceptual hashing on encrypted data is the reason why the decision in 2021
by Facebook, now Meta, to encrypt by default Messenger communications created an outcry among
children protection agencies. At the time 76% of the reports made to NCMEC originated from Face-
book (National Center for Missing and Exploited Children, 2021), though that encapsulates more than
Messenger. Meta then tasked the consultant company Business Socially Responsible (BSR) with a hu-
man rights impact assessment. The report published in 2022 states that the benefits of end-to-end
encryption outrun the drawbacks for children protection.(BSR, 2022)



3 Full homomorphic encryption

3.1 Principle

Homomorphic encryption is a form of encryption that allows to perform certain type of operations on
encrypted data without having to decipher it first. Note that the output of the computation is also
encrypted. Once decrypted, the result of this operation is the same as the result that would have been
obtained if the same operation been computed on the clear data (Marcolla et al., 2022).

Homomorphic encryption has first been considered for privacy-preserving outsourced-storage and
outsourced-computation (Marcolla et al,, 2022). A homomorphic encryption scheme would allow to
perform computations by a third-party server on sensitive data such as electronic voting or predictive
analytic on health data. It has recently been considered to scan homomorphic encrypted data for
potential harmful content (European Commission, 2022a).

Although the first idea of encryption schemes that would have this potential for encryption came
shortly after the publication of RSA (RSA is homomorphic with respect to the multiplication) (Rivest
et al,, 1978), more than thirty years have been necessary to obtain fully homomorphic schemes (Gentry,
2009). Several steppingstone-notions that have been defined toward that goal in the literature.

— Partially homomorphic encryption: scheme that supports only one type of operation (e.g., RSA
with respect to multiplication)

— Somewhat homomorphic encryption: scheme that supports two operations but with constraints
on the combination of these operations (e.g., unlimited number of additions only one multiplica-
tion is supported).

— Fully homomorphic encryption: scheme that supports any operation without any constraint on
the number or combination of these operations. A fully homomorphic scheme can be obtained
from a somewhat homomorphic scheme if a bootstrapping operation is available to reduce the
accumulated noise when needed.

The main difficulty to obtain a fully homomorphic scheme is the noise propagation: each operation
performed on the ciphertexts creates some error or “noise”. When these errors reach a certain threshold
the ciphertext cannot be decrypted properly anymore. (See (Marcolla et al., 2022) section V). This
problem has been solved by Craig Gentry in 2009 by using “bootstrapping”: when the threshold is
about to be reached, a refresh operation is executed which reduces the amount of noise present in
the ciphertext without decrypting it. However, this bootstrap operation tends to be extremely costly
(several seconds usually, depending on the schemes and the parameters).

For this reason the original constructs from Craig Gantry are fully homomorphic but unfeasible in
practice (Gentry, 2009). Subsequent schemes tried to reduce the bootstrapping time, or to delay the
moment when it needs to be performed.

3.2 Schemes

Fully homomorphic schemes are often divided into generation depending on their timeline, their math-
ematical foundations, and their efficiency. A generation generally encapsulate several similar schemes
and all their improvements. We refer to the appendix and to the survey from (Marcolla et al,, 2022)
for more details. A summary of the main fully homomaorphic schemes is provided in Table 2.

3.3 Librairies

Some of the open-source libraries available are listed in Table 3. These libraries are written in C++,
except Lattigo which is written in Go. In particular the OpenFHE library stands-out by gathering mem-
bers of Palisade, HELlib, and other libraries to build a centralized, maintained and up-to-date library for
full homomorphic encryption (FHE) schemes. Palisade has now been merged with OpenFHE.

Starting in 2017, at a time where the number of libraries offering fully-homomorphic encryption
is on the rise, academia and industry experts have gathered their efforts to start a standardization



Table 2: Fully homomorphic schemes summary

Names Generation Fully homomorphic  Target
Gentry (Gentry, 2009) 1st generation Yes bits
BGV (Brakerski et al.,, 2014) 2nd generation Yes integers
BFV (Brakerski, 2012)(Fan and Vercauteren, 2012) 2nd generation Yes integers
FHEW (Ducas and Micciancio, 2015) 3rd generation Yes integers
TFHE (Chillotti et al., 2020) 3rd generation Yes integers
CKKS (Cheon et al., 2017) 4th generation Yes floats

Source: Own production

Table 3: List of the main open-source libraries for fully-homomorphic encryption schemes. The CKKS™* column
refers to the CKKS scheme without bootstrapping procedure.

Library BGV BFV FHEW TFHE CKKS* CKKS
OpenFHE yes yes yes yes yes yes
Palisade yes yes  yes yes yes

Lattigo yes yes yes yes
Microsoft SEAL | yes yes yes

IBM HELlib yes yes

Source: Own production

process. They aim at explaining in simple terms the mathematical and security concepts behind ho-
momorphic encryption, as well as clarifying the landscape of available options and parameters. Their
draft standard is updated after each of their meetings and is accessible on their webpage. (Albrecht

et al,, 2018).




4 Experiment

The aim of this experiment is to study the feasibility of using perceptual hashing on data encrypted with
an homomorphic scheme, in the context of the detection of CSAM exchanged via encrypted messages.

4.1 Description of the experiment

Alice encrypts her media m with a fully homomorphic encryption scheme henc with Bob’s public key
pkp. With his private key skg, Bob can decrypt the message and obtain the media m. When the
encrypted media c transits through the server, the server computes H(c) = H(hencpy,(m)). Due to
homomorphic properties this is equivalent to computing hencypy,, (H(m)). The server can then compare
this results to the items in the database D, but in order to perform the comparison the server needs
to encrypt each elements of the database with Bob’s public key.

These steps are represented in Figure 5 where, for simplicity, the operations for the comparison
are omitted. These operations are detailed in Section 5.3, Figure 6.

Figure 5: Exchange of a message encrypted with a homomorphic scheme between Alice and Bob with analysis
by server

Alice Server Bob
(pkB, SkB)
m
¢ = hencpy, (M)
c — c — c
H(e) hdecgy,, (c) =m

— M(hencyi, (m)
— hencyi,, (H(m))

€ hencpy, (D)?

Source: Own production

Note that, in order to allow for homomorphic computations, the encryption is performed with an
asymmetric scheme, that is with a public key and a private key, while most messaging applications
such as Signal and WhatsApp use symmetric protocols.

4.2 Choice and description of the hash function

We chose the PDQ hash function from Meta for our experiment as it is open source and available
on Github! in a variety of programming languages, hence easing the compatibility with the OpenFHE
library.

Successive steps of the PDQ algorithm

1. Resize the image to 512 x 512 resolution.
2. Conversion of the image from RGB to luminance.
3. Using a Jarosz two-pass filter, compute a 64 x 64 down-scaling of the 512 x 512 image.

4. On the 64 x 64 down-scaled image, compute the quality metric by computing the sum of absolute
values of horizontal and vertical gradients.

5. On the 64 x 64 down-scaled image for the 1 to 16 slots in X and Y direction, compute a two-
dimensional discrete cosine transform (DCT) 16 x 16 matrix.

6. For the 16 x 16 DCT matrix, compute the median value.

https://github.com/facebook/ThreatExchange/tree/main/pdq



7. Compute the hash by considering each element of the 16 x 16 matrix. If the element is greater
than the median append a 1 to the hash, append 0 otherwise. This gives a 256-bit hash output
with Hamming weight 128.

8. Return the hash and the quality metric.

4.3 Choice of the encryption scheme and choice of parameters

The PDQ perceptual hash function uses matrices of floats. As other OpenFHE schemes can only operate
on bits and integers, the CKKS scheme is the straight forward choice to use.
The CKKS scheme requires several setting options such as

— the number of plaintext values within each ciphertext.

— the muiltiplicative depth, i.e. the highest number of successive multiplication performed for each
term.

— the desired computation precision accuracy.

Increasing the multiplicative depth and the precision lead to slower computations. That is why we
aim at choosing the smallest valid parameters for our experiment. The rational behind our decisions
for these three parameters is as follows:

Number of plaintext values per ciphertext To compute the perceptual hash function the algo-
rithm performs operations on the value of each pixel. To perform the same operations on an encrypted
version of the image we hence need to encrypt each pixel independently. For this reason we have set
the number of plaintext values within each ciphertext to one.

Multiplicative depth Comparisons between two numbers in CKKS are expensive in term of mul-
tiplications as they require to switch to another homomorphic scheme (TFHE in this case), perform the
comparison and then switch back the result in CKKS. Counting the number of successive multiplications
in the source code shows that the comparison alone requires a multiplicative depth of 17. The Discrete
Cosine Transform matrix computation has multiplicative depth 2, while the conversion from RGB to
luminance has multiplicative depth 1. Following this analysis we have set the multiplicative depth at
20 for our experiment.

Precision The precision decreases with every operation performed. However since our final hash
results from comparisons we do not need a very high precision for our intermediate computations. For
this reason we kept the default initial precision value to 50.

4.4 Design of the experiment

We start by identifying the bottlenecks of the computation by describing the theoretical cost of each
step of the PDQ algorithm in terms of number of additions A, multiplications M and comparisons C.
Note that for CKKS with the parameters chosen, an addition is cheaper than a multiplication, which is
cheaper than a comparison as described in Table 4.

Table 4: Empiric comparative costs of an addition, a multiplication and a comparison for the CKKS scheme with
parameters as described above. Test realised on an 11th Gen Intel(R) Core(TM) i7-1165G7 ®2.80GHz laptop for
100 operations.

Operation Timing  Ratio over addition
Addition 0.6 ms 1
Multiplication | 29 ms 48
Comparison 1260 ms 2100

Source: Own production

10



Conversion to luminance: The luminance is computed from an RGB image as follows: | =
axR+bxG+ cx B,a,b,c € [0,1]. For the sake of simplicity we approximate the cost of the
multiplication by a scalar with cost of the multiplication by a ciphertext, even though for CKKS the
former is typically cheaper than the latter. Hence each pixel require 3M + 2A. It follows that an
m x m image requires m? x (3M + 2A) = 3m2?M + 2m?>A.

Two-pass Jarosz filter: The two-pass Jarosz filter is computed by performing four one-dimensional
filters in alternate horizontal and vertical direction. Finally the center pixel of the g7 x &7 block is se-
lected to be the corresponding pixel of the 64 x 64 matrix. The m xm image is divided into m /64 xm /64
blocks. For each m /64 x m/64 block the sliding-window size w for the one-dimensional filter is half
of the block size, that is w = &7 X 4 5. From the code provided by Meta, the one-dimensional filter costs
(w—1)A+w(A+9)+w(3A+ 15) We will make the approximation that A = S for simplicity. We
obtain that the cost for a one-dimensional filteris (w — 1)A + 2wA + wA = dwA + A = (4w + 1) A.

Overall, the computation of the two-pass Jarosz filter for the entire m x m image requires 64 x

64 x4x (421 +1)A=64x64x4x (Z+1)A

Quality metric computation: The quality indicator is an integer between 0 and 100 obtained
by summing the quantized absolute value of the nearest-neighbor gradient for each pixel, with the
formula:

. 100
Z|m mli+1 \XﬁJFZW ][J+1]|Xﬁ

The quality indicator is the nearest integer value of this result divided by 90, a heuristic constant, to
bring it below 100. The total cost is hence 2 x n x (2A + M) for an x n input.

Discrete Cosine Transform: For an n x n image represented by an n x n matrix A, the discrete
cosine transform r x r matrix B is computed as

n—1 n—1
B;; = E Dy, § ApiDjg
=0 1=0

for i and j integers between 0 and » — 1, with

2 2
Diﬂ' = \/;COS(4 (2] + 1))

Note that as the D; ; are not image dependent they can actually be computed in clear. This greatly
enhance the performances as the computation of the cosine on encrypted data would require to per-
form costly Fourier development, which increases further the needed multiplicative depth.

The sum Z?:_OI Aj1D; costs nM + (n—1)A. This type of sum has to be computed » times. Then
each B; ; costs

n(nM+n—-1)A)+nM+(n—-1DA=nn+1)M+(n+1)(n—1)A

There are  x r such B; ; to compute which gives a total cost of r?n(n + 1)M + r2(n + 1)(n — 1) A.

Median computation: The median computation of a list of size £ can be done with the quickselect
algorithm in £ comparisons, thatis in £ C.

Conclusion: For the costs above, we typically have m = 512, n = 64 and r = 16, following the
description of the PDQ algorithm.

We summarize the theoretical costs calculated in Table 5 and the cost of additions, multiplications
and comparisons for the selected parameters in CKKS in table 4. From these two tables it appears that
the conversion to luminance and the Discrete Cosine Transform computations are the most costly to
perform.
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Table 5: Theoretical cost of successive steps in PDQ algorithm in term of additions A, multiplications M and

comparisons C.

Step Cost fora 512 x 512 image | Cost for a 512 x 512 image
in term of A, M and C in term of A

Conversion to luminance 786 432 M + 524 288 A 38273024 A

Two-pass Jarosz filter 278 528 A 278 528 A

Quality Metric Computation 128 M + 128 A 6272 A

Discrete Cosine Transform | 1 064 960 M + 1 048 320 A 52 166 400 A

Median computation 256 C 537 600 A

Hash final computation 256 C 537 600 A

Source: Own production

5 Results

5.1 Memory

With the parameters chosen each encrypted ciphertext is 136 bytes. As the computation of the percep-
tual hash requires each pixel to be encrypted separately this scales-up when considering the encryption
of large images. For the present analysis we limit ourselves to 512 x 512 RGB images, whose cumu-
lative ciphertext would already fill more than 100 Megabytes.

Table 6: Size of the different encrypted data types

Data Size in bytes

Encrypted 512 x 512 RGB image 512 x 512 x 3 x 136 = 106.9 x 10° bytes = 107 MB
Encrypted 512 x 512 luminance image 512 x 512 x 136 = 35.6 x 10% bytes = 36 MB

Encrypted Discrete Cosine Transform Matrix 64 x 64 x 136 = 557 x 103 bytes = 557 kB
Encrypted Hash 256 x 136 = 34816 bytes =35 kB

Source: Own production

In short, a 512 x 512 RGB-image of less than one Megabytes would produce an encrypted image of
more than 100 Megabytes. This is likely to create an issue of memory both for bandwidth and storage:
encrypted 512 x512 images are sent from Alice to Bob via the server, while millions of encrypted hashes
must be stored by the server. Besides, the amount of memory required for intermediate operations,
both for the encryption and the perceptual hash computation, require at least 8 Gigabytes of RAM.
Finally, the encryption of the server’s database of known-problematic hashes with each public key also
requires a large memory space, given that such databases can contain million of hashes.

For example, the NCMEC database contains more than 10 million of hashes. Encrypting this
database for each user with the user’s public key would require 350 Gigabytes per user, meaning
that a service like Meta having 2 billion users would require 700 Exabytes (10'® bytes) of memory to
store the encrypted databases of problematic content. Besides, user’s keys change regularly, some-
times for every message received in Signal or Whatsapp, meaning that the database would have to be
recomputed frequently.

5.2 Timing

As the encryption and the conversion to luminance operations are applied to each pixel independently,
we measured the computations for a fraction of the image, and then extrapolate the expected tim-
ings for a full size image. Limiting the size of the input image also avoids stack overflow during the
encryption step.

The Discrete Cosine Transform is systematically performed on a 64 x 64 down-scaled image from
the input, so its timing is independent of the size of the initial input. Each coefficient of the Discrete
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Cosine Transform matrix is computed with equivalent formula up to indices, so we measured the com-
putation of one matrix coefficient (125 s) and extrapolated the time needed for the entire 16 x 16
Discrete Cosine Transform matrix output (8.88 h).

As the Median computation and the Hash final computation are computed on the 16 x 16 Discrete
Cosine Transform matrix, their timing is also independent from the size of the input image.

Table 7: Timings and extrapolated timings (with *) to perform the successive steps of the PDQ algorithm on an
11th Gen Intel(R) Core(TM) i7-1165G7 @2.80GHz laptop

Step One pixel 8 x 8image 64 x 64 image 512 x 512 image
Image Encryption 52.1 ms 3279 ms 209.9* s 3.731* h
Conversion to luminance 4 ms 275 ms 17* s 1126* s
Discrete Cosine Transform - - 8.88* h 8.88* h
Median computation

(On average 256 comparisons) - - 335s 335s

Hash final computation

(Exactly 256 comparisons) - - 335 s 335 s

Source: Own production

The database of problematic hashes also needs to be encrypted with Bob’s public key, with each
of the 256 bits of the hashes having to be encrypted separately to allow for comparisons. This would
mean an encryption time of 51.2 x 256 = 13107 ms, that is 13.1 s per hash encryption. The time
needed to encrypt the entire database is an another limitation, since databases of problematic hashes
can have million of entries.

In order to link with Meta’s claim that it would take more than seven months to scan for one image,
note that with 13.1 seconds per hash encryption one could (sequentially) encrypt 1.4 million hashes
in seven months, leaving other computation aside, in particular the comparison. However, NCMEC
has more than 10 million hashes in their database. Hence scanning with the entire database would
indeed take more than seven months, even with servers more powerful than the laptop we used for
our experiment.

Note that most of the operation performed can be parallelized, particularly the Discrete Cosine
Transform which is performed independently for each encrypted pixel. However even if we imagine
a parallelization where we have as many cores as the number of pixels, the timing for each pixel is
already prohibiting when analyzing a large amount of images.

Finally, note that users usually install the messaging apps on their smartphones, which typically
have less RAM and compute less operations per seconds than a laptop.

5.3 Comparison computations

The comparison between two real numbers is not an arithmetic operation, creating difficulties when
implementing them through homomorphic encryption schemes. The CKKS library performs the com-
parison by switching to another homomaorphic encryption scheme, TFHE, performing the comparison
with this second scheme, then switching back to CKKS, which requires a considerable amount of time
as described in Table 4.

Furthermore, the result of the comparison is also encrypted with the recipient public key, meaning
that only the intended recipient of the message can know the result. Most homomorphic encryption
schemes are proven semantically secure, including CKKS (Li and Micciancio, 2021), hence unless the
recipient is collaborating with the server, the server will not be able to know if two ciphertexts are
equal.

This is illustrated on Figure 6, where we detail the interactions needed between the server and
Bob to determine if the hash of the message m appears in the database D of known problematic
content. The recipient Bob has a private key skg and a public key pkg. To send a message only
readable by Bob, Alice encrypts it with an homomorphic scheme and with Bob’s public key and obtains
a ciphertext c. She sends ¢ to Bob via the server, and Bob obtains m by decrypting c using his private
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Figure 6: Exchange of a message encrypted with a homomorphic scheme between Alice and Bob with the com-
parison detailed

Alice Server Bob
(pkp, skp)
m
¢ = hencyy, (M)
c — c — c

hdecs(c) =m
Computes H(c)
For all h; € D compute:
b; = IsEqual(#(c), hencpi (hi))

b; — b
a; = hdecskB (bz)
a; — Qj

If a; = 1 then report

Source: Own production

key skp. Meanwhile, the server computes the hash #(c) of the ciphertext. Moreover, for each hash h;
of the database D it also encrypts h; with Bob’s public key pkp, and tests if hencyy, (h;i) is equal to
the hash #(c) of the ciphertext with the homomorphic IsEqual function. The IsEqual function returns
b; = hency, (1) if they are equal, and b; = hencyy,, (0) otherwise. Note that this result b is encrypted
with Bob’s public key, hence he is the only one able to decrypt it2. The server sends b; to Bob, who
decrypts it with his secret key skp and sends back the result a;. If any a; is equal to 1, it means that
H(m) is in the database D, and the server can report it. Note that some masking technics can be used
to make sure that Bob is not lying and that he does return the correct result of hdecg, (b;). For the
sake of simplicity this is not detailed here.

This is also an issue during the computation as the quality metric, the median computation and the
final hash computation require comparisons, meaning that Bob’s collaboration is also needed when
the server performs the hash computation. For simplicity, this necessary collaboration between the
server and the recipient of the message during the computation of the hash #(c) is not represented
on Figure 6.

While the memory requirements and timings are scheme and parameter dependent, the issue of
comparisons is present with every (semantically secure) homomorphic scheme.

5.4 Reporting

If a; = 1 for some i, this means that the hash of the message sent by Alice 7 (m) is equal to a hash
of some problematic content h; stored in the database D. However, this does not necessarily mean
that the contents are equal, as some collisions are possible from the hash function # (see for example
(Dolhansky and Canton-Ferrer, 2020)). In the protocol described above, the server cannot decrypt ¢ to
check that the content is indeed problematic, and not arising from a collision.

Conversely, if a; = 0, it does not necessarily mean that the content of the image is harmless, only
that it is not registered (yet) in the database of known problematic content.

6 Conclusion

The use of homomorphic encryption and perceptual hashing in the context of the detection of child
sexual abuse material exchanged via encrypted messages faces three severe limitations: the mem-

2 This is inevitable for semantically secure cryptographic schemes
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ory, the timing performances and the comparisons. These limitations are valid both during the hash
computation performed and the comparison with the database.

Memory The images need to be encrypted pixel by pixel in order to be able to perform the opera-
tions of the perceptual hash function, meaning that images cannot be compressed and the size of the
ciphertext grows linearly with the resolution of the image. This means that a large quantity of data
needs to be transmitted, stored and processed.

Timing performances Independently of the size of the input, in our experiment with CKKS more
than eleven hours are necessary to perform the computation of the perceptual hash on data encrypted
with an homomorphic scheme, making it impossible to use in practice at a large scale.

Comparisons Finally, independently of the homomorphic scheme used, the result of a comparison
between two ciphertexts is only available to the intended recipient of a message, Bob in our examples.
Bob’s collaboration is hence necessary for the server to compute the hash and to compare it to its
database.

These limitations are even more salient when looking at the necessary time, memory and ex-
changes with the intended recipient of the message to encrypt and compare the targeted hash with
the database. Even though using large data centers and parallelisation could improve in part the tim-
ing performances, the comparison issue would remain a hard constraint with any semantically secure
cryptographic scheme.

Possible next steps on this topic could include:

— studying other perceptual hash functions, ideally open-source, to see if some of them could
have better performances when paired with homomorphic encryption for the three identified
bottlenecks, namely memory, timings and comparisons.

— studying other possible technics to prevent the dissemination of CSAM content, such as preven-
tion, reporting procedures, or forums’ moderation.
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Annexes
Annex 1. Mathematical foundations

The homomorphic adjective refers to a mathematical property: a homomorphism is a structure-preserving
map between two algebraic structures of the same type. For example, for a given m € R, the multi-
plication by m,

f:R,4+) — (R, +),

T = mx

is @ homomorphism for the addition. Indeed, we have f(a + b) = m(a + b) = ma + mb =
fla) + f(b).

Note that it does not have to be the same operation on the domain and codomain. For example,
the exponentiation g : (R,+) — (R, x),xz — €* is also an homomorphism. We have g(z + y) =
e" =e x e = g(y) x g(y).

In the case of encryption, an encryption algorithm Enc is homomorphic for an operation written x
if Dec(Enc(a) * Enc(b)) = Dec(Enc(a *b)).

Annex 2. Fully homomorphic encryption schemes

Several generations of schemes are usually considered.

First generation The first generation gathers schemes based on ideal lattices and on integers.

The initial idea from Gentry in 2009 (Gentry, 2009) used ideal lattices. its security relies on the
shortest vector problem. It can homomorphically encrypt single bits. Despite being the first fully
homomorphic encryption scheme it is impracticable for efficiency reasons.

In 2010 van Dijk, Gentry, Halevi and Vaikuntanathan introduced a new scheme using integers and
the Approximate Greatest Common Divisor problem. It can homomorphically encrypt integers. However
its high computational complexity and large key size maintains it in the unpracticable realm.

Second generation

From 2009, research has been focused on reducing the cost of this bootstrapping operation. The
schemes of the second generation get closer to this goal by introducing a new operation after each
operation performed on the ciphertext: the relinearization and modulus switching. This allows to delay
or to avoid altogether the need for costly bootstrapping operations, leading to fully homomorphic
somewhat feasible encryption schemes (Brakerski et al., 2014) (Brakerski, 2012, Fan and Vercauteren,
2012).

BGV and BFV are based on the LWE and RLWE problem. Both schemes can be used as fully ho-
momorphic encryption using bootstrapping or as leveled fully homomorphic encryption for which a
certain number of computations can be performed without bootstrapping. The two schemes BGV and
BFV improved the state-of-the-art by augmenting the threshold of non-return, so that ideally all com-
putations can be performed without reaching this threshold. However the bootstrapping operation
remains costly. The second generation also includes the schemes derived from NTRU, developed by
Stehlé and Steinfeld.

Overall second generation schemes are good for leveled schemes and computations over large
arrays of number in a finite field, but non optimal when bootstrapping is involved.

Third generation

The third generation gathers two LWE and RLWE-based schemes. They stand from the second
generation by improved bootstrapping procedure.

The first one has been developed by Gentry, Sahai, Waters. Their scheme is referred to as GSW
for the original version and as FHEW when all the improvements are taken into account. FHEW gives
better performances than BGV for bootstrapping. It also replaces key and modulus switching by the
approximate eigenvector method which improves the relinearisation process compared to the second
generation.
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A variant of FHEW, referred to as TFHE, has been developed by using the LWE problem over a torus
instead of a ring. It provides better bootstrapping procedure and smaller key size.

Fourth generation

In 2017 Cheon, Kim, Kim and Song developed a leveled homomaorphic scheme HEAAN with floating
point arithmetic and approximate computations which make the scheme faster (Cheon et al,, 2017). It
is often referred to as CKKS for the initials of its authors. In 2018 a fully homomorphic version of this
scheme was released in (Cheon et al,, 2018).

In the following years several improvements have been made to CKKS to decrease the noise during
computation, and make the bootstrapping more efficient.

Note that it is possible build a scheme allowing to switch between third-generation TFHE and
second-generation FV, as well as between from fourth-generation CKKS to second-generation FV, pro-
viding flexibility between the schemes (Boura et al., 2020) (Lu et al., 2021).
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Getting in touch with the EU
In person

All over the European Union there are hundreds of Europe Direct centres. You can find the address of the
centre nearest you online (european-union.europa.eu/contact-eu/meet-us _en).

On the phone or in writing

Europe Direct is a service that answers your questions about the European Union. You can contact this
service:

— by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these calls),
— at the following standard number: +32 22999696,

— via the following form: european-union.europa.eu/contact-eu/write-us_en.

Finding information about the EU
Online

Information about the European Union in all the official languages of the EU is available on the Europa
website (european-union.europa.eu).

EU publications

You can view or order EU publications at op.europa.eu/en/publications. Multiple copies of free
publications can be obtained by contacting Europe Direct or your local documentation centre (european-
union.europa.eu/contact-eu/meet-us_en).

EU law and related documents

For access to legal information from the EU, including all EU law since 1951 in all the official language
versions, go to EUR-Lex (eur-lex.europa.eu).

EU open data

The portal data.europa.eu provides access to open datasets from the EU institutions, bodies and
agencies. These can be downloaded and reused for free, for both commercial and non-commercial
purposes. The portal also provides access to a wealth of datasets from European countries.
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