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HIGHLIGHTS 

‣ The Digital Services Act benefits students, educators and educational institutions by
enhancing the safety and transparency of the overall digital environment, as it establishes
obligations on providers of digital intermediary services; including content moderation and
special provisions for the protection of minors on online platforms. Very large platforms are
subject to stricter requirements, while smaller providers (central to the EU EdTech industry) are
exempted from certain requirements.

‣ The Digital Markets Act promotes fair and contestable digital markets by imposing specific
obligations and prohibitions on designated gatekeeper platforms, creating broader opportunities
for EdTech businesses to compete on more equal terms. Educational institutions, students and
educators might benefit from more choices, flexibility and innovation in the EdTech market, and
enhanced data portability rights and protection from profiling.

‣ The Cybersecurity Act enables EdTech providers to have their products, services and
processes certified under harmonised cybersecurity certification frameworks recognised across
the EU. Such certificates may help educational institutions identify and procure trustworthy
digital tools.

‣ The Cyber Resilience Act helps educational institutions benefit from a more secure digital
environment, as EdTech developers have to address vulnerabilities throughout a product’s
lifecycle and report significant incidents to authorities.

‣ The Data Governance Act establishes frameworks for data intermediation services and data
altruism, which will foster knowledge creation resulting from the enhanced sharing of data
valuable for learning analytics research.

‣ The Data Act empowers learners and educators with fairer access to, and use of, data
generated by connected products (e.g., wearable devices) and related services they use,
strengthening portability, interoperability, and user rights over the data they contribute to
produce. Educational institutions can also benefit from the right to effectively switch between
cloud service providers.
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Background 

The European Commission is committed to 
advancing the digital transformation of education 
and training systems across the EU, as reflected in 
initiatives such as the Digital Education Action Plan1 
and the forthcoming Education Package in delivery 
of the Union of Skills2. 

The EU ‘digital acquis’, also known as the digital 
rulebook, is the body of EU legislation governing 
emerging digital technologies, cybersecurity, online 
platforms and electronic communications. In this 
context, it is important to consider the potential 
effects of such regulations on educational 
stakeholders. For the scope of this brief, we focus 
on the implications of six selected acts on education 
and training (see Table 1). Other regulations within 
the digital acquis, such as the General Data 
Protection Regulation (GDPR) and the Artificial 
Intelligence Act, have further implications for the 
sector and merit separate attention. 

While not specifically designed for the education 
and training sector, the six regulations covered in 
this brief have implications for teaching and 
learning — both within and beyond formal contexts 
— with varying effects on different educational 
stakeholders. 

Overall, the acts contribute to a safer and more 
trustworthy digital environment for educational 
institutions, as well as better protection for 
individual educators and students, with special 
attention to minors. 

Some of these acts impose obligations on 
technology providers who — irrespective of their 
place of establishment — make digital products or 
services available to users within the EU. These 
include solutions procured by educational 
institutions from the educational technology 
(EdTech) industry, but also digital services and 
products in general that are useful to learners in 
any educational context and at all levels (e.g., school 
education, vocational education and training, adult 
education, lifelong learning). 

As part of the wider EU digital rulebook, these 
regulations contribute to a complex regulatory 

 
1 Digital Education Action Plan (https://education.ec.europa.eu/focus-
topics/digital-education/actions). 

2 Union of skills - Investing in people for a competitive European Union 
(https://commission.europa.eu/topics/competitiveness/union-skills_en). 

environment that, according to the Draghi (2024) 
report, may place constraints on innovation. In order 
to simplify the approach towards the 
implementation of the EU digital legislation, in 
November 2025, the Commission proposed3 a 
Digital Omnibus consisting of two distinct 
regulations that cover 1) data, cybersecurity and 
privacy rules, and 2) targeted amendments for the 
AI Act4. The Commission is also undertaking a 
Digital Fitness Check to assess the interplay 
between the different rules and their cumulative 
impact on businesses. 

This brief draws on the original legislative texts and 
expert input to offer a nuanced understanding of 
the opportunities and challenges these regulations 
present for educational stakeholders, such as 
students, educators, institutional leaders, policy 
makers and technology providers. 

Table 1. Key dates 

Regulation Adoption Entry 
into 
force 

Application 

Digital 
Services 
Act  

19 Oct 
2022 

16 Nov 
2022 

17 Feb 2024 
(general); 25 Apr 
2024 
(VLOPs/VLOSEs) 

Digital 
Markets 
Act 

14 Sep 
2022 

1 Nov 
2022 
 

2 May 2023 
(general); earlier 
dates for specific 
articles. 

Data 
Governance 
Act 

30 May 
2022 

23 Jun 
2022 

24 Sep 2023 

Data Act 13 Dec 
2023 

11 Jan 
2025 

11 Jan 2026 

Cyber-
security Act 

17 Apr 
2019 

27 Jun 
2019 

27 Jun 2019 
(general); 28 Jun 
2021 (specific 
arts.) 

Cyber 
Resilience 
Act 

23 Oct 
2024 

10 Dec 
2024 

11 Dec 2027 
(general); 11 Sep 
2026 (incident 
reporting); 11 Jun 
2026 (CAB 
notifications) 

Source: Official Journal of the European Union (https://eur-
lex.europa.eu/oj/direct-access.html) 

3 An agile Digital Rulebook for the EU (https://digital-
strategy.ec.europa.eu/en/policies/digital-rulebook) 

4 EU agrees to simplify AI rules to boost innovation and ban 
‘nudification' apps to protect citizens 
(https://ec.europa.eu/commission/presscorner/detail/en/ip_26_1024)  

https://education.ec.europa.eu/focus-topics/digital-education/actions
https://commission.europa.eu/topics/competitiveness/union-skills_en
https://eur-lex.europa.eu/oj/direct-access.html
https://digital-strategy.ec.europa.eu/en/policies/digital-rulebook
https://ec.europa.eu/commission/presscorner/detail/en/ip_26_1024
https://ec.europa.eu/commission/presscorner/detail/en/ip_26_1024
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Digital Services Act (DSA) 

The DSA5 (Regulation (EU) 2022/2065) seeks to 
empower citizens by strengthening the protection of 
their fundamental rights online and giving them 
greater control and more choices when using online 
platforms and search engines; with an emphasis on 
transparency, content moderation and the 
protection of minors. The DSA offers a unified 
framework, giving businesses legal certainty and 
the ability to scale up across the EU. 

Key elements of the DSA 

• Establishes harmonised rules for providers 
of intermediary services and their liability 
regimes, imposing obligations in tiers 
according to size and type — from basic 
intermediary services to online platforms. 

• VLOPs and VLOSEs are subject to the 
strictest requirements, including the 
identification and mitigation of four 
categories of risk: 1) illegal content; 2) 
negative effects on the exercise of 
fundamental rights; 3) negative effects on 
civic discourse, electoral processes, and 
public security; and 4) gender-based 
violence, public health, protection of 
minors, and physical and mental wellbeing. 

The DSA applies to a wide range of information 
society services, particularly those classified as 
‘intermediary service providers’, which typically 
operate for remuneration, remotely, via electronic 
means and at the user’s request. This acquis 
introduced a layered regulatory framework with 
baseline obligations for all providers of intermediary 
services, with additional responsibilities for ‘hosting 
services’, ‘online platforms’ and ‘marketplaces’. 

The strictest requirements are reserved for Very 
Large Online Platforms (VLOPs) and Very Large 
Online Search Engines (VLOSEs)6. Even though 
‘small’7 and ‘micro’8 enterprises may fall within the 
regulation’s scope, they are eligible for certain 
exemptions from reporting and dispute settlement 
obligations, aimed at striking a balance between the 
protection of users and the promotion of innovation 
and competition in the EU market, by avoiding 
disproportionate regulatory requirements that could 

 
5 The Digital Services Act (https://digital-
strategy.ec.europa.eu/en/policies/digital-services-act)  

6 Those exceeding an average of 45 million monthly active recipients in 
the EU. 

overburden smaller service providers (DSA, Arts. 
15(5) and 21(7)). 

Educational implications of the DSA 

Whether servicing educational institutions or 
catering directly to educators and learners, 
technology providers are the main type of 
educational stakeholder affected by the DSA in 
terms of compliance requirements.  

Technology in education under the DSA 

Examples of intermediary services relevant to 
education and training include: 

• Hosting services designed to manage the 
delivery and administration of educational 
programmes and courses, enabling the in-
teraction and sharing of content within de-
fined groups. Often referred to as virtual 
learning environments or learning man-
agement systems (e.g., Sakai, Moodle, 
Google Classroom, Microsoft Teams).  

• Online platforms offering large-scale 
courses accessible to anyone, such as 
Massive Open Online Courses (e.g., 
Coursera, Open edEX, Futurelearn). 

• Very large online platforms used to find 
and share educational resources, such as 
tutorials, instructional videos and scholarly 
content (e.g., Youtube, Wikipedia).  

Any technology provider operating as digital 
intermediary must comply with a set of baseline 
requirements, such as designating a publicly 
accessible contact for authorities and trusted 
flaggers (DSA Art. 11) or publish their terms and 
conditions of use in accessible language, including 
content moderation policies and any algorithmic 
decision-making used (DSA Art. 14). In the case of 
intermediary services that are primarily aimed at 
children, or mainly used by them, the provider must 
present the terms and conditions of use in a way 
that children can understand. 

Additionally, technology providers offering services 
that enable users to store and share content online 
(e.g., any EdTech tool designed to facilitate 
communication between educators and students) 
must implement user-friendly mechanism to receive 

7 Fewer than 50 employees and annual turnover or balance sheet total 
not exceeding €10 million. 

8 Fewer than 10 employees and annual turnover or balance sheet total 
not exceeding €2 million. 

https://digital-strategy.ec.europa.eu/en/policies/digital-services-act
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act
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notices of illegal content and act expeditiously to 
remove or disable access (DSA Art. 16), as well as 
provide clear statement of reasons to affected 
recipients when content is removed or access 
disabled, including basis for the decision (DSA Art. 
17). 

Digital service providers that facilitate the sharing 
of user-generated content with the wider public, and 
therefore qualify as ‘online platforms’9, are subject 
to additional compliance requirements. For instance, 
platforms allowing learners to post content publicly 
beyond the boundaries of a given community (e.g., 
certain MOOCs, open educational repositories) must 
implement mechanisms for recipients to complain 
about platform decisions and respond within a 
reasonable time (DSA Art. 20); tackle misuse by 
suspending for a reasonable period of time, and 
after a prior warning, the provision of their services 
to users that frequently provide manifestly illegal 
content (DSA Art. 23); provide users with options for 
recommender systems not based on profiling, and 
identify the main parameters used (DSA Art. 25). 
Likewise, under the DSA all online platforms are 
required to avoid the use of dark patterns, meaning 
that they cannot design their interfaces in ways that 
“deceive, manipulate, or otherwise materially distort 
or impair the ability of recipients of the service to 
make free and informed decisions” (DSA Art. 25(2)).  

The DSA imposes more stringent restrictions on 
online platforms available to minors, requiring that 
interfaces be designed with due regard for the best 
interests of the child (DSA Art. 28(3)). Provisions 
specifically devised to enhance the protection of 
minors are directly relevant to the design of EdTech 
products and services. As highlighted in the DSA’s 
Guidelines on measures to ensure a high level of 
privacy, safety and security for minors online:  

“online platforms may provide access to a 
wealth of educational resources, helping 
minors to learn new skills and expand their 
knowledge. Online platforms may also offer 
minors opportunities to express their views and 
connect with others who share similar 
interests, helping minors to build social skills, 
confidence and a sense of community. By 
playing on and exploring the online 
environment, minors can also foster their 
natural curiosity, engaging in activities that 
encourage creativity, problem solving, critical 

 
9 Unless that activity is a minor and purely ancillary feature of another 
service (e.g., users’ comments on an online newspaper). 

thinking, agency and entertainment”. 
(C/2025/5519, 2025, 2025, p. 1) 

In this regard, the DSA includes proportionate and 
appropriate measures to shield minors from online 
dangers like grooming, harmful content, addictive 
behaviours, cyberbullying, and harmful commercial 
practices. Key obligations for technology providers 
of online platforms accessible to minors in the EU 
include the implementation of accurate and 
proportionate age assurance mechanisms, as well 
as privacy settings by default or modified 
recommender systems that lower the risk of 
children encountering harmful content and getting 
stuck in ‘rabbit holes’. Online platforms must  
ensure that their design does not deceive, 
manipulate, or trick minors into giving up personal 
data; and avoid the use any techniques that could 
impair minors’ decision-making. 

Exemptions to micro and small enterprises under 
the DSA are relevant to the EU EdTech industry, as 
European organisations in this sector tend to have 
either less than 10 full-time employees (61%) or 
between 10 and 40 (28.9%) (European EdTech 
Alliance, 2025). While these exemptions may relieve 
smaller providers of primarily administrative 
burdens (reporting and dispute settlement), they do 
not reduce the substantive obligations governing 
how their platforms operate. 

Educators, students, and educational institutions 
more broadly are direct beneficiaries of an overall 
safer online environment resulting from the DSA’s 
implementation. For instance, the transparency 
requirements of the DSA — including obligations to 
publish clear terms and conditions — make it easier 
for users to understand their rights and obligations 
when using online platforms, whether those 
platforms are provided by their institutions or 
accessed on an individual basis. Likewise, the DSA is 
expected to reduce exposure to illegal and harmful 
content for minors when using platforms in 
educational settings. 

As very large digital intermediaries often play a 
central role in the digital environment of educators 
and learners — including both VLOPs (e.g., YouTube, 
Facebook, Amazon stores) and VLOSEs (e.g., Google 
Search, Bing) — they may directly benefit from the 
strictest tier of obligations under the DSA. Most 
notably, from the systemic risk assessment (DSA 
Art. 34), which requires designated services to 
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evaluate harms to minors as a mandatory element, 
and the prohibition on profiling-based advertising 
directed at minors (DSA Art. 28(4)). 

It is worth noting that, whereas no EdTech services 
have been designated as VLOPs or VLOSEs, large 
players in the sector — such as Google Classroom, 
Microsoft Teams for Education, or Duolingo — could 
eventually reach the number of active users in the 
EU that triggers designation. In addition, 
VLOPs/VLOSEs used in educational settings (e.g., 
Wikipedia, Youtube, Google Search) are covered. 

It is also important to bear in mind that educational 
institutions may be subject to compliance 
obligations when operating as providers of 
intermediary services themselves. This is 
particularly relevant for higher education 
institutions, as universities often manage in-house 
intermediary services such as virtual learning 
environments, which may qualify as hosting 
services. Intermediaries that make user-generated 
content publicly available — for example, self-
hosted digital services for the delivery of MOOCs 
where anyone can post and access content — would 
qualify as online platforms, triggering further 
obligations. Primary and secondary schools, as well 
as vocational education and training institutions, are 
less likely to face DSA compliance obligations, as 
they tend to rely on third-party EdTech vendors or 
public authorities rather than operating platforms 
in-house. 

Government bodies that operate digital platforms 
serving educational establishments — such as a 
publicly provided virtual learning environment 
accessible to schools across a given region — may 
also qualify as providers of intermediary services 
under the DSA and would therefore be subject to 
corresponding obligations. 

Digital Markets Act (DMA) 

The DMA10 (Regulation (EU) 2022/1925) aims to 
make the markets in the digital sector fairer and 
more contestable. 

The DMA applies to gatekeepers that provide core 
platform services to businesses and users in the EU, 
regardless of their place of establishment, and have 
significant market impact and an entrenched 
position (DMA Art. 3 and 13). These companies 
control critical infrastructure and functions such as 

 
10 The Digital Markets Act (https://digital-markets-act.ec.europa.eu)  

search engines, app stores, operating systems, and 
cloud computing. Core platform services include 
social networking sites (e.g., Instagram, LinkedIn), 
video-sharing (e.g., Tiktok, Youtube), operating 
systems (e.g., iOS, Windows) or messaging apps 
(e.g., WhatsApp) (DMA Art. 2). In total, 23 core 
platform services, provided by seven gatekeepers 
(Alphabet, Amazon, Apple, Booking, ByteDance, Meta 
and Microsoft) are currently designated. 

Key elements of the DMA 

• Designates gatekeepers based on 
quantitative thresholds (€7.5bn EU 
turnover or €75bn market cap, plus ≥45 
million monthly end users and ≥10,000 
yearly business users). 

• Imposes do’s and dont’s on gatekeepers: 
obligations include ensuring 
interoperability, providing data access to 
advertisers and publishers, avoiding self-
preferencing; prohibitions include 
combining data across services or using 
data from competing third-party 
businesses. 

The DMA requires gatekeepers to open their 
platforms to other developers, ensuring 
interoperability with third party developers, 
promoting competition and user choice. This could 
also contribute to the development of a wider range 
of educational tools and services.  

Additionally, the DMA enables data portability, 
requiring gatekeepers to allow businesses and users 
of their services to transfer their data to different 
platforms. This should facilitate a seamless 
integration, strengthen user control over their data 
and improve the overall user experience. 

Educational implications of the DMA 

The EdTech industry may benefit from a range of 
new opportunities and rights for business in the EU 
under the DMA, allowing start-ups and small 
companies to place innovative educational tools in 
the market. For example, technology providers can 
distribute their educational apps through alternative 
appstores, sideload them on all designated 
operating systems (iOS, Android mobile, Windows 
PC), and communicate directly and freely with their 
customers. 

https://digital-markets-act.ec.europa.eu/
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Technology in education under the DMA 

Examples of core platform services that have 
obligations under the DMA and are relevant to 
education: 

• Operating systems (e.g., Google Android, 
iOS, Windows PC) 

• Web browsers (Chrome, Safari) 
• Social networking (e.g. TikTok, Instagram, 

LinkedIn) 
• Video sharing (Youtube) 
• Online searching (Google Search) 

Moreover, they can benefit from the DMA 
requirements on gatekeepers to allow 
interoperability free of charge, as well as from the 
prohibition on designated platforms to unfairly 
promote their products and services above other 
alternatives via search results or ads. The DMA also 
enables EdTech providers to access data generated 
by their services and user interactions (e.g., 
performance metrics, user behaviour) on gatekeeper 
platforms.  

However, as with the DSA there are widely-used 
educational tools that have not been designated as 
core platform services and are thus not currently 
subject to DMA’s obligations. These include Google 
Classroom and Microsoft Teams, which are 
marketed as educational tools enabling the 
organisation of classes, communication and 
collaboration. Likewise, video-conferencing services 
(e.g., Google Meet), which can be used for virtual 
classrooms, and cloud computing services (e.g., 
Google Workspace and Microsoft 365), which are 
widely used in educational settings, are not 
currently designated either. 

As users of core platform services, students and 
educators may benefit from more choice and 
flexibility while engaging with the digital landscape. 
For instance, the DMA gives users the right to 
transfer their data from one platform to another, 
while empowering them to avoid being tracked and 
profiled for advertising purposes. Also, the DMA 
introduces enhanced data protection measures that 
complement the GDPR, ensuring that students’ 
personal information is safeguarded, particularly in 
cases where minors’ data is involved. 

 
11 EU Cybersecurity Act | Shaping Europe’s digital future (https://digital-
strategy.ec.europa.eu/en/policies/cybersecurity-act) 

12 https://www.enisa.europa.eu/  

Educational policymakers concerned with the 
promotion of digital sovereignty in education might 
find in the DMA a valuable instrument, as it is 
poised to limit dependencies on dominant 
gatekeepers by promoting contestability and easier 
switching between platforms. 

Cybersecurity Act (CSA) 

The CSA11 (Regulation (EU) 2019/881) aims to 
strengthen cybersecurity across the EU by means of 
a reinforced mandate and expanded resources for 
the European Union Agency for Cybersecurity12 
(ENISA) and the European Cybersecurity 
Certification Framework13 (ECCF). 

Key elements of the CSA 

• Grants ENISA a permanent mandate to 
increase operational cooperation 
at EU level, helping EU Member States to 
handle their cybersecurity incidents, and 
supporting the coordination of the EU in 
case of large-scale cross-
border cyberattacks and crises  

• Establishes a European cybersecurity 
certification framework enabling the 
creation of harmonised EU certification 
schemes for ICT products, services, and 
processes. Sets out three assurance levels 
— basic, substantial, and high — each 
reflecting the intended use and risk profile 
of the ICT product or service. 

The CSA tasked ENISA with the provision of support 
to Member States, EU institutions and businesses in 
key areas such as the implementation of the 
Network and Information Systems (NIS) Directive, 
the Cyber Resilience Act and the Cyber Solidarity 
Act. Likewise, the Agency was tasked with 
supporting the cybersecurity certification process of 
digital products, services and processes. 

Certification under the ECCF is voluntary and does 
not impose obligations on technology providers that 
opt not to pursue certification. It applies to specific 
products and services rather than the legal entities 
that manufacture or provide them, covering a wide 
range of areas, from cloud computing to smart 
devices.  

13 EU Cybersecurity Act (https://digital-
strategy.ec.europa.eu/en/policies/cybersecurity-act)  

https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
https://www.enisa.europa.eu/
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
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In 2026, the Commission proposed a new 
cybersecurity package14 to further strengthen the 
EU’s cybersecurity resilience and capabilities, 
including amendments to the NIS2 directive15 and 
the Proposal for a revised CSA16. The package aims 
to simplify compliance with EU cybersecurity rules 
and risk-management requirements for companies 
operating in the EU, while also reducing risks in the 
EU’s ICT supply chain from third-country suppliers 
with cybersecurity concerns. 

Educational implications of the CSA 

Technology providers operating in the EU may 
benefit from the possibility to obtain certificates 
recognised across the EU under the ECCF. They 
might gain competitive market advantage by having 
their products, services and processes certified. 

Technology in education under the CSA 

Certification schemes implemented under the 
ECCF may focus on certifying the 
cybersecurity of a wider range of ICT products 
and services relevant to education and 
training, including: 

• Firewalls (both hardware and software) 
• Operating systems (including for mobile 

devices) 
• Routers 
• Managed security services, such as inci-

dent response, penetration testing, security 
audits, and consultancy 

Educational leaders could enhance cybersecurity at 
their institutions through the deployment of 
certified digital products and services, while 
education and training policy makers could enhance 
cybersecurity at sectoral level by fostering the 
procurement of such products and services. 

Overall, for students, educators and educational 
institutions, the certification schemes made 
available under the ECCF may offer a higher level of 
security and trust in complex ICT supply chains. 

 
14 Commission strengthens EU cybersecurity resilience and capabilities | 
Shaping Europe’s digital future (https://digital-
strategy.ec.europa.eu/en/news/commission-strengthens-eu-
cybersecurity-resilience-and-capabilities)  

15 Proposal for a Directive as regards simplification measures and 
alignment with the Cybersecurity Act | Shaping Europe’s digital future 
(https://digital-strategy.ec.europa.eu/en/library/proposal-directive-
regards-simplification-measures-and-alignment-cybersecurity-act)  

Cyber Resilience Act (CRA) 

The CRA17 (Regulation (EU) 2024/2847) establishes 
cybersecurity requirements for all products with 
digital elements (PDEs) available on the EU market. 

Key elements of the CRA 

• Sets horizontal cybersecurity requirements 
for PDEs placed on the EU market — 
covering hardware and software 
throughout the product lifecycle (design, 
development, production, maintenance, 
end-of-life). 

• Requires manufacturers to implement 
security-by-design principles, handle 
vulnerabilities throughout support periods, 
perform security testing, and provide 
security updates. 

• Products will bear the CE marking to 
indicate compliance with the CRA 
requirements. 

PDEs are defined as a software or hardware product 
and its remote data processing solutions, including 
components being placed on the market separately. 
This definition includes a wide range of products, 
including Internet of Things (IoT) connected devices 
(e.g., interactive whiteboards) and products that 
perform key security functionalities (e.g., password 
managers). 

The CRA promotes a ‘security-by-design’ approach, 
requiring manufacturers of PDEs to ensure that — 
when placing their products on the market — 
essential cybersecurity requirements have been met 
(CRA Art. 13 and 32), as well as that vulnerabilities 
are addressed during the product’s support period. 

Manufacturers must undertake an assessment of 
the cybersecurity risks associated with their 
products, with the aim of minimising cybersecurity 
risks and preventing incidents. A stricter ‘conformity 
assessment’ procedure must be followed in cases of 
important and critical products, where a PDE 
performs a function which carries a significant risk 
of adverse effects in terms of its intensity and 
ability to damage the health, security or safety of 

16 Proposal for a Regulation for the EU Cybersecurity Act | Shaping 
Europe’s digital future (https://digital-
strategy.ec.europa.eu/en/library/proposal-regulation-eu-cybersecurity-
act) 

17 Cyber Resilience Act | Shaping Europe’s digital future (https://digital-
strategy.ec.europa.eu/en/policies/cyber-resilience-act)  

https://digital-strategy.ec.europa.eu/en/news/commission-strengthens-eu-cybersecurity-resilience-and-capabilities
https://digital-strategy.ec.europa.eu/en/news/commission-strengthens-eu-cybersecurity-resilience-and-capabilities
https://digital-strategy.ec.europa.eu/en/library/proposal-directive-regards-simplification-measures-and-alignment-cybersecurity-act
https://digital-strategy.ec.europa.eu/en/library/proposal-directive-regards-simplification-measures-and-alignment-cybersecurity-act
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-eu-cybersecurity-act
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-eu-cybersecurity-act
https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
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users of such products (e.g., smart door locks, baby 
monitoring systems, alarm systems, connected toys, 
and wearable health technology). 

Educational implications of the CRA 

By requiring encryption, regular software updates 
and the management of vulnerabilities, the CRA 
stands to shape an education and training 
landscape where the reliance on PDEs for learning 
and assessment is growing rapidly, with students’ 
personal data being routinely processed, stored and 
transmitted in these systems. 

The CRA’s obligations apply principally to 
manufacturers and other economic operators in the 
supply chain. In the context of EdTech, technology 
providers must ensure that their PDEs are resilient 
to cyber threats and capable of protecting both 
student data and educational resources from 
malicious actors. 

Educational institutions that procure connected 
devices are directly affected by the improved 
security, longer patch support, and vulnerability-
reporting chains that the CRA introduces. As result 
of this, students and educators can benefit from 
reduced exposure to cybersecurity threats and 
vulnerabilities while making use of PDEs, such as 
operating systems, browsers, and virtual private 
networks (VPNs). 

Technology in education under the CRA 

PDEs are increasingly relevant to education 
and training, such as mobile apps, smart 
speakers, computer games, browsers, 
password managers, operating systems, anti-
virus software, IoT devices such as robotics, 
interactive whiteboards and personal 
wearable devices, etc. 

Data Governance Act (DGA) 

The DGA18 (Regulation (EU) 2022/868) introduced a 
framework to promote trust in data sharing, 
strengthen mechanisms to increase data 
availability, and overcome technical obstacles to the 

 
18 European Data Governance Act (https://digital-
strategy.ec.europa.eu/en/policies/data-governance-act) 

reuse of data, for the benefit of businesses and 
citizens. 

Key elements of the DGA 

• Establishes rules facilitating re-use of 
certain categories of protected data held 
by public sector bodies, including 
commercial confidential, personally 
identifiable, or nationally sensitive data. 

• Creates a data intermediation services 
framework, establishing rules for neutral 
intermediaries that facilitate data sharing 
between businesses, data subjects, and 
public authorities. 

• Introduces a data altruism framework 
allowing organisations to enable data 
subjects to voluntarily make their data 
available for the common good (e.g., 
health research, environmental 
monitoring), subject to a recognised “data 
altruism organisation” status. 

The public sector holds substantial volumes of data 
that cannot be made available as open data, such 
as personal data and commercially sensitive data, 
because they contain either sensitive information 
about people or confidential commercial 
information. Significant value can be derived from 
such data without undermining its protected status. 
The DGA establishes rules and safeguards to enable 
such reuse, in line withother applicable legislation. 

Furthermore, the DGA aims at increasing cross-
sectoral trusted data sharing by regulating new 
‘data intermediaries’ and establishing a framework 
to promote data sharing for altruistic purposes19 . It 
covers both personal and non-personal data, and in 
situations where personal data is involved, the 
GDPR continues to apply. 

Educational implications of the DGA 

The DGA’s framework for the re-use of protected 
public sector data operates alongside and is without 
prejudice to the Open Data Directive (Directive (EU) 
2019/1024, 2019), which is the primary instrument 
governing data re-use by cultural and educational 
establishments. While cultural institutions such as 
libraries, archives, and museums are principally 
subject to the Open Data Directive, the DGA may 
still be relevant to educational and cultural entities 

19 Data Governance Act explained | Shaping Europe’s digital future 
(https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-
explained) 

https://digital-strategy.ec.europa.eu/en/policies/data-governance-act
https://digital-strategy.ec.europa.eu/en/policies/data-governance-act-explained
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through its provisions on data altruism (Title IV) and 
data intermediation services (Title III). 

Technology in education under the DGA 

Learning analytics data voluntarily made 
available for purposes of general interest — 
including educational research, policy 
evaluation, or the improvement of teaching 
and learning — could be made accessible 
through the DGA’s data altruism framework. 

Data intermediation services under the DGA 
may help educational stakeholders share and 
use learning analytics data more effectively. 

The re-use of certain categories of protected data 
held by public sector bodies under the DGA does not 
apply to either educational institutions or cultural 
establishments, such as libraries, archives and 
museums. 

As data re-users, educational institutions — along 
with SMEs, start-ups, and civil society — may be 
able to access protected data held by public sector 
bodies at a discounted fee or free of charge (DGA 
Art. 6(4)). In this regard, educators and students 
may benefit from the re-use of publicly held 
protected data as educational resources, made 
available through the mechanisms established 
under the DGA, on a diverse range of topics (e.g. 
health, mobility, manufacturing, financial services, 
energy, and agriculture). 

Organisations operating as providers of data 
intermediation services (e.g., data cooperatives), 
may connect data holders with data users within 
the education and training sector. For example, a 
data trust could be set up to pull together the rights 
that students and parents have over the personal 
data on an educational platform that tracks learning 
progress and records test scores (UK AI Council et 
al., 2021). Such a data trust could enable members 
to derive greater value from the data while 
exercising their data portability and access rights, 
whilst reducing the risks involved in data sharing 
(Joint Research Centre, 2023). 

Educational policy makers in Member States could 
put in place technical or organisational measures to 

 
20 Data Act | Shaping Europe’s digital future (https://digital-
strategy.ec.europa.eu/en/policies/data-act)  

21 A connected product is defined as “an item that obtains, generates or 
collects data concerning its use or environment and that is able to 
communicate product data via an electronic communications service, 

support ‘data altruism’ by developing national 
policies to help data subjects voluntarily make their 
personal data held by public sector bodies available 
for the general interest (DGA Art. 16). 

Data Act 

The Data Act20 (Regulation (EU) 2023/2854, 2023) 
taps into the potential for innovation and 
competitiveness associated with the increasing 
volume of IoT data available for reuse in the EU, 
which result from the growing availability of 
products connected to the internet (‘connected 
products’)21 on the European market22. 

Key elements of the Data Act 

• Ensures fair access to and use of data 
generated by IoT connected products, 
covering B2B relationships and 
empowering users to access and share 
data with third parties. 

• Grants users (both consumers and 
businesses) the right to access data 
generated by their use of connected 
products and to have that data 
transmitted to a third party of their choice. 

• Includes cloud switching provisions to 
reduce lock-in risks, requiring fair contract 
terms, technical safeguards, and porting 
tools for users migrating between cloud 
service providers. 

Likewise, the Data Act contains cloud switching 
provisions that establish contractual prohibition of 
lock-in clauses, technical requirements for data 
portability and application portability, and service 
level guarantees during transition. 

It gives businesses or individuals that own, lease or 
rent connected products greater control over the 
data they generate, while maintaining incentives for 
those who invest in data technologies. It lays down 
general conditions for situations where a business 
has a legal obligation to share data with another 
business (B2B). 

It introduces significant changes to how data is 
accessed, shared, and managed across various 
sectors, including education. Its primary objectives 

physical connection or on-device access, and whose primary function is 
not the storing, processing or transmission of data on behalf of any 
party other than the user.” 

22 Data Act explained | Shaping Europe’s digital future (https://digital-
strategy.ec.europa.eu/en/factpages/data-act-explained) 

https://digital-strategy.ec.europa.eu/en/policies/data-act
https://digital-strategy.ec.europa.eu/en/factpages/data-act-explained
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are to promote fair use of data, prevent imbalances 
in the market, and foster innovation. 

The revisions of the EU digital rulebook proposed as 
part of the Digital Omnibus include the integration 
of the provisions of the DGA, the Open Data 
Directive and the Free Flow of Non-Personal Data 
Regulation, into a single, restructured, Data Act23. 

Educational implications of the Data Act 

To the EdTech industry, the Data Act means that 
technology providers (i.e., manufacturers of 
connected products, service providers linked to 
those products, and companies that process data 
arising from those products) must comply with data 
access requirements. The Data Act also requires 
cloud service providers to act in good faith and 
provide clear information throughout the switching 
process (Data Act, Arts. 26–27), which strengthens 
the practical enforceability of switching rights for 
educational institutions. 

Technology in education under the Data Act 

Connected products and the IoT have 
gradually entered the education and training 
sector as, for instance, connected 
whiteboards, tablets, drones or cloud 
computing. Under the Data Act, the data 
generated by such products must be made 
available to their users upon request. 

Cloud services used by educational 
establishments — such as learning 
management systems hosted on cloud 
infrastructure, data analytics platforms, or 
administrative systems — fall within the Data 
Act’s scope, providing customers with a right 
to switch between cloud service providers and 
imposing obligations on providers to facilitate 
effective switching. 

The Data Act enables educational institutions to 
benefit from access to relevant data and greater 
flexibility in selecting digital tools beyond 
manufacturer offerings, with the possibility to 
change service providers more easily and reduce the 
risk of being locked into proprietary solutions. 

Moreover, competent authorities in Member States 
should support the development of data literacy 

 
23 An agile Digital Rulebook for the EU | Shaping Europe’s digital future 
(https://digital-strategy.ec.europa.eu/en/policies/digital-rulebook) 

and awareness (of rights and obligations) among 
users and entities falling within the scope of this 
regulation, such as users of connected products, 
businesses operating IoT devices and cloud service 
providers. Educational policy makers could play an 
important role by embedding data literacy, including 
how the Data Act works, into the curriculum across 
different areas of the education and training sector. 

Discussion of policy considerations 

The six EU regulations covered in this brief shape, in 
different ways and to various extents, the digital 
transformation of education and training. These 
acts contribute to an overall safer and more 
trustworthy digital environment for educators and 
learners, especially minors (thanks to specific 
provisions in the DSA).  

As procurers and deployers of digital products and 
services, educational institutions can benefit from: 
safer hosting services (DSA); enhanced 
interoperability, data portability, and competition in 
the digital market (DMA); the possibility to procure 
cybersecurity certified products and services from 
providers across the EU (CSA); the obligation on 
manufacturers to address vulnerabilities throughout 
a product’s lifecycle and report significant incidents 
(CRA); the potential of data intermediation service 
providers and altruism arrangements to make the 
most of learning analytics data (DGA); the right to 
switch providers and port data, along with enhanced 
data access rights (Data Act). 

The six regulations are primarily addressed to 
technology providers and gatekeepers, not to 
educational institutions as such. Therefore, the 
direct compliance burden on educational institutions 
is relatively limited. However, they might face 
potential direct obligations under the DSA, if 
operating as providers of intermediary services. For 
instance, an educational institution managing a 
platform that is accessible to the wider public (e.g., 
MOOCs) may qualify as an online platform provider 
and be subject to corresponding obligations — 
including content moderation duties, complaint-
handling mechanisms, and transparency reporting 
requirements. The regulations covered in this brief 
add a layer of complexity to the management of 
educational institutions that requires attention in 

https://digital-strategy.ec.europa.eu/en/policies/digital-rulebook
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the context of both pre-service and in-service 
teacher education. 

The EU EdTech industry may benefit from a fairer 
and more contestable digital sector, mainly based 
on the obligations established by the DMA on 
gatekeepers. At the same time, the cumulative 
compliance obligations emerging from these acts 
may pose an obstacle to technology providers, as 
they must adapt their compliance strategies to 
different timelines and a fragmented regulatory 
landscape. 

As compliance requires not only initial investment in 
systems and training but also ongoing costs for 
monitoring, reporting, and adaptation as the 
regulatory landscape evolves, smaller players in the 
EdTech sector might be particularly affected by 
financial implications. The DSA already includes 
exceptions to avoid disproportionate regulatory 
requirements that could overburden smaller 
technology providers, while the Digital Omnibus is 
expected to simplify compliance with cybersecurity 
rules and the merging of data regulations. 

Methodology 

This brief is based on analytical work by an 
interdisciplinary pool of experts — including 
specialists in education studies, law, computer 
science, and sociology — complemented by inputs 
from over 50 stakeholders participating in two JRC 
online workshops and desk research. To ensure the 
analysis moved beyond abstract levels, experts 
were provided with a structured list of concrete 
educational processes and situations likely to be 
affected by this legislation, helping ground their 
reflections in tangible real-world contexts. 
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