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Neutron Position Sensitive Detectors:

Development and Application to the Minimization

of Uncertainties

J.P. Coulon

Secretary of the ESARDA NDA Working Group
CEA Cadarache, DRN-DER-SSAE, 13108 SAINT PAUL LEZ DURANCE, France

1. Introduction

In non destructive analysis, reduction
of the measurement uncertainties is very
important especially in the safeguards
field where inspectors have to measure
sometimes unknown sources. Our pre-
sent work is focused on the reduction of
spatial uncertainties that can be very
high. Some examples show these uncer-
tainties to be an order of magnitude /1/,
/2/. Research and Development pro-
grams are in progress for the develop-
ment of non destructive techniques for
the characterization of wastes. They are
being performed at CEA-CADARACHE,
with the realization of several experi-
ments to optimize performance of each
measurement cell component (neutron
fluxes, counting blocks and electronic,
background reduction). Simultaneously,
development is underway on comple-
mentary measurement systems and
software allowing characterization of the
package matrix and inner localization of
the nuclear material.

This paper reports the development of
position sensitive proportional detectors
planned to be used to characterize the
spatial distribution of the nuclear mater-
ial in radioactive waste drums. The first
part presents the specifications of one
kind of prototype designed to be used in
an existing low level waste measurement
cell. Detection process, position encod-
ing and electronics will be presented.
First experimental results are shown.

The second part presents another
kind of position sensitive detector based
on charge division. General principles
will be described. In order to optimize
the electronics following the detection,
we present the development of a new
data acquisition card.

Finally, neutron measurements are
widely used in non destructive analysis
for Safeguards (total counting, multiplic-
ity, etc.). Position sensitive detector
should be able to improve our measure-
ment strategy in order to reduce the
uncertainties. Developments will be nec-
essary, but the benefits of this kind of
new technology could be very interesting.

2. Delay Line Detector
2.1. Description

The neutron position sensitive multi-
wire proportional counter under devel-
opment was fabricated at the European
Molecular Biology Laboratory, at Institut
Laue Langevin in Grenoble /3,4/. This
kind of detector is a gaseous detector.
The position encoding of the particles is
based on a delay line readout system.
This localization technology is well
known in X-ray detection (medical appli-
cations, plasma physics, solid state
physics, astrophysics, etc.) /5/ and neu-
tron diffraction experiments /6/. Our
detector was designed to be placed in
an existing low level waste measure-
ment cell built to measure 118 litre
drums /7/.

The active detection area of the posi-
tion sensitive prototype was 100 mm x
960 mm. The detector consists of a
120 mm x 55 mm x 1000 mm aluminium
pressure cell containing the detecting
gas. Then, with a 15 mm thick polyethyl-
ene shell all around the detector, we are
able to use it instead of a bank of seven
conventional helium tubes in the cell
measurement. The pressure cell is made
of a special aluminium alloy chosen for
its low absorption cross section for ther-
mal neutrons. Calculations have shown
that less than 5% of the incident parti-
cles are lost with a five mm thickness.

2.2. Detection

The detector consists of a pressure
cell filled with detecting gas with a plane
of wires (anodes) between two cath-
odes. The first one is the entrance win-
dow, the second is used for position
encoding. A high electric field is applied
between the anodes and the body of the
detector.

The detection of thermal neutrons is
based on neutron capture reactions /6/.
In our case, the detecting gas is helium-
3 which has a high absorption cross
section for the thermal neutrons (~5300
barns for 0.025 eV energy). The reaction

involved in neutron detection is the

following:

dng + 3He — tH+ 3T +0.765 Mev

Gas filled detectors rely on the phe-
nomenon of gas multiplication to amplify
the charge represented by the original
ion pairs created within the gas by the
passage of a charge particle. As the
electrons and charged ions drift under
the influence of the applied electric field,
they collide with neutral molecules. If the
applied field exceeds a critical value,
electrons will be accelerated between
collisions sufficiently for them to acquire
the kinetic energy needed to ionize the
next neutral atoms they encounter. An
electron liberated by this secondary ion-
ization process can, in its turn, be accel-
erated sufficiently to create further ion-
ization. The phenomenon of gas multi-
plication therefore takes the form of a
cascade of ionizing collisions. The elec-
tric field rises steeply in the immediate
vicinity of the wire and the electrons
enter the high field region as they are
drawn to the anode. A Townsend
avalanche occurs and provides a large
amplification.

The use of pure helium-3 gives poor
spatial resolution and a stopping gas
has to be employed to reduce the cen-
troid image. The stopping gas is gener-
ally a heavy gas which does not detract
from the ionization effect in the helium-3.
Typically, xenon or argon are used as a
stopping gas. Polyatomic gas additives
also have the effect of quenching the
ultraviolet or visible light emitted from
collisions between drifting electrons and
gas molecules and hence prevent
breakdown in the counter when it is
operating with a high gas multiplication.
Our detectors will work with a ®He + CF,
mixtures /8/. The active thickness of the
detector is about 30 mm.

2.3. Position encoding

As described on figure 1, the cathode
used for the position encoding system is
a plane consisting of linear copper strips
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orthogonal to the wires of the anode . In
our applications, each strip is 5 mm wide
and the gap between them is 1 mm
wide. We use lumped delay lines of 50 Q
impedance with separate sections of
inductances and capacitors, with a total
delay of 200 ns.

When a signal reaches the anode
wire, the capacitance coupling between
anode and cathode plane results in a
charge buildup on the cathode. The
charge distribution in the strips of the
cathode will be influenced by the arrival
of an electric pulse anywhere on the
wire. The effect on a given cathode strip
will depend on the solid angle sub-
tended by the element at the position
where the neutron arrives. Since each
element of the cathode is connected to
an element of a delay line, the charge
flows in opposite directions on the line
giving two electric signals. Comparison
of the time dependence of both signals
at the end of each line allows us to
determine the position of the incident
particle. We should note that with delay
lines, position data are digital which is
very effective to avoid noise. Moreover,
intrinsic spatial resolution of the detector
is much smaller than the gap between
each cathode strip (5 mm in our case).
As a matter of fact, electric charges on
the cathode are distributed on several
strips. Then, position electronics will
determine the position of the centre of
gravity of induced charge.

2.4. Electronics and data acquisition

Electronic signals from each end of
the delay line are pre-amplified (PA).
This first stage of the signal processing
electronics consists of low noise and
high bandwidth preamplifiers that are
located close to the detector. Further
amplification of the signal is achieved by
a timing filter amplifier (A). Then, a con-
stant fraction discriminator (CFD) follows
the amplifier to obtain accurate timing
information independently of the pulse
height. A gate and delay generator must
be used on the Stop line to make a dif-
ference between the right and the left of
the detector. In our preliminary experi-
ments, Start and Stop lines are con-
nected to a Time to Amplitude Converter
(TAC) which generates an analog output
pulse proportional to the measured time
between Start and Stop. Analog output
of the time converter module is con-
nected to an Analog-Digital Converter
(ADC) which is combined via a bus with
a personal computer. Count rate capa-
bility in this data acquisition configura-
tion is limited to some thousands of
counts per second, because we used an
ADC without buffer memory.

In a future configuration, we plan to
use a Time Digital Converter (TDC).
Then, the count rate capability of the
acquisition will be close to a million
events per second.

anode wire HV

cathode
[ Delay line : 200 ns

[
N

<]

CFD

start

Figure 1: Schematic diagram of position
encoding electronics

2.5. Preliminary results: spatial
resolution measurement

Spatial resolution measurements were
performed with a small size prototype
detector (one wire, active detection
area: 200 mm x 10 mm). We used a
252Cf neutron source with an intensity of
105 n/s. Experiments are as presented in
figure 2.

After preliminary tests on detection
electronics, we measured the back-
ground of the detector. Position encod-
ing tests were carried out to check any
problem. Electronic spatial resolution
was excellent.

Figure 3 shows the spatial resolution
measurement with a 10 mm wide slit for
a 2 atmosphere helium-3 pressure.

First results are very encouraging. We
showed that neutron position sensitive
detection based on delay line technol-
ogy is easy to perform.

Finally, we plan to test the large size
detector very soon.

neutron filter pressure vessel

in cadmium in aluminium
N
He CH
CH. b
S N § —_
CH,
neutron source
®2cf

I mnslit |

Figure 2: Plan view of the experiments
defined for the study of the spatial resolution
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Figure 3: Measured spatial resolution.
FWHM = 26 mm

2.6. Application to waste drum
measurements

One of the most important uncertain-
ties of waste drum measurement is due
to the inner localization of the nuclear
material. A first step towards the reduc-
tion of uncertainty was to rotate the
drum. Then, with detectors on cell mea-
surement walls, the radial uncertainty
can be reduced. This improvement is
used on the more recent device /7/.
However, the axial uncertainty is still
very high. Some examples of cell effi-
ciency show order of magnitude
between the upper and the lower part of
the drum. Cells were designed with a
lot of individual helium-3 tubes to
reduce the error, but, in this case, it is
necessary to link each detector with a
complete electronic set.

With a position sensitive detector
installed following the axis of the drum,
it will be possible to determine the loca-
tion of nuclear material inside the waste
drum. Shortly, this first measurement
will be performed in our cell measure-
ment /7/.

3. Charge Division Encoding
Position Detector

3.1. Description

Position sensitive He neutron detec-
tors are made of cylindrical tube
(40 centimeters useful length). The
aspect is closed to the conventional tube
except that the anode is formed with a
resistive wire (some kilo ohms all along
the wire) and both sides are connected.
Two detectors are 2.54 cm diameter
tubes developed by Eurisys Mesures.

3.2. Detection

Detection phenomena are strictly the
same as those mentioned above
(Townsend avalanche).

3.3. Position encoding

Position encoding is performed by
charge division measurement. Each end
of the resistive line is linked to a charge
amplifier. As described on figure 4,
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Figure 4: Principles of position encoding
from charge division.

charges Q, and Q, are measured and

converted to voltages through a charge

amplifier. The neutron event x-position

is obtained after a summation and a

division: x = V,/(V,+V,), with:

X: position of the incoming neutron on
the detector

k: charge amplifier gain

Q, and Qb: charge from both extremities

of the detector.
R: total resistance of the anode wire
L: total length of the detector

Preliminary tests on both detectors
show some non-linearity problems on
position response. Developments on
new amplifier give better results.
Preliminary measurements on voltage
amplitude ratio were performed with
digital oscilloscope.

In order to get an histogram of event
positions, our laboratory is developing a
new data acquisition module (module
ADSCL).

4. Conclusion and Potential
Applications to Safeguards

Our research programs show the fea-
sibility of the large size neutron position
sensitive detector. Numerous technical
problems have been resolved. We
showed that neutron position sensitive
detection, based on delay line technol-
ogy, is easy to realize.

Calculation results and preliminary
tests demonstrate the possibility to
determine the location of a neutron
source.

It has been proven that the detection
efficiency of the prototype is nearly the
same as those of the bank (seven usual
tubes) of the former experimental setup.
Consequently, the new detector is posi-
tion sensitive without losing detection
efficiency which is very important in the
case of low level measurement.

In the future, we will study the large
size detector. After background and
position encoding tests, we will deter-
mine the experimental spatial resolution
versus the helium-3 pressure and the
polyethylene thickness. After that, we
will concentrate first on measurements
of the location of the fissile mass inside
the drum. Later, the behavior of the
detector with active neutron measure-
ment (bursts of 14 MeV neutrons from
D-T neutron generator) will be studied.

In non destructive analysis for safe-
guards, the knowledge of the spatial
distribution of the nuclear material in
measured objects could be useful in
order to reduce uncertainties. Position
sensitive neutron detector can detect
“hot spots” of nuclear material which
could be on different type containers. In
numerous configurations, the spatial
information may give access to a new
kind of data. As a matter of fact, we can
get absolute value as, for example, total
counting versus nuclear material mass
(usual passive neutron measurement)
and also relative value with the use of a
rough collimator. Position sensitive
detectors can be able to avoid some
type of spatial scanning which is not
easy to process on inspection. This type
of detector is quite light and can be
used by inspectors during their mea-
surement campaign. Even, the develop-
ment of large size detector could
replace the use of numerous detectors
on classical cell measurement.

Finally, we can see that the kind of
detector has a strong potentiality in the
safeguard applications. Research and
Development should be undertaken in
order to promote this kind of detector.
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Uncertainty Estimates for Neutron Coincidence

Mesurements

Ru. Haas, M. Swinhoe

European Commission, Directorate General XVII, Energy Euratom Safeguards, Luxembourg

1. Introduction

A measurement result which will serve
as a basis for a decision must be asso-
ciated with an estimate of its uncer-
tainty. For neutron coincidence mea-
surements using the shift register tech-
nique the error estimation presented
particular problems; the available algo-
rithms /1/ did not lead to realistic uncer-
tainties in most cases /2/.

In this report two approaches for the
error estimation are compared for a real-
istic set of verification measurements.
The two approaches are a global error
estimate /3/ and an estimate based on
the detailed measurement process /4/.

2. Use of the Error Estimate

In Safeguards the routine use of an
error estimate is for qualifying an opera-
tor-inspector difference as significant or
not: detection of an anomaly in the
process of verification. The critical para-
meter for the decision is the estimated
total uncertainty, o(m,) of the “meas-
ured” amount of nuclear material.

If the uncertainty is underestimated
an unnecessary large number of wrong
decisions is taken on average. The effort
to resolve such anomalies is expensive
(time consuming) and frustrating for the
inspector.

If the uncertainty is too large - this
may seem preferable - real anomalies
may not be detected. The same verifica-
tion result could have been obtained
with less effort: simpler instrument, less
measurement time and (in case of a 2
instrument sampling) fewer measure-
ments with the DA instrument.

Whereas for the above purpose an
empirical estimate of o, is sufficient,
there is good reason to develop also a
detailed estimate where the different
contributions to the overall uncertainty
are separately accounted. If both esti-
mates are consistent then there is good
confidence in the modelling of the
detailed error contributions.

The availability of a reliable detailed
error estimate has the following advan-
tages:

— The uncertainty can still be estimated if
between calibration and verification
there is a change in the measurement

environment (background, measurement
time, changing accuracy of the determi-
nation of the isotopic vector, etc.).

—The measurement process can be
optimised with respect to the error
contributions; e.g. neutron statistics
and gamma (or mass spectroscopic)
uncertainties should give about equal
contributions to the overall uncertainty.

— The effect of the different contributions
may be tested separately and serve for
quality control of the measurement

Table 1: Data evaluation from measured
quantities (symbol explanation in Table 1bis)

INSTRUMENT CONSTANTS
0 f=exp(—p-x)-(1—exp(—g~x))
1-exp(-g-1)
2) yof-——"V "
() y Py
for g—t y(g-rA—>o0)=1
RAW DATA TREATMENT
T A
3) Tdn=Tm~DT2§fr~«\/E~[exp(Tm)]
B
@ *=%,
( T Tm)
(5) DTm”=expL(A+B-Tm)-TmJ
(6) EAm=T2m-%
(7) Rm=[R+A] -EAp»
R
(8) Rdn=Tm'DTcorr'k
(9) T=Tg-Br
(10) R=Rgy - Bg
R 2
(e=g

» this modified algorithm reduces the uncertainty
of R significantly, see factor FN in table 5 below;
for the “traditional” expression: Rm=[R+A] — Am
the factor is FN=2 instead of FN=1 for equation
(7) above.

ACCIDENTALS - TOTALS TEST

(12) g~ Am=FAm
m
R 075 . 2
(13) Bd:ﬁ'm’corr'?
1+Bg-Y

04 o) =

(15) exclude measurement if d>2.0(d)

system; e.g. measurement repetition
without sample repositioning allows to
test the uncertainty caused by the
counting statistics and the reliability of
the related instrumentation.

3. Raw Data Treatment

From the measured quantities (totals,
coincidences and accidentals) the
refined data (the corrected totals and
real rates) are evaluated, see table 1. If
the accidentals-totals test fails the mea-
surement is discarded. Conventional
outlier tests for more than 3 measure-
ments may be performed on T and R, for
unknown mean value and known sigma
/6/; see below for the sigma values.

There are two important differences
from “standard” analysis:

(@) The deadtime correction of the totals
shows an additional factor which
depends on the fictitious count rate,

Table 1bis: Symbol explanation for Table 1

coincidence gate time [s]
predelay [s]

neutron decay constant [1/s]
measured/total coincidences
variance factor

number of detector banks
measurement time [s]

measured totals

measured total coincidences
“measured” reals

measured accidentals

dead time correction factor
expectation value for accidentals
dead time correction parameters
normalization factor

ST 2 m»oae

-
s
2=

o X > M O _>» 10—/
= > —3 3
W 3

=

totals background rate

reals background rate

totals rates  deadtime
corrected and
reals rates

normalized
corrected totals rate

corrected reals rate
corrected beta value
normalized residual accidentals

preliminary beta value, may be used
if step 11 is not available

— @
S =

S

o
5

o o v H

=
oy
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which is a function of § and y: both
variables control the frequency of
small pulse distances (not accounted
for in the Poisson statistics). For a
single counter bank (preamplifier) a
typical value would be: ¢ =~ 2500
count/s; this is the limit at which high
precision measurements may be
influenced. The theory for the dead
time correction was developed in /5/.

(b) Attention is drawn to step 6 (table 1).
The average value of the reals is
unchanged if the expectation value
instead of the measured accidentals
is used; however, the variance of the
reals is drastically reduced, see
chapter 6 below.

4. Evaluation of the Pu-Mass

Table 2 contains the uncertainty rela-
tionship of isotopic data.

The Pu-mass is obtained using the
function f, see table 3, equation (1). It is
important to note that the first 3 vari-
ables are statistically independent. It is a
particularly important fact for the error
calculation that T and R/T are not corre-
lated /4/. | is the isotopic vector mea-
sured by mass spectroscopy or gamma
techniques. The parameters & and b are
the parameters of a linear calibration
function (least squares fit).

The detailed algorithm is developed
from the well accepted “point-model”
(one energy, one space point approxi-
mation). As long as this model is strictly
true the linear calibration function
passes the zero point (b=0). In other
cases this calibration model should be
applied to finite calibration ranges only.

The details of the algorithm are given
in table 3, equations (1) to (7).

5. Error Models

The error model may be an empirical
one or a detailed one. Depending on the
planned application and on the knowl-

edge of the inherent fluctuations, which

Table 3bis: Symbol explanation for Table 3

m, total mass of Pu
T, R, | are statistically independent
T,R deadtime + background

corrected and normalized
I'= [iy3g1539::] isOtopic abundance vector

a,b calibration constants

AS—— 240py-eff coefficient [%)]

R multiplication-corrected Reals

M multiplication factor

o characteristic “alpha” of Pu
sample

Sen a-n source strength

S; spontaneous fission source
strength

Table 2: Uncertainty relationship of isotopic data

(1) (i i, ig) Updated isotopic vector (independent components)
(2) E(y, 8., €5) Relative error of isotopic vector components, depends
on measurement method.
(3) Caf(a,a,,ay) coefficients for a-n source strength
(4) Cf(fy, T, To) coefficients for spontaneous fission source strength
(5) C40(cy, ¢, , Cg) coefficients for the 240Pu-eff factor [g/g]
6
(6) Sen= zik ‘A a-n source strength of sample [n/s]
=

6
(7) s¢=102 zik -y spontaneous fission source strength of sample [n/s]

=
8) a= SS‘”‘ alpha value of sample (for multiplication factor)

f

g S
9) Ay et = i G~ 240py-gff coefficient [%]

= 10.2

6
. 2

Z (lk Ay ek)

10) Og/u(sa,n)=:182—
an
£ 2
(10.2)2 Z(ik-fk-ek)
2 El
o5 (Sf)=——
/n( f) S?

6
10.2.2(ii'ak'fk'eﬁ)

(11) cov%(Sa,n!Sf)==;»aT

(12) Gg/u(a)=034,(5a,n)+og/u(sf)‘ZCOV%(S“’"’Sf)

Values of above defined vector components

Isotope | k| a, f, G, E(e,) % with:
1 M M I: The relative error vector E(e,) is typical for
mass spectroscopy (see 93 International

izzPu 1 134 | 243 | 249 | 1.50 1.00 | 1.2 Target Values: random errors)
240Pu 21| 0.381 0 0 0.05 0.05 | 0.6 1I: Achievable errors using mass spectroscopy|

Pu 3| 14101 1.0 1.0 0.10 0.05 | 1.4 (TIMS+c) (see 93 International Target Values:
241py 4( 0.013 0 0 020 | 020 |1.2 systematic errors
242py 51 0.020 | 1.69 | 1.57 | 0.40 | 0.30 | 10 I1l: Good MGA (Pu Isotopic Analysis Code)
2pm | 6 269 0 0 0.20 - 4 values

Table 3: Algorithms for Point Model (symbol explanation in table 3bis)

1) R
m; =1 T,=,1,4,6
' ( T )
Rpe—D
@ mo=me="
"B Ay e
T-p
3) R..= 0
@) Rme M~(1+<x)
R 1
4) M= 24 2.
() u+.ju +T k1o'ro
(6) v=kip(1+a) (typically 3.0 to 3.6)
u=(v-1)/(2+v)
0 —st
=i
(6) k10=V(—\|l ) - 5 = 2.062
v -1 V(v—1)
E-1+0z) R
7 M=1for I — "4 p0=T—°-(1+a0) Reference sample for M=1
Po 0

; R
with M=1+¢ T(1+ot)=p0 ~(‘I+ e-(1+v))

R=Rpmo-(1+¢(2+V))
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give rise to the final uncertainty, either
model may be chosen.

5.1. Empirical Error Estimation /3/

If the calibration exercise is done in
the same measurement environment as
the verification measurement, the empir-
ical model should be well suited. Same
measurement environment means that
the variable ranges of Pu-mass, isotopic
vector and resulting count rates are the
same and that also the measurement
instrument (for the isotopic vector and
for the neutrons) and procedures as well
as the background conditions are
unchanged. This includes also the con-
dition that any other “calibration per-
turbing characteristics” (see /3/) play the
same role during calibration and verifi-
cation, such as possible mechanical
instabilities, unaccounted variations in
chemical composition (such as humidity
or fluorine admixtures).

The calibration exercise with n differ-
ent samples makes it possible to com-
pute the calibration parameters (a,b),
their variance matrix and the residual
sum of squares divided by the degrees
of freedom. The latter two items allow
the estimation of the systematic and the
random error components of a measure-
ment, see table 4 equations (8) to (10).

The systematic error variance compo-
nent originates from the uncertainty of
the chosen calibration parameters.

The random variance component
implicitly includes all the calibration per-
turbing variations which were also present
during the calibration exercise. Obviously
a detailed knowledge of the different con-
tributors of variance is not required.

5.2. Detailed Error Estimation /4/

Based on the point model algorithms
and on a detailed study of the statistics of
the neutron counting process the error
components are estimated, see table 5.

The Relative Variance of the Totals

In the presence of correlated neutrons
the counting statistics do not follow
Poisson statistics (where the probability
for a pulse t seconds after a given pulse is
a constant, independent of t). The relative

variance is given by the first term in
the bracket of equation (11). The
remaining terms depend on the back-
ground error and the uncertainty of the
normalisation factor (see below).

The Relative Variance of the Reals/Totals

Basically the relative variances of the
reals and of the reals over totals ratio
are of equal size (table 5, first term in
equation (12)). The 2nd and 3rd terms
derive from the background data and
the 4th term from the uncertainty of the
normalisation factor (see below).

The contribution of this variance to the
multiplication corrected reals (equation

Table 4: Algorithms for the Empirical Error Estimation
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(
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13) is controlled by the factor FU (equa-
tion 14) which is obtained from table 3,
equations (3) and (4), in the standard way.

The Relative Variance of the a-Value

As shown in table 2, the a-value of the
sample is calculated as the ratio of the
(a-n) and the spontaneous fission
source strengths (equations (6), (7) and
(8)). The variance of a is given by equa-
tion (12); both source strengths are cor-
related through the isotopic vector. The
relative variance of contributes to the
multiplication corrected reals (table 5,
equations 15 and 16) through the factor
FA (typical value: 0.5), which is obtained

from table 3, equation (3), (4) and (5), in
the standard way.

It is important to notice that the (a-n)
source strength depends on the chemi-
cal composition. The values of the Ca-
vector (table 2, definitions (3)) are valid
only for stoichiometric PuO,. Traces of
humidity or fluorine would modify the
coefficients.

The Relative Variance of R

The estimated relative variance of the
multiplication ~ corrected reals, R__
(equation (17) of table 5), is the sum of
the 3 contributions given in equations
(11), (13) and (15).
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Usually, in applications with low back-
ground and mass spectroscopic isotope
determination, the contribution of the
totals, T, is smallest, the contribution of
R/T is between one and 2 orders of
magnitude larger, and the contribution
of the isotopic vector is again 1 to 2
orders of magnitude larger.

The Relative Variance of the 240Pu-eff
Mass

The variance of 240Pu-eff mass is
shown in equation 18 of table 5: the R
contribution is modified by the base line
shift to the regression line (factor FC)
and the systematic calibration contribu-
tion is added, see table 4 equation (9).

The Relative Variance of the Total
Pu-Mass

Basically the relative variance of the
240py-eff mass must be increased by the
relative variance of the 2*°Pu-eff coeffi-
cient (see table 2 equation (9)); the latter
is equal to the relative variance of spon-
taneous fission source §; (equation (10)
of table 2) and it is therefore correlated to
the variance of a (equation 12 of table 2).

The contribution of the isotopic com-
position to the relative variance of the
Pu mass is given in table 5 equations
(20) and (21). The total relative variance
of one Pu determination is given by
equation (22). It consists of a random
component (1st term) and a systematic
component (2nd term). It is believed that
all major error sources have been con-
sidered; under this assumption the
empirical and detailed methods should
agree and the random component of
equation (22) must be equivalent to
equation (10) of table 4.

6. Remarks on Specific Error
Components

Measured Accidentals versus
Expectation value

In the original applications of the cor-
relation technique to safeguards verifi-
cation the electronic stability of the
measurement  set-ups and  their
response to changes in the environment
were quite critical; it was reported (by
Bohnel) that relatively better results were
obtained by replacing EA with the mea-
sured accidentals (table 1, equation (7)).
Erroneously this procedure was main-
tained even though the measurement
electronics and the background condi-
tions were substantially improved.
Under standard measurement condi-
tions (A>>R) the variance of R reduces
to 50% of its former value if the above
quoted equation (7) is used /4/.

Normalisation Factor k

The uncertainty of the normalisation
factor depends on the precision of the

initial test of k. Normally an error of
0.5% is assumed for k. However, in
practically all cases a variation of k is
not observed. In this case k is unity and
the uncertainty of k should be set to
zero. It is not understood why the accu-
racy of the totals rates should be limited
artificially to 0.25% (with more than 10
million counts collected).

Neutron Background

The neutron background radiation
may contribute to the totals and to the
reals background.

There is no problem to establish the
totals background with the intended
precision. The counts originate almost
exclusively from external neutron
sources. Therefore the background can
be determined in the usual way, i.e. with
an empty sample cavity.

The reals background, however, is a
big problem. Normally the background
sources are at a relatively large distance
from the sample cavity; this reduces the
probability of correlated counting events
with an empty sample cavity to very low
levels (compared to the totals). Still, then
counting events can be well determined.
However, there may be in addition an
“internal” reals background which has
as origin induced fissions caused by
“background totals” in the sample. This
background may change from sample to
sample and it cannot be determined
experimentally. A wrong reals back-
ground biases R, R/T and the multiplica-
tion factor.

Accurate results, therefore, can be
obtained only with negligible internal
reals background, i.e. with negligible
totals background.

Multiplication Factor

The multiplication correction of the
reals as shown in table 3, equations (3)
to (7), performs satisfactorily under most
circumstances, i.e. it linearizes the rela-
tion between the reals and the 2*°Pu-eff.
It is difficult to measure p_ but, it is the
experience that the value is not critical,
it may be adjusted. (M may differ from
the actual source multiplication but still
linearizes the relation (2)).

For very small samples (range of
grams) it is not certain if the multiplica-
tion factor can be set to unity. This
would be useful in cases where the fac-
tor (1+a) could be obtained from the
measurement of the reals to totals ratio
(table 3, equation (7)). For typical preci-
sion measurement /7/ the relative error
of R and of R/T is between 0.13% and
0.24%, whereas for mass spectrometric
determination (1+a) is around 0.4%.

It may be possible that a correction
due to a fast fission factor would still be
required /8/.

Uncertainty of the Isotopic Vector

The errors which are quoted for the
components of the isotopic vector influ-
ence the random error quite strongly.
The set of uncertainties used for the
evaluations (table 2, E-vector) are con-
sistent with the random errors quoted by
the 93 International Target Values. Since
these errors dominate the error evalua-
tion (see below) realistic uncertainty val-
ues for the components of the isotopic
vector are essential. Normally such error
values are strongly rounded.

7. Results

The results of our comparative error cal-
culation are shown in tables 6A, 6B, 6C
and 7A, 7B, 7C. After a series of calibra-
tion measurement (same measurement
environment as for the verification mea-
surements) 10 verification measurements
were performed (4 different Pu-batches, 2
different sample designs and 2 calibration
functions). The neutron background for all
measurements is negligibly low.

Table 6

Table 6A shows the declared and
measured Pu masses, their relative dif-
ference and the results of the empirical
error estimation model. The relative dif-
ferences are also given in units of the
random and the total error. If the differ-
ences are on average consistent with
the errors, the standard deviation of
these ratios should be close to unity, as
shown in table 6A.

Table 6a: Comparison between empirical and detailed error estimates: empirical error estimates

Total Pu-Mass Empirical error estimates
Decl. Meas. Rel.Diff. o(cal) o(ran) o(tot) Rel.Diff. Rel.Diff.

[a] [a] (meas.date) [ systematic ~ random of(ran) oftot)
11857.93  11627.70 0.68% 0.166% 0.546% 0.571% 1.248 1.194
11855.02  11794.88 -0.77% 0.171% 0.538% 0.565% -1.433 -1.366
1186540 11661.88 0.45% 0.167% 0.544% 0.569% 0.830 0.794
11809.59  11573.98 0.74% 0.165% 0.549% 0.573% 1.341 1.284
11591.96  11483.78 0.09% 0.274% 0.642% 0.698% 0.141 0.130
11563.97  11459.74 0.06% 0.277% 0.643% 0.700% 0.091 0.084
11559.83  11470.31 -0.07% 0.275% 0.643% 0.699% -0.108 -0.099
1144211 11317.89 0.21% 0.244% 0.488% 0.545% 0.427 0.382
15091.34  15227.78 -0.90% 0.166% 0.607% 0.629% -1.485 -1.432
14629.94  14730.13 -0.68% 0.139% 0.627% 0.643% -1.087 -1.061
AVERAGE -0.003 -0.009

STANDARD DEVIATION 1.039 0.996
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Table 6b: Comparison between empirical and detailed error estimates: detailed error estimates

with t=900s
Detailed error estimates: using {E, , o(k)=0, t=900} present | standard
method | method
using E,, | ref/1/
o(T) o(R/T) o(lso) o(ran) oftot) Rel.Diff. Rel.Diff.
o(ran) oftot) oftot) oftot)
0.007%  0.118% 0.567% | 0.580% | 0.603% 1.175 1.130 1.35% | 1.71%
0.007%  0.119% 0.568% | 0.580% | 0.605% -1.329 -1.275 1.35% | 1.71%
0.007%  0.118% 0.568% | 0.580% | 0.603% 0.779 0.749 1.35% | 1.711%
0.007%  0.118% 0.567% | 0.580% | 0.603% 1.269 1.221 1.35% | 1.71%
0.007%  0.117% 0.478% | 0.492% | 0.563% 0.184 0.161 1.34% | 1.52%
0.007%  0.117% 0.478% | 0.492% | 0.564% 0.119 0.104 1.34% | 1.53%
0.007%  0.118% 0.478% | 0.492% | 0.564% -0.141 -0.123 1.34% | 1.53%
0.006%  0.120% 0.614% | 0.626% | 0.671% 0.333 0.310 1.52% | 1.74%
0.006%  0.119% 0.706% | 0.716% | 0.735% -1.258 -1.225 1.46% | 2.03%
0.006%  0.120% 0.706% | 0.716% | 0.730% -0.952 -0.935 1.46% | 1.98%
AVERAGE 0.018 0.012
STANDARD DEVIATION 0.945 0.911
Table 6¢: Comparison between empirical and detailed error estimates: detailed error estimates
with t=500s
Detailed error estimates: using {E, , o(k)=0, t=500}
o(T) o(R/T) o(lso) o(ran) oftot) Rel.Diff. Rel.Diff.
o(ran) oftot)
0.008%  0.159% 0.567% | 0.589% | 0.612% 1.156 1.113
0.008%  0.159% 0.568% | 0.590% | 0.614% -1.307 -1.256
0.008%  0.159% 0.568% | 0.590% | 0.613% 0.767 0.738
0.008%  0.158% 0.567% | 0.589% | 0.612% 1.249 1.202
0.008%  0.157% 0.478% | 0.503% | 0.573% 0.180 0.158
0.008%  0.157% 0.478% | 0.503% | 0.574% 0.116 0.102
0.008%  0.158% 0.478% | 0.503% | 0.574% -0.138 -0.121
0.007%  0.161% 0.614% | 0.635% | 0.680% 0.328 0.306
0.007%  0.160% 0.706% | 0.724% | 0.743% -1.244 -1.213
0.007%  0.161% 0.706% | 0.724% | 0.738% -0.942 -0.925
AVERAGE 0.017 0.011
STANDARD DEVIATION 0.931 0.899

Table 7: Detailed error estimates with a 20% reduction

of error in the isotopic vector

Detailed variance estimates using: {E, — 0.80 - E, , o(k)=0, =900} Table 7a:
o(T) o(R/T) o(lso) | o(ran) oftot) | ReLDiff.  ReLDiff. | (k)= 0 and
o(ran) oftot) t=900s

0.0066% 0.118%  0454% | 0.469% | 0.498% | 1.452 1.369
0.0066% 0.119%  0.454% | 0.470% | 0.500% | -1.642 -1.543
0.0066% 0.118%  0.454% | 0.469% | 0.498% | 0.963 0.907
0.0066% 0.118%  0.454% | 0.469% | 0.497% | 1.568 1.479
0.0070% 0.117%  0.382% | 0.400% | 0.485% | 0.227 0.187
0.0070% 0.117%  0.382% | 0.400% | 0.486% | 0.146 0.120
0.0070% 0.118%  0.382% | 0.400% | 0.486% | -0.174 -0.143
0.0065% 0.120%  0.491% | 0.506% | 0.561% | 0.412 0.371
0.0061% 0.119%  0.565% | 0.578% | 0.601% | -1.560 -1.500
0.0062% 0.120%  0.565% | 0.578% | 0594% | -1.181 -1.148
AVERAGE 0.021 0.010
STANDARD DEVIATION 1.169 1.108

Detailed error estimates using: {E — 0.80 - E, , o(k)=0, =500} gzglﬁ:t\;ith

o(T) o(R/T) o(lso) | o(ran) oftot) | RelDiff.  RelDiff. | o(k)=0 and

o(ran) oftot) t=500s

0.0077% 0.159%  0.454% | 0.481% | 0.509% | 1.417 1.339
0.0076% 0.159%  0.454% | 0.482% | 0511% | -1.601 -1.509
0.0077% 0.159%  0.454% | 0.481% | 0.509% | 0.939 0.888
0.0077% 0.158%  0.454% | 0.481% | 0.508% | 1.530 1.447
0.0083% 0.157%  0.382% | 0.413% | 0.496% | 0.219 0.183
0.0083% 0.157%  0.382% | 0.413% | 0.497% | 0.142 0.118
0.0083% 0.158%  0.382% | 0.414% | 0.497% | -0.168 -0.140
0.0075% 0.161%  0.491% | 0.517% | 0571% | 0.403 0.364
0.0069% 0.160%  0.565% | 0.587% | 0.610% | -1.535 -1.477
0.0070% 0.161%  0.565% | 0.587% | 0.604% | -1.161 -1.130
AVERAGE 0.019 0.008
STANDARD DEVIATION 1.143 1.086

In table 6B the results from the
detailed error estimation model are
shown, i.e. the contributions from R, R/T
and Iso-vector to the relative error of the
Pu-mass. The combination of the three
error contributions is the random error
and must be compared to the random
error of the empirical error estimation
model. Since also here the standard
deviation is close to 1 it should be con-
cluded that the detailed calculation
treated the main error sources in a reli-
able way and that no additional signifi-
cant error sources exist.

The last two columns of table 6B
show two additional detailed calcula-
tions for of(tot). One is based on the pre-
sent method (Detailed Error Estimation)
but the isotope uncertainties of the MGA
(Pu Isotopic Analysis Code) method are
used (see table 2 E,). The last column
gives the results as obtained from “the
standard method” /1/.

Table 6C shows that a reduction of
the measurement time from 900 to 500s
does not change the error in any signifi-
cant way.

Table 7

In table 7A the effect is shown of a
20% reduction of all errors of the compo-
nents of the isotopic vector. This leads to
a 20% reduction of the random error.
The set of errors which is used originally
is shown in table 2 (as vector E).

In tables 7B and 7C also other combi-
nations of modified parameters are dis-
played.

8. Summary

The good consistency of the set of
real Operator-Inspector differences with
both the empirical and detailed error
estimates gives confidence into the pro-
posed error algorithms. Since the algo-
rithms are based on standard error cal-
culus and on theoretical and simulation
studies for the neutron statistics, this
result suggests that there are no signifi-
cant additional “calibration perturbing
effects” in the analysed data set, such
as mechanical instability, varying humid-
ity, etc.

It is proposed to check also details of
these error estimates by special evalua-
tions of measurements, which are repet-
itive and/or which belong to one batch
only (same isotopic composition) or to
one calibration function (same item
design and weight range).

It is also apparent that any detailed
error estimate of neutron coincidence
results, which does not account for the
uncertainty of the isotopic vector com-
ponents cannot give physically mean-
ingful results:

-If the measurement conditions are
ideal (negligible background, mass
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Detailed error estimates using: (E, — 0.80 - E, , o(k)=0.5%, t=500} Table 7c: |
o) oRM  oflso) | ofran) | ofto) | RelDift.  RelDI. | (k)= 0.5% and
ofran) oftot) | t=500s
0237% 0198%  0454% | 0549% | 0574% | 1241 1.88
0237% 0199%  0454% | 0.550% | 0576% | -1403  -1.340
0237% 0198%  0454% | 0.549% | 0574% | 0823 0788
0237% 0198%  0454% | 0.549% | 0573% | 1340 1283
0234% 0199%  0382% | 0490% | 0562% | 0185 0161
0234% 0199%  0382% | 0.490% | 0563% | 0119 0104
0234% 0199%  0382% | 0.491% | 0563% | -0142  -0.124
0238% 0201%  0491% | 0.582% | 0631% | 0358 05330
0241% 0201%  0565% | 0.646% | 0.668% | -1394  -1.350
0.241%  0201%  0565% | 0.646% | 0.661% | -1055  -1.032
AVERAGE 0007 0.001
STANDARD DEVIATION 1013 0973

spectroscopic isotope determination),
the “standard method” /1/ overesti-
mates the error by up to a factor of
three. (This was the situation where
the inadequateness of the model was
detected originally)

- For the combination of coincidence
counting with the MGA method the
“standard method” gives values which
are only some 25% too large. (However,
this agreement is purely accidental)

- In the case of very large backgrounds
neither the error of the isotopics nor
the error of the correlation statistics
are the determining contributions. In
this case no significant differences
between the statistics of the real

results and the “standard method”
were noted.
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1. Introduction

The Internet may be considered one
of the most momentous innovations in
the field of information and communica-
tion at the end of the 20th century.
Based on precursor innovations like
semiconductor development (integrated
circuit, microprocessor), the Internet
offers an integration of various technolo-
gies, and opens up perspectives for the
convergence of telecommunications,
computer and content industries.
Having started with the demand for uni-
versal connectivity and reliable access
for special purposes in a network struc-
ture, and developing towards the
demand for ubiquituous connectivity,
satisfactory privacy and security in com-
munications, and global interaction for
everyone, the Internet will bring forth a
great variety of successor innovations.

2. History and Growth

The early origin can be seen in 1969
with a DARPA (Defense Advanced
Research Projects Agency) contract to
build a network supposedly invulnerable
to nuclear attack. 1983 is mentioned for
the introduction of TCP/IP (Transmission
Control Protocol/ Internet Protocol), the
basic information transport method of
the Internet (network of TCP/IP nets).
The following year, 1,000 host comput-
ers were already connected, and the
mnemonic DNS concept (Domain Name
System, name resolution into IP
addresses) was introduced /1/.

The host number (devices or appli-
ances with IP address, originally central
mainframe computers hosting various
services) increased from 10,000 in 1987
to 100,000 in just two years. Then,
Internet (NSFNET, National Science
Foundation) was stil a domain of
restricted communities, e.g. for research
and education. U.S. federal policy deci-
sions focused attention on connecting
with other networks and supporting the
research community world-wide. In
1992, the U.S. Congress opened the
NSFNET to private companies for busi-
ness and commerce (and in 1994 the
US backbone was commercialized as a
consequence).

That same year, the number of hosts
reached 1,000,000 and in the subse-
quent year the WWW (World Wide Web)
structure became publicly accessible
(from CERN, European Laboratory for
Particle Physics), supported by HTTP
(HyperText Transfer Protocol), providing
HTML Web pages (HyperText Markup
Language) to be explored or navigated
by means of a browser (e.g. early NCSA
Mosaic, National Center for Super-
computing Applications). This time inter-
val can be seen as the real starting point
of the huge Internet innovation engine
and, from the viewpoint of the past
years, no standstill, consolidation or sat-
uration can be observed yet.

3. Status, Nature and Usage

Nowadays, the Internet comprises
roughly 200,000 networks ranging from
site-oriented local-area networks (LAN)
to globally spread wide-area networks
(WAN), besides others like BITNET,
UUCP, FidoNet, OSI. A Web server sur-
vey reveals 2,084,473 sites (servers) as
of March 1998. Performed since 1987,
an Internet domain survey identifies
29,669,611 hosts as of January 1998 (a
growth of 50% within the last six
months, of 84% for 1997, and of 70%
for 1996) /2/.

The Internet has established itself as a
world-wide information universe with
some services already defined and oth-
ers not yet predictable, open for individ-
uals and enterprises as one of the pre-
requisites for the anticipated information
society. The geographical distribution of
users connected is given as about 70
million users in Canada and U.S.A, 20
million in Europe, 14 million in Asia and
the Pacific Region, 7 million in South
America and about 1.5 million in Africa
and the Middle East /3/.

The nationality of the users as well as
their cultural and social influences on
the technology demand are of course
important for further Internet develop-
ment. The U.S. and Canada are clearly
ahead with their dominant English lan-
guage. An Internet lifestyle (participating
in newsgroups and mailing lists, shop-
ping in virtual company stores, etc.)
appears to be developing comparable to

global audiences for tv programmes.
However, the pace of growth appears to
be slowing down slightly in the U.S.,
possibly caused by problems with band-
width limitations, insufficient modem
speeds, trend weakening and hasty
pace of technological development.

One of the parents of the Internet has
expressed the view that (the Internet is
at once a world-wide broadcasting
capability, a mechanism for information
dissemination, and a medium for collab-
oration and interaction between individ-
uals and their computers without regard
for geographic location(. From around
1973, the Internet expanded with elec-
tronic mail (e-mail), the favourite network
application for about 20 years. Other
services provided resource sharing such
as electronic file transfer (FTP), access
to remote computers (Telnet), and
resource discovery like Gopher (docu-
ment file system).

The idea of the WWW emerged
around 1991 to implement hypertext
structures on documents stored on net-
worked computers and linked together
in the form of a worldwide web. A defini-
tion describes the WWW (or W3) as a
“distributed heterogeneous collaborative
multimedia information system”.
Information is stored in hypertext format
at various sites (servers), and docu-
ments (Web pages) can be viewed at the
user’s device (client). This service was
the subsequent major force for the
growing acceptance of the networked
world.

Newsgroups and discussion groups
(mailing lists) contributed to accelerating
growth. A current directory mentions
89,382 mailing lists, about 30,000
USENET newsgroups, and some 25,000
IRC channels (Internet relay chat). The
precision of all the numbers should not
be overestimated but they obviously
indicate the trend of growth.

4, Issues

Almost 30 years have passed since
the Internet design originated, with its
concept of information flow between a
limited number of computers or work-
stations and a minority of elitist users. In
the meantime, the nature of the Internet
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has changed dramatically, its purpose is
the general supply of any kind of infor-
mation and at the latest count there are
over 100 million users. The packet-
switching information transmission con-
cept, the connectivity concept of com-
puter networks, the PC (personal com-
puter as client), and the WWW (World
Wide Web) concept have been incredi-
bly successful, but the introduction of
multimedia content and the transforma-
tion of existing services (e.g. telephone,
radio, computer, video) to the Web had
not been envisaged. Therefore, technical
and design enhancements, and regula-
tory and legal provisions are urgently
required, and will promise extended
future use of the Internet. Some topics
are described in the following.

4.1. Technical

The growing amount of Web pages (at
least 320 million according to a recent
survey) and the increase in data demand
and throughput have led to performance
problems.

IP address

The early IP design introduced a 32 bit
IP address (IPv4 - Internet Protocol
Version 4) to route the data packets to
their proper destination. In the mean-
time, a new protocol IPv6 (or IPng - IP
next generation) has been proposed
with a 128 bit address space (support-
ing expanded addressing, autoconfigu-
ration, multimedia, network layer end-to-
end security amongst others). The new
header may optionally also contain infor-
mation about encryption, authentication,
priority and payment conditions. At pre-
sent, tests are being carried out with a
IPv6 testbed called “6bone”.

Infrastructure

Different telecommunication lines,
gateways and routers constitute the cur-
rent Internet infrastructure. The “infor-
mation superhighways” (e.g. glassfibre
backbones with transmission rates of up
to 622 Mbit/sec) may have to be
accessed by means of telephone wires
by individual users. TV cable networks,
satellites, ISDN (Integrated Digital
Services Network) and xDSL (version of
Digital Subscriber Line, mainly ADSL at
present) can temporarily help to ease
performance problems but there is
already a U.S. 12 (Internet2) project
underway (for commercial use also) sup-
ported by the governmental vBNS (very
high-speed Backbone Network Service).

Multicast

The functionality of the Internet can be
used to provide information in a variety of
communication modes, from the one-to-
one concept (IP unicast) through one-to-
many (IP multicast) to many-to-many. In
order to avoid unnecessary traffic over

TCP/IP networks, IP Multicast is an initia-
tive to reach all members of a specified
destination host group at the same multi-
cast address. “Mbone” (multicast back-
bone on the Internet), an experimental
enhancement for processing of multime-
dia content, has been approved by the
IETF (Internet Engineering Task Force).

WWW improvement

The W3C (World Wide Web
Consortium) supports W3 development
by several projects. The HTTPng
(HyperText Transfer Protocol next gen-
eration) project foresees a distributed
and object-oriented architecture, which
is more oriented towards the modemn
usage requirements of the Web. HTML
is used for publishing hypertext on the
World Wide Web (HTML 4.0 as the latest
version). In order to define data formats
for structured document interchange,
XML (Extensible Markup Language) has
been promoted by market contributors.
Another consortium has been formed for
the specification of VRML (Virtual Reality
Modeling Language) to provide file for-
mat standards for 3D multimedia and
shared virtual worlds on the Internet.

4.2. Organizational

The genuine Internet operation was
pursued by a like-minded community. It
was not much perceived among the
public until 20 years had passed. In the
last few years, the speed of technologi-
cal development and the increasing
number and diverging motivation of par-
ticipating actors have led to difficulties
with the “original open and flexible con-
sensus-building process”.

Domain name reform

IP addresses were centrally registered
by the IANA (Internet Assigned Numbers
Authority) and are distributed region-
wise by (new) ARIN (American Registry
for Internet Numbers), RIPE (Réseaux IP
Européens) and APNIC (Asian-Pacific
Network Information Center). The early
DNS comprised six top-level domains
(TLD): .com for commerce, .edu for edu-
cation, .mil for military, .org for non-
profit-organizations, .gov for govern-
ment and .net for network service
providers; and additionally, of course,
the country-code domains (ccTLD) like
.us, .de etc. InterNIC (International
Network Information Center) adminis-
tered “generic” TLDs (.com, .org, .net,
.edu and .gov - for US government only)
whereas national NICs now look after
more than 200 ccTLDs.

In accordance with demand, the TLDs
are nowadays rather unequally filled with
IP addresses. For instance, .com leads
with 8,201,511 hosts, followed by .edu
with 5,283,568 hosts, then .net, .jp
(Japan), .mil (US military, nearly as many
as Japan), .us (U.S.A)), .de (Germany),
.uk (United Kingdom) and .ca (Canada)

etc. Obviously, the availability of useful
names is particularly scarce in the .com
domain. The growing participation of
Internet users of any kind requires sup-
plementary modification of the DNS
(originating from 1984). Current propos-
als envisage 7 new (generic) gTLDs,
namely .firm, .store/.shop, .web, .arts,
.rec, .info and .nom.

Administration

Only a few bodies and institutions
(“Internet community”) were concerned
about interoperability and standards
issues, for instance, IAHC (Internet Ad
Hoc Committee), IAB (Internet
Architecture Board), IANA, IETF, W3C,
InterNIC, ISOC (Internet Society) etc.,
working in the form of a “cooperative
and mutually supportive relationship”.
Instead of being subject to a general
authority, the global network was
strongly influenced by the scientific and
academic community and, later, by
“normal” users, private individuals and
businesses with increasing dominance.

For the future, many parties (govern-
ments, supranational organizations,
multinational enterprises etc.) request
more international competition in DNS
funding, administration and name
assignment. A US proposal is already
under discussion, also in the EU
(European Union), but there is still no
international consensus about a solu-
tion. CORE (Council of Registrars,
Geneva), a coalition of more than 200
international Internet actors, plans to
compete in managing gTLDs instead of
NSI (Network Solutions Inc., contracted
by NSF and operating InterNIC).

4.3. Regulatory and Legal

Unlike the development of other infor-
mation and communication services, the
Internet is essentially user-driven, i.e.
the content is generated by many active
participants within the network following
an “open and spontaneous organiza-
tional concept”. In order to prevent mis-
use, national governments and interna-
tional authorities now request formal
agreements and legal structures for the
supervision of the global network /4/.

Legal provisions

Particularly in the U.S.A., there have
already been provisions for jurisdiction
in the Internet like, for instance, the con-
troversial Communications Decency Act
(CDA), Internet Gambling Prohibition
Act, Electronic Communications Privacy
Act, Protecting Children from Internet
Predators Act etc. National laws differ
from country to country, and therefore
jurisdictional conflicts may arise.

Regulatory aspects

According to the expanding private
and commercial use of the Internet, an
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increasing number of issues deserves

attention beyond self-regulatory com-
mitments:

e user identification and liability, data
protection and integrity;

e company jurisdiction, trademarks,
copyright, protection of intellectual
property;

e labour law, consumer protection,

terms and conditions of contract,
harmful and illegal content.

In the following, several of the related
technical terms are described.

Security

The acceptance of Internet use greatly
depends on secure technical services,
authentication services and personal pri-
vacy aspects. W3C security initiatives
comprise the Platform for Privacy
Preferences (P3P), the Digital Signature
Initiative, the Platform for Internet
Content Selection (PICS), and HTTP
enhancement (provision of authentica-
tion scheme amongst others).

Privacy

W3C intends to set up individual pri-
vacy principles by its P3P project.
Internet users should be able to specify
their privacy preferences for information
exchange with the variety of Web sites
and to control the use of their personal
information profile (e.g. “cookies”).
Another way is the use of anonymous or
pseudonymous web servers and remail-
ing services.

Privacy can be achieved as well if
content is not openly shared (e.g. pass-
word protected) with other participants
of the public network. A new approach
proposes VPNs (Virtual Private Network)
as a secure way of global corporate
WAN communication. Strong encryption
and authentication provisions and data
integrity checks are characteristic of this
“extranet” solution. Another DARPA pro-
ject is reported as ESP (Extranet for
Security Professionals) that encrypts all
data traffic and explicitly restricts
access to qualified participants only.

Encryption

In order to keep digital data and elec-
tronic communications confidential, plain
text is made “invisible” for unauthorized
participants by various methods.
Classical encryption operates with keys,
other means are steganography (hiding
of plain text in pixels of images) and
“chaffing and winnowing” (mixture of
garbage and plain text). Governmental
authorities are concerned about legal key
access, key escrow and key recovery.

Authentication

Information transmission for private or
business use should not be disclosed
(confidentiality), tampered with (integrity)
and delivered only by the genuine
source (authentication). In the latter

case, the original sender may uniquely
ensure its identity by particular means.

Digital signature

The authenticity of the source can be
proven and the integrity of data verified
by encryption and digital signatures.
Digital signatures are based on “public
key cryptography”, which requires some
sort of key management and mutual
trust between sender and recipient. P3P
is also intended to support future certifi-
cate and signature opportunities. For
feasibility reasons, certificates of the
participants’ identity could be issued by
official third-party Certification Author-
ities (CA). Of course, repudiation of a
digital signature may happen, for
instance in cases of so-called “undis-
closed” delegation.

Content

Appropriate content classification is a
major problem with respect to the incred-
ible number of documents on the WWW.
Search engines and hierarchical catego-
rization rely on keywords, which may not
properly describe a given content in
every case. PICS is concerned with
adding meta-information to documents,
for instance copyright statements and
usage information. Besides other means,
it could be used to filter and reject Web
pages with harmful or illegal content.

The mission of WIPO (World Intellec-
tual Property Organization) is protection
of industrial property (e.g. inventions,
trademarks etc.) and copyright (i.e. mul-
timedia authorship). Several groups are
concerned about a weighted balance
between intellectual property rights and
free flow of information in Internet.
Another example is the Digital Object
Identifier system (DOI) being proposed
for the identification of digital objects (in
the interest of publishers).

Commerce

A general definition designates elec-
tronic commerce (e-commerce) as a set
of activities that “covers any form of com-
puterized buying and selling, both by con-
sumers and from company to company”.
Depending on institutional arrangements
and technical infrastructure, e- commerce
is expected to grow considerably. Privacy
of consumers and security of transactions
in the international marketplace need to
be warranted by an effective multilateral
policy framework. The Internet could
serve as the basic medium for commerce
in the context of an expected knowledge-
based society.

5. Predictions

The Internet offers concepts and struc-
tures for the integration of services that
will constitute much more than a techno-

logical paradigm in the future.
Improvements in data processing speed
and data storage capacities, bandwidth
and information transmission enhance-
ments and privacy and security solutions
for information exchange will lead to a
complex global information and commu-
nication infrastructure for any kind of
user. Within the next few years, a number
of emerging countries (e.g. Argentina,
Brazil, Chile, China, Colombia, Greece,
India, Indonesia, Malaysia, Mexico,
Pakistan, Peru, the Philippines, Poland,
Russia, Saudi Arabia, Thailand, Turkey,
Venezuela, Vietnam etc.) are expected to
participate significantly in the future use
and growth of the global network.

In the 21t century, the skills of
“human users” may be complemented
by intelligent “information appliances”
as part of the network, as well as
“machine users” such as household
devices or computer desks /5/. Internet
could serve the same purposes for ubig-
uitous information provision as the elec-
tric grid does for power supply. At pre-
sent, information appliances are defined
as “low-cost, easy-to-use, digital con-
sumer electronics devices providing
access to the Internet or Internet-like
services” /6/. Falling communication tar-
iffs may further contribute to the devel-
opment of the electronic marketplace.
The envisaged information society can
become reality, the more governments,
enterprises, and private users perform
advanced information processing via the
Internet /7/.

6. Concluding Remarks

A considerable effort in international
safeguards is devoted to the generation,
confirmation and evaluation of informa-
tion to enable well-founded decisions to
be made on the potential diversion of
nuclear material and the possible evi-
dence of undeclared nuclear activities
(verification of nuclear non-proliferation)
/8/. The scope and extent of necessary
information to be acquired, managed
and analysed for safeguards have
increased even more with regard to the
new Model Protocol (INFCIRC/540) /9/.
Based on the availability and accessibil-
ity of data (either from confidential or
open sources, provided by humans or
automated/smart instruments, acquired
routinely or on an ad hoc basis), the use
of the Internet, information appliances
and a reliable security technology could
serve to improve safeguards efficiency
in an appropriate way.

The Internet (as an extranet for the
safeguards control regime) can be
envisaged to be more effective and less
expensive than proprietary communica-
tion lines and devices for future safe-
guards data acquisition, data evaluation
and decision-making. Varying levels of
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internetworking security could be repre-
sented through virtual private networks
that may be defined as “temporary,
secure connection over a public net-
work, usually the Internet”. In the world
of communications and transactions,
the rise of the Internet and the dissemi-
nation of its services can be regarded as
the innovative technological means in
providing new dimensions of potential
assistance and support.
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One year of ESARDA activities

Seminar on “Modern Verification
Regimes: Synergies,
Differences and Challenges”

Organized by ESARDA in the framework
of its 20th Annual Meeting.
Helsinki 12-14 May, 1998

ESARDA Organizes every second year
an Internal Meeting. The purpose of
these meetings is to convene all
Members of the ESARDA Working
Groups and the management of the
Association, to discuss issues of com-
mon interest. This year, ESARDA
decided to discuss the possible syner-
gies of Safeguards with other verifica-
tion regimes, especially those related to
mass-destruction weapons.

Nuclear non-proliferation is but one
component of the international regime to
prevent proliferation of weapons of
mass destruction. That regime saw sig-
nificant developments in 1997 with the
coming into force of the Chemical
Weapons Convention (CWC), the adop-
tion of the full IAEA safeguards strength-
ening measures (programme “93+2”),
the establishment of the Organization to
monitor the Comprehensive Test Ban
Treaty (CTBT) and the ongoing discus-
sion on verification by the conference on
the Biological Weapons Convention. All
these instruments, together with those
stemming from the nuclear disarmament
initiatives (i.e. the disposition of surplus
weapons material and Fissile Material
Cut-off), depend on an effective inde-
pendent verification regime.

In facing the challenge of verification,
there is much to be gained from a tech-
nical dialogue and information exchange
between the safeguards community and
these other organizations. The seminar,
which convened 100 technical experts
and speakers from the safeguards area
and from other verification agencies,
aimed at fostering and encouraging this
dialogue, with a view to:
1.inform the safeguards community

about the approaches being adopted

by other international verification agen-
cies that could be used to support
advances in international safeguards;

2. inform the wider verification community
of the technologies and experience in
safeguards verification which may have
wider application and benefit;

3. stimulate exchange of concepts and
technologies by providing an opportu-
nity for technical interchange among
experts in verification systems;

4. encourage a forward looking technical
review of verification and to identify
the challenges to research and devel-
opment.

The Seminar was chaired by Denis
Flory, Chairman of ESARDA. The ple-
nary session, lasting one day, provided
the opportunity for invited speakers to
present the international context and the
technical verification aspects of their
systems. The session was opened by an
address of the Director for Arms-
Control, Non-Proliferation and Disarma-
ment of the Finnish Ministry for Foreign
Affairs, Mr. Kari Kahiluoto, and by an
address of the Director-General of the
Finnish Radiation and Nuclear Safety
Authority, Prof. Jukka Laaksonen. The
following presentations were given:

D. Flory (CEA, IPSN, Paris, France, and
ESARDA Chairman): “Safeguards and
ESARDA: Experience and Objectives”
J-P. Contzen (Special Adviser to
European Commission and former
Director General of the Joint Research
Centre): “Verification is the Key to
Treaties’ Enforcement, but Technology
is the Key to Verification”

J.L. Rolland (Director of the Verification
Division of the Chemical Weapons
Convention Organization, The Hague,
Netherlands): “The Chemical Weapons
Convention Verification Regime and
Experience gained through the first Year
of Implementation”

O. Thrénert (Research Institute Friedrich
Ebert Foundation, Bonn, Germany): “The
current Status of Negotiations of the
Biological Weapons Convention”

P. Stokes (Secretary of the Preparatory
Committee of the Comprehensive Test-
Ban Treaty Organization, Vienna, Austria):
“Structure of the Comprehensive
Nuclear Test-Ban Treaty and Verification
Techniques”

W.D. Lauppe, G. Stein (Forschung-
szentrum Jllich, Germany): “Possible
Implications of the IAEA Strengthened
Safeguards System on Future Cut-off
Verification”

V. Ostropikov, A. Panasyuk (MINATOM,
Moscow, Russia): “Experience of the
Russian Federation in the field of the
Nuclear Material Control”

J.W. Tape (LANL, Los Alamos, NM,
USA): “Modern Verification Regimes for
Excess Nuclear Weapons Materials: A
View from the US

A. Nilsson, J. Rautjaervi (IAEA, Vienna,
Austria): “Introduction to IAEA
Safeguards R&D and IS Programme
1999-2000”

In order to facilitate maximum interac-
tion and to draw conclusions, the
Seminar then formed into four Working
Groups:

e Working Group 1: “Verification
Concepts”, chaired by B. Dufer
(IPSN, France)

e Working Group 2: “Information
Treatment”, chaired by A. Nilsson
(IAEA, Vienna) and M. Cuypers
(RC, Ispra, Italy)

e Working Group 3: “Measurement
Techniques”, chaired by R. Schenkel
(JRC, Karlsruhe, Germany)

e Working Group 4:  “Monitoring
Techniques”, chaired by B. Richter
(FZJ, Julich, Germany)

Each Working Group was charged
with identifying similarities and synergies
and, more importantly, the differences,
the lessons to be learnt and the techni-
cal challenges for research and develop-
ment. The Working Group discussions
were interspersed with a total of 28
detailed specialist presentations. The
seminar was concluded by a plenary
session lasting half a day, in which the
working groups reported their findings
and conclusions. Proceedings of the
Seminar are being published now.

Workshop on “Science and
Modern Technology for
Safeguards” jointly organized
by ESARDA and INMM

Albuquerque, New Mexico, USA,
21-24 September, 1998

This is the second Workshop on the
subject, the first one having taken place
in Arona, Italy, on 28-31 October, 1996.
A similar Workshop will be conducted in
Japan in the year 2000.

The workshops on "Science and
Modern Technology for Safeguards" aim
at providing a forum for the presentation
and discussion of selected fields of sci-
ence and modern technology that have
not, as yet, been considered or have
not, as yet, been fully exploited by safe-
guards experts, with the objective of:

1. informing the safeguards community,

2. stimulating application to safeguards
and

3. providing an opportunity for technical
interchange among experts in the vari-
ous technologies and in safeguards.

The Workshop held in Albuquerque,
New Mexico, USA, September 21-24,
1998, was attended by over 100 partici-
pants. It was chaired by. C. Sonnier
(Consultant to the US  DOE,
Albuquerque, NM, USA) and by G. Stein
(Forschungszentrum Jilich, Germany).

The Workshop provided a full discus-
sion on several near and far term scien-
tific technologies that may be applied to
safeguards. In addition, there were
extended discussions on the social and
political aspects surrounding the areas
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of Non-proliferation, International Safe-

guards, Regional Safeguards and other

(non Safeguards) Inspection Regimes. In

the opening plenary session, addresses

were given by the INMM President, Mr.

O. Amacker, and by the ESARDA

Chairman, Mr. D. Flory, followed by

invited presentation of Messrs. J.

Rautjaervi (IAEA, Vienna, Austria), T.

Sellers (SANDIA, Albuquerque, NM,

USA), A.E. Whiteman (DOE, Albugquerque,

NM, USA) and W. Gmelin (EURATOM

Safeguards Directorate, Luxembourg).
The Workshop then formed into four

Working Groups:

* Working Group 1: “Social and Political
Aspects of Safeguards”, chaired by
H. Kurihara (NMCC, Tokyo, Japan) and
J. Pilat (International Institute for Safety
Studies, London, UK)

e Working Group 2: “Advanced Sensor
Technology”, chaired by K. Sanders
(Dept. of Energy, Washington, DC,
USA) and R.J.S. Harry (Consultant to
ECN, the Netherlands)

e Working Group 3: “Survival in a
Data-Rich Environment”, chaired by
M. Cuypers (European Commission,
Ispra, lItaly) and J. Kaniewski (IAEA,
Vienna, Austria)

* Working Group 4: “Lessons from Non-
Safeguards  Inspection  Regimes”,
chaired by D. Flory (IPSN, Paris, France)
and J. Menzel (OSIA, Dulles, VA, USA).
35 technical papers were presented in

the Working Groups, by invited experts:
the participants were then asked to
engage in a discussion of the prospec-
tive applications or implications of these
topics to safeguards. This interaction
helped inform the experts of opportuni-
ties for application of their area of exper-
tise to safeguards, and helped inform
the safeguards community of the applic-
ability and limitations of each selected
topic. The conclusions of the Working
Groups were reported and discussed
during a closing plenary session.

The participants agreed that the
Workshop was successful and reached
its objectives. Proceedings will be printed.

The planned Workshop of the Year
2000 will consider the following topics:
Social and Political Aspects of
Safeguards, Regional System Consi-
derations, and Robotics/Microelectronics
Technologies.

Workshop on “Quality
Requirements for NDA in
Safeguards”

Ispra, Italy, November 1998

The production of high quality mea-
surement results requires appropriate
technical and organisational measures
to ensure their reliability, consistency
and comparability. To reach these
objectives, adequate Quality Assurance

at the laboratory carrying out the mea-

surements is necessary.

In the past, the ESARDA Non
Destructive Analysis (NDA) Working
Group has often considered the issue of
Quality Assurance. Recently, the deci-
sion was taken by the Working Group to
organise an International Workshop on
this subject, with the aims of:

i) gaining insight into terminology, pro-
cedures, norms and legal issues,

i) understanding how Quality Assurance
is achieved,

iii) reviewing the scientific, technical and
formal requirements for making qual-
ity measurements,

iv) exchanging experience with laborato-
ries implementing - or having imple-
mented - a formal Quality Manage-
ment System, and

v) drawing conclusions and giving rec-
ommendations to NDA laboratories
related to safeguards.

The workshop was held at the Joint
Research Centre of the European
Commission, at Ispra (ltaly). During three
days of presentations and discussions,
25 participants from R&D organizations,
from certification and accreditation bod-
ies and from safeguards authorities were
able to draft a set of conclusions and
recommendations to NDA laboratories.
The papers presented, the conclusions
and the recommendations will be pub-
lished in the Workshop’s Proceedings.

Other Information

Tripartite Seminar on “Nuclear
Material Accounting and
Control at Radiochemical
Plants”

Obninsk, Russia, 2-6 November 1998

A Tripartite Seminar on “Nuclear
Material Accounting and Control at
Radiochemical Plants” was held in
Obninsk, Russia on 2-6 November 1998.
It was jointly organized by the Ministry
of Atomic Industry - Minatom - of the
Russian Federation, the European
Commission and the US Department of
Energy. The Seminar took place at the
Russian Methodology and Training
Centre of Obninsk, which was set up
with the cooperation of the European
Commission (the TACIS programme and
the Joint Research Centre). It was
attended by representatives from the

United States, the European Union, and

Russia. In particular, there were fifty-one

participants from the Russian

Federation, coming from thirteen facili-

ties, from Minatom and from the Federal

Safeguards Authority Gosatomnadzor.

During the Seminar, Russian and foreign

specialists gave thirty-seven presenta-

tions on the topic of nuclear material
control and accounting (MC&A) at

Radiochemical and Reprocessing Plants.

These presentations dealt with the devel-

opment and performance of MC&A sys-

tems and their basic components.

Individual presentations covered:

1. General aspects of State MC&A sys-
tems; requirements, regulatory aspects,
and discussion of the nuclear fuel
cycle in Russia, particularly of repro-
cessing.

2. MC&A at the various stages of the
radiochemical process.

3. Quantitative and qualitative aspects
of measurements for MC&A at repro-
cessing plants, including methods of
destructive  and  non-destructive
assay, density and volume measure-
ments, requirements for accuracy of
measurements and measurement
quality assurance.

4. Continuity of knowledge of measure-
ment data, including use of tamper-
indicating devices and of contain-
ment/surveillance systems.

The significant amount of questions
and discussion after each presentation
demonstrated the strong interest of the
participants in the subject's matter.

This was the second NMC&A Tripartite
Seminar at the RMTC, the first having
been conducted in 1997 with the title
“NMA&C in Fuel Fabrication Plants”. A
third Seminar dealing with Enrichment
Facilities is planned for the year 2000.

15



ESARDA BULLETIN, No. 29

Grand Opening Ceremony of
the Russian Methodological
and Training Centre (RMTC)

Obninsk, Russia, 4 November 1998

On November 4, a Grand Opening
Ceremony was organized to celebrate
the establishment of the Russian
Methodological and Training Centre
(RMTC) of Obninsk and recognize its
training accomplishments in the field of
nuclear materials control and account-
ing. The Ceremony was attended by
numerous experts in Nuclear Materials
Accountancy and Control coming from
the Russian Federation, the European

Union and the United States of America
as well as representatives of the media
(press and TV). Distinguished guests
were: Mr. E. Adamov, Minister of Atomic
Energy of the Russian Federation; the
President of the Kaluga Region; Mr. M.
Shubin, Mayor of the City of Obninsk;
Mr. G. Adam, Member of the European
Parliement; Mr. H. Allgeier, Director
General of the Joint Research Centre of
the European Commission; Mr. A.
Dimitriev, Deputy Head of the Gosatom-
nadzor of the Russian Federation; Mr. P.
Ek, representing the Swedish control
Authority SKI , Mr. P. Gourlez, repre-
senting the French control Authority

IPSN; Mr. K. Sheeley, Deputy Director of
the Office of Arms Control and Non
Proliferation of the US Dept. of Energy.

A detailed report of this event will be
published in the next number of the
ESARDA Bulletin.

It is worth to recall that, over the past
three years, courses were established at
the RMTC covering Nuclear Material
Control and Accountancy in the entire
spectrum of facilities of the nuclear fuel
cycle, and that the relevant training facil-
ites were completed. More than 40
courses are now taught annually,
attended by over 1000 students from
Russia, Lithuania, Ukraine, Kazakhstan.
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21st ANNUAL SYMPOSIUM on Safeguards and Nuclear Material Management

Palacio de Exposiciones y Congresos
Sevilla, Spain, 4-6 May, 1999

The 21st ESARDA Annual Meeting will be a Symposium on Safeguards and Nuclear Material Management; it
will be held in the “Palacio de Exposiciones y Congresos”, at Sevilla, Spain.

The purpose of this Symposium is to offer an opportunity to exchange information between Research
Organizations, Safeguards Authorities and Nuclear Plant Operators on new aspects of international safe-
guards and their implications for research and development activities.

Nearly 150 contributions will be given in different
areas. The Symposium sessions will include:

Opening session
Other Verification Regimes

Technical consequences of the application of f;ssfaﬁgg};f; S

INFCIRC/540 ’aﬂd Nuclea, Nfater,- I

Concepts and Views Pa!i’fagement a

National Safeguards Systems Sevu/fsdjaﬁjf’;?gc’&)a:}es% Congresos
4 9

Co-operatives Programmes
Safeguards Implementation Concepts
Plant related Experience

Non-destructive Analysis: General NDA and
Neutron Measurements

Non-destructive Analysis: Gamma Techniques
Non-destructive Analysis: Modelling
Non-destructive Analysis: Application to Waste
Destructive Analysis

Containment and Surveillance

Integrated Monitoring Systems

Data and Information Evaluation

Innovative Information Uses

Nuclear Forensic Analyses

Nuclear Signatures

Further information and registration forms can be obtained from:

C. Foggi
EC-JRC
I-21020 Ispra (Varese), ltaly
Phone: +39-0332-789372
Fax: +39-0332-789509
e-mail: carlo.foggi@jrc.it




ESARDA
Working Group on Containment and Surveillance

COMPENDIUM

Containment and
Surveillance Products

PREFACE

At a workshop held in Salamanca in 1992, by the ESARDA Working Group on
Containment and Surveillance, it was concluded that the development of containment
and surveillance (C/S) devices had now reached a stage where products or basic
expertise were available to assist with the solution of many problems. It was felt that
a compilation, which contained outline information on a range of C/S products would
help the potential user to know where to obtain further information and thus to judge
whether a particular device might meet the requirements of a specific application.

This compendium is not intended to be comprehensive but collects together
contributions provided by the members of the Working Group.

Issue No 3: April 1997
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