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Abstract
The Automatic Identification System (AIS), a shgporting system originally designed for collision
avoidance, is becoming a cornerstone of maritimu@gonal awareness. The recent increase of taalest
networks and satellite constellations of receivegroviding global tracking data that enable aewvid
spectrum of applications beyond collision avoidamdevertheless, AlS suffers the lack of securityasuges
that makes it prone to receiving positions thatuamatentionally incorrect, jammed or deliberattisified.
In this work we analyse a solution to the probldrAl& data verification that can be implementedhivita
generic networks of ground AIS base stations witlmeed for additional sensors or technologies.
The proposed approach combines a classic radididattan method based on Time Difference of Arrival
(TDoA) with an Extended Kalman Filter (EKF) desidrte track vessels in geodetic coordinates.
The approach is validated using anonymised realdaltd collected by multiple base stations thatyart
share coverage areas. The results show a deviaiareen the estimated origin of detected signalstiaa
broadcast position data in the order of hundredsettrs, therefore demonstrating the operationzinbial
of the methodology.

Introduction
The verification of the trustworthiness of Autonadiilentification System (AIS) data is becoming & ke
problem to exploit the full potential of this teaitagy not only for safety but also for security Apgtions.

AIS, originally conceived for collision avoidands,a system whereby ships broadcast their presence,
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identification and location. Differently to otheperational coastal active systems for maritime aillance,
AIS is characterised by considerable coverage (@Hpagation) together with a relatively accurate
positioning (GNSS) performance [1]. Neverthelelss,dooperative nature of AIS and the lack of irsign

security make it vulnerable to false or missinglaextions.

Ships of 300 gross tons and upwards in internaltiomyages, 500 tons and upwards for cargoes not in
international waters and passenger vessels amgedid be fitted with AIS equipment as regulatedhzy
IMO Safety of life and sea (SOLAS) [2]. Furthermoa#t EU fishing vessels of overall length exceedird

metres are also required to be fitted with AIS frigialy 2014 [3].

AIS reports encode state vector information suclatitside, longitude, Speed Over Ground (SOG), €aur
Over Ground (COG) as derived by the on board GN$S8iver. Such information is broadcast at a vagiabl
transmission rate depending on the vessel motmanaxample, the rate is increased up to a message
two seconds when the vessel is sailing at highdspeenanoeuvring. In addition, every six minutesssels
transmit their identification (IMO and MMSI numbehip name and call sign), static (size, type cbed
type of cargo, etc.) and voyage related informaf@ig.Estimated Time of Arrival and destination). Such
information is manually set and therefore not fuéliable since more subject to errors if compaced

positioning data [4].

With the advent of networked regional base stat{erg the European SafeSeaNet or the Mediterranean AIS
Regional Exchange System - MARJE and satellite receiver constellations [5], thistem progressively
proved effective for maritime surveillance andficafmonitoring, enabling far-reaching applicatiangh as
traffic knowledge discovery, route prediction amb@naly detection. The latter can target particlder
likelihood motion trajectories ([6],[7]), alertscuas sailing in restricted areas, abrupt chanfjdsextion

(an extensive overview of this rules is presentej@]) or anomalies related to wrong AlS message
information either unintentional or deliberate sasispoofing As an example, false GNSS tracking
information can be produced to simulate specifietrtories [9] or false AIS messages can be gestbeatd
transmitted at VHF as recently demonstrated in.[$0Fh events, besides being potentially seriomarda

to the safety of navigation especially in reducisibility conditions, can also represent secutityetts by

covering unauthorised activities at sea such egdllmovements of goods and people.



The detection of position reporting anomalies eitlmked to AlS transponder failures or due to bletately
falsified broadcast dynamic information, can berapphed in different ways. The correlation with
additional sensors can be used to detect AlS gaiafieg; such sensors could be coastal radarse(gee
[11]), HF Surface Wave Radars [12] or space bageths8tic Aperture Radar (SAR) [13]. Neverthelehs, t
operational usability of such approaches dependbleavailability and persistency of the data pdedi by
such additional sensors. Similar considerationsyappdata correlation using secondary reportingeys
such as Long Range ldentification and Tracking [DROther approaches aim at increasing the
trustworthiness of the transponder through theofiselditional on-board instrumentation as inveséday

[14].

In this work we consider a methodology that cardsly applied to the existing AlS network using th
messages normally provided by the AIS base statidmes idea is to combine Time of Arrival (ToA)
measurements from multiple AIS channels to detegriime Difference of Arrival (TDoA) measurements.
Then TDoAs are processed using a classic multdtitar procedure [15] to estimate the vessel pasitiith
uncertainty at each time instant [16]. Similar aygmhes based on multilateration (MLAT) and wideaare
MLAT (WAMT) techniques have been widely used fartaaffic surveillance using secondary surveillance
radar (SSRMode S repliesd.g.[17]) leading to location errors in the order dea metres (see.g.[18]).
Differently from such applications, the localisatiaccuracy that can be achieved using AlIS messages
significantly poor as the Cramer-Rao Lower Boundhef TOA estimate using such transmissions is dichit
by a signal bandwidth that is less than 25 kHzsTéifurther analysed in the following Sections.ribtaver,
being the proposed approach leveraging existingsys the receiving base stations are separated by
baselines of tens or even hundreds of kilomethes;, humber is critically limited to a few unitschim
principlead hocdeployments are not envisaged. Finally, the VHiar@ropagation is often characterised by
ducting effects that help in extending the AIS mm far beyond the line-of-sight, but also lead t
additional uncertainty on the relationship betwdenmessage time of flight and the actual emission
location. All the above make multilateration inglziontext not sufficient to guarantee anti-spoofing
operational requirements in terms of location aacyrand coverage areas. As a consequence, a fatther
emission tracking stage is heeded after classitilatatation approaches, whereby radiolocation eamylis

improved through time integration by means of ateBded Kalman Filter (EKF) in geodetic coordinates.



This is made possible in the maritime domain asresequence the relatively slow and predictable

manoeuvres of ships with respect to the AIS messeafeesh rates.

The paper aims at demonstrating the feasibilitsadfolocation of AIS emissions as the basis fourfeitanti-

spoofing and AIS verification applications basedoomaly detection techniques.

The paper is organized as follows: in Section 2oviefly describe the Italian AIS Network; in Secti8 we
introduce the models for ToA and TDoA measuremeantd, discuss the effects of noise with a specific
attention towards bias compensation. In Sectiore4dlefine the TDoA based multilateration procedurg a
discuss some localisation results for different AEwork configurations. The EKF for time integoatiin
geodetic coordinates is discussed in Section Sgahth the tracking results from processing redb Allata

collected by the Italian AIS network. Finally, cduions and future directions are discussed iniGeét

2. The ltalian AIS Terrestrial Network

Implemented in 2005 to fulfil the requirements lué Directive 2002/59/EC of the European Parlianaeick
of the Council of 27 June 2002, the Italian AISwatk has been completely upgraded in 2012-2103y wit
the aim to comply with the most recent relevantiglines and recommendations, such as the IALA
Recommendation A 124 on “The AIS Service” (Decen®t?) and the ITU Recommendation ITU-R
M.1371-4 issued on April 2010. The network currgetnsists of 60 base stations mainly located tdige

best VHF coverage (up to 100 nautical miles, evighout the duct effect).

The base stations were placed in such a way targeterlap of the radio coverage (Figure 1) in otdg)
increase the overall availability of the servicesvided by the national AlS netwoiil enable future

adoption of anti-spoofing techniques to improveliquaf AlS information received. The overall
architecture of the Italian AIS network is showrFigure 2. One of the key elements of the netwsithé so
called AIS Embedded Server, a fully solid-stateicke¥eaturing two separate servers thus supporting
redundancy or the simultaneous interface to two métorks. The AIS Embedded Server, acting as a PSS
Controlling Unit (PCU) according to the IALA Recorendation A-124, allows the integration of one or
more base stations and their management from slystems. The Embedded Server can acquire AlS data

from the serial ports and from TCP connections ating to the specified configuration.



Figure 1: AIS Coverage Overlapping

In the same way, the collected AIS data are maedd#adole to serial ports and TCP connections. b als
features an embedded interface for each web sehieh allows configuring and monitoring for botreth
servers and the connected AIS Base Station, withginty any additional software. Authorized operatan
log-in on the web interface to configure and manéeery aspect of the server, its ports and comresand

the linked devices and users.
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Figure 2: The Italian AIS Network architecture



The AIS system dynamically configures into cellingsa Self-Organised Time Division Multiple Access
(SO-TDMA) scheme. The cell size is adjusted to adapa function of the traffic density: in highly
congested areas for instance, it is necessarygtwecthe size of the cell to diminish the number of
transmitter in the cell; this is achieved by reaigcihe power of the AIS transponders from 12.5 Kigfi
setting’) to 1W (‘low setting’) thus avoiding meggacollisions [19]. AlS data are transmitted aaiz 1of 9.6
kb/s using Gaussian minimum shift keying (GMSK) miadion over two channels 161.975 MHz and
162.025 MHz. For each channel, 2250 slots are aibatwithin a timeframe of 60 seconds, startingyeve
minute. The bandwidth of the channels is nomin2liykHz, although the AIS signal spectrum has to be
within an emission mask defined by -25 dBc at +19kAd -70 dBc+25 kHz [19]. Moreover, transmissions
of AIS devices are synchronized by using a comnmoga teference, UTC (Coordinated Universal Time),
provided by the internal GNSS receiver. Transmissiming error including jitter and systematic @ffs
should be within = 104s of the synchronisation source for mobile statemd + 52 s for base stations,
setting the limits of the accuracy of time of flighstimation. If the internal GNSS receiver is fguhe AIS
devices are capable of synchronizing to secondiaipg sources as the received AIS messages; irtasis,
the timing error may increase up to 312 Anyway, AIS stations are not allowed to discackived

messages basing upon timing error, even whemitish bigger than the above specified values.

3. ToA and TDoA Measurements

In this section we discuss the models used to desdioA and TDoA measurements available from the
Italian AIS Network. Specific attention is devotedthe analysis of the noise distributions in orieverify

stationary and Gaussian assumptions and obtaiorrebke estimates for bias compensation.

The standard for AIS base stations provides faraesnce containing information associated to tne tf
arrival of received messages, expanding the seiesbages defined in the NMEA standard [20]. Theipe
field in the sentence allows representing a precigp to 1 ns, however a precision ofslis currently
obtained for the Italian Coast Guard National AEwork. Such precision is sufficient to estimate th
location of the emission using multilateration d@nidngulation techniques as further discussedigwiork.
The time of arrival is estimated by detecting thsipon of a specific marker in the AIS message,dtart

flag, relative to the slot start. The measuremgirhpacted by the timing error of the receivingistaand



by the quality of received signal. Low SNR may effthe accuracy of symbol clock recovery performgd
the GMSK demodulator, which is currently limited &yesolution of 10.4s set by the internal sampling
rate. Eventually, the accuracy of time of arrivaynibe greatly enhanced by base stations specyficall

designed to address this issue.

The Time of Flight ToF) of the electromagnetic wave carrying the AIS ragescan be calculated as the
difference between the Time of ArrivaldA) and the beginning of the time sldt) during which the

message has been transmitieg,

(1) ToF=ToA- T,

slot ~

hy-h

X

where  and are the transmitter and receiver timing errorgeesvely. When it is possible to fully
characterise the errorg and ,,, an unbiased estimate of theF could be obtained and used to derive
distanceR from the considered vessel and the receiving AlSeBatation (AIS-BS),e. R=c ToFwherec is
the speed of light. Multiple distances from diéiet AIS-BSs could then be used to find an unbiased

estimate of the instantaneous vessel position URAdased triangulation.

Unfortunately the transmitter timing errax is generally unknown and, as mentioned before peain the
order of tens of s leading to large ranging uncertainties. Moreovgis vessel-dependent due to differences
in the electronics of different transmission equinin This means that a full characterisationpis not
possible and th€@A measurements cannot be robustly used to direalthe $he vessel localisation problem.
The simplest idea in this case is to compare tbeivedToAspairwise and use the Time Difference of

Arrivals (TDOAS9. Hence, assume the vessel under surveillancghgwthe coverage area nfAlIS-BSs,

n
then it is possible to colledf = 5 TDOAs i.e.

TAOA = TOA +htx +/7rxi
TOA; =ToA +h, +h,,

(2)  TDoA; =ToA-ToA+h, - h, , 1Ej<ifn



where/;, ~ N(m,s,%) andfr, ~ N(m],sjz) are the receiver timing errors for thth andj-th AIS-BS

respectively. We can then rewrite thBOAsvector as follows:

TDoA,,

(®  TpoA= I[D)z/’j: V= N( oo Rrogs)
TDOA, .1

@) Np=[nsn, nen, n-n,.,|

(65)  Rpoa=blockdiadR,R,, R()

512 +522 512
6 R-=
s, s’+s.?
522 +532 522
N R =
522 522 +Sn2

(8) R =s’+s, .

As for the parametergn,,s,) somea priori knowledge might be available from the receivers’
characteristics. Since this is not our case, amat of (77, R,,,) Can be obtained using batch data or
over a moving time-window. In addition, if TOA mes@ements are optimally obtained using correlation

processing, the standard deviatighscan be modelled using the Cramer-Rao Lower Boufi [2

(9) s 3 ¢

' Bx/SNR

whereB is the signal bandwidth al@NR is the Signal-to-Noise ratio of tlie¢h channelSNR could be

0 U 0
modelled by means of Friis transmission equatio®BR = SNR(X«) , where X is the estimated vessel

position at time k.



A noise analysis was performed using real AIS datkected for approximatel§ hours ove3 days. Results
are depicted in Figure 3 for a subset of the IteitS Network. Both AIS service messages.pase station

reports periodically transmitted [10]) and AIS magss from verified vessel trajectories were used to
estimate the noise distribution.

Noise pdf
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Noise pdf
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Figure 3: Probability density function of the TDoA errors #oset of receiving station pairs. The relevant

bias - ; (highlighted in red) can be readily estimatedtib® also that an upper bound of +13.§
(highlighted in orange) can be selected so thatal®%% of noise pdf is included.



From the results in Figure 3, it is immediate tofyehe assumed Gaussian properties and extrasbrable

estimates for each bias- 7, and variances? +s?. Finally, since the biag appears to be sufficiently

TDoA

stationary we can use the estimatg, , for bias compensation.

4. TDOA-based Vessel Localisation

The problem of estimating an emitter position froBOA measurements occurs in a wide range of
applications. Conceptually, a correlation analgdithe received signal from two receivers shoulcgise
to one hyperbolic function. However, dueliboA measurement uncertainty, it is not possible torskiple
hyperbolas to robustly determine a unique intergrgi6]. We in fact face a nonlinear estimatiookgem

defined as follows. Assume that a vessel transigitlS messages is located at positoa(x,,y,). Let
P =(x y) be a generic point in geodetic coordinates an®fét= ()gRX, yiRX) be the position vector for the

th AIS base station. Then a nonlinear estimat& é found as:

(10) P, =argmin d(TDoAM. , h(P, PR, PJ.RX))
P i>j

where

(11) h(p, piRX,PjRX): \/(x xiRX)2+(y- yiRX)2 - \/(X XFX)Z"’(Y' VJRX)Z /C

and d(>) is a suitable distance. This could be for instetheesquare of the Euclidean distanice. (east

squares estimate) or the Mahalanobis distaneerfaximum likelihood estimate).

Since we are instead interested in finding the Gased estimation error we can use the followingrapch.
Consider for instance a fixed grid of poift$n geodetic coordinates, and set an upper bouriieon
differential time uncertainty ak =1357s, which corresponds to about 4 km location uncetyai his

bound was chosen so tH8% of the noisgrobability density functiofpdf) is covered (see Figure 3). Then

we can easily identify the set of poiftghat satisfy the following set of inequalities,

a2  |h(P.P™,P™)- TDoA |£cXK, 1£j<i£n



The locus of points where (12) is verified is a éygola with uncertainty in the flat-earth approxiioa case
[16]. The area contained by all intersections cathought of as a measure of the estimation ees@mples
of this are shown in Figure 4 and Figure 5 wheeeAlS message emission is located within the ietgisn
of the hyperbolic functions as derived from #2oA measurements between three and four stations

respectively.

Then assuming a Gaussian distribution for the rigiges (as verified in the previous section), thgogiated

estimation covariance is given by the minimum vaduellipse enclosing all points that verified (12).

A more rigorous approach uses the Mahalanobisrdista

d" =h(P,R™,P™)- TDoA,
@ D, =[ay  ay.]

P, =argminD,, R5,.D),
P

where P is the maximum likelihood estimate al®} , is an estimate of tHEDoA covariance given in (6).

In this case the error area is given by the spbafits that verify the following Chi-Square test:
(149 DyRipo Dy £9(a ' K)

whereg(a, K) is the value of the Chi-Square distribution Kodegrees of freedom arid a confidence.
Notice that for both problems in (10) and (13) we assuming either zefidoAbias,i.e., /7poa = Oy,q OF

that a reasonable estimalg,,, is available for bias compensation. This is possiblour case since the

time error bias at the receiver is sufficientlytistaary in time and space (Section 3). The outpth®
TDoA-based localisation procedure is a pair R,). Specifically,z, containing the vessel location estimate in
geodetic coordinates ami] is a covariance matrix describing the minimum waduellipse enclosing the set
of points that verify eq. (14). Time integratiortlen performed by using( R as inputs of a suitable

Extended Kalman Filter as described in the followsegtion.
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Figure 4: Radiolocation of the AIS emission in the Ligurfa@a as the intersection of the TDoAs hyperbolic
functions between three receiving stations (rediesr on land). The AIS encoded position (blue €jridlls
within the estimated emission area (red).

Latitude
o
(i)
o

g 8.5 9 9.5 10 10.5
Longitude

Figure 5: The AIS emission is received by four stationd ¢iecles). The additional AlS base station yiedds
reduction of the intersection area between thelabéé TDoAs, thus reducing the localisation uncinrtya
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Figure 6: The radiolocation results highlight that the megsariginally transmitted in open seas
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Another localisation example is reported in Figéréiere the AlS-based radiolocation and the dedlare
vessel position are sensibly different: this hagp&hen the AIS message from the vessel in open(bkees

circle) is repeated by a base statj@asily located in Genoa in this case.

Figure 8: Radiolocation uncertainty limits obtained when agé¢ AlS message is received from different
base stations (purple) using three TDoA measuresri@niy and c) and consideringK13.5 s for each
TDoA. Resulting performance when the message ééviet by four base stations, leading to six TDa#}s (

The spatial distribution of base stations is cerntréghe performance of the radiolocation processs iBh
given by the extent of the uncertainty at a spediftation in space and varies depending on tmstniter

position with respect to the receiving stations. iRstance, in Figure 7 the message is receivetieg

% In accordance with AIS standard, a base statiorbearquired to store and forward a position messag
sent by a vessel.



stations and the emission location can be verifimmvever, the error area is quite large. This happen
because the vessel is far away from all the seitsmslines and the angles of arrivals are sinfitabetter
clarify this point we performed a geometric anadysi the localisation precision with referencette t
positions of the Italian Base Stations. Resultsgaren in Figure 8, where we show how the estimated

precision varies in space for different AIS netwodnfigurations.

5. Vessel Tracking using an Extended Kalman Filter

As previously mentioned, at time stiethe multilateration procedure gives as output a (@giR,) for each
vessel, whereg, is the estimated vessel position ddts associated error covariance. We can then parfo
model-based time integration by recursively solvimg Chapman-Kolmogorov integral and Bayes equation
[22]. In fact, Bayesian methods provide a rigorbasnework for dynamic state estimation problems. The
idea is to construct the pdf of the system staseth@n all the available information, and then fand
approximation of such a posteriori pdf. Classioéience methods faronlinear filteringare the Extended
Kalman Filter (EKF) [23], based on linearisatiortloé system about the current state estimate, &d th
Unscented Kalman Filter (UKF) [24], based on a deiaistic sampling of the a posteriori pdf. Imprave
tracking accuracy can be generally achieved by meaSequential Monte Carlo (SMC) methods like the

Particle Filter (PF) [25].

For our specific problem we can use a nonlineaaggn to efficiently describe the vessel trajectdmyfact,
let X, Y Vie andcy be the Latitude, Longitude, Speed Over Ground (S@@),Course Over Ground (COG)

at timek. Then the geodetic vessel position at tkmé is given by:

. T, : T,
(15) xkﬂ:@ sin x, 2~ cosv, —k— +cos x, 2~ sin v, —* codc,)
,0 180 Rearth 180 Rearth
cos xkﬁ sin v, T sin(c, )
180 180 arth
(16) vy, =y, +—arctan
cosV, T sin x, 2 sin x, 2
k k k+1

R 180 180



whereR.. is the Earth radius ant is the sampling interval of the filtering problene. the time interval
between two consecutive (lat,lon) estimates froenrttultilateration procedure. As for the S@&Gnd COG

c, We assume zero-dynamic with Gaussian noise. Thehdosing. = [ Y W ¢J " as the system state, we
can describe our problem using the following dyrasyistem with nonlinear dynamics and linear

measurement equatione.

A7) Xy = F (%, )+ W,
(18) z, =H./x, +v,

1000

18 H, =
(18) “ 0100

wherew, ~N(0,Q,) andv, ~N(O,R,) are zero-mean white Gaussians representing thegsand

measurement noise, respectively. Given the irstite estimate, and associated error covariarethe

EKF for the system in egs. (15)-(18) is given byfiiiowing two step recursion:

Prediction Step

(19) §(k|k—l = f()A(k ]Jk-l)

(20) Pk|k-l =F..P JJk-leTl +Qy

(21) F_ ="

k-1 X k-1

Update Step

(22) S =H kPklk_lH,I +R,

(23) K, =Py H{S?

(24 Ky =Rpger + K (2 - H K pger)

(20) Pak = (I wn " Kka)Pklk-l



where F,_, in eq. (20) is the Jacobian of the nonlinear tevelution f (>) an()(f(klk, Pklk) are the state

estimate and associated error covariance atkime

Tracking Results

We now report the tracking results obtained froomcpssing real AlS data collected by the Italiarr&@srial

Network for approximately 3 hours. Results forragié vessel are depicted in Figures 9 to 11.
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Figure 9: Tracking results for a single vessel leaving thet pbSavona (left) and zoomed trajectory. True
trajectory (green), estimates from the multilatératprocedure (black), and EKF position estimatesl).
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Figure 10: Localisation error over time for a single vessajéictory: Multilateration procedure (blue) and
EKF in geodetic coordinates (red).



Specifically, in Figure 9 we report the referenessel trajectory (green) from GNSS data, thel@a),
estimates from the localisation procedure (bladsses), and the EKF position estimates (red cjicles

Notice that we report the reference vessel locadidg when the AIS message is received by at @446

base stations. This is done in order to highlightghps off DoA measurements due to non-perfect coverage.
The estimation errors over time for tiBoAlocalisation and after EKF processing are depiaidegure

10. Finally, the EKF results in estimating the w&dnematics, i.e. SOG and COG, are depicted guife

11.
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Figure 11: EKF results in estimating the vessel kinematicaeTand estimated Speed Over Ground (left);
true and estimated Course Over Ground (right).

We performed the same tracking analysis for alivimssel trajectories within the coverage of attl8aslS
base stations. Results for a vessel leaving thegbdua Spezia are depicted in Figures 12 to 14cHipelly,
the (lat, lon) tracking results are depicted inuFg12, the estimation errors are reported in Eidus, and
the EKF results in estimating the vessel COG and &feGlepicted in Figure 14. Significant differentces
terms of multilateration position error can be sklem Figure 13 if compared with Figure 10 for ssel
leaving the port of Savona. This is due to betteecage in the area of La Spedia, there are 4 AlS base
stations available most of the time, as predictethb static analysis reported in Figure 8. The sama&ics

are depicted for a third vessel trajectory in Fegut5 to 17. From the results we can verify thataerage



location error of the EKF is always below 2km, tltasfirming the effectiveness of the radiolocation

technique.
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Figure 12: Tracking results for a single vessel leaving thet pbLa Spezia (left) and zoomed trajectory.
True trajectory (green), estimates from the mutiitation procedure (black), and EKF position estiesa
(red).
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Figure 13: Localisation error over time for a single vesseljéctory: Multilateration procedure (blue) and
EKF in geodetic coordinates (red).
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Figure 14: EKF results in estimating the vessel kinematicaeTand estimated Speed Over Ground (left);
true and estimated Course Over Ground (right).

It is worth noting that the number of scans nedaethe EKF to converge to the true COG and SOG salue
sensibly varies from track to track. This is duataumber of factors, chief amongst them the posstiaf

the transmitter and the receivers, the motion adcity of the vessel and the variable time betwszns.
The latter depends dhthe AIS transmission rate, which changes accgrtbirthe vessel manoeuvre and

velocity andii) the rate of reception of the message by threeave stations.
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Figure 15: Tracking results for a single vessel travelling thesind. True trajectory (green), estimates from
the multilateration procedure (black), and EKF pgasi estimates (red).



Additional tuning of the filter parameters coul@dkto improved performance in terms of the estith&@®G
and SOG. In general reducing the filter processent@ads to more precise estimates for the vessel

kinematics. This however might reduce the filterustiness and precision in terms of location estisiate
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Figure 16: Localisation error over time for a single vessajéictory: Multilateration procedure (blue) and
EKF in geodetic coordinates (red).
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Figure 17: EKF results in estimating the vessel kinematicgaeTand estimated Speed Over Ground (left);
true and estimated Course Over Ground (right).



Finally, collective results are depicted in Figa&where we report the tracking results for allsidared
vessel trajectories in the north Tyrrhenian. Spellfy, we report the true vessel trajectory (gledme
estimates from the multilateration procedure (bjaakd the EKF position estimates (red). As previous

mentioned, we consider only the vessel trajectanieisin the coverage area of at least 3 AlS baskost

Figure 18: Tracking results for a set of trajectories usinglr&lS data collected by the Italian Terrestrial
Network over about 3 hours and received by 3 orenstations. It is worth noting that AlS tracks rieed by
less than 3 stations are not plotted.

Two final remarks on the results in Figure 18:gajne of the estimates from the multilateration pdure
are on land,; this is due to the fact that the riatétration procedure is performed without applyisugd
constraints to avoid biasing the EKF measuremerasieider, Bayes optimal methods to enforce such
constraints exist [26] and will be used in futusedlopments. (2) Some of the initial/final estinsaieom the
multilateration procedure are far away from thetvessel location (blue highlight in the figurdjist
happens when there is a non-optimal spatial digioh of the AlS base stations, leading to multiple
solutions ghost estimatggo theTDoA localisation problem. This problem could be sollagdextending the

overlapping coverage of the AIS network and/or bing a Sequential Monte Carlo (SMC) filter, e.g th



Particle Filter, to keep track of the intrinsicathultimodal posterior pdf. We will in fact considixe use of

Particle Filtering for future research since ituslddead to more robust results for decision making

The demonstrated average performance of the propadadocation and tracking technique based on EKF
confirms that the approach could be used to perfartomatic validation of declared GNSS positions
encoded in the broadcast AIS messages. This couyeb@med using a single step gate validation {74
more effective binary hypothesis testing over a imgp¥ime window [28]. The former approach may be
sufficient if the EKF estimate is close to the tuassel position but is intrinsically prone to eganumber

of false positives. A more effective way of perfangndata validation is the use of a binary hypothesst
where is the hypothesis for no anomaly andthe hypothesis for ongoing anomaly. Given the oamd

variable Z representing the multilateration outpud z its realization, the binary hypothesis tegdrformed

by comparing the likelihood ratio against a decision threshold defined by the prior
and Bayes risk [28]. In particular, the represents the likelihood of observingiven the vessel is
located in the GNSS declared position, and is the likelihood of observinggiven the vessel is

following the EKF estimated track. Both the singlepsvalidation gate and the binary hypothesisgistld
be applied only when the multilateration confiderschigh (see Figure 8) in order to minimise theraaly

false alarm rate. These aspects will be the subjdature research activities.

6. Conclusions

A number of activities (traffic monitoring & managent, Search & Rescue, etc.) at sea are based upon
information provided by vessels through AlS. AlSroounication system is prone to tampering and
spoofing, thus the validation of the data provitledugh a reporting system such as AlS is an inambrt
issue faced by authorities involved in the difféarareas of maritime surveillance. It is not knowa tevel of
actual alteration of AIS provided data which, néeless, is expected to increase in the future.c€foes, it
is important to improve the assessment of thebiitiaof the position data transmitted by shipsaim
automated way to increase the safety of the sea@sp@iper has successfully addressed this issuengffan
effective method to validate the position data $gnthe ships through AlS, with an accuracy thages
from few hundreds of metres, in optimal condititmfew kilometres in marginal situation. It hads® noted

that from the operational point of view such accyrean be considered more than acceptable. The ggdpo



method collects the data provided by the networktations receiving the AIS messages transmittetthdy
ship at seas and uses the Time Stamp (Time of@#)radded by the AIS base stations to the messages
received from the ship. The algorithm allows, in fet@ps, to narrow down the estimated position efsthip
to few hundreds of metres (without using in any ey position reported by the ship). The algorithm
described in the paper has been successfully tasted real, anonymised data provided by the haliaast
Guard, demonstrating that EKF outperforms multiien for maritime situational awareness. Moreover,
the tracks originated by the proposed methodol@gyl®e thought of as the input of automatic tootdlie
detection of anomalies related to AIS data veriiarg which represent the next stage of this redear

activity.
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